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Abst ract

SRv6 is a traffic engineering, encapsul ation and steering mechani sm
utilizing IPv6 addresses to identify segnments in a pre-defined
policy. This docunment discusses security considerations in SRv6
networ ks, including the potential threats and the possible mtigation
met hods. The docunment does not define any new security protocols or
extensions to existing protocols.
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which is archived at https://mailarchive.ietf.org/arch/browse/
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1. Introduction

Segment Routing (SR) [RFC8402] utilizing an IPv6 data plane is a
source routing nmodel that |everages an | Pv6 underlay. It uses an

| Pv6 extension header called the Segnent Routing Header (SRH)

[ RFC8754]. This header is used to signal and control the forwarding
and path of packets by inposing an ordered |ist of segnents that are
processed at each hop along the signaled path. SRv6 is fundanmentally
bound to the I Pv6 protocol and introduces the aforenenti oned new

ext ensi on header. There are security considerations which nust be
noted or addressed in order to operate an SRv6 network in a reliable
and secure manner. Specifically, sonme primary properties of SRv6
that affect the security considerations are:

* SRv6 may use the SRH which is a type of Routing Extension Header
defined by [RFC8754]. Security considerations of the SRH are
di scussed in Section 7 of [RFC8754], and were based in part on
security considerations of the deprecated routing header 0 as
di scussed in Section 5 of [RFC5095].

* SRv6 uses the I Pv6 data-plane, and therefore security

considerations of IPv6 are applicable to SRv6 as well. Sone of
these considerations are discussed in Section 10 of [RFC3200] and
in [ RFCO099] .
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3.

Wil e SRv6 uses what appear to be typical |Pv6 addresses, the
address space is processed differently by segnment endpoints. A
typical IPv6 unicast address is conprised of a network prefix and
a host identifier. A typical SRv6 segnent identifier (SID) is
conprised of a locator, a function identifier, and optionally,
function argunents. The locator nust be routable, which enables
both SRv6 capabl e and i ncapabl e devices to participate in
forwardi ng, either as normal | Pv6 unicast or SRv6 segnent
endpoints. The capability to operate in environnents that may
have gaps in SRv6 support allows the bridging of islands of SRv6
devices with standard | Pv6 unicast routing.

Thi s docunment describes various threats to SRv6 networks and al so
presents existing approaches to avoid or nmitigate the threats.

Scope of this Docunent

The followi ng | ETF RFCs were selected for security assessment as part
of this effort:

*

[ RFC8402] : Segnent Routing Architecture

[ RFC8754] : |Pv6 Segnent Routing Header (SRH)

[ RFC8986] : Segnent Routing over |Pve (SRv6) Network Progranmn ng
[ RFC9020] : YANG Data Mddel for Segment Routing

[ RFC9256] : Segnent Routing Policy Architecture

[ RFC9491] Integration of the Network Service Header (NSH) and
Segment Routlng for Service Function Chaining (SFC)

[ RFC9524] : Segnent Routing Replication for Miltipoint Service
Del i very

[ RFC9800] : Conpressed SRv6 Segnent List Encoding

We note that SRv6 is under active devel opnment and, as such, the above
docunents might not cover all protocols enployed in an SRv6
depl oynent .

Conventions and Definitions
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3.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3.2. Term nol ogy

*  HMAC TLV: Hashed Message Aut hentication Code Type Length Val ue
[ RFC8754]

* SID: Segnent Identifier [RFC8402]

*  SRH. Segnent Routing Header [RFC8754]

* SRv6: Segnment Routing over |Pv6 [ RFC8402]
4. Threat Term nol ogy

This section introduces the threat taxononmy that is used in this
docunent. This taxonony is based on term nology fromthe Internet
threat nodel [RFC3552], as well as sone concepts from[RFCI055],

[ RFC7384], [RFC7835], and [ RFC9416]. Details regarding inter-domain
segnment routing (SR) are out of scope for this docunent.

Internal vs. External: An internal attacker in the context of SRv6
is an attacker who is located within an SR donmain. Specifically,
an internal attacker either has access to a node in the SR domain,
or is located within the premi ses of the SR domain. Externa
attackers, on the other hand, are not within the SR donmin.

On-path vs. Of-path: On-path attackers are located in a position
that allows interception, nodification or dropping of in-flight
packets, as well as insertion (generation) of packets. Of-path
attackers can only attack by insertion of packets.

Data pl ane vs. control plane vs. Managenent plane: Attacks can be
classified based on the plane they target: data, control, or
managenent. The distinction between on-path and off-path
attackers depends on the plane where the attack occurs. For
i nstance, an attacker mght be off-path froma data pl ane
perspective but on-path froma control plane perspective.

The followi ng figure depicts an exanple of an SR domain with five

attacker types, labeled 1-5. As an exanple, attacker 2 is |ocated
al ong the path between the SR ingress node and SR endpoint 1, and is
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5

therefore an on-path attacker both in the data plane and in the
control plane. Thus, attacker 2 can listen, insert, delete, nodify
or replay data plane and/or control plane packets in transit. O f-
pat h attackers, such as attackers 4 and 5, can insert packets, and in
sonme cases can passively listen to sonme traffic, such as multicast
transm ssions. In this exanple a Path Conputation Elenent as a
Central Controller (PCECC) [RFCIO050] is used as part of the control

pl ane. Thus, attacker 3 is an internal on-path attacker in the
control plane, as it is |located along the path between the PCECC and
SR endpoi nt 1.

1.on-path 2.0n-path 3.ngnt. PCE as a Central 4.off-path 5. 0off-path

ext er nal i nt ernal pl ane Controller i nt ernal ext erna
att acker att acker on-path (PCECC) att acker att acker
I I I I I I
I I v v I I
| SR | / +---+ N/ ] \ |
| domain / |\ N Xe---- | PCECC v / v
| \ | +---+ X\ X
% / % | /
. G SO -->X--------=-- >0 ------ SO ------mmmm o - - >0 --->
A A /™M /"
| \ AN IN_ | N NN /|
I \_/ I I I
I I I I
SR SR SR SR
i ngress endpoint 1 endpoi nt 2 egress
node node

Figure 1: Threat Mdel Taxonony

As defined in [RFC8402], SR operates within a "trusted domain".
Therefore, in the current threat nodel the SR domain defines the
boundary that distinguishes internal fromexternal threats.
Specifically, an attack on one donmain that is invoked fromwithin a
different domain is considered an external attack in the context of
the current docunent.

Ef f ect

One of the inportant aspects of threat analysis is assessing the
potential effect or outcone of each threat. SRv6 allows for the
forwardi ng of |1 Pv6 packets via predeterm ned SR policies, which
determ ne the paths and the processing of these packets. An attack
on SRv6 may cause packets to traverse arbitrary paths and to be
subject to arbitrary processing by SR endpoints within an SR domai n.
This may allow an attacker to perform a nunber of attacks on the

vi cti m networks and hosts that would be nostly unfeasible for a non-
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SRv6 environment.

The threat nodel in [ANSI-Sec] classifies threats according to their
potential effect, defining six categories. For each of these
categories we briefly discuss its applicability to SRv6 attacks.

* Unaut horized Access: an attack that results in unauthorized access
m ght be achi eved by having an attacker |everage SRv6 to
circunvent security controls as a result of security devices that
are unable to enforce security policies for SRv6. For exanple,
this can occur if packets are directed through paths where packet
filtering policies are not enforced, or if sone security policies
are not enforced in the presence of |Pv6 Extension Headers.

* Masquerade: various attacks that result in spoofing or
masquer adi ng are possible in I Pv6 networks. However, these
attacks are not specific to SRv6, and are therefore not within the
scope of this docunent.

* Systemlintegrity: attacks on SRv6 can mani pul ate the path and the
processing that the packet is subject to, thus conprom sing the
integrity of the system Furthernore, an attack that conproni ses
the control plane and/or the nanagenent plane is also a neans of
affecting the systemintegrity. A specific SRv6-targeted attack
may cause one or nore of the foll owi ng outcones:

- Avoiding a specific node or path: when an SRv6 policy is
mani pul at ed, specific nodes or paths nmay be bypassed, for
exanple in order to avoid the billing service or circunvent
access controls and security filters.

- Preferring a specific path: packets can be mani pul ated so that
they are diverted to a specific path. This can result in
al | owi ng various unauthorized services such as traffic
acceleration. Alternatively, an attacker can divert traffic to
be forwarded through a specific node that the attacker has
access to, which facilitates nore conplex on-path attacks such
as passive listening, reconnai ssance, and various man-in-the-
m ddl e attacks.

- Causing header nodifications: SRv6 network progranmm ng
determ nes the SR endpoi nt behavior, including potential header
modi fi cations. Thus, one of the potential outconmes of an
attack i s unwanted header nodifications.

* Communication Integrity: SRv6 attacks may cause packets to be

forwarded through paths that the attacker controls, which may
facilitate other attacks that conpromise the integrity of user
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data. Integrity protection of user data, which is inplenented in
hi gher | ayers, avoids these aspects, and therefore comunication
integrity is not within the scope of this docunent.

* Confidentiality: as in conmmunication integrity, packets forwarded
t hrough uni ntended paths may traverse nodes controlled by the
attacker. Since eavesdropping of user data can be avoi ded by
usi ng encryption in higher layers, it is not within the scope of
this document. However, eavesdropping of a network that uses SRv6
is a specific formof reconnai ssance. This reconnai ssance all ows
the attacker to collect infornmation about SR endpoi nt addresses,
SR policies, and network topol ogies.

* Denial of Service: the availability aspects of SRv6 include the
ability of attackers to | everage SRv6 as a neans for conpronising
the performance of a network or for causing Denial of Service
(DoS), including:

- Resource exhaustion: conpronmising the availability of the
system can be achi eved by sendi ng SRv6-enabl ed packets to/
through victimnodes in a way that results in a negative
performance i npact of the victimsystens (e.g., [RFC9098]).

For exanple, network progranm ng can be used in sonme cases to

mani pul at e segnment endpoints to perform unnecessary functions

that consume processing resources. Resource exhaustion may in
severe cases cause Denial of Service (DoS)

- Forwarding | oops: an attacker m ght achieve attack
anplification by increasing the nunber hops that each packet is
forwarded through and thus increase the | oad on the network.

For instance, a set of SIDs can be inserted in a way that
creates a forwarding | oop ([ RFC8402], [RFC5095],
[ CanSecWest 2007]) and thus | oads the nodes al ong the | oop

- Causing packets to be discarded: an attacker nmay cause a packet
to be forwarded to a point in the network where it can no
| onger be forwarded, causing the packet to be discarded.

Section 6 discusses specific inplementations of these attacks, and
possible mtigations are discussed in Section 7

6. Attacks
6.1. Attack Abstractions
Packet manipul ati on and processing attacks can be inplenmented by

performng a set of one or nore basic operations. These basic
operations (abstractions) are as foll ows:
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* Passive listening: an attacker who reads packets off the network
can collect information about SR endpoint addresses, SR policies
and the network topology. This information can then be used to
depl oy ot her types of attacks.

* Packet replaying: in a replay attack the attacker records one or
nmore packets and transmits themat a later point intime. This
could lead to using nore resources or security devices being
unabl e to track connections correctly.

* Packet insertion: an attacker generates and injects a packet to
the network. The generated packet may be naliciously crafted to
include false information; including fal se addresses, SRv6-rel ated
informati on, or other intentionally incorrect informtion

* Packet deletion: by intercepting and renoving packets fromthe
network, an attacker prevents these packets fromreaching their
destination. Selective renoval of packets may, in sone cases,
cause nore severe damage than random packet |o0ss

* Packet nodification: the attacker nodifies packets during transit.

This section describes attacks that are based on packet nani pul ation
and processing, as well as attacks performed by other neans. Wile
it is possible for packet manipul ation and processi ng attacks agai nst
all the fields of the IPv6 header and its extension headers, this
docunent limts itself to the | Pv6 header and the SRH

6.2. Data Plane Attacks
6.2.1. Modification Attack
6.2.1.1. Overview

An on-path internal attacker can nodify a packet while it is in
transit in a way that directly affects the packet’s segnent |ist.

A nodi fication attack can be performed in one or nore of the
fol |l owi ng ways:

* SIDIlist: the SRH can be mani pul ated by addi ng or renoving Sl Ds,
or by nodifying existing Sl Ds.

* | Pv6 Destination Address (DA): when an SRH is present, nodifying
the destination address (DA) of the IPv6 header affects the active
segnent. However, DA nodification can affect the SR policy even
in the absence of an SRH One exanple is nodifying a DA which is
used as a Binding SID [RFC8402]. Another exanple is nodifying a
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DA which represents a conpressed segnent |ist [RFC9800]. SRH
compression allows encoding multiple conpressed SIDs within a
single 128-bit SID, and thus nodifying the DA can affect one or
nmore hops in the SR policy.
* Add/renove SRH. an attacker can insert or rempove an SRH.
* SRH TLV: adding, removing or nodifying TLV fields in the SRH
The SR nodification attack is perfornmed by an on-path attacker who
has access to packets in transit and can inplenent these attacks
directly. SR nodification is relatively easy to inplenment and
requires | ow processing resources. However, it facilitates nore
compl ex on-path attacks by redirecting traffic to another node that
the attacker has access to with nore processing resources.

An on-path internal attacker can also nodify, insert, or del ete other
ext ensi on headers but these are outside the scope of this docunent.

6.2.1.2. Scope
An SR nodification attack can be perforned by on-path attackers. |If
filtering is deployed at the domain boundari es as described in
Section 7.1, the ability to inplenent SR nodification attacks is
limted to on-path internal attackers.

6.2.1.3. FEffect
SR nodi fication attacks, including adding or renpbving an SRH
nmodi fying the SID list, and nodifying the |Pv6 DA can have one or
more of the followi ng outcomes, which are described in Section 5.
* Unaut hori zed access
* Avoiding a specific node or path
* Preferring a specific path
* Causi ng header nodifications
* Causi ng packets to be discarded
* Resource exhaustion

*  Forwardi ng | oops

Mal i ci ously addi ng unnecessary TLV fields can cause further resource
exhausti on.

Buraglio, et al. Expires 6 August 2026 [ Page 10]



Internet-Draft Segment Routing |IPv6 Security Considerat February 2026

6.2.2. Passive Listening
6.2.2.1. Overview

An on-path internal attacker can passively listen to packets and
specifically listen to the SRv6-related information that is conveyed
in the | Pv6 header and the SRH. This approach can be used for
reconnai ssance, i.e., for collecting segnment |ists.

6.2.2.2. Scope
A reconnai ssance attack is Iimted to on-path internal attackers.

If filtering is deployed at the domain boundaries (Section 7.1), it
prevents any | eaks of explicit SRv6 routing information through the
boundaries of the adm nistrative domain. |In this case, externa
attackers can only collect SRv6-related data in a mal functioning
network in which SRv6-related information is | eaked through the
boundari es of an SR domai n.

6.2.2.3. Ef f ect

Wiile the information collected in a reconnai ssance attack does not
conprom se the confidentiality of the user data, it allows an
attacker to gather information about the network which in turn can be
used to enabl e other attacks.

6.2.3. Packet Insertion

6.2.3.1. Overview
In a packet insertion attack packets are inserted (injected) into the
network with a segnent list. The attack can be applied either by
usi ng synthetic packets or by replaying previously recorded packets.

6.2.3.2. Scope
Packet insertion can be performed by either on-path or off-path
attackers. 1In the case of a replay attack, recordi ng packets in-
flight requires on-path access and the recorded packets can | ater be
injected either froman on-path or an off-path | ocation

If filtering is depl oyed at the donmain boundaries (Section 7.1),
insertion attacks can only be inplemented by internal attackers.

Buraglio, et al. Expires 6 August 2026 [ Page 11]



Internet-Draft Segment Routing |IPv6 Security Considerat February 2026

6.2.3.3. Effect

The main effect of this attack is resource exhaustion, which
conprom ses the availability of the network, as described in
Section 6.2.1. 3.

6.2.4. Oher Attacks

Various attacks which are not specific to SRv6 can be used to
conprom se networks that depl oy SRv6. For exanple, spoofing is not
specific to SRv6, but can be used in a network that uses SRv6. Such
attacks are outside the scope of this docunent.

Because SRv6 is conpletely reliant on | Pv6 for addressing,
forwardi ng, and fundanental networking basics, it is potentially
subject to any existing or enmerging | Pv6 vulnerabilities [RFC099].
This, however, is out of scope for this docunent.

6.3. Control Plane Attacks
6.3.1. Overview

The SRv6 control plane | everages existing control plane protocols,
such as BGP, |S-1S, OSPF and PCEP. Consequently, any security
attacks that can potentially conproni se these protocols are al so
applicable to SRv6 deploynents utilizing them Therefore, this
docunent does not provide an exhaustive list of the potential contro
pl ane attacks. Instead, it highlights key categories of attacks,
focusing on three primary areas: attacks targeting routing protocols,
centralized control plane infrastructures, and OAM protocols. In
this docunment, the term OAM refers specifically to Operations,

Admi ni stration, and Maintenance, in alignment with the definition
provided in [ RFC6291]. As such, it explicitly excludes nmanagenent -
rel ated functions. Security considerations pertaining to the
managenent pl ane are addressed in Section 6. 4.

6.3.2. Routing Protocol Attacks

6.3.2.1. Overview
Generic threats applicable to routing protocols are discussed in
[RFC4593]. Sinilar to data plane attacks, the abstractions outlined
in Section 6.1 are also applicable to control plane traffic. These

i ncl ude passi ve eavesdroppi ng, nmessage injection, replay, deletion,
and nodi fi cati on.
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Passive |istening enables an attacker to intercept routing protocol
messages as they traverse the network. This formof attack does not
alter the content of the messages but allows the adversary to anal yze
routing information, infer network topol ogy, and gather intelligence
on routing behavi or

Active attacks involve the unauthorized injection or alteration of
control plane nessages. Such attacks can comprom se routing
integrity by introducing falsified information, nodifying legitimte
routing data, or triggering incorrect forwardi ng decisions. These
di sruptions may result in denial-of-service conditions or traffic

m sdi rection.

For exanple, an attacker may advertise falsified SIDs to nmanipul ate
SR policies. Another exanple in the context of SRv6 is the

adverti senent of an incorrect Maximum SID Depth (MSD) val ue

[ RFC8476]. |If the advertised MsD is | ower than the actua

capability, path conputation may fail to conpute a viable path.
Conversely, if the value is higher than supported, an attenpt to
instantiate a path that cannot be supported by the head-end (the node
performng the SID inposition) may occur

An additional case could be the nanipul ati on of backup paths

[ RFC8355], where the attacker could alter the SIDs defining such
backup path then directing traffic over suboptinmal or conpronised

pat hs, enabling eavesdropping, traffic analysis, or selective denia
of service, conpromsing the service integrity and confidentiality if
traffic is diverted to unauthorized nodes or paths.

Finally, in situations of interworking with other domains, as for BGP
Egress Peer Engi neering (BGP-EPE) [ RFC9087] an attacker injecting
mal i ci ous BGP- EPE policies may steer traffic through unauthorized
peers or paths. This facilitates interception, traffic analysis, or
deni al of service. Attackers gaining access to the BGP-EPE
controll er can mani pul ate SRv6 route sel ection and segnment |ists,
conprom sing network integrity and confidentiality.

6.3.2.2. Scope

The location of an attacker in the network significantly affects the
scope of potential attacks. O f-path attackers are generally linited
to injecting malicious routing nessages, while on-path attackers can
perform a broader range of attacks, including active nodification, or
passi ve |istening.
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6.3.2.3. Effect

Attacks targeting the routing protocol can have diverse inpacts on
net wor k operation, including the aspects described in Section 5.
These inpacts nmay include incorrect SR policies or the degradation of
network availability, potentially resulting in service disruption or
deni al of service

6.3.3. OAM Att acks
6.3.3.1. Overview

Since SRv6 operates over an | Pv6 infrastructure, existing OAM
protocol s designed for |1 Pv6 networks are applicable to SRv6 as well.
Consequently, the security considerations associated with
conventional |Pv6 OAM protocols are also relevant to SRv6
environments. As noted in [ RFC7276], successful attacks on OAM
protocol s can m sl ead operators by sinmulating non-existent failures
or by concealing actual network issues. SRv6-specific OAM aspects
are specified in [ RFC9259].

The O-flag in the SRH serves as a marking bit in user packets to
trigger telenetry data collection and export at the segnent

endpoints. An attacker may exploit this mechani smby setting the
Oflag in transit packets, thereby overloading the control plane and
degradi ng systemavailability. Additionally, an on-path attacker nmay
passively intercept OAM data exported to external analyzers,
potentially gaining unauthorized insight into network topol ogy and
behavi or.

6.3.3.2. Scope

Of-path attackers may attenpt to degrade system availability by
injecting fabricated OAM nessages or SRv6 packets with the O bit set,
thereby triggering unnecessary telenmetry processing. They nmay al so
probe SRv6 nodes to infer information about network state and
performance characteristics

On-path attackers possess enhanced capabilities due to their position
within the traffic path. These include passive interception of OAM
data, unauthorized nodification of the Obit in transit packets, and
tanmpering with legiti mte OAM nessages to m sl ead network nonitoring
systens or conceal operational issues.
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6.3.3.3. Effect

Attacks targeting OAM protocol s may inpact network availability or
facilitate unauthorized information gathering. Such attacks can

di srupt normal operations or expose sensitive details about network
t opol ogy, perfornmance, or state.

6.3.4. Central Control Pl ane Attacks
6.3.4.1. Overview

Centralized control plane architectures, such as those based on the
Pat h Conmputation El ement (PCE) [ RFC4655] and PCE as a Centra
Control l er (PCECC) [RFCB8283], inherently introduce a single point of
failure. This centralization may present a security vulnerability,
particularly with respect to denial -of-service (DoS) attacks
targeting the controller. Furthernore, the central controller
becomes a focal point for potential interception or manipul ation of
control messages exchanged with individual Network El enments (NEs),
thereby increasing the risk of conpronmise to the overall network
control infrastructure

6.3.4.2. Scope

As with other control plane attacks, an off-path attacker may attenpt
to inject forged control messages or imnpersonate a legitimte
controller. On-path attackers, by virtue of their position within
the conmuni cati on path, possess additional capabilities such as
passive interception of control traffic and in-transit nodification
of nmessages exchanged between the controller and Network El enments
(NEs) .

For exanple, an attacker may manipulate SR policies instantiated via
the central controller (using protocols |ike PCEP or BGP) at the head
end, thereby altering both the paths of the SR policy and the traffic
steered over it. Additionally, PCECC enabl es mani pul ation of SID

al l ocation and distribution.

6.3.4.3. FEffect
A successful attack may result in any of the adverse effects
described in Section 5, potentially inpacting availability and

operational correctness.

6.4. Managenent Pl ane Attacks

Buraglio, et al. Expires 6 August 2026 [ Page 15]



Internet-Draft Segment Routing |IPv6 Security Considerat February 2026

6.4.1. Overview

Simlar to the control plane, a conmprom sed managenment pl ane can
enabl e a broad range of attacks, including unauthorized nmani pul ation
of SR policies and disruption of network availability. The specific
threats and their potential inpact are influenced by the nanagenent
protocol s in use.

As with centralized control systems, a centralized managenent
infrastructure nmay introduce a single point of failure, rendering it
susceptible to denial -of-service (DoS) attacks or nmaking it a target
for eavesdroppi ng and nessage tanperi ng.

Unaut hori zed access in a network managenent system can enabl e
attackers or unprivileged users to gain control over network devices
and alter configurations. In SRv6-enabled environnments, this can
result in the manipul ati on of segnent routing policies or cause

deni al -of -service (DoS) conditions by disrupting traffic or tanpering
wi th forwardi ng behavi or.

Management functionality is often defined using YANG data nodel s,
such as those specified in [ RFC9020], [I-D.ietf-Isr-isis-srv6-yang]
and [I-D.ietf-lsr-ospf-srve-yang]. As with any YANG nodul e, data
nodes marked as witable, creatable, or deletable nmay be consi dered
sensitive in certain operational environments. Unauthorized or
unprotected wite operations (e.g., via edit-config) targeting these
nodes can adversely affect network operations. Sonme of the readable
data nodes in a YANG nodul e may al so be considered sensitive or

vul nerable in sone network environments.

6.4.1.1. Scope

As with control plane attacks, an off-path attacker may attenpt to

i nject forged managenent nessages or inpersonate a |egitimte network
managenment system On-path attackers, due to their privileged
position within the comuni cation path, have additional capabilities
such as passive interception of nmanagenent traffic and unauthorized
nmodi fi cation of nmessages in transit. An attacker w th unauthorized
access to a managenent system can cause significant damage, depending
on the scope of the systemand the strength of the access contro
mechani sns in pl ace.

6.4.1.2. Effect
A successful attack may result in any of the adverse effects

described in Section 5, potentially inpacting availability and
operational correctness.
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6.5. Attacks - Sunmary

The followi ng table sunmarizes the attacks that were described in the
previ ous subsections, and the correspondi ng effect of each of the
attacks. Details about the effect are described in Section 5.

| Attack | Details | Effect |
[ e ———— e ——————————————_ Ll p——r
| Modification | Mdification of: |* Unauthorized access |
| |* SID list | * Avoi ding a specific node or path |
| | * 1Pv6 DA | * Preferring a specific path |
| | Add/ remove/ nodi fy: | * Causi ng header nodifications |
| | * SRH | * Causing packets to be discarded |
| | * SRH TLV | * Resource exhaustion |
| | | * Forwardi ng | oops |
Fom e o - o e e e oo o m e e e e e e e e mee oo s +
| Passi ve | Passively listen |* Reconnai ssance |
| 1'i stening |to SRv6e-rel ated | |
| | i nformation | |
S o e e e e oo oo o e e e e e e e e e e e e e o m o +
| Packet | Maliciously inject|* Resource exhaustion |
| insertion | packets with a | * Security tooling confusion |
| | segrment i st | |
R Fom e e e oo o m m e e e e e e e e e e e eo oo s +
| Control plane|* Routing protocol | |
| att acks | attacks | |
| | * OAM attacks | |
| | * Central control | |
| | plane attacks | * Unaut hori zed access |
| | | * Avoiding a specific node or path |
| | | * Preferring a specific path |
R R T +* Causi ng header nodifications |
| Managenent | * Centralized | * Causing packets to be discarded |
| pl ane attacks| nmanagenent | * Resource exhaustion |
| | attacks | * Forwarding | oops |
| | * Unaut hori zed | |
| | access to the | |
| | managenent | |
I | system I I
Fom e o - o e e e oo o m e e e e e e e e mee oo s +

Figure 2: Attack Summary
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7. Mtigation Methods

This section presents nethods that can be used to mtigate the
threats and i ssues that were presented in previous sections. This
section does not introduce new security solutions or protocols.

7.1. Trusted Domains and Filtering
7.1.1. Overview
As specified in [ RFC8402]:

By default, SR operates within a trusted domain. Traffic MJST be
filtered at the domai n boundari es.

The use of best practices to reduce the risk of tanpering within the
trusted domain is inportant. Such practices are discussed in

[ RFC4381] and are applicable to both SR-MPLS and SRv6.

Fol I owi ng the direction of [RFC8402], the current document assunes
that SRv6 is a trusted domain and that the traffic is filtered at the
domai n boundaries. Traffic MIST be filtered at the donmin
boundaries. Thus, npbst of the attacks described in this docunent are
limted to within the donmain (i.e., internal attackers).

Such an approach is comonly referred to as "fail-open", which

i nherently contains nore risk than fail-cl osed met hodol ogi es.

Rel ying on perfectly crafted filters on all edges of the trusted
domai n poses a denonstrable risk of inbound or outbound |eaks if the
filters are renoved or adjusted erroneously. It is also inportant to
note that sone filtering inplenentations have limts on the size,
compl exity, or protocol support that can be applied, which may
prevent the filter adjustnents or creation required to properly
secure the trusted domain for a new protocol such as SRv6.

Practically speaking, this neans successfully enforcing a "Trusted
Domai n" nmay be operationally difficult and error-prone in practi ce,
and that attacks that are expected to be unfeasible fromoutside the
trusted domain may actually becone feasi ble when any of the involved
systens fails to enforce the filtering policy that is required to
define the Trusted Domai n.
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7

1.

1.

2. SRH Filtering

Filtering can be perforned based on the presence of an SRH. More
general |y, [ RFC9288] provides recommendati ons on the filtering of

| Pv6 packets containing |Pv6 extension headers at transit routers.
However, filtering based on the presence of an SRH is not necessarily
useful for two reasons: 1. The SRH is optional for SID processing as
described in [RFC8754] section 3.1 and 4.1. 2. A packet containing
an SRH may not be destined to the SR dormain, it may be sinply
transiting the donmin.

For these reasons SRH filtering is not necessarily a useful nethod of
mtigation.

3. Address Range Filtering

The | Pv6 destination address can be filtered at the externa

interface of the SR ingress node of the SRv6 domain and at all nodes

i mpl ementing SRv6 SIDs within the SR domain in order to mitigate
external attacks. Section 5.1 of [RFC8754] describes this in detai
and a summary is presented here: 1. At ingress nodes, any packet
entering the SR donmain and destined to a SIDwithin the SR domain is
dropped. 2. At every SRv6 enabl ed node, any packet destined to a SID
instantiated at the node froma source address outside the SR domain

i s dropped.

In order to apply such a filtering mechani smthe SR domain needs to
have an infrastructure address range for SIDs and an infrastructure
address range for source addresses that can be detected and enforced.
Sone exanples of an infrastructure address range for SIDs are: - The
prefix defined in [ RFC9602] - ULA addresses - GUA addresses

As stated in the security considerations section of [RFC9602], the
usage of the prefix allocated by [ RFC9602] inproves security by
making it nore sinple to filter traffic at the edge of the SR

Domains. It is inportant to note that [ RFC9602] all ocates and nakes
a dedicated prefix available for SRv6 SIDs for use inside a trusted
SRv6 domain. Use of other prefixes for this purpose will result in

further security considerations such as potential SID pool route
| eakage or nore conplicated filtering requirenents, increasing the
|'i keli hood of human or configuration error

Many operators reserve a /64 block for all |oopback addresses and
all ocate /128 for each | oopback interface. This sinplifies the
filtering of permtted source addresses.
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Failure to inplenment address range filtering at ingress nodes is
mtigated with filtering at SRv6 enabl ed nodes. Failure to inplenent
both filtering nechanisns could result in a "fail open" scenario,
where sone attacks by internal attackers described in this docunent
may be | aunched by external attackers.

Filtering on prefixes has been shown to be useful, specifically

[ RFC8754] ' s description of packet filtering. There are no known
limtations with filtering on infrastructure addresses, and [ RFC9099]
expands on the concept with control plane filtering.

7.2. Encapsul ati on of Packets

Packets steered within an SR domain are typically encapsul ated using
I Pv6. Encapsul ation at the SR ingress node, foll owed by

decapsul ation at the SR egress node and forwardi ng of the inner
packet wi thout | ookup, provides two key benefits:

* Mtigates external attacker capabilities against the domain
* Supports encapsul ation of both IPv4 and | Pv6 packets

Practices outlined in Section 5 of [RFC8754] should be followed to
ensure exclusivity of use for any prefix configured within the
trusted domai n.

7.3. Hashed Message Aut hentication Code (HVAC)

The SRH can be secured by an HVAC TLV, as defined in [RFC8754]. The
HVAC is an optional TLV that secures the segnent list, the SRH flags,
the SRH Last Entry field and the I Pv6 source address. A pre-shared
key is used in the generation and verification of the HVAC.

Using an HVAC in an SR domain can nitigate sonme of the SR
Modi fication Attacks (Section 6.2.1).

The foll owi ng aspects of the HVAC shoul d be consi dered:
* The HMAC TLV is OPTI ONAL.

* While it is presunmed that uni que keys will be enpl oyed by each
participating node, nmanual configuration of pre-shared keys may
|l ead to key reuse. In such scenarios, the same key ni ght be
reused by nmultiple nodes of an SRv6 donain as an incorrect
shortcut to keep pre-shared key configuration manageable. This
key shoul d not be the sane key for different trusted donmins,

i ncludi ng those existing on the sanme node.
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*  When the HVAC is used there is a distinction between an attacker
who becones internal by having physical access, for exanple by
plugging into an active port of a network device, and an attacker
who has full access to a legitimte network node, including for
exanpl e encryption keys if the network is encrypted. The latter
type of attacker is an internal attacker who can perform any of
the attacks that were described in the previous section as
rel evant to internal attackers.

* For the lifetine of the pre-shared key validity, an interna
attacker who does not have access to the pre-shared key can
capture legitimte packets, and later replay the SRH and HVAC from
these recorded packets. This allows the attacker to insert the
previously recorded SRH and HVAC into a newWy injected packet. An
on-path internal attacker can also replace the SRH of an in-
transit packet with a different SRH that was previously captured.

* |In cases where an SRH carries policy semantics, care should be
taken to understand the inplications of malformed SRH, invalid
TLVs, and authentication failures.

These considerations limt the extent to which HVAC TLV can be relied
upon as a security mechanismthat could readily mtigate threats
associated with spoofing and tanpering protection for the | Pv6 SRH.

7.4. Control Plane Mtigation Methods

Mtigation strategies for control plane attacks depend heavily on the
specific protocols in use. Since these protocols are not exclusive
to SRv6, this section does not attenpt to provide an exhaustive |ist
of mitigation techniques. Instead, it is focused on considerations
particularly relevant to SRv6 depl oynents.

Routing protocols can enploy authentication and/or encryption to
protect against nodification, injection, and replay attacks, as
outlined in [ RFC6518]. These nechani sns are essential for

mai ntaining the integrity and authenticity of control plane
communi cati ons.

In centralized SRv6 control plane architectures, such as those
described in [I-D.ietf-pce-segnent-routing-policy-cp], it is
RECOMMVENDED t hat comuni cati on between PCEs and PCCs be secured using
aut henti cated and encrypted sessions. This is typically achieved
usi ng Transport Layer Security (TLS), follow ng the guidance in

[ RFC8253] and best practices in [ RFC9325].
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8.

When the Oflag is used for Operations, Admnistration, and

Mai nt enance (OAM functions, as defined in [RFC9259], inplenentations
shoul d enforce rate Iimting to mtigate potential denial-of-service
(DoS) attacks triggered by excessive control plane signaling.

The control plane should be confined to a trusted administrative
domain. As specified in [I-D.ietf-idr-bgp-Is-sr-policy], SR Policy
information advertised via BGP should be restricted to authorized
nodes, controllers, and applications within this domain. Simlarly,
the use of the Oflag is assuned to occur only within such a trusted
envi ronment, where the risk of abuse is minimzed.

5. Managenent Plane Mtigation Methods

Mtigating attacks on the nmanagenment plane, nuch like in the contro
pl ane, depends on the specific protocols and interfaces enpl oyed.

Managenent protocols such as NETCONF and RESTCONF are commonly used
to configure and nmonitor SRv6-enabl ed devices. These protocols nust
be secured to prevent unauthorized access, configuration tanpering,

or information | eakage.

The | owest NETCONF | ayer is the secure transport |ayer, and the
mandat ory-t o-i npl ement secure transport is Secure Shell (SSH)

[ RFC6242]. The | owest RESTCONF | ayer is HTTPS, and the mandatory-to-
i mpl ement secure transport is TLS [ RFC8446].

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a pre-configured subset of all avail able NETCONF or
RESTCONF protocol operations and content.

SRv6-speci fic YANG nodul es shoul d be designed with the sanme security
considerations applied to all YANG based nodels. Witable nodes nust
be protected using access control nechani sns such as NACM and secured
transport protocols like SSH or TLS to prevent unauthorized
configuration changes. Readabl e nodes that expose sensitive
operational data should be access-controlled and transnmtted only
over encrypted channels to mtigate the risk of information |eakage.

I mplications on Existing Equi prent
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8.1. Mddle Box Filtering |Issues

When an SRv6 packet is forwarded in the SRv6 domain, its destination
address changes constantly and the real destination address is

hi dden. Security devices on SRv6 network may not |earn the rea
destination address and fail to performaccess control on sone SRv6
traffic.

The security devices on SRv6 networks need to take care of SRv6
packets. However, SRv6 packets are often encapsul ated by an SR

i ngress device with an I Pv6 encapsul ation that has the | oopback
address of the SR ingress device as a source address. As a result,
the address information of SR packets may be asymetric, resulting in
i mproper traffic filter problens, which affects the effectiveness of
security devices. For exanple, along the forwarding path in SRv6
network, the SR-aware firewall will check the association

rel ati onships of the bidirectional VPN traffic packets. It is
therefore able to retrieve the final destination of an SRv6 packet
fromthe last entry in the SRH  \Wen the <source, destination> tuple
of the packet from PE1 (Provider Edge 1) to PE2 is <PEl-1P-ADDR, PE2-
VPN SI D>, and the other direction is <PE2-1P-ADDR, PE1l-VPN- SID> the
source address and destination address of the forward and backward
traffic are regarded as different flows. Thus, legitimate traffic
may be bl ocked by the firewall

Forwardi ng SRv6 traffic through devices that are not SRv6-aware mi ght
in some cases |lead to unpredictable behavior. Security appliances,
nmoni toring systens, and middl e boxes could react in different ways if
they lack support for SRv6 nechani sns, such as the Segnent Routing
Header (SRH) [ RFC8754]. Additionally, inplenentation linmitations in
the processing of |Pv6 packets with extension headers may result in
SRv6 packets being dropped [ RFC7872], [ RFC9098] .

Upper -1 ayer checksum cal cul ations rely on a pseudo- header that

i ncludes the I Pv6 Destination Address. [RFC8200] specifies that when
the Routing header is present the upper-layer checksumis conputed by
the originating node based on the I Pv6 address of the | ast el enent of
the Routing header. Wen conpressed segnment |ists [RFCO800] are
used, the last element of the Routing header may be different than
the Destination Address as received by the final destination

Furt hernore, conpressed segnent |lists can be used in the Destination
Address wi thout the presence of a Routing header, and in this case
the I Pv6 Destination address can be nodified along the path. As
defined in [ RFC9800], the Destination Address used in the upper-|ayer
checksum cal cul ation is the address as expected to be received by the
ultimate destination. As a result, sone existing m ddl eboxes which
verify the upper-1layer checksum nm ght niscal culate the checksum
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8.

2

10.

11.

11.

Limited capability hardware

In sone cases, access control list capabilities are a resource shared
with other features across a given hardware platform Filtering
capabilities should be considered along with other hardware reliant
functions such as VLAN scale, route table size, MAC address table
size, etc. Filtering both at the control and data plane rmay or may
not require shared resources. For exanple, sone platfornms nmay
require allocating resources fromroute table size in order to
acconmodat e | arger nunbers of access lists. Hardware and software
configurations should be consi dered when designing the filtering
capabilities for an SRv6 control and data pl ane.

Security Considerations

The security considerations of SRv6 are presented throughout this
docunent .
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Thi s docunment has no | ANA acti ons.
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