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Abst ract

The Segnment Routing over |1Pv6 (SRv6) Network Progranmi ng framework
enabl es a network operator or an application to specify a packet
processi ng program by encodi ng a sequence of instructions in the |IPv6
packet header.

Fol | owi ng the SRv6 Network Programr ng concept, this docunent defines
SRv6 based nechanisns for inter-layer network programmi ng, which can
help to integrate the packet network |layer with its underlying | ayers
efficiently. For inter-layer path programmng, a new SRv6 behavi or
is defined for steering packets to underlay network connections. The
applicability of this new SRv6 behavior in typical scenarios is
illustrated.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 31 May 2026.
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1. Introduction

In many network scenarios, the operator owns a nulti-Ilayered network.
The technology in layer-3 has converged to IP, while there can be
different technologies in layer-2 and below. In such networks, the
cross-layer planning and optim zation is considered nore efficient

t han i ndependent pl anning and operation of the layer-3 and the
underlying networks in terns of resource utilization and SLA
assurance, but it is also considered nore conplicated. Thus a
mechani sm for flexible and efficient inter-layer network integration
is desired.

Segnent Routing over | Pv6 (SRv6) [ RFC8986] enabl es a network operator

or an application to specify a packet processing program by encodi ng
a sequence of instructions in the | Pv6 packet header. Currently SRv6
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does not consider about the network |ayers under the IP |ayer

However, with the capability of SRv6 network programming, it is
possi bl e to achieve seani ess integration between IP (layer-3) and the
underlying (layer-2 and bel ow) networKks.

Fol | owi ng the SRv6 network programr ng concept, this docunent defines
a new SRv6 behavi or, which can be used for steering packets to
underl ay network connections, so that the packet network |ayer can be
integrated with the underlying layers efficiently. The applicability
of this new SRv6 behavior in typical inter-layer network progranmm ng
scenarios is also illustrated. The proposed nmechanismis applicable
to networks in which the IP layer and its underlay network are under
the same adninistration, and the necessary information of the
underl ay connections is allowed to be exposed to the IP layer for
inter-layer path progranm ng.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Use Cases of Inter-Layer Network Progranmm ng
IP and Optical Inter-layer Path Progranmm ng

In many network scenarios, the underlay of the IP network is an
optical network. The IP network and optical network are usually
managed separately, the optical network works as an underlay which is
normally invisible to the IP network. 1In sone cases, the |IP |ayer
path and the underlay optical resources may not be one-to-one
mappi ng, whi ch nakes the redundant optical paths not fully used by
the IP layer. |In sone other cases, there nay be optical paths

bet ween non-adj acent | P nodes, thus they are not visible in the L3
topol ogy and can not be used for carrying traffic based on IP
routi ng. However, such optical paths may be used for inter-I|ayer
traffic engineering.

I P and MIN Inter-layer Path Progranm ng

The architecture of Metro Transport Network (MIN) is defined in
[ITUT_G8310]. In an MIN based network, network nodes can support
two forwarding nodes: per-hop | P packet forwarding and the MIN Path
(MINP) | ayer cross-connect. An MIN path is a nmulti-hop underl ay
transport path which may be established between any two nodes in the
MIN network, and the internediate nodes on the MIN path will forward
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the traffic based on the pre-established MIN cross-connect wthout |IP
tabl e I ookup. Thus an MIN path is considered as an underl ay
connecti on between two renmote MIN nodes. Although in sone cases it
is possible to set up a layer-3 adjacency between the two endpoints
of the MIN path, it will nake the provisioning of MIN path
conplicated. Mreover, in sonme cases the two endpoints nay reside in
different 1 GP areas or ASes, which nakes a | ayer-3 adjacency between
them nore chal |l engi ng. Last but not the least, an MIN path may be
provi sioned unidirectionally, which cannot pass the bidirectiona
connectivity check required for a layer-3 link. Since the MIN paths
are usually not visible in the L3 topology, it is difficult to
conmput e and establish an end-to-end inter-layer path which consists
of both the layer-3 network segnments and the MIN pat hs.

3. SRv6 Behavior for Inter-Layer Path Progranmn ng

In this section, a new SRv6 Endpoi nt Behavior is proposed for SRv6
based inter-layer path progranm ng.

The "Endpoint with inter-Ilayer connection" behavior ("End.IL" for
short) is a variant of the SRv6 End behavi or as defined in [ RFC8986].
Its main use is for SRv6 based inter-layer path programm ng and
traffic engineering. The End.|L behavior steers packets to a renpote
net wor k node via underlay network connecti ons.

The underl ay network connections may be realized using Metro
Transport Network (MIN) paths [I TU- T_G 8310], ODUk or DWDM
connections, or other technol ogi es which work as the underlay of the
I P network. Usually the underlay connections are invisible in the L3
topol ogy and are not considered in |IP based distributed route
computation (e.g. SPF). However, this is just the expected behavi or
in some inter-layer programr ng scenarios, where the underlay
connections are provisioned for traffic engineering of specific types
of services. The SRv6 End.IL SIDs can be used together with other
types of SRv6 SIDs to build SRv6 SID lists for inter-layer path

pr ogr ami ng.

Any SID instance of this behavior is associated with an underl ay
network connection, which connects to a renpte networ k node.

When node N receives a packet destined to S and Sis a local End.IL
SID, N does the follow ng:
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S01. When an SRH is processed {

S02. If (Segments Left == 0) {

S03. Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header

S04. }

S05. If (IPv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nmessage to the Source Address
with Code O (Hop linmt exceeded in transit),

i nterrupt packet processing, and discard the packet.

S07. }
S08. max LE = (Hdr Ext Len / 2) - 1
S09. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
S10. Send an | CVP Paraneter Problemto the Source Address

with Code O (Erroneous header field encountered)

and Pointer set to the Segnents Left field,

i nterrupt packet processing, and discard the packet.
S11. }

S12. Decrenent I Pv6 Hop Limt by 1

S13. Decrenent Segnents Left by 1

S14. Update | Pv6 DA with Segnent List[Segnents Left]

S15. Send t he packet through the underlay network connection
identified by S using the correspondi ng encapsul ation

S16. }

Note that the underlay network connection in step 15 SHOULD be
est abl i shed before the associated End.IL SID is announced into the
net wor K.

Simlar to other variants of the SRv6 End behavior, End.lL can have
different flavors as described in [RFC8986]. The nodified behavior
for these flavors aligns with the changes as described in section
4.16 of [RFC8986].

When forwardi ng packets through the underlay network connection
towards the renote endpoi nt node, depending on the type of
connection, layer-2 encapsul ation may be required. The information
needed for |ayer-2 encapsul ati on nay be provisioned via nechani sns

such as using a special MAC address. |In sone network scenarios where
there is only one underlay network connection between two | ayer-3
nodes, the use of End.IL SID could be optional. 1In sone

i mpl ementations, the End.IL SID rmay optionally contain the arguments
field, which can be used to encode the type and identifier
informati on of the underlay connection. The details are out of the
scope of this docunent.
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4.

4.

End.IL SIDs MAY be allocated by the network nodes and announced to
the network controller with the information of the underlay
connections using | GP [ RFC1195] [ RFC2328] or BGP-LS [ RFC9552] .
Alternatively, End.IL SIDs MAY be assigned by a centralized network
controller and advertised to the network nodes through Netconf/YANG
[ RFC6241] [ RFC6020], BGP [ RFC4271], or PCEP [ RFC5440]. The detail ed
prot ocol extensions are out of the scope of this docunment, and wll
be described in separate docunents. Wth the information of End.IL
SIDs, the network controller or headend nodes could use End.IL SIDs
together with other types of SRv6 SIDs to build SRv6 SID lists for
inter-layer TE path progranm ng.

Application of SRv6 Inter-Layer Progranm ng

1. |P and Optical Integration

Assumi ng that an operator owns both the IP and optical network, and
the operator needs to depl oy E2E service across | P and optica
network, with traditional approaches the planning and service

provi sioni ng woul d be conpl ex and time consum ng due of the manua
synergy needed between the operator’s IP teamand optical team Wth
the introduction of SRv6 and the new SRv6 behaviors defined in this
docunent, one sinplified approach for IP and optical integration is
to build a SRv6 SID list that integrates the path in both the IP

| ayer and the optical |ayer.

As the optical layer is not packet based, source routing mechani sm
can not be directly used in the optical network. However, the
abstracted optical paths (e.g., with ODUk or DADM coul d be exposed
to the control systemof the IP network using the SRv6 End.|L Sl Ds,
and sone of the attributes of the optical paths nmay al so be provided.
Based on this information, |P-optical inter-|layer paths can be
conput ed and programrmed using SRv6 SID lists to neet sone specific
service requirenments, such as |ow | atency.
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Figure 1. IP and Optical Layered Network Topol ogy

In Figure 1, P1 to P8 are IP nodes, and OL to O6 are optical nodes.
Assune the operator needs to deploy a low | atency path between P7 and
P8. Wth nornal segnent routing, an IP layer path with the segnent
list {P7, P1, P2, P3, P8} can be used. |If an optical path fromOL to
3 exists, the End.IL SID as defined in this document can be used to
announce this optical path as an underlay interface or connection
with specific attributes into the IP network. The headend node or
the controller in I[P layer can programan inter-layer TE path al ong
{P7, P1, (OL, @, O3), P3, P8} which could provide | ower |atency.

The underl ay optical path between OL and O3 nmay be created in advance
or as a result of the request fromthe IP layer. The creation should
be done by the optical network controller (not shown in the figure).
The details of the process are out of scope of this docunent, and may
refer to [I-D.ietf-teas-actn-poi-applicability].

There is al so another case of IP and Optical integration. Assune
there are two optical paths between Pl and P2. One is {P1, Ol, @,
P2} , and the other is {P1, O, &4, O, 2, P2}. Wth SRv6 inter-

| ayer programm ng, two separate SRv6 inter-layer SIDs can be

all ocated for these two underlay connections respectively. One is
Pl1::C2 for the underlay path {P1, OL, O, P2}, and the other is
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Pl1::C45 for the path {P1, O, &4, O, 2, P2}. The headend P7 or the
I P network controller will be informed about these two SRv6 Sl Ds and
the associated path attributes, so that the headend or the controller
can programdifferent end-to-end inter-layer paths using SRv6 SID
lists with different SRv6 inter-layer SIDs for services with

di fferent SLA requirenments.

4.2. |IP and MIN Integration

Assumi ng that an operator owns both an MIN network domain and an |IP

network domain. |In the MIN network, each MIN node has both the

| ayer-3 functionality and the MIN Path | ayer functionality. In

|l ayer-3, all the MIN nodes are in a layer-3 network topol ogy, which
connects to the IP network domain. In the MIN Path Layer, a set of
MIN paths are provisioned between the sel ected pairs of MIN nodes for
traffic engineering. In the MIN network, different types of services

may be carried using either a |ayer-3 path, an end-to-end MIN path,
or an inter-layer path conprising of both the layer-3 Iinks and the
MIN pat hs as segnents. In addition, For sonme type of services, end-
to-end paths across the I P donain and the MIN domai n are needed,
which is conprised of both the layer-3 paths and the MIN path as
different segnents.
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Figure 2 gives an exanple of a network with a MIN domain and an |IP
domain. ML to M7 are MIN nodes, and Pl to P4 are |IP nodes. The same
set of MIN nodes builds two separate network | ayers. The topology in
the I P layer shows the |layer-3 connectivity between the MIN nodes and
the connectivity with the IP network domain, while the topology in
the MIN Path | ayer shows the MIN pat hs between the selected pair of
MIN nodes. An end-to-end path from M to P5 can be established in

| ayer-3 using an SRv6 SID list representing the layer-3 path {M/, M,
M2, M3, P1, P2, P5}. Wile for services which require | ow | atency,
with SRv6 inter-|ayer progranmm ng, an end-to-end path consisting of
both the |l ayer-3 segnents and MIN pat hs coul d be established using an
SRv6 SID list representing the inter-layer path {M7, M.::C3, Pl1, P2,
P5}, where the SRv6 SID ML:: C3 represents the underlay MIN path M’ -
MB' .

This shows that it is convenient to use integrated SRv6 SID lists to
programinter-layer TE paths both within the MIN domain, and across
the P and MIN domain using the conbination of SRv6 L3 SIDs and the
SRv6 inter-layer SID.

5. Security Considerations

The security considerations of SRv6 in [RFC8754] [RFC8986] apply to
this docunent. As the information of underlay network connection is
consi dered sensitive, operators need to nmake sure such information
exposure only happen under the same adninistration, and proper policy
is applied to ensure that only the exposure of necessary information
is allowed.

6. | ANA Consi derations
Thi s docunent defines a new SRv6 Endpoi nt behavior called END.IL.
| ANA has all ocated the followi ng code points for different flavors of

End.IL fromthe "SRv6 Endpoi nt Behavi ors" sub-registry in the
"Segnent-routing with I Pv6 data plane (SRv6) Parameters" registry
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oo Fommmaa - T S +
| Value| Hex | Endpoi nt Behavi or | Reference |
R Fomm oo T R +
| 150 | 0x0096 | End.IL | [This ID |
| 151 | O0x0097 | End.IL with PSP | [This ID |
| 152 | 0x0098 | End.IL with USP | [This 1D |
| 153 | 0x0099 | End.IL with USD | [This 1D |
| 154 | Ox009A | End.IL with PSP, USP & USD | [This ID |
| 155 | Ox009B | End.IL with REPLACE-CSID | [This ID |
| 156 | Ox009C | End.IL with REPLACE-CSID & PSP | [This ID |
| 157 | Ox009D | End.IL with REPLACE-CSID, PSP, USP & USD | [This 1D |
S S T . +
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