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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

Redundancy Protection is a generalized protection nmechanismto
achieve the high reliability for service provided in a Segnent
Routing (SR) network. Specifically, packets of flows are replicated
at a replication network node into two or nore copies, which are
transported via different and disjoint paths in parallel. On the
elimnation network node, the nultiple copies are received, redundant
packets elimnated, and only a single copy of the packet is
forwarded, the redundant copies are elimnated. This nechanismis
commonly referred to as "Live-Live" as data traffic is forwarded on
the protection paths simultaneously. One new SRv6 Segnment Endpoi nt
Behavior is introduced to provide the replication and elim nation
functions on specific network nodes by | everagi ng SRv6 Network
Programm ng capabilities. |In case of redundancy protection, there is
no need to performsw tchover between protection paths as data
packets are sent simultaneously on nultiple protection paths.
Redundancy protection can help to achi eve zero packet |oss target
when failure on either path happens.

Redundancy protection provides ultra reliable protection to many
services, for exanple Coud VR Gane, |PTV service and ot her type of
vi deo services, high value private Iine service etc.

Ter mi nol ogy

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
2. Term nol ogy and Conventi ons

SR: Segnent Routing

SRv6: Segnent Routing over |Pv6

SID: Segment ldentifier

BSI D: Binding SID

RSI D: Redundancy SID

R-node: Redundancy node participating in the service protection
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Rep node: R-node doing replication. A network el enment that
replicates incom ng packets for parallel delivery.

El m node: R-node doing elimnation. A network el enment that
elimnates duplicates to forward a single copy.

Redl nst: Redundancy instance, flow specific redundancy function on
the R-node.

FID: Flow ldentification
SN:  Sequence Nunber
Redundancy Protection in Segnent Routing Scenario

Figure 1 shows an exanpl e of redundancy protection used in an SRv6
domai n.

I I
| <----mmmemee-- - SRv6 Domain ---------------- >|
| |
I +o-- - + I
| +--mna + R3 +----- + |
I I +o- oo + I I
Fo-o-- + oo -+ oo -+ Fo-o-- +
------- + RL +--------+ Rep | | Em+4-------+ R2 +-------
Fommm - + oo+ oo -+ Fommm - +
| e
R + R4 +----- +
Fooo-- +

Figure 1: Exanpl e topol ogy

Rl, R2, R3, R4, Rep and El mare SR-capable nodes. Rep and Elmare
redundancy nodes. Wien a flowis sent into the SRv6 dommin, the
process is:

1) Rl receives the traffic flow and encapsul ates packets with a |i st
of segnents destined to R2, which is instantiated as an ordered |ist
of SRv6 Sl Ds.

2) Wien the packet flow arrives at Rep node (a redundancy node
configured for replication), each packet is replicated into two or
nmore copi es. Each copy of the packet is encapsulated with a new
segnment list, which represents different disjoint forwardi ng paths
towards the next R-node. The disjoint path is provisioned by a
controller.
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3) Meta data information including flowidentification (FID) and
sequence nunber (SN) is used to facilitate elinination of duplicate
packets on Elimnation node (Elm. Flowidentification identifies
the specific flow, and sequence nunber distinguishes the packet
sequence within a flow This packet neta data is included on each of
the replicas at the redudancy node.

4) The multiple replicas go through different paths until they reach
the next redundancy node i.e., the Elmnode. The first received copy
of each flow packet is transmtted fromE mnode to R2, and the
redundant packets are elim nated.

5) When there is any failure or packet loss in one path, the service
transm ssi on continues through the other path non-disruptively.

6) Sonetines, out-of-order packets may occur since service packets
are recovered fromdifferent forwarding paths. In this case, the
redundancy node or other network nodes downstreamto the redundancy
node MAY include a reordering function, which is inplenmentation
specific and out of the scope of this docunment, to guarantee in-order
delivery of packets.

Note: a possible reordering function is described in [ RFC9550].

To minimze the jitter caused by random packet |oss, the disjoint
pat hs are RECOMVENDED to have simlar path forwardi ng del ay.

4. SRv6 Segnent Behavior to Support Redundancy Protection

To achi eve the packet replication and elimnation functions, the
foll owi ng packet processing rules are defined as a new set of SRv6
SI D behavi ors regarding the Redundancy SID: (i) End. R (ii)

H Encaps. R, (iii) H Encaps.R Red, (iv) H Encaps.R L2, and (v)

H. Encaps. R L2. Red.

Note, that the algorithmused by the Redundancy Functionality is not
within the scope of this docunent. For exanple, |EEE Std
802. 1CB- 2017 provi des such al goritms.

4.1. Redundancy Segnent Endpoi nt Behavi or

Thi s section describes the Redundancy specific behaviors that can be
associated with a SID
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Fi gure 1: Redundancy Endpoi nt Behavi or

Redundancy Segment is the identifier of packets on which service
protection needs to be executed on the redundancy node. It has
associ at ed Redundancy Policy(s), instantiation of which provides
service protection action(s). This is simlar to the relationship
bet ween Binding SID and SR Policy
[I-D.ietf-spring-segment-routing-policy], the use of Redundancy
Segment triggers the Redundancy Policy instantiation on the
redundancy node.

Redundancy Segnment is associated with service instructions,
i ndicating the follow ng operations:

* Steers the packet into the correspondi ng redundancy i nstance.

* Encapsul ates flow identification and sequence nunber in SRv6
packets.

* Packet replication/elimnation and segnment encapsul ati on/
decapsul ati on based on the information of redundancy policy, e.g.,
the nunber of replication copies, an ordered |ist of segnments with
a topol ogical instruction.

In this docurment, a new behavior End.R for Redundancy Segnent is
defined. An instance of a redundancy SID is associated with a
redundancy policy B and a source address A. In the foll ow ng
description, End.R behavior is specified with the encapsul ati on node.

For service protection processing, two argunments are needed:

1. FlowID (FID): defines which flow the packet belongs to (what is
used to determ ne which Redundancy instance has to be used on a
node). (Note: for exanple DetNet uses 20 bits for FID [ RFC8964].

2. Sequence Nunber (SN): defines the sequencing information, it is
created at the first Redundancy node and used by replication and
elimnation functionalities. (Note: for exanple, DetNet uses the
followi ng SN sizes: 0/16/28 bits [ RFC3964].

In order to elimnate the redundant packets of a flow, the
elimnation node utilizes sequence nunber to eval uate the redundant
status of a packet. Note that inplenmentation specific mechani sm
could be applied to control the amount of state nonitored on sequence
nunber, so that system nenory usage can be limted at a reasonable

| evel
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As elimination node needs to naintain the state of flows, a
centralized controller should have a know edge of elim nation nodes
capability, and never provision the redundancy policy to redundancy
node when the conputation result goes beyond the flow recovery
capability of elinmnation node. The capability advertisenment of
elimnation node will be specified separately el sewhere, which is not
within the scope of this docunent.

The Redundancy SID (RSID) MJST be the | ast segnent in an SR Policy
and it is associated with the Redundancy functionality!

When an SRv6- capabl e node (N) receives an | Pv6 packet whose
destination address matches a local | Pv6 address instantiated as an
SRv6 SID (S), and S is a Redundancy SID, N does:

S01. When an SRH i s processed {

S02. If (Segnments Left = 0) {

S03. Send an | CVP Par aneter Probl em nmessage to the Source Address
with Code O (Erroneous header field encountered),
and Pointer set to the Segnments Left field,
i nterrupt packet processing and discard the packet

S04. }
S05. Proceed to process the next header in the packet
S06. }

When processing the Upper-Layer header of a packet matching a FIB
entry locally instantiated as an End. R SID, N does the foll ow ng:

S01. If (Upper-Layer header type == ( 4(1Pv4) OR 41(1Pv6) OR 143(Ethernet) ) {

S02. Extract the ARG part of the SID

S03. Renove the outer |1 Pv6 header with all its extension headers

S04. Forward t he exposed payl oad, type and the ARG part to the Redundancy
functionality

S05. } Else {

S06. Process as per Section 4.1.1 of RFC8986

S07. '}

4.2. SR Policy Headend Behavi ors

This section describes a set of SRv6 Redundancy Policy Headend
[ RFC8402] behavi ors.
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| Heneaps.R | SR Headend wi th Redundancy Encapsulation
| HEncaps. RRed | H Encaps with Reduced Redundancy Encapsulation
| Heneaps.RLz | H Encaps. R Appl i ed to Received L2 Frames
| H Encaps. R L2.Red | H Encaps. R Red Applied (o Received L2 Frames |
oo T

Fi gure 2: Redundancy specific SR Policy Headend Behavi ors
4.2.1. H Encaps.R SR Headend wi th Redundancy

VWhen a node "N' receives a packet P=(A, B) identified as a Flow for

redundancy. B is neither a |ocal address nor SID of "N'. It
executes the Flow rel ated Redundancy function(s), resulting in one or
nmore menber flow (P1=(A, B), P2=(A, B), ...) with related paraneters
([Flow1D1, SeqNumi, [Flow D2, SeqNum, ...).

Not e: The nunber of resulting nenber flows depends on the
configuration of the Flow related function(s). For exanple, in case
of elimnation there is only one nenber flow

Node "N' is configured with an I Pv6 address "T" (e.g., assigned to
its | oopback). "N' steers the egress packet Pl into an SRv6 Policy
with a Source Address T and a segment |ist SP1=<S11, S12, S13>, where
S13 is a Redundancy SID (LOC+FUNCT) with 0 as ARG

The H. Encaps. R encapsul ati on behavior is defined as follows (SA
source address, DA: destination address):

S01. Push an I Pv6 header with its own SRH
Set the ARG part of the LAST SID in the segnent |ist
S02. Set outer IPv6 SA =T and outer |Pv6 DA to the first SID
in the segnent |ist
S03. Set outer Payload Length, Traffic Cass, Hop Limt, and
Fl ow Label fields
S04. Set the outer Next Header val ue
S05. Decrenent inner IPv6 Hop Limt or IPv4 TTL
S06. Submit the packet to the IPv6 nodule for transm ssion to Sl11

After the H Encaps.R behavior, Pl, and P2 (if exists) respectively
| ook |ike:

* (T, S11) (S13, S12, S11; SL=2) (A, B), note: S13. ARG=Fl ow | D1,
SegqNum
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* (T, S21) (S23, S22, S21; SL=2) (A, B), note: S23. ARG=Fl ow | D2,
SegNum

The nenber flow packet is encapsul ated unnodified (with the exception
of the IPv4 TTL or IPv6 Hop Linit that is decrenented).

The push of the SRH MAY be omitted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV. In
such cases the outer destination address is the Redundancy SID.

4.2.2. H Encaps.R Red: H. Encaps.R with Reduced Encapsul ati on

The H. Encaps. R Red behavior is an optinization of the H Encaps.R
behavi or.

H. Encaps. R Red reduces the Il ength of the SRH by excluding the first
SIDin the SRH of the pushed | Pv6 header. The first SIDis only
pl aced in the Destination Address field of the pushed | Pv6 header.

After the H Encaps.R Red behavior, P1, and P2 respectively |ook like:

* (T, S11) (S13, S12; SL=2) (A, B), note: S13. ARG=Fl ow|Dl1l, SegqNum

* (T, S21) (S23, S22; SL=2) (A, B), note: S23. ARG=Fl ow | D2, SeqNum
4.2.3. H Encaps.R L2: H Encaps.R Applied to Received L2 Franes

The H. Encaps. R L2 behavi or encapsul ates a received Ethernet frane and
its attached VLAN header, if present, in an |IPv6 packet with an SRH.
The Ethernet franme becones the payload of the new | Pv6 packet.

The H. Encaps. R L2 encapsul ati on behavior is simlar to H Encaps.R but
sets an Ethernet specific outer Next Header and | acks the TTL/ Hop
Limt related action. H Encaps.R L2 is defined as foll ows:

S01. Push an I Pv6 header with its own SRH
Set the ARG part of the LAST SID in the segnent |ist
S02. Set outer IPv6 SA =T and outer IPv6 DA to the first SID
in the segnment |ist
S03. Set outer Payload Length, Traffic Class, Hop Limt, and
Fl ow Label fields
S04. Set the outer Next Header val ue
S05. <N A>
S06. Submit the packet to the IPv6 nodule for transm ssion to S11

The Next Header field of the SRH MUST be set to 143.
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The push of the SRH MAY be omitted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV.

The encapsul ati ng node MJST renove the preanble (if any) and frane
check sequence (FCS) fromthe Ethernet frame upon encapsul ation, and
t he decapsul ati ng node MJST regenerate, as required, the preanble and
FCS before forwarding the Ethernet frane.

4.2.4. H Encaps.R L2. Red: H. Encaps.R L2 with Reduced Encapsul ati on

The H. Encaps. R L2. Red behavior is an optim zation of the
H. Encaps. R L2 behavi or.

H. Encaps. R L2. Red reduces the length of the SRH by excluding the
first SIDin the SRH of the pushed I Pv6 header. The first SIDis
only placed in the Destination Address field of the pushed |IPv6
header .

The push of the SRH MAY be omitted when the SRv6 Policy only contains
one segnment and there is no need to use any flag, tag, or TLV.

5. Meta Data to Support Redundancy Protection

To support the redundancy protection function, flow identification
and sequence number are added in the packet and further used at
redundancy node when the elinination function is executed. Fl ow
identification identifies one specific flow of redundancy protection,
and is usually allocated fromcentralized controller to SR ingress
node or redundancy node in SR network. Note that flow identification
can al so be allocated and adverti sed by redundancy node. BGP, PCEP
or Netconf protocols can facilitate the adverti sement and
distribution of flow identification anong controller and redundancy
nodes. Sequence nunber distinguishes the packets within a flow by
speci fying the order of packets. Unlike the flow identification,

whi ch remai ns constant for a given flow, the sequence nunber changes
with each packet. It is RECOWENDED to add the sequence nunber in
forwardi ng pl ane as performance and scalability is required.

The explicit format of Redundancy SID (RSID) is network addressing
design specific. Redundancy specific paraneters are encoded as
fol |l ows:

* LOC. specifies the redundancy node (sane allocation rule applies
as for any SRv6-enabl ed node).

* FUNCT: a single value represents the redundancy function of a
redundancy node.
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* ARG Contains the FlowID and the Sequence Nunber paraneters

Note: if Function=RSID, Arg=0 is also a meani ngful val ue and does not
refer to the | ack of argunents.

Not e2: Encoding the Fl owl D and SeqNum as Argunents of the SID inplies
that when the RSIDis in the IPv6 DA the DA changes on a per packet
basis for the redundancy protected flow, and it may alter the ECW
hashing. This can be avoided for example by using additional node
specific SIDs before the RSID (e.g., End) or by excluding those bits
from ECMP hashi ng.

6. Segnent Routing Policy to Support Redundancy Protection

Redundancy Policy is a variation of SR Policy to conduct the replicas
to nmultiple disjoint paths for redundancy protection. It extends SR
policy [I-D.ietf-spring-segment-routing-policy] to include nore than
one active and parallel ordered |lists of segnents between redundancy
node and nergi ng node, and all the ordered lists of segnents are used
at the sane tine to steer each copy of flowinto different disjoint
pat hs.

7. | ANA Consi derations
Thi s docunment requires registration of End. R behavior in "SRv6
Endpoi nt Behavi ors" sub-registry of "Segment Routing Paraneters"”
registry
I ANA nmai ntai ns The "SRv6 Endpoi nt Behavi ors" sub-registry of the
"Segnent Routing Paranmeters" registry. |ANA is requested to nake one
new assi gnments fromthe First Conme First Served portion of the
registry as foll ows:
Val ue | Hex | Endpoint Behavior | Reference | Change Controller
TBDL | xTBDL | End.R | [This.I-D] | IETF

8. Security Considerations
The introduction of Redundancy Segnments and Merging Segrments in

Segnent Routing networks introduces new vectors for security threats
that nust be carefully mtigated.
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8.1. Packet Duplication

Redundancy protection intentionally replicates packets across
multiple paths. Wthout proper adnission control or policy
enforcenment, an attacker could exploit this nmechanismto anplify
traffic, overwhel m ng downstream|links or mergi ng nodes.

The use of redundancy protection SHOULD be restricted to trusted
appl i cations and provisioned via authenticated and aut horized
controllers (e.g., using BGP with RPKI or PCEP with TLS). Rate-
limting and fl ow adm ssion control at the ingress SHOULD be enpl oyed
to prevent abuse.

8.2. Sequence Nunber Spoofing

The nerging node relies on sequence nunbers to de-duplicate packets.
An attacker that can inject or manipul ate these sequence nunbers
coul d cause legitimte packets to be dropped or reordered.

Redundancy Segments MJUST be depl oyed only within trusted SR domai ns.
8.3. Information Disclosure

Redundancy protection nmay involve topol ogy-specific path selections
that reveal operational characteristics of the network (e.g.,
availability of disjoint paths).

Such i nformati on SHOULD NOT be exposed outside the trusted SR donain.
Control -plane interactions involving Redundancy Segnents SHOULD be
encrypted and authenticated (e.g., BGP with TCP-AO PCEP over TLS)

8.4. State Exhaustion at Redundancy Node

Redundancy nodes with elimnation functionality need to maintain
state (e.g., sequence wi ndows, buffering) for each redundancy-
protected flow. An attacker might attenpt to create many such fl ows
to exhaust nenory or processing capacity.

Redundancy nodes SHOULD linmt the nunber of concurrent redundancy
fl ows per source. Idle tineout nechani sns MJST be inplenented to
gar bage-col | ect stale state.
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11. Appendix A Exanple

Thi s appendi x shows how t he descri bed End. R mechani sns can be used in

an SRv6 network

+----+ Link3 +----+
| |----- Seeema-- | | Link6
+->--] N3 |----- S------- | ES |[--->-+
+----+ Link4 +o---+ |
| Linkl | |
+-- -+ +----+ | +----+ +-- -+
|srcl--->---]1 RL | +->- + | E6 |--->---]|dst]
+-- -+ +----+ | +----+ +-- -+
| Link2 | Link7 |
| + -+ +--- -+ |
+->--| M |[--->---- | RR |----- >--- -+

+----+ Link5  +----+ Link8

non- SRv6 | Pv6 node
SRv6- capabl e node
Node wi th Replication Function
Node with Elim nation Function
Li nk bet ween nodes

rmxzZzl

Fi gure 3: Exanpl e Topol ogy
In the reference topol ogy:
* Nodes N3, Rl, R2, E5 and E6 are SRv6-capabl e nodes.
* Nodes Rl1, R2, E5 and E6 are Redundancy nodes.

* Nodes N4 is an I Pv6 node that is not SRv6-capable.

* Node j has an | Pv6 | oopback address 2001:db8:L:j::/128.
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*

A SID at node j with |ocator block 2001: db8: K::/48 and function U
is represented by 2001:db8: K j: U :.

2001: db8: K:j:P:: is explicitly allocated as the End.R SID at node
j. For example, 2001:db8:K:2:P:.: represents End.R at node R2

2001: db8: K:j: Xin:: is explicitly allocated as the End. X SID at
node j towards nei ghbor node i via the nth link between nodes i
and j. For example, 2001:db8: K:3:X51:: represents End. X at node
N3 towards node E5 via |ink3 (the first |link between nodes N3 and
E5). Sinmlarly, 2001:db8: K:3: X52:: represents the End. X at node
N3 towards node E5 via |link4 (the second |ink between nodes N3 and
E5) .

If the src node sends a packet to the dst node for which per packet
redundancy is configured, then the nodes wi th Redundancy functions
provide the required replication or elimnation functions. For
instance, in the exanple in Figure 3:

*

Ceng,

Node src sends a UDP packet as follows: (2001:db8:src::1,
2001: db8: dst::1, NH = UDP) (UDP payl oad) .

Node R1, which is an SRv6-capabl e Redundancy node, identifies the
flow the packet belongs to. As replication is configured for the
given flow, RL performs the replication action and intends to send
the packet to the next Redundancy nodes (E5 and R2). These nodes
are reachable via SRv6, so Rl performs H. Encaps.R(.Red) on the
replicas with a path specific SRH The argunent part of the End.R
SID involves the Flow I D and the SeqNum Specifically, one
replica is sent on link-1 towards E5 (2001:db8:L:1::,

2001: db8: K: 3: X51::) (2001:db8: K:5:P:arg::, 2001: db8: K: 3: X51: :,
SL=1, NH = I Pv6) (2001:db8:src::1, 2001:db8:dst::1, NH = UDP)(UDP
payl oad) and the other replica is sent on link-2 towards R2
(2001:db8: L:1::, 2001:db8:K:2:P:arg::, NH = | Pv6)

(2001: db8:src:: 1, 2001:db8:dst::1, NH = UDP) (UDP payl oad).

Node N3, which is an SRv6-capabl e node, perfornms the standard SRH
processing. Specifically, it executes the End. X behavi or

i ndi cated by the 2001: db8: K 3: X51:: SID and forwards the packet on
l'ink3 to node E5.

Node N4, which is a non-SRv6-capabl e node, perforns the standard
| Pv6 processing. Specifically, it forwards the UDP packet based
on DA 2001:db8: K:2:P:arg:: in the |Pv6 header towards node R2.

Node R2, which is an SRv6-capabl e Redundancy node, identifies the

packet as targeted to the | ocal Redundancy function. R2 perforns
the decapsul ati on and forwards the exposed payl oad and the ARG
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part to the redundancy functionality. The redundancy function
identifies the flow the packet belongs to. As replicationis
configured for the given flow, R2 perforns the replication action
and intends to send the packet to the next redundancy nodes (E5
and E6). These nodes are reachable via SRv6, so R2 perforns

H. Encaps. R(. Red) on the replicas with a path specific SRH  The
argunent part of the End.R SID i nvolves the Flow 1D and the
SegNum Specifically, one replicais sent on |link-7 towards E5
(2001: db8: L:2::, 2001:db8: K 5:P:arg::, NH = |1Pv6)
(2001: db8: src:: 1, 2001:db8:dst::1, NH = UDP) (UDP payl oad) and the
other replica is sent on link-8 towards E6 (2001:db8:L:2::,

2001: db8: K:6: P:arg::, NH = I Pv6) (2001:db8:src::1,
2001: db8: dst::1, NH = UDP) (UDP payl oad) .

Node E5, which is an SRv6-capabl e Redundancy node, identifies the
packets as targeted to the |local redundancy function. E5 perforns
the decapsul ati on and forwards the payl oad and the ARG part to the
redundancy functionality. The redundancy function identifies the
flow the packet belongs to. As elinination is configured for the
given flow, the elimnation action is performed on the packets
recei ved over Link3 and Link7. E5 intends to send the packet to
the next redundancy node (E6), which is reachable via SRv6, so E6
performs H Encaps. R(.Red) with a path specific SRH.  The argunent
part of the End.R SID involves the FlowID and the SegNum
Specifically, the replica received first is sent on |ink-6 towards
E6 (2001:db8:L:5::, 2001:db8:K:6:P:arg::, NH = | Pv6)

(2001: db8:src::1, 2001:db8:dst::1, NH = UDP) (UDP payl oad) .

Node E6, which is an SRv6-capabl e redundancy node, identifies the
packets as targeted to the local redundancy function. |t perforns
the decapsul ati on and forwards the payl oad and the ARG part to the
redundancy functionality. The redundancy function identifies the
fl ow the packet belongs to. As elimnation is configured for the
given flow, the elimnation action is perforned on the packets
recei ved over Link6 and Link8 E6 is the |ast redundancy node, so
after the redundancy function it send the UDP packet towards the
destination. Specifically, the replica received first is sent
towards the destination (2001:db8:src::1, 2001:db8:dst::1, NH =
UDP) ( UDP payl oad) .

The exanpl e topol ogy shown in Figure 3 is constructed to show the
usage of RSID. Note that any of the links can be replaced with an
SRv6 network segnment. The above described principles are applicable
to such nore conpl ex network topol ogies as well.
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