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Abstract

Redundancy Protection is a generalized protection mechanismto
achieve high reliability of service transmi ssion in Segnent Routing
networks. The nechani sm uses the "Live-Live" methodol ogy. This
docunent introduces two new SRv6 Segment Endpoi nt Behavi or to provide
replication and elimnation functions on specific network nodes by

| everagi ng SRv6 Network Programm ng capabilities.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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1. I nt roduction

Redundancy Protection is a generalized protection mechanismto
achieve the high reliability of service transmi ssion in a Segnent
Routing (SR) network. Specifically, packets of flows are replicated
at a network node into two or nore copies, which are transported via
different and disjoint paths in parallel. On the egress side, the
mul tiple copies are received, redudant packets elim nated, and
deliver only a single copy of the packet that is transmtted. This
mechanismis conmonly refered to as "Live-Live". Two new SRv6
Segnent Endpoi nt Behavior are introduced to provide the replication
and elimination functions on specific network nodes by |everaging
SRv6 Network Programm ng capabilities. As it is unnecessary to
perform swi tchover of recieving packets between different paths,
redundancy protection can facilitate to achieve zero packet |oss
target when failure on either path happens.
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Redundancy protection provides ultra reliable protection to many
services, for exanple Coud VR Game, |PTV service and ot her type of
vi deo services, high value private line service etc. 1In this
docunent, redundancy protection is applied to point-to-point
services. The nmechanismfor point-to-mnultipoint services is out of
the scope of this docunent.

2. Term nol ogy

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2.2. Terninology and Conventions
SR: Segnent Routing
SRv6: Segnent Routing over |Pv6
SID: Segment ldentifier
BSID: Binding SID

Dup node: Redundancy node. A network el enment that duplicates
i ncom ng packets for parallel delivery.

Mer node: Merging node. A network el ement that reassenbl es and
elimantes duplicates to forward a single copy.

FID: Flow ldentification
SN:  Sequence Nunber

3. Redundancy Protection in Segnent Routing Scenario
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Figure 1: Exanpl e topol ogy

Figure 1 shows an exanpl e of
Rl, R2, R3, R4, Dup and Mer are SR-capabl e nodes.
into the SRv6 donmai n,

donai n.
flowis sent

the process i

S:

July 2025

redundancy protection used in an SRv6

When a

1) Rl receives the traffic flow and encapsul ates packets with a |i st
of segnents destined to R2, which is instantiated as an ordered |ist

of SRv6 Sl Ds.

2) \Wen the packet flow arrives at Dup node,
is replicated into two or nore copi es.
whi ch

node,
of the packet

each packet
is encapsul ated with a new segnent

represents different disjoint forwardi ng paths.
provi sioned by a controller.

list,

known as Redundancy

Each copy

The disjoint path is

3) Meta data information including flowidentification (FID) and

sequence nunber (SN)

packets on Merging node (Mer).

within a flow

4) The multiple replicas go through different paths unti
recei ved copy of each flow packet

t he Mer node.

The first

is used to facilitate elimnation of duplicate

Flow identification identifies the
specific flow, and sequence nunber distinguishes the packet sequence
Thi s packet neta data is included on each of the
replicas at the redudancy node.

they reach
is

transmtted from Mergi ng node to R2, and the redundant packets are

el i m nat ed.

5) When there is any failure or packet

| oss in one path,

t he service

transm ssion continues through the other path non-disruptively.
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6) Sonetinmes, out-of-order packets may occur since service packets
are recovered fromdifferent forwarding paths. In this case, the
mer gi ng node or ot her network nodes behind mergi ng node MAY include a
reordering function, which is inplenentation specific and out of the
scope of this docunent, to guarantee in-order delivery of packets.

To minimze the jitter caused by random packet |oss, the disjoint
pat hs are RECOMVENDED to have simlar path forwardi ng del ay.

4. SRv6 Segnment Endpoi nt Behavior to Support Redundancy Protection

To achi eve the packet replication and elimination functions, new SRv6
Endpoi nt Behavi ors are defi ned.

4.1. Redundancy Segnent

Redundancy Segnent is the identifier of packets which need to be
replicated on redundancy node. It is a variation of Binding SID
(BSID) to associate with a Redundancy Policy, instantiation of which
provi des segnent lists of different disjoint paths. Similar to the
rel ati onshi p between BSID and SR Policy
[1-D.ietf-spring-segnment-routing-policy], the use of Redundancy
Segnent woul d trigger the Redundancy Policy instantiation on
redundancy node.

Redundancy Segment is associated with service instructions,
indicating the foll owi ng operations:

* Steers the packet into the correspondi ng redundancy policy

* Encapsul ates flow identification and sequence nunber in packets if
the two information is not carried in packets

* Packet replication and segnment encapsul ati on based on the
i nformati on of redundancy policy, e.g., the nunber of replication
copies, an ordered list of segnents with a topological instruction

In this docurment, a new behavior End.R for Redundancy Segnent is
defined. An instance of a redundancy SID is associated with a
redundancy policy B and a source address A. |In the follow ng
description, End.R behavior is specified in the encapsul ati on node.
The End. R behavior in the insertion node is for further study.

When an SRv6- capabl e node (N) receives an | Pv6 packet whose

destination address matches a | ocal |1 Pv6 address instantiated as an
SRv6 SID (S), and S is a Redundancy SID, N does:
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S01. When an SRH is processed {

S02. If (Segnments Left>0) {

S03. Decrenent I Pv6 Hop Limt by 1

S04. Decrenent Segnents Left by 1

S05. Update | Pv6 DA with Segnent List[Segnents Left]

S06. Add flow identification and sequence nunber if indicated*

S07. Duplicate the packets (as nunber of active SIDIists in B)

S08. Push the new | Pv6 headers to each replica. The | Pv6 header
contains an SRHwith the SIDlist in B

S09. Set the outer IPv6 SAto A

S10. Set the outer IPv6 DA to the first SID of new SRH SL

Si1. Set the outer Payload Length, Traffic d ass, Flow Label,
Hop Linmit and Next-Header fields

S12. Submit the packet to the egress |Pv6 FIB | ookup
for transm ssion to the new destination

S13.

S14. }

* Adding flow identification and sequence nunber is an optional behavior
for Redundancy Segment. The instruction execution is determn ned and
explicitly indicated by SR policy or Segnent itself.

4.2. Merging Segnent

Mergi ng Segnment is associated with service instructions, indicates
the foll owi ng operations:

* Packet merging and elinmination: forward the first received packets
and elimnate the redundant packets

In order to elimnate the redundant packet of a flow, nerging node
utilizes sequence nunber to evaluate the redundant status of a
packet. Note that inplenmentation specific mechani smcould be applied
to control the anpbunt of state nonitored on sequence nunber, so that
system menory usage can be limted at a reasonabl e | evel

As nerging node needs to maintain the state of flows, a centralized
controll er should have a know edge of nerging nodes capability, and
never provision the redundancy policy to redundancy node when the
comput ation result goes beyond the fl ow recovery capability of
mer gi ng node. The capability advertisenment of nerging node will be
specified separately el sewhere, which is not within the scope of this
docunent .

A new SRv6 behavior for Merging Segnent, End.M is defined in this
docunent .
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When an SRv6- capabl e node (N) receives an | Pv6 packet whose
destination address natches a | ocal | Pv6 address instantiated as an
SRv6 SID (S), and Sis a Merging SID, N does:

S01. When an SRH i s processed {
S02. If (Segments Left>=0) {

S11.

S15.

S03. Read the SN fromthe packet and ook it up in table

S04. If (this sequence nunber does not exist in the table) {

S05. Store this sequence nunber in table

S06. Renove the outer |Pv6+SRH header

S07. Decrenent IPv6 Hop Limt by 1 in inner SRH

S08. Decrenent Segnents Left by 1 in inner SRH

S09. Update | Pv6 DA with Segnent List[Segnents Left] in inner SRH

S10. Submit the packet to the egress IPv6 FIB | ookup and transmit
}

S12. ELSE {

S13. Drop the packet

S14. }

S16. }

Meta Data to Support Redundancy Protection

To support the redundancy protection function, flow identification
and sequence number are added in the packet and further used at
mer gi ng node when the nerging function is executed. Flow
identification identifies one specific flow of redundancy protection,
and is usually allocated fromcentralized controller to SR ingress
node or redundancy node in SR network. Note that flow identification
can al so be allocated and advertised by nergi ng node. BGP, PCEP or
Net conf protocols can facilitate the advertisement and distribution
of flow identification anong controller, redundancy node and nerging
node. Sequence nunber distinguishes the packets within a flow by
specifying the order of packets. Not |ike the uniqueness of flow
identification to one specific flow, sequence nunber keeps changi ng
to each packet within a flow. It is RECOWENDED to add the sequence
nunber in forwarding plane as performance and scalability is
required.

Fi gure 2 suggests an encapsul ation of flow identification and
sequence nunber in Segnent Routing Header (SRH)[RFC8754] when
redundancy protection is used in SRv6 network.
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Figure 2 Encapsul ation of Flow Identification and Sequence Number

Since the flowidentification is only used at nerging node to
identify the specific flow of redundancy protection, it is

encapsul ated in the Argunents of Merging Segnent in SRH  The length
of flowidentification is not limted, however in practice it is
suggested to be 16 bhits.

Al'l the duplicates of the sane packet need to be tagged for
deduplication at the nmerging node. For this purpose, we will use a
sequence number. It is RECOMMENDED to encode the seq nunber in the
Tag field of the SRH, with a length of 16bits.

6. Segnent Routing Policy to Support Redundancy Protection

Redundancy Policy is a variation of SR Policy to conduct the replicas
to nmultiple disjoint paths for redundancy protection. It extends SR
policy [I-D.ietf-spring-segment-routing-policy] to include nore than
one active and parallel ordered |lists of segnents between redundancy
node and nerging node, and all the ordered lists of segnents are used
at the sane tine to steer each copy of flowinto different disjoint
pat hs.

7. | ANA Consi der ati ons

Thi s docunent requires registration of End.R behavior and End. M
behavi or in "SRv6 Endpoi nt Behaviors" sub-registry of "Segnent
Rout i ng Paraneters" registry.

I ANA nmai ntai ns The "SRv6 Endpoi nt Behavi ors" sub-registry of the
"Segnent Routing Paraneters” registry. I|ANA is reugested to nake two
new assignnents fromthe First Cone First Served portion of the
registry as foll ows:
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Val ue | Hex | Endpoi nt Behavior | Reference | Change Controller
------ T JE R
TBD1 | xTBD1l | End.R | [This.I-D | I|ETF
TBD1 | xTBD1l | End. M | [This.I-D | I|ETF

8. Security Considerations

The introduction of Redundancy Segments and Merging Segrments in
Segment Routing networks introduces new vectors for security threats
that nmust be carefully mtigated.

8.1. Packet Duplication

Redundancy protection intentionally replicates packets across
multiple paths. Wthout proper adm ssion control or policy
enforcenment, an attacker could exploit this nmechanismto anplify
traffic, overwhel mi ng downstream |inks or nerging nodes.

The use of redundancy protection SHOULD be restricted to trusted
appl i cations and provisioned via authenticated and aut horized
controllers (e.g., using BGP with RPKI or PCEP with TLS). Rate-
limting and fl ow adm ssion control at the ingress SHOULD be enpl oyed
to prevent abuse.

8.2. Sequence Number Spoofing
The nergi ng node relies on sequence nunbers to de-duplicate packets.
An attacker that can inject or manipul ate these sequence nunbers
could cause legitinmate packets to be dropped or reordered.
Redundancy Segments MJUST be depl oyed only within trusted SR domai ns.
8.3. Information D sclosure
Redundancy protection nmay involve topol ogy-specific path selections
that reveal operational characteristics of the network (e.g.,
avai lability of disjoint paths).
Such informati on SHOULD NOT be exposed outside the trusted SR domain.
Control -plane interactions involving Redundancy Segnents SHOULD be
encrypted and authenticated (e.g., BG with TCP-AO PCEP over TLS)
8.4. State Exhaustion at Mergi ng Node
Mer gi ng nodes need to nmaintain state (e.g., sequence w ndows,
buffering) for each redundancy-protected flow. An attacker m ght

attenpt to create many such flows to exhaust nenory or processing
capacity.
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10.

11.

11.

Mer gi ng nodes SHOULD Iimt the number of concurrent redundancy flows
per source. ldle tineout mechani sms MJST be inplenented to garbage-
collect stale state.
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