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Abst r act

Thi s docunent defines a YANG data nodel for Segnment Routing (SR)
Policy that can be used for configuring, instantiating, and nanagi ng
SR policies. The nodel is generic and applies equally to the MPLS
and SRv6 instantiations of SR policies.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 2
2. Specification of ReqU|renents . 3
3. Building Blocks . 3
4.  YANG Model . . 4
4.1. Prefixes in Data hbde hbnes . 5
4.2. Types and Definitions . 5
4.3. SR Policy . . . 6
4.3. 1. Cbnflguratlon . 7
4.3.2. State . 9

4. 3. 3. hbtlflcatlon 10

5. Pending ltems . 10
6. YANG Tree . . . 10
7.  YANG SpeC|f|cat|on 19
7.1. Types . . . . 19
7.2. SR Policy . . . 29
8. Security CbnS|derat|ons . 65
9. | ANA Consi derations . 66
10. Acknow edgnents . 67
11. References . 67
11.1. Normative References . 67
11.2. Informative References . 69
Appendi x A.  Contributors . 69
Aut hors’ Addresses 70

1. I nt roduction

The Network Configuration Protocol (NETCONF) [RFC6241] defines
mechani sns to manage networ k devices. YANG [ RFC7950] is a nodul ar

| anguage that represents data structures in an XM. tree fornmat, and
is used as a data nodeling | anguage for NETCONF.

Segnment Routing (SR), as defined in [RFC8402], allows a headend node
to steer a packet flow along any topol ogi cal path and/or service
chain. The headend node is said to steer a flowinto a Segnent
Routing Policy (SR Policy). An SR policy is a framework that enables
instantiation of an ordered |ist of segnments on a node for

i mpl ementing a policy [ RFC9256].
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Thi s docunent introduces a YANG data nodel for SR policy framework
for instantiating, configuring and managi ng SR policies along with
its attributes. It is also expected that other compani on nodel s,
such as BGP SR Policy [I-D.ietf-idr-segnent-routing-te-policy], wll
be defined and/ or augnented accordingly in their respective areas.

Thi s nodel defines the follow ng constructs for nanagi ng an SR
policy:

* Configuration

* (perational State

*  Notifications

* Execut abl es (Actions)

Thi s docunent expects and requires the reader to be well famliar
with the concepts and constructs of an SR policy [RFC9256] as well as
the YANG nodel i ng | anguage and its presentation [ RFC7950].

Thi s docunent uses the YANG term nol ogy defined in Section 3 of
[ RFC7950] .

The neani ngs of the synbols in the YANG nodul e tree diagrans are
defined in [ RFC8340].

2. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
here.

3. Building Blocks

Bef ore |1 ooking into the YANG nodel for SR policy, it is inportant to
recall and highlight the major building blocks and constructs that
constitute and contribute to an SR policy, as described in [ RFC9256].

* policy: specifies constructs to allow a headend node to setup SR
pat h(s) as an ordered list of segnents for a given col or and
endpoint. The endpoint and the color are used to automate the
steering of service or transport routes on an SR Policy. For a
gi ven headend, the key for an SR policy is (color, endpoint) where
endpoint is an | P address that could be al so NULL.
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* candidate-path: is the unit for signalling of an SR Policy to a
headend via protocols (such as PCEP, BGP, CLI etc.). A candidate
path is either dynamic or explicit type, where an explicit
candidate path is associated with one or nore segnent-lists and
dynani ¢ candi date path expresses optim zation objectives and set
of constraints. An SR Policy is associated with one or nore
candi date paths and the preference of the candidate path is used
to select the best candidate path for an SR Policy. A candidate
path is valid if it is usable (e.g. when its constituents SIDs are
reachable). An "active" candidate path is the selected path (for
forwarding) that is valid and determ ned to be the best path of
the SR Policy. A candidate path is keyed by (protocol-origin,
originator, discrimnator).

* segnent-list: specifies ordered |ist of segnents to traverse,
where a segnent can be specified in various forns (refer section 4
of [RFC9256]). The list is sorted by the index of the segnent. A
segnment-list is used and referred by an explicit type of
candi date-path. A segnent-list is keyed by its nane.

* binding-sid: An SR policy is associated with a BSID to provide
benefits of scaling, network opacity and service independence.

4. YANG Mode

The nodeling in this docunent conplies with the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. The operational state data
is conbined with the associated configuration data in the sane

hi erarchy [ RFC8407]. When protocol states are retrieved fromthe
NVDA operational state datastore, the returned states cover al
"config true" (rw) and "config false" (ro) nodes defined in the
schema.

For SR policy YANG specification, this docunment defines follow ng new
YANG nodul es:
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| Mbdul e Name | Purpose |
[S eemesfems b esoe s esoepsesos s ese s ese s ess s e ospasoss s es s ee s esee s e s e s s s
| ietf-sr-policy-types | defines comon and basic types related |
| | to an SR policy and related constructs |
g o m e e e e e e e e e e e e e e e e eeeo— o on +
o o m m e e e e e e e e e e e me— oo - +
| ietf-sr-policy | defines the nodel for SR policy
| | instantiation, configuration, and |
| | managenent |
g o m e e e e e e e e e e e e e e e e e eee—o o on +
Table 1
4.1. Prefixes in Data Node Nanes
The tree diagrans and data node nanmes in this docunent use prefixes
fromthe follow ng external nodul es.
| Prefix | YANG Mbdul e | Reference |
[ s s femely s s e U
| inet | ietf-inet-types | [ RFC6991] |
Fom e e o - o e e oo o m e e e e e e i e e ee oo +
| if | ietf-interfaces | [RFC8343] |
Fomm e oo - Fom e e e e oo o o m e e e e e e e e e +
| rt | ietf-routing | [ RFC3349] |
R o e e e e oo T +
| rt-types | ietf-routing-types | [ RFC8294] |
Fom e e o - o e e oo o m e e e e e e i e e ee oo +
| srv6e-types | ietf-srve-types | [I-D.ietf-spring-srv6-yang] |
Fomm e oo - Fom e e e e oo o o m e e e e e e e e e +
| te-types | ietf-te-types | [I-Dietf-teas-rfc8776-update] |
R o e e e e oo T +
| yang | ietf-yang-types | [ RFC6991] |
Fom e e o - o e e oo o m e e e e e e i e e ee oo +
Tabl e 2: Prefixes and Correspondi ng YANG Modul es
4.2. Types and Definitions
SR policy common types and definitions are defined in the new nodul e
"ietf-sr-policy-types". The main types defined in this nodule
i ncl ude:
* datapl ane-type: A union to specify MPLS or |IPv6 as the datapl ane
type for SR
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* sid-value-type: A Union to specify SID value for SR-MPLS or SRv6
type.

* binding-sid-all oc-node: Enumto define explicit or dynamc alloc
nmode types for a BSID.

* protocol-origin-type: The base identity along with its children
specify protocol origin (e.g. PCEP) for an SR policy.

* explicit-binding-sid-rule-type: Enumto specify BSID alloc
enforcement/rul e when doing explicit alloc request.

* bindi ng-si d-oper-state: An Enum representing various operationa
states for a BSID.

* policy-adm n-state: An Enumfor admin state of an SR policy.
* policy-oper-state: An Enum for operational state of an SR policy.

* segnent-type: The base identity along with its children define
various types for a "segnent"” of a Segment |ist.

* candi dat e- pat h-not - sel ect ed-reason: The base identity along with
its children to specify reason for not selecting a candidate path
as the best/active path.

* policy-down-reason: The base identity along with its children to
specify reason for a policy becom ng (or renaining) operationally
down.

*  bi ndi ng-si d-unavai | abl e-reason: The base identity along with its
children to specify reason for a BSID s unavailability.

The associ ated YANG specification for this nodule is captured in
Section 7.1.

4.3. SR Policy
The base SR policy nodel is captured in ietf-sr-policy nodule. This
base nodul e augnents "/rt:routing" and specifies the configuration,
operational state, executables/rpcs, and notification events required
to manage SR policies

The associ ated YANG specification for this nodule is captured in
Section 7. 2.
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4.3. 1.

I'n
f ol

*

Fol

Configuration

terns of configuration hierarchy, SR policy configuration tree has
| owi ng three main areas:

optinization-tenplates: container that defines list of tenplates
per color. The tenplate is used to define a set of optimzation
obj ectives and constraints used to instantiate an SR policy on-
demand.

attributes: container that defines comon constructs that could be
used across policies. Exanples of such a construct include
segnent-lists, affinity-map etc. |In future revision of this
docunent, it is expected that this container will have nore
constructs defined.

policies: container that defines list of policies with their
attributes such as BSID, candidate-paths etc.

| owi ng di agram depi cts high | evel yang organi zati on and hierarchy

for an SR policy specification:

Sal eh,
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segnment -routi ng
traffic-engineering
+--rw optimnzation-tenpl ates
| +--rwoptimzation-tenplate* [col or]
| +--rw col or ui nt 32
| +--rw candi dat e- pat hs
| +--rw candi dat e- pat h* [di scrim nator]
I I
|
+ attributes
+ affinity-mp

I

+ segnent-lists

| segnment-1ist* [nane]

| segment s

| segnent* [i ndex]
I
+

expl i ci t - bi ndi ng-si d-rul es

policies
policy* [col or endpoint]
+ ...

I
+ binding-sid
| ...

I

+ candi dat e- pat hs
candi dat e- pat h*
[ protocol -origin originator-asn
ori gi nat or - node- addr ess di scri ni nat or]
+ ...

I
+ type
+ explicit
| segnent-lists
| segment-list* [ref]
| ..
+ dynami c
constraints

Figure 1: SR Policy - Hierarchy

The conplete YANG tree can be found in Figure 2
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Pl ease take note of the follow ng inportant points regarding the
configurations:

*

4. 3.

Thi s nodel supports both MPLS and SRv6 dataplane for SR -- i.e.
items |like segnments and BSID can be defined as MPLS | abel or SRv6
Sl Ds.

Speci fication of a segment supports all the types defined in SR
policy base specification docunent

The above nodel supports explicit BSID specification on SR policy
| evel as the mmin node of specification. The nodel also allows
explicit BSID per candidate-path as an if-feature capability that
is optional for inplenmentations

The above nodel will be extended in future revisions of this
docunent to enhance constraints specification for dynamc type of
candi date-path, as well as add traffic-steering controls.

State

As per NMDA nodel, the state related to configuration itens specified
in earlier Section 4.3.1 can be retrieved fromthe sanme tree. This
section defines the other operational state itens related to SR

pol i cy.

In addition to configured state, the operational state corresponding
to the SR policy includes:

*

Sal eh,

policy operational state
policy up/down tinestanps

policy BSID info such as alloc node, actual val ue in-use,
operational state, and forwarding stats

Per candi date-path info such as:
- \Whether candidate-path is the best candi date-path
- In case of non-best, the reason for such non-sel ection

-  Type of candidate-path - explicit or dynamc
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- Per segnent-list information - such as validity of the segment-
list, as well as forwarding state for a valid segnment-1Iist.
The forwarding state is represented in terms of per forwarding
path info that includes nexthop address, outgoing interface,
protection information, and encapsul ation (|l abel stack or SRv6
SI D stack) etc.
The conplete YANG tree can be found in Figure 2
4.3.3. Notification
Thi s nodel defines a list of notifications to informan operator of
i mportant events detected regarding an SR policy. These events
i nclude events related to:
* policy status: policy operational state changes
* Candi date-path active status and changes
* Explicit Binding SID collision/unavailability events
Section 6 captures the YANGtree for the notification
5. Pending Itens

Following are the itens that will be addressed in future revisions of
thi s docunent:

* Configuration and Specification of:
- Traffic steering over SR policy
- Spray policy
* Executabl es (RPC acti ons)
6. YANG Tree

Usi ng the buil ding bl ocks described in Section 3, following is the
conpl ete graphical representation of the data nodel for SR policy:

modul e: ietf-sr-policy

augnment /rt:routing:
+--rw segnent-routing
+--rw traffic-engi neering
+--rw optinization-tenpl ates
| +--rwoptinization-tenplate* [color]
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+--rw col or ui nt 32
+--rw candi dat e- pat hs
+--rw candi dat e- pat h* [di scrim nator]

+--rw di scrim nator ui nt 32
+--rw optinization-objectives
| +--rwmnimze-netric
| +--rw nmetric-type? i dentityref
| +--rw margin
| +--rw type?
| | sr-policy-types: margin
| +--rw val ue? ui nt 32
| +--ro conput ed- val ue? ui nt 32
+--rw constraints
+--rwsrlg
| +--rw excl ude-any* string
+--rw affinity
| +--rw excl ude-any* string
| +--rwinclude-any* string
| +--rwinclude-all* string
+--rw i p-address
| +--rw excl ude* i net:ip-address
+--rw upper - bounds
| +--rw cunul ative-netric

| | +--rwnetric-type? i dentityr
| | +--rwvalue? ui nt 32
|  +--rw max-sids? ui nt 32

+--rw segnent-rul es

| +--rwsid-protection-eligibility?
| sr-policy-types:

| sid-protection-eligibil
+--rw max-si ds? ui nt 32

+--rw attributes
+--rw segnent-lists

et al.

+--rw segnent-1list* [nane]
+--rw nane string
+--rw segnents

+--rw segnent* [index]
+--rw i ndex ui nt 32
+--rw type identityref
+--rw sr-npls
+--rw Type-A

May 2026

-type

ef

ity-type

| +--rw val ue? rt-types: npl s-1 abel

I
I
| +--rw Type-C

| | +--rwipv4-address?

I i net:ipv4-address

| | +--rwalgorithn? uint8
| +--rw Type-D

| | +--rwipv6-address?

Expi res 24 Novenber 2026
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| ] i net:ipv6-address
| +--rw algorithn? uint8
+--rw Type-E
| +--rwipv4-address?
| i net:i pv4-address
| +--rwinterface-identifier? ui nt 32
+--rw Type-F
| +--rw local-ipv4-address?
| i net:ipv4-address
| +--rwrenote-ipv4-address?
| i net:ipv4-address
+--rw Type-G
| +--rwlocal-ipv6-address?
| i net:ipv6-address
| +--rwlocal-interface-identifier?
| ] ui nt 32
| +--rw renote-ipv6-address?
| ] i net:ipv6-address
| +--rwrenote-interface-identifier?
| ui nt 32
+--rw Type-H

+--rw | ocal -i pv6- addr ess?

| i net:ipv6-address

+--rw renot e-i pv6- addr ess?

i net:ipv6-address

rw srvé
+--rw Type-B
| +--rw val ue?
| srve-types: srv6-sid
| +--rw sid-behavior? i dentityref
| +--rwsid-structure
| +--rw | ocat or - bl ock-1 engt h?
| | Srv6-types:
| | srv6-1| ocat or - bl ock-1 en
| +--rw | ocat or - node- | engt h?
| | srv6-types:
| | srv6- | ocat or - node-1 en
| +--rw function-I ength?
| | Srv6-types:
| | srv6-sid-func-1len
| +--rw argunent - | engt h?
| srve-types: srv6-sid-arg-1en
+--rw Type-|
| +--rwipv6-address?
| i net:ipv6-address
| +--rwalgorithn® uint8
+--rw Type-J
I

+--rw | ocal -i pv6- addr ess?
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| i net:ipv6-address
+--rw local-interface-identifier?
| ui nt 32
+--rw renot e-i pv6- addr ess?
| i net:ipv6-address
+--rwremote-interface-identifier?
ui nt 32
+--rw Type-K
+--rw | ocal -i pv6- addr ess?
| i net:ipv6-address
+--rw renot e-i pv6- addr ess?
i net:ipv6-address
+--rw val i date? bool ean
+--rw explicit-binding-sid-rules* [index]
+--rw i ndex ui nt 32
+--rwrule
sr-policy-types:
explicit-binding-sid-rule-type

+--rw policies
+--rw policy* [headend col or endpoi nt]

+--rw name? sr-policy-types: name-type
+--rw headend i net:ip-address

+--rw col or sr-policy-types: col or-type
+--rw endpoi nt i net:ip-address

+--rw description? string

+--rw adm n-state?

| sr-policy-types: policy-adnm n-state
+--rwopriority? uint8

+--rw profile-id? ui nt 32

+--rw bandwi dt h

| +--rw requested? ui nt 64

| +--ro reserved? ui nt 64

+--ro oper-state?

| sr-policy-types: policy-oper-state

+--ro transition-count? ui nt 32

+--1r0 up-tinme? yang: date-and-ti ne
+--ro down-time? yang: dat e-and-ti ne
+--rw binding-sid

+--rw npls-sid

| +--rw val ue?

| sr-policy-types: npl s-sid-val ue-type
| +--ro alloc-node?

| ] sr-policy-types: bi ndi ng-si d-al | oc-node
| +--ro allocated-sid?

| sr-policy-types: sid-val ue-type

| +--ro oper-state?

| sr-policy-types: bi ndi ng-si d-oper-state
+--rw srv6-sids
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+--rw srv6-si d* [index]
+--rw i ndex ui nt 32
+--rw | ocat or - name?
| srv6-types: srv6-1| ocat or - nane-type
+--rw val ue? srve-types:srv6-sid
+--rw si d- behavi or? i dentityref
+--rw sid-structure
+--rw | ocat or - bl ock-1 engt h?
| Srv6-types: srv6-1 ocator-bl ock-1en
+--rw | ocat or - node- | engt h?
| srv6-types: srv6-1| ocat or-node-1|en
+--rw function-Iength?
| Srv6-types: srv6-sid-func-1en
+--rw argunent - | engt h?
Srv6-types: srv6-sid-arg-1en
--ro all oc-node?
sr-policy-types:
bi ndi ng-si d-al | oc- node
+--ro all ocat ed-sid?
| sr-policy-types: sid-val ue-type
+--ro oper-state?
sr-policy-types:
bi ndi ng- si d- oper-state

_—_——

-ro counters
+--ro pkts? yang: count er 64
+--ro octets? yang: count er 64
+--rw candi dat e- pat hs
+--rw candi dat e- pat h*

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+-
I
I

protocol -origin
ori gi nator-asn
ori gi nat or - node- addr ess
di scrim nat or]
+--rw protocol -origin
| i dentityref
+--rw origi nator-asn ui nt 32
+--rw ori gi nat or - node- addr ess
| sr-policy-types: node-address-type

+--rw di scrim nator ui nt 32
+--rw preference ui nt 32
+--rw nanme? string
+--rw description? string
+--rw drop-upon-invalid? bool ean
+--rw adm n-st at e? bool ean

+--rw binding-sid

| {capabi | i ty- candi dat e- pat h- bi ndi ng-si d} ?
|  +--rw npls-sid

| | +--rwvalue?
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| sr-policy-types:
| mpl s- si d-val ue-type
+--rw srv6-sids

+--rw srv6-sid* [index]

+--rw i ndex ui nt 32
+--rw | ocat or- nane?
| srve-types:

| srv6-1 ocat or - name-type
+--rw val ue?
| srve-types:srv6-sid
+--rw si d- behavi or? i dentityref
+--rw sid-structure
+--rw | ocat or - bl ock-I engt h?
| Srv6-types:
| srv6-1 ocat or-bl ock-1 en
+--rw | ocat or - node- | engt h?
| srv6-types:
| srv6-I| ocat or - node-1 en
+--rw function-Iength?
| Srv6-types:
| srv6-sid-func-1en
+--rw argunent - | engt h?
srve-types: srv6-sid-arg-1en
--rw (type)?
+--:(explicit)
| +--rw segnent-lists
| +--rw segnent-list* [nanme-ref]
| +--rw name-r ef | eaf r ef
| +--rw wei ght? ui nt 32
| +--ro is-valid? bool ean
| +--ro0 counters
| +--ro pkts? yang: count er 64
| +--ro octets? yang: count er 64
+--: (dynam c)
+--rw segnent-1|i st
+--rw segnent -1 i st-dat apl ane-type
| sr-policy-types: dat apl ane-type
+--ro is-valid?

| bool ean
+--ro counters
+--ro0 pkts? yang: count er 64

I

I

I

|

I

I

| +--ro octets? yang: count er 64
+--rw optinization-objectives
| +--rwmininze-netric

| +--rw netric-type? identityref
| +--rw nmargin

| +--rw type?

| | sr-policy-types:

_—_ Y ——
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| mar gi n-type

| +--rw val ue? ui nt 32
| +--ro comput ed- val ue? ui nt 32
+--rw constraints

+--rwsrlg
+--rw excl ude- any* string
+--rw i ncl ude- any* string
+--rw include-all* string

+--rw di sj oi nt ness-type?
| te-types:
| t e- pat h- di sj oi nt ness
+--rw associ ati on-group-id
| uint16
+--rw associ ati on-source
| i net:ip-address
+--rw associ ati on- ext ended-i d?
yang: hex-string
+--rw max-si ds? ui nt 32
+--:(conposite)
+--rw constituent-policies
+--rw constituent-policy* [col or]
+--rw col or
| sr-policy-types: col or-type

I

I

I

+--rw affinity

| +--rw excl ude-any* string

| +--rwinclude-any* string

| +--rwinclude-all* string
+--rw i p-address

| +--rw excl ude*

| i net:ip-address

| +--rwinclude-any*

| i net:ip-address

| +--rwinclude-all*

| i net:ip-address

+--rw upper - bounds

| +--rw cumul ative-netric

| | +--rwnetric-type? identityref
| | +--rwvalue? ui nt 32
|  +--rw max-sids? ui nt 32
+--rw segnment -rul es

| +--rw sid-al gorithn?

| sr-policy-types:

| sid-al gorithmtype

| +--rwsid-protection-eligibility?
| sr-policy-types:

| si d- protecti on-

| eligibility-type
+--rw disjoint-path

I

I

I

I

I

|

I

I

I
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| +--rw wei ght ? ui nt 32

+--ro0 is-best-candi dat e- pat h? bool ean
+--ro non-sel ecti on-reason?

| i dentityref

+--ro is-active? bool ean
+--ro is-valid? bool ean

+--ro comput ed-sid-1i st
| +--ro (datapl ane-type)?

| +--:(npl's)

| | +--ro label s* [index]

| | +--r0 index ui nt 32

| | +--ro | abel ? rt-types: npl s-1abe
| +--:(srve6)

| +--ro sids* [index]

| +--ro index ui nt 32

| +--ro sid? srve-types:srv6-sid

+--ro forwarding-paths
+--ro forwardi ng-pat h* [path-id]

+--ro path-id uint8
+--ro0 next-hop-address?
| i net:ip-address
+--r0 next-hop-table-id? ui nt 32
+--ro interface?
| if:interface-ref

+--ro is-protected? bool ean
+--ro backup-pat h-i d? uint8

+--1r0 is-pure-backup? bool ean
+--ro weight? ui nt 32

+--ro sid-list
| +--ro (datapl ane-type)?

+--:(npl s)
| +--ro | abel s* [index]
| +--ro index ui nt 32

I
I
|
| | +--ro | abel ?

| | rt-types: npl s-1 abel
I

I

I

|

I

+--:(srve6)
+--ro sids* [index]
+--ro index ui nt 32

+--ro sid?
srve-types:srv6-sid
+--ro counters
+--ro pkts? yang: count er 64
+--ro octets? yang: count er 64

notifications:
+---n sr-policy-oper-state-change-event
| +--ro policy-nane-ref? | eaf r ef
| +--ro policy-color-ref? | eaf r ef
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+--ro policy-endpoint-ref? | eaf r ef
+--ro0 policy-new oper-state?
| sr-policy-types: policy-oper-state

I

|

| +--ro policy-down-reason? identityref

+---n sr-policy-candi dat e- pat h- change- event

| +--ro policy-nane-ref? | eaf r ef

| +--ro policy-color-ref? | eaf r ef

| +--ro policy-endpoint-ref? | eaf r ef

| +--ro existing-preference? ui nt 32

| +--ro newpreference? ui nt 32

+---n sr-policy-binding-sid-unavail abl e- event

| +--ro policy-nane-ref? | eaf r ef
| +--ro policy-color-ref? | eaf r ef
| +--ro policy-endpoint-ref? | eaf r ef
| +--ro (datapl ane-type)?

| | +--:(npls)

| | | +--ro policy-npls-binding-sid-val ue-ref? | eaf r ef
| {capabi | i ty- candi dat e- pat h- bi ndi ng- si d} ?

| | +--:(srve6)

| +--ro policy-srv6-bindi ng-sid-val ue-ref? | eaf r ef
| {capabi l i ty-candi dat e- pat h- bi ndi ng- si d} ?

| +--ro reason? i dentityref
+---n sr-policy-candi dat e- pat h- bi ndi ng- si d- m smat ch- event

+--ro0 policy-color-ref?

| | eaf r ef

+--ro policy-endpoint-ref?

| | eaf r ef

+--1r0 existing-candi dat e-pat h-protocol -origin-ref?
| | eaf r ef

+--r0 exi sting-candi dat e- pat h- preference-ref?

| | eaf r ef

+--ro (datapl ane-type)?

| +--:(npls)

| +--ro existing-candi date- pat h-npl s-bi ndi ng-si d-val ue-ref?
| | eafref {capability-candi date- pat h-bi ndi ng-si d}?

I

I

| +--:(srv6)

| +--ro0 exi sting-candi dat e- pat h- srv6- bi ndi ng-si d-val ue-ref?
| | eafref {capability-candi date- pat h-bi ndi ng-si d}?
+--ro conflicting-candi dat e- pat h- protocol -ori gi n?

| uint8

+--ro conflicting-candi dat e- pat h- pref erence?

| ui nt 32

+--ro conflicting-candi dat e- pat h- bi ndi ng- si d- dat apl ane?

| sr-policy-types: dat apl ane-type

+--ro conflicting-candi dat e- pat h- bi ndi ng-si d-val ue?
sr-policy-types: sid-val ue-type

Figure 2: SR Policy - YANG Tree
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7. YANG Specification

Fol I owi ng are actual YANG definition for the nmodul es defined earlier
in the docunent.

7.1. Types

Thi s nodul e references [ RFC9256].

<CODE BEGA NS> file "ietf-sr-policy-types@026-05-23.yang"
modul e ietf-sr-policy-types {
nanespace "urn:ietf:paranms: xn:ns:yang:ietf-sr-policy-types";

prefix "sr-policy-types";

inmport ietf-inet-types {
prefix "inet";
}

import ietf-routing-types {
prefix "rt-types";
}

inmport ietf-srv6-types {
prefix "srve-types";

}
organi zation "I ETF SPRI NG Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/wy/spring/>
W5 List: <mailto:spring@etf.org>
Edi t or: Kanr an Raza
<mai | t 0: skraza@i sco. conp
Edi t or: Tari k Sal eh
<mai | t 0: t asal eh@i sco. cone
Edi t or: Zhuang Shunwan
<mai | t 0: zhuangshunwan@uawei . con®
Edi t or: Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>
Edi t or: Pavan Vi shnu Beer am
<mai | t 0: vbeer am@ uni per. net >

",
’

description
"Thi s YANG nodul e defines the essential types for the nmanagenent
of SR policy nodul e.
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Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

/1 RFC Editor: replace XXXX with actual RFC number and renove
/1 this note

revision "2026-05-23" {
description
"Rermove the netric type definition. The netric type from
te-types will be reused instead.";
reference "RFC 9256";

}

revision "2025-05-22" {
/1l RFC Editor: replace the above date 2025-05-22 with the date of
/1 publication and renove this note.

description

"Add a type for MPLS SID val ue";
ref erence

"RFC XXXX: YANG Data Mddel for Segment-routing Policy Types";
/1 RFC Editor: replace XXXX with actual RFC number and renove
/1 this note

}

revision "2024-03-04" {
/1l RFC Editor: replace the above date 2024-03-04 with the date of
/1 publication and renove this note.

description

"Alignnment with SR policy architecture RFC9256";
ref erence

"RFC XXXX: YANG Data Mddel for Segment-routing Policy Types";
/1 RFC Editor: replace XXXX with actual RFC number and renove
/1 this note

}
revision "2022-03-28" {
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description
"Alignnment with SR policy architecture”;
ref erence
"draft-ietf-spring-sr-policy-yang";
}

revision "2019-11-04" {
description
"New editor added";
ref erence
"draft-raza-spring-sr-policy-yang";

}

revision "2019-07-08" {
description
"Dynam ¢ TE candi dat e- path support”;
reference
"draft-raza-spring-sr-policy-yang";

}

revision "2018-07-01" {
description
"Initial version";
ref erence
"draft-raza-spring-sr-policy-yang";

}

/[* ldentities */
i dentity candi dat e- pat h-not-sel ect ed-reason {
description
"Base identity for which reasons for not selecting
candi date path are derived froni;

i dentity candi dat e- pat h-not - sel ect ed- not - best {
base candi dat e- pat h- not - sel ect ed-reason
description
"Hi gher preference path exists";
}
i dentity candi dat e-path-not-sel ect ed-no-valid-segnent-list {
base candi dat e- pat h- not - sel ect ed-reason
description
"Candi date path has no valid segnent list(s)"

i dentity candi dat e- pat h-not - sel ect ed-enpty-segnent-1list {
base candi dat e- pat h- not - sel ect ed-r eason
description
"Candi date path has enpty segnent list(s)";
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i dentity candi dat e-pat h-not-sel ect ed-invali d-bindi ng-sid {
base candi dat e- pat h- not - sel ect ed-r eason
description
"Candi date path has invalid binding SID';

}

identity policy-down-reason {

description
"Base identity for the reasons why SR policy is operationally
down";

i dentity policy-down-reason-adm n-down {
base policy-down-reason
description "Policy is adnministrately down";

identity policy-down-reason-no-source-address {
base policy-down-reason
description "Policy has no source address";

identity policy-down-reason-no-endpoint {
base policy-down-reason
description "Policy has no end-point";

i dentity policy-down-reason-no-candi date-path {
base poli cy-down-reason
description "Policy has no candi date path";
}
identity policy-down-reason-no-valid-candi date-path {
base poli cy-down-reason
description "Policy has no valid candi date path";
}
identity policy-down-reason-candi date-path-invalid-segnent-list {
base policy-down-reason
description "Policy's candidate path has invalid segnent list";
}
i dentity policy-down-reason-policy-unconfigured {
base policy-down-reason
description "Policy is unconfigured";

identity policy-down-reason-policy-col or-endpoint-updated {
base policy-down-reason
description "Policy's color and end-point are updated";

identity policy-down-reason-|ocal-Iabel -setup-failed {
base policy-down-reason
description "Policy's local |abel setup (allocation/rewite)
failed";

}
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identity policy-down-reason-forwarding-rewite-failed {
base policy-down-reason
description "Policy’'s forwarding rewite installation failed";

identity policy-down-reason-internal-error {
base policy-down-reason
description "Infra related internal error";

}

i dentity binding-sid-unavail abl e-reason {
description
"Base identity for binding sid unavail abl e reason types";
}

i dentity binding-sid-allocation-error {
base bi ndi ng-si d-unavai | abl e-reason;
description "SID allocator returned an error";
}
i dentity binding-sid-already-exists {
base bi ndi ng-si d-unavai | abl e-reason;
description "Binding sid already exists/allocated";

identity binding-sid-internal-error {
base bi ndi ng-si d-unavai |l abl e-reason;
description "Internal error with binding sid allocation";

i dentity binding-sid-col or-endpoint-conflict {
base bi ndi ng-si d-unavai | abl e-reason;
description "Binding sid already allocated by another sr-policy
with different col or/endpoint";

identity binding-sid-rewite-error {
base bi ndi ng-si d-unavai |l abl e-reason;
description "Binding sid forwarding rewite error”;

i dentity bindi ng-sid-outside-srlb-range {
base bi ndi ng-si d-unavai |l abl e-reason;
description "Binding sid outside SRLB range";

}
identity segnent-type {
description
"Base identity for the segnent type";
identity segnent-type-A {
base segment -type;
description "SR-MPLS Label ";

identity segnent-type-B {
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base segment -type;
description "SRv6 SID';

identity segnent-type-C {
base segnent-type;
description "I Pv4d Prefix with optional SR Al gorithni;

identity segnent-type-D {
base segment -type;
description "I Pv6 @ obal Prefix with optional SR Al gorithm for
SR- MPLS";

}
identity segnent-type-E {
base segment -type;
description "I Pv4 Prefix with Local Interface |ID";
}
identity segnent-type-F {
base segnent -type;
description "IPv4 Addresses for |ink endpoints as Local,
Renote pair";

identity segnent-type-G {
base segnent-type;
description
"I'Pv6 Prefix and Interface ID for |ink endpoints as Local,
Renote pair for SR-MPLS';
}
identity segnment-type-H {
base segnent-type;
description
"I Pv6 Addresses for |link endpoints as Local,
Renote pair for SR-MPLS';

identity segnent-type-I {
base segnent-type;
description
"IPv6 dobal Prefix with optional SR Al gorithmfor SRv6";
}
identity segnent-type-J {
base segnent-type;
description
"I'Pv6 Prefix and Interface ID for |ink endpoints as Local,
Renote pair for SRv6";

identity segnent-type-K {
base segnent-type;
description
"I Pv6 Addresses for link endpoints as Local, Renote pair for
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SRv6";
}

identity protocol-origin-type {
description "Base identity for originating protocol type";
}

identity protocol-origin-type-pcep {
base protocol -origin-type;
description
"PCEP used as signalling nechanismfor the candidate path";

}
identity protocol-origin-type-bgp {
base protocol -origi n-type;
description
"BGP used as signalling nmechanismfor the candi date path";
}
identity protocol-origin-type-local {
base protocol -origi n-type;
description
"CLI, Yang nodel via Netconf, gRPC, etc used for candi date path
instantiation";

}

[* Typdefs */
typedef npls-sid-val ue-type {
type rt-types: npl s-Iabel;
description "MPLS SID val ue type";
}

typedef sid-val ue-type {
type union {
type rt-types: npl s-Iabel;
type srv6-types: srv6-sid;

description "The SID val ue type";
}

typedef bi ndi ng-si d-oper-state {
type enuneration {
enum ALLOC- PENDI NG {
val ue 1;
description "SID allocation pending for Binding SID';

}
enum PROGRAMVED ({
val ue 3;
description "Binding SID is programed in forwarding";

}
enum CONFLI CT {
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val ue 4;
description "Binding SIDis in-conflict state with
regards to SID allocation. This also means that SID
al l ocation is pending";
}
}

description
"Binding SID operational state type";
}

typedef policy-adm n-state {
type enuneration {
enum UP {
val ue 1;
description "SR policy is adm nistratively up”;

}
enum DOMWN {
val ue 2;
description "SR policy is admnistratively down";
}
}

description "SR policy adm n state";

}

typedef policy-oper-state {
type enuneration {
enum UP {
val ue 1;
description "SR policy is operationally up";

}
enum DOMWN {
val ue 2;
description "SR policy is operationally down";
}
oo .
description "SR policy oper state";

}

typedef margin-type {
type enuneration {
enum absol ute { value 1; description "Absolute value"; }
enumrelative { value 2; description "Relative value"; }
}
description "Margin type";
}

typedef datapl ane-type {
type enuneration {
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enum npl s {
val ue 1;
description "Segnent-routing MPLS";

enum srv6 {
val ue 2;
description "Segment-routing vé";
}
}
description "Dataplane type of the segnents";

}

typedef bi ndi ng-sid-all oc-node {
type enuneration {
enum explicit {
val ue 1;
description "Explicitly specified BSID';

}
enum dynam ¢ {
val ue 2;
description "Dynam cally allocated BSID';
}
T .
description "Binding SID all ocation node";

}

typedef explicit-binding-sid-rule-type {
type enuneration {
enum enforce-srlb {

val ue 1;

description
"Explicit Binding SIDis enforced with no
fall back if |abel does not fall in SRLB or

if no SRLB is configured”;

enum f al | back-dynami ¢ {
val ue 2;
description
"Explicit Binding SID falls back to dynamic in
case explicit label is not available.";
}
}
description "Explicit binding sid rule types";
}

typedef sid-protection-eligibility-type {
type enuneration {
enum protected-preferred {
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val ue 1;

description "Prefer protected SID';
}
enum prot ected-only {

val ue 2;

description "Protected SID only";
}
enum unpr ot ect ed-preferred {

val ue 3;

description "Prefer unprotected SID';
}
enum unprot ected-only {

val ue 4;

description "Unprotected SID only";
}

}
description "Types for SID protection eligibility";

}

typedef node-address-type {
type inet:ipv6-address;
description "Origi nator node address”;

}

typedef sid-algorithmtype {
type uint8 {
range "0..255";
}

description "SID algorithmtype";
}

typedef col or-type {
type uint32 {
range "1..4294967295";

}

description "Policy color type";

}

typedef nanme-type {
type string {

Il ength "1..59";
}
description "Policy nane type";
}
}
<CODE ENDS>
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Figure 3: ietf-sr-policy-types.yang

7.2. SR Policy

Thi s nodul e references [ RFC6780] and [ RFC9256] .
<CODE BEG@ NS> file "ietf-sr-policy@026-05-23. yang"
modul e ietf-sr-policy {

nanespace "urn:ietf:parans: xn:ns:yang:ietf-sr-policy";

prefix "sr-policy";

inmport ietf-inet-types {

prefix "inet";
}

inmport ietf-interfaces {
prefix if;
}

inmport ietf-routing {
prefix "rt";
}

import ietf-routing-types {
prefix "rt-types";
}

import ietf-yang-types {
prefix "yang";
}

inmport ietf-srv6-types {
prefix "srv6-types"
}

inmport ietf-sr-policy-types {
prefix "sr-policy-types";
}

inmport ietf-te-types {
prefix "te-types";
}

organi zation "I ETF SPRI NG Wor ki ng Group”;
cont act
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"WG Web: <http://tools.ietf.org/wy/spring/>
WG List: <mailto:spring@etf.org>

Edi t or: Kanran Raza

<mai | t 0: skraza@i sco. conp

Edi t or: Tari k Sal eh

<mai | t 0: t asal eh@i sco. con®

Edi t or: Zhuang Shunwan

<mai | t 0: zhuangshunwan@uawei . con®

Edi t or: Sat oru Mat sushi ma

<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>
Edi t or: Vi shnu Pavan Beer am

<mai | t 0: vbeer am@ uni per. net >

",
’

description
"This nodul e contains a collection of YANG definitions
for SR policy nodule.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQU RED , 'SHALL', 'SHALL
NOT’, ' SHOULD , ’SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1 RFC Editor: replace XXXX with actual RFC nunmber and renove
/1l this note
revision "2026-05-23" {
description
"Use the path netric type fromte-types.";
ref erence "RFC 9256";

}

revision "2025-10-20" {
description
"Add the headend-address to the policy key to ensure gl oba
uni queness across nultiple headends, consistent with RFC 9256.";
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ref erence "RFC 9256";
}

revision "2025-05-22" {
description
"Update the SR policy YANG nodel with nore alignnent with SR
policy architecture";
ref erence
"RFC XXXX: YANG Data Mddel for Segnent-routing Policy";
/1 RFC Editor: replace XXXX with actual RFC nunber and renove
/1 this note

}

revision "2024-11-22" {
description
"Fi x SR policy YANG nodel ";
ref erence
"RFC XXXX: YANG Dat a Mbdel for Segnent-routing Policy";
/1 RFC Editor: replace XXXX with actual RFC nunmber and renove
/1 this note

}

revision "2024-03-04" {
description
"Alignnent with SR policy architecture RFC9256";
ref erence
"RFC XXXX: YANG Data Model for Segnent-routing Policy";
/1 RFC Editor: replace XXXX with actual RFC nunber and renove
/1 this note

}

revision "2022-03-28" {
description
"Alignment with SR policy architecture"
reference
"draft-ietf-spring-sr-policy-yang";
}

revision "2019-11-04" {
description
"Changes in keys for policy and its candi date paths";
ref erence
"draft-raza-spring-sr-policy-yang";

}

revision "2019-07-08" {
description
"Dynami ¢ TE candi dat e- path support”;
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reference
"draft-raza-spring-sr-policy-yang";
}

revision "2018-07-01" {
description
"Initial version";
ref erence
"draft-raza-spring-sr-policy-yang";
}

/1 TBD: To be noved to srv6-base npdel when the nodel is ready
groupi ng srv6-sid-info {
description "Define an SRv6 SID';

| eaf val ue {
type srv6-types: srv6-sid;
description "SRv6 SID val ue";
}

| eaf sid-behavior {
type identityref {
base srv6-types: srv6-endpoi nt-type;
}

description "SRv6 BSID behavior";
}
contai ner sid-structure {
description "SRv6 BSID structure”;
uses srv6-types: srv6-sid-structure-grouping;
}
}

groupi ng srv6-bsid-type-b-config {
description "SRv6 BSID Type-B config grouping”;

| eaf sid-behavior {
type identityref {
base srv6-types: srv6-endpoi nt-type;
}

description "SRv6 BSID behavior”;
}

contai ner sid-structure {
description "SRv6 BSID structure”;
uses srv6-types: srv6-sid-structure-grouping;
}
}
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groupi ng segnent_config {
description "Segnment properties grouping";
| eaf index {
type uint32;
description "Segnent index";
}
| eaf type {
type identityref {
base sr-policy-types: segnent-type;
}
mandat ory true;
description "Segrment type";
}

container sr-npls {
description "SR-MPLS specific types";

contai ner Type-A {
description
"Segnent declared by MPLS | abel ";
| eaf val ue {
type rt-types: npl s-I abel;
description "MPLS | abel val ue";
}
}

cont ai ner Type-C {
description
"Segnent declared by IPv4 Prefix with optional SR Al gorithm
for SR-MPLS';
| eaf ipv4-address {
type inet:ipv4-address;
description "Segnent |Pv4 address”;

| eaf al gorithm {
type uint8;
description "Prefix SID algorithmidentifier";
}
}

contai ner Type-D {

description
"Segnent declared by IPv6 dobal Prefix with optiona
SR Al gorithm for SR MPLS";

| eaf ipv6-address {
type inet:ipv6-address;
description "Segnent |Pv6 address”;

}
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| eaf al gorithm {
type uint8;
description "Prefix SID algorithmidentifier";
}
}

cont ai ner Type-E {
description
"Segnent declared by IPv4 Prefix with Local Interface ID -
SR- MPLS";
| eaf ipv4-address {
type inet:ipv4-address;
description "Node | Pv4 address"”;

| eaf interface-identifier {
type uint32;
description "local interface identifier";
}
}

cont ai ner Type-F {
description
"Segnent declared by | Pv4 Addresses for |ink endpoints
as Local, Renote pair - SR MPLS";
| eaf | ocal-ipv4-address {
type inet:ipv4-address;
description "Segnment |ocal |Pv4 adjacency address”;
}
| eaf renote-ipv4-address {
type inet:ipv4-address;
description "Segment renmpte | Pv4 adjacency address”;
}
}

contai ner Type-G {
description
"Segnent declared by IPv6 Prefix and Interface ID for
I'ink endpoints as Local, Renote pair for SR MPLS';
| eaf | ocal -ipv6-address {
type inet:ipv6-address;

description "Local |ink |IPv6 address";
}
| eaf local-interface-identifier {

type uint32;

description "Local interface identifier"”;
}

| eaf renote-ipv6-address {
type inet:ipv6-address;
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description "Rempote link | Pv6 address”;

}
| eaf renote-interface-identifier {

type uint32;

description "Renpte interface identifier";
}

}

cont ai ner Type-H {
description
"Segnent declared by | Pv6 Addresses for |ink endpoints as
Local, Renote pair for SR MPLS";
| eaf | ocal-ipv6-address {
type inet:ipv6-address;
description "Segnment |ocal |Pv6 adjacency address”;
}
| eaf renote-ipv6-address {
type inet:ipv6-address;
description "Segment renmpte | Pv6 adj acency address”;

}
}
Y /] sr-npls

contai ner srvé {
description "SRv6 specific types";

cont ai ner Type-B {
description
"Segnent declared by SRv6 SID val ue";
| eaf val ue {
type srv6-types: srv6-sid;
description "SRv6 SID val ue";

}

uses srv6-bsid-type-b-config;

}

cont ai ner Type-1 {
description
"Segnent declared by IPv6 dobal Prefix with optiona
SR Al gorithm for SRv6";
| eaf ipv6-address {
type inet:ipv6-address;
description "Segrment |Pv6 prefix";

| eaf al gorithm {

type uint8;
description "Prefix SID algorithmidentifier";
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}
}
cont ai ner Type-J {
description
"Segnent declared by IPv6 Prefix and Interface ID for
I'ink endpoints as Local, Renote pair for SRv6";
| eaf | ocal-ipv6-address {
type inet:ipv6-address;

description "Local link IPv6 address”;
}
| eaf local-interface-identifier {

type uint32;

description "Local interface identifier";
}

| eaf renote-ipv6-address {
type inet:ipv6-address;
description "Renpote link | Pv6 address”;

| eaf renote-interface-identifier {
type uint32;
description "Rempte interface identifier";
}
}
cont ai ner Type-K {
description
"Segnent declared by | Pv6 Addresses for |ink endpoints as
Local, Renote pair for SRv6";
| eaf | ocal-ipv6-address {
type inet:ipv6-address;
description "Segnment |ocal |Pv6 adjacency address";
}
| eaf renote-ipv6-address {
type inet:ipv6-address;
description "Segnent renote | Pv6 adj acency address";

}
}
} /] srvé

| eaf validate {
type bool ean;
default ’false’;
description
"I ndi cat es whether the segnment shoul d be vali dat ed.
The default applies to all segnents other than the first
segnent. For the first segnment, validation is always done.";
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groupi ng segnent-properties {
description
"SR segment properties grouping”;
uses segnent _confi g;

}

groupi ng optim zation-tenplate-constraints {
description "Constraints of optimzation tenplate";

container srlg { // the rule applies per link
description "SRLG constraints on the conputed dynam c path";

| eaf -1ist exclude-any {
type string;
description
"The link is excluded if it has any of these SRLG ";
}
}

container affinity { // the rule applies per link
description
"Affinity constraints on the conputed dynam c path";

| eaf -1ist exclude-any {
type string;
description
"The link is excluded if it has any of these affinities.™

3

}
| eaf -1ist include-any {
type string;
description
"The link is accepted if it has any of these affinities";
}
| eaf-1ist include-all {
type string;
description
"The link is accepted if it has all these affinities";
}

}
cont ai ner ip-address {
/1 the rule applies to e2e path and not per |ink
description
"I P address constraints on the conputed dynam c path";

| eaf-1ist exclude {
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type inet:ip-address;

description
"Must exclude the links that has any of these IP

addresses. ";

}
}

cont ai ner upper -bounds {

description
"Upper -bound constraints on the conputed dynam ¢ path";

contai ner cunul ative-netric {
description
"Path is invalid if its netric exceeds this value";

| eaf metric-type {
type identityref {
base te-types: path-netric-type;

}
description "Metric type";
}
| eaf value { type uint32; description "Cunulative value"; }
}
| eaf max-sids {
type uint32;
description
"Path is invalid if it has nmore SIDs than this val ue";
}
}
cont ai ner segnent-rules {
description
"Constraints on the segnents to be used in the path";
| eaf sid-protection-eligibility {
/1 currently applies to adj-sid segnents only
type sr-policy-types:sid-protection-eligibility-type;
description "SID protection eligibility";
}
}
| eaf max-sids {
type uint32;
description "Maxi nrum nunber of SIDs in a segnent-1list";
}
}
[ Page 38]
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groupi ng optim zation-tenplates {
description

"Path optim zation tenpl ates properties”;

contai ner optim zation-tenplates {

description "Path optinization tenpl ates";

list optimzation-tenplate {
key "col or";
description "Path optim zation tenplate”;

| eaf color {
type uint32;
description "Tenplate identifier as a policy color”;

}

cont ai ner candi dat e- pat hs {
description "A list of candidate paths representing the
optinization objectives and constraints";

i st candi date-path {
key "discrimnator”;
description "Candi date paths representing the
optimi zation objectives and constraints";

| eaf discrimnator {

type uint32;

description "Candi date path distinguisher”;
}
uses cpath-optin zati on-objs;
contai ner constraints {

description "Constraints of a path optinization tenplate";

uses optim zation-tenpl ate-constraints;

grouping attributes {
description

"Grouping containing attributes applicable to all SR policies";

container attributes {

Sal eh,

description
"Attributes applicable to SR policies";
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uses segment-lists;
uses explicit-binding-sid-rules;
}
}

groupi ng forwardi ng-counters {
description
"Grouping for counters"”;
cont ai ner counters {
config fal se;
description
"Counters containing stats related to forwarding";

| eaf pkts {

type yang: count er 64;

description "Nunber of packets forwarded";
}
| eaf octets {

type yang: count er 64;

units "byte";

description "Nunber of bytes forwarded”;

}
}
}
groupi ng segment-lists {
description
"Segnent |ists grouping”;
contai ner segnent-lists {
description "Segrment-lists properties”;

list segment-list {
key "nane";
description "Segment-list properties”;
| eaf nane {
type string;
description "Segnment-1list name";
}
cont ai ner segments {
description
"Segnents for given segnment list";

list segment {
key "index";
description "Configure Segrment/hop at the index";
uses segnent - properties;
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}
}

groupi ng binding-sid config {
description
"Binding SID configuration properties grouping";
contai ner nmpls-sid {
description "MPLS binding SIDs";
| eaf val ue {
type sr-policy-types: npl s-sid-val ue-type;
description "MPLS binding SID val ue";
}
}

cont ai ner srv6-sids {
description "SRv6 binding SIDs";

list srve-sid {
key "index";
description "Configure an SRv6 binding-sid";
| eaf index {
type uint32;
description "Binding SIDindex";
}
| eaf | ocator-nane {
type srv6-types: srv6-1ocator-nane-type;
description "Locator name used to allocate SRv6 binding SID';
}
uses srv6-sid-info;
}
}
}

groupi ng binding-sid state {
description
"Binding SID state properties grouping";
| eaf all oc-node {
type sr-policy-types: bi ndi ng-si d-all oc- node;
config fal se;
description "Binding SID all ocati on node";

| eaf allocated-sid {

type sr-policy-types:sid-val ue-type;

config fal se;

description "Allocated SID value for the Binding SID';
}
| eaf oper-state {

type sr-policy-types: bi ndi ng-si d-oper-state;
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config fal se;
description
"Bi nding SID operational state";
}

}

groupi ng bi ndi ng-si d-properties {
description
"Binding SID properties grouping”;
contai ner binding-sid {
description "Binding Segnent |D';
uses bindi ng-sid_config;
}
}

groupi ng path-forwardi ng_state {
description "Policy Forwarding path information”;
| eaf path-id {
type uint8;
description "Primary path id";

| eaf next-hop-address {
type inet:ip-address;
description "Nexthop address";

| eaf next-hop-table-id {
type uint32;
description "Table ID for nexthop address”;

| eaf interface {

type if:interface-ref;

description "Qutgoing interface handl e";
}
| eaf is-protected {

type bool ean;

description "lIs this path protected ?";

}
| eaf backup-path-id {
type uint8;
description "Backup path id";
}
| eaf is-pure-backup {
type bool ean;
description "lIs this path a pure backup ?";

| eaf weight {

type uint32;
description "Path's weight for WECW bal anci ng";
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}

container sid-list {
description "Qutgoing sid stack";

uses sid-1list-grouping;
}
}

groupi ng cpat h-cm- properties {
description
"Common properties of the candi date path";

| eaf is-active {
type bool ean;
config fal se;
description
"True if the candidate path is valid and used to forward
traffic, False otherw se"
}
| eaf is-valid {
type bool ean;
config fal se;
description
"True if at |east one segnent-list is valid,
Fal se ot herwi se";

}

contai ner conputed-sid-list {
config fal se;
description "Conmputed SID list which could be different from
outgoing SID list";

uses sid-1list-grouping;

}

cont ai ner forwarding-paths {
config fal se;
description
"Forwardi ng state of paths”;
list forwarding-path {
key "path-id";
description "Forwardi ng path";
uses pat h-forwardi ng_st at e;
uses forwardi ng-counters;

Sal eh, et al. Expi res 24 Novenber 2026 [ Page 43]



I nternet-Draft YANG Dat a Model for SR Policy May 2026

groupi ng explicit-path-properties {
description
"Explicit path properties of the candidate path”;
contai ner segnent-lists {
description
"Path segnent |ist(s) properties”;
list segment-list {
key "nane-ref";
description "SR policy candi date path segment |ists";

| eaf nane-ref {
type leafref {
path "/rt:routing/"

+ "sr-policy:segment-routing/"
"sr-policy:traffic-engineering/"
"sr-policy:attributes/"
"sr-policy:segnent-lists/"
"sr-policy:segnent-list/"
"sr-policy: name";

+ + 4+ + 4+

}

description "Reference to segnent-1list name";

| eaf weight {
type uint32;
default 1;
description "Segment-1list weighted | oadshare";

|l eaf is-valid {
type bool ean;
config fal se;
description
"True if the segment-list is valid, False otherw se";

}

uses forwarding-counters;

}
}

groupi ng affinity-mapping {
description "Affinity-nap grouping”;

contai ner affinity-map {
description
"Mapping of affinity names to bit position”;
list affinity {
key "nane";
uni que "bit-position";
| eaf nane {
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type string;
description
"Name of the affinity"”;

| eaf bit-position {
type uint 16;
description
"The affinity entry in this list is mapped to the this
bit-position in the affinity bitmp";
}

description "Affinity";
}
}
}

grouping srlg {
description "SRLG groupi ng";

container srlgs {
description "SRLG';
list srlig {
key "nane";

| eaf nane {
type string;
description
“"Nanme of the SRLG';

}
| eaf description {
type string;
description
"Description of the SRLG';
}
| eaf val ue {
type uint32;
mandat ory true;
description
"The associ ated value (for advertisenents etc.) ";
}
description "SRLG';

}
}
}

groupi ng cpat h-optim zation-objs {
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description "Candi date-path optinizati on objective grouping";

contai ner optim zation-objectives {

description

"Optimzation objectives for the dynam c path conputation”;
container minimze-netric {

description "The netric for which the path is optimzed";

| eaf metric-type {

type identityref {
base te-types: path-netric-type;

description "Metric type";
}

contai ner margin {
description
"The margin by which two paths with sinmlar nmetric-type
woul d be consi dered equal ";
| eaf type {
type sr-policy-types: margi n-type;
description "Margin type";

| eaf val ue {

type uint32;

description "Mrgin val ue";
}
| eaf conput ed-val ue {

type uint32;

config fal se;
description "Conputed netric val ue";

groupi ng cpat h-constraints {
description "Candi date-path constraints grouping";

container constraints {
description "Constraints for the dynam c path conputation”;

container srlg { // the rule applies per link
description "SRLG constraints on the conmputed dynam c path";

| eaf-1ist exclude-any {

type string;
description

Sal eh, et al. Expi res 24 Novenber 2026 [ Page 46]



Internet-Draft YANG Dat a Model for SR Pol

Sal eh,

"The link is excluded if it has any

}
| eaf-1ist include-any {
type string;
description
"The link is accepted if it has any
}
| eaf-l1ist include-all {
type string;
description
"The link is accepted if it has al
}

}

container affinity { // the rule applies
description
"Affinity constraints on the conputed

| eaf -1ist exclude-any {
type string;
description
"The link is excluded if it has any

’

}
| eaf-1ist include-any {
type string;
description
"The link is accepted if it has any
}
leaf-list include-all {
type string;
description
"The link is accepted if it has al
}

}

cont ai ner i p-address {
/1 the rule applies to e2e path and not
description
"I P address constraints on the conpute

| eaf -1ist exclude {
type inet:ip-address;
description
"Must exclude the links that has any
addresses. ";

et al. Expi res 24 Novenber 2026
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| eaf-1ist include-any {
type inet:ip-address;
description
include atleast 1 link (or possibly nore) with any

" Must
of these | P addresses.”;

leaf-list include-all {
type inet:ip-address;
description
"Must include all the |links that have any of these IP
addresses. ";

}
}

cont ai ner upper -bounds {

description
"Upper - bound constraints on the conputed dynam ¢ path";

contai ner cunul ative-netric {

description
"Path is invalid if its netric exceeds this val ue”;

| eaf metric-type {
type identityref {
base te-types: path-netric-type;

}
description "Metric type";
}
| eaf value { type uint32; description "Cunul ative val ue"; }
}
| eaf max-sids {
type uint32;
description
"Path is invalid if it has nore SIDs than this val ue";
}
}
contai ner segnment-rules {
description
"Constraints on the segnents to be used in the path";
| eaf sid-algorithm{
type sr-policy-types:sid-algorithmtype;
description
"The prefix-sid algorithmto be used in
[ Page 48]
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pat h cal cul ati on";

}

| eaf sid-protection-eligibility {
[l currently applies to adj-sid segnments only
type sr-policy-types:sid-protection-eligibility-type;
description "SID protection eligibility";
}
}

contai ner disjoint-path {
description "Path disjointness constraints"”;

| eaf disjointness-type {
type te-types:te-path-disjointness;
description
"Type of disjointness conputation used to find the path";
}

| eaf association-group-id {
type uint 16;
mandat ory true;
description "Association group |d";

}

| eaf associ ati on-source {
type inet:ip-address;
mandat ory true;
description "Association source address”;

}

| eaf associ ati on-extended-id {
type yang: hex-string;
description
"Associ ation extended identifier.";
ref erence
"RFC6780";
}

}

| eaf max-sids {
type uint32;
description "Maxi num nunber of SIDs in a segnment-1list";
}
}
}

groupi ng dynami c- pat h-properties {
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description
"Dynami c path properties of the candi date path";
cont ai ner segnent-1list {
description
"Segnent-list properties”;
| eaf segment-Iist-datapl ane-type {
type sr-policy-types: datapl ane-type;
mandat ory true;
description
"The dat apl ane type for the segnent-list";
}
|l eaf is-valid {
type bool ean;
config fal se;
description
"True if the segnment-list is valid, False otherw se";
}

uses forwarding-counters;

}

uses cpat h-optim zati on-objs;
uses cpath-constraints;
}
groupi ng conposite-path-properties {
description
"Conposite path properties of the candi date path";

contai ner constituent-policies {
description "Constituent SR policies";

list constituent-policy {
key "col or";
description "List of constituent SR policies";

| eaf color {
type sr-policy-types:col or-type;
description
"Col or associated with the constituent policy
(the endpoint is same as the parent policy)";

| eaf weight {
type uint32;
default 1;
description "Constituent policy weighted | oadshare";

}

}
}
}
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groupi ng npl s-1 abel - stack {
description
"Gouping for MPLS | abel stack";

list |abels {

key "index";

description
"Stack containing MPLS | abel s”;

| eaf index {
type uint32;
description "A unique ID of an MPLS |l abel in labels list";

| eaf | abel {
type rt-types: npl s-1 abel;
description
"MPLS | abel val ue";
}
}
}

groupi ng srv6-sid-stack {
description
"Grouping for SRv6 | abel stack";

list sids {
key "index";
description
"Stack containing SRv6 SIDs";

| eaf index {
type uint32;
description "A unique ID of an SRv6 sid in sid list";

}

| eaf sid {
type srv6-types: srv6-sid;
description

"SRv6 sid val ue";
}
}
}

groupi ng sid-list-grouping {
description "Gouping for SIDIist";

choi ce dat apl ane-type {

description
"Qut goi ng si ds datapl ane choi ce";
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case mpls {
uses npl s-1 abel - st ack;

case srv6 {
uses srv6-sid-stack;
}
}
}

groupi ng candi date-path_state {
description

"Candi date path state properties grouping”;
| eaf is-best-candidate-path {

type bool ean;

default ’false’;

config fal se;

description

"True if the candidate path is the best candi date path,
Fal se ot herwi se";

}
| eaf non-sel ection-reason {
type identityref {

base sr-policy-types: candi dat e- pat h- not - sel ect ed- r eason;

config fal se;
description

"Candi date path not sel ected reason”;

}
}

groupi ng policy-properties_config {
description

"SR policy configuration grouping”;
| eaf nane {
type sr-policy-types: nane-type;
description "SR policy name";

}
| eaf headend {

type inet:ip-address;
description

"The | P address identifying the SR Policy headend node.

Thi s addition ensures gl obal uni queness of the policy key
across multiple headends"”;
reference

"RFC 9256: Section 2.1 - ldentification of an SR Policy.";
}

| eaf color {
type sr-policy-types:col or-type;
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description "Col or associated with the policy";
}
| eaf endpoint {

type inet:ip-address;

description "Policy end point |IP address";

}
| eaf description {

type string;

description "Description of the policy";
}

| eaf admi n-state {
type sr-policy-types: policy-adm n-state;
default " UP ;
description
"SR policy administrative state, true for
enabl ed, false for disabled";
}
| eaf priority {
type uint8;
default 128;
description
"Priority considered when policy is reconputed due to
t opol ogy changes";
}
| eaf profile-id {
type uint32;
description "A profile represents a set of configuration knobs
specifying a policy or candi date-path attributes.
The profile-1D feature all ows usage of
vendor/inpl ementation specific functionality per
policy without requiring explicit support by
controller.";
}
cont ai ner bandwi dth {
description "Bandw dth constraints";

| eaf requested {
type uint 64;
description
"Request ed bandw dth expressed in bytes per second”;
}

| eaf reserved {
type uint 64;
config fal se;
description
"Reserved bandwi dt h expressed in bytes per second”;
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}

groupi ng policy-properties_state {
description
"SR policy property grouping";
| eaf oper-state {
type sr-policy-types: policy-oper-state,;
config fal se;
description
"SR policy operational state";

| eaf transition-count {

type uint32;

config fal se;

description "Indicates nunber of up/down transitions”;
}
| eaf up-tine {

type yang: date-and-ti ne;

config fal se;

description "Policy up tine in seconds";

| eaf down-tine {
type yang: date-and-ti ne;
config fal se;
description "Policy down tine in seconds";
}
}
groupi ng policy-properties {
description
"SR policy properties";
uses policy-properties_config;
uses policy-properties_state;
uses bi ndi ng-si d-properties;
uses forwarding-counters;

}

groupi ng candi dat e- pat h-type {
description "Candi date path type groupi ng”;
choi ce type {
description
"Type of candi date paths";
case explicit {
description
"Candidate path with explicitly defined set/s of
segnent-1lists";
uses explicit-path-properties;
}

case dynam ¢ {
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description
"Candi date path with dynanic computed segnment-lists";
uses dynam c-pat h-properties;
}
case conposite {
description
"Candi date path that groups SR policies each with explicit
and/ or dynam ¢ candi date path with potentially different
optim zation objectives and constraints”;
uses conposite-path-properties;

}

}
}

groupi ng candi dat e- paths {
description "SR policy candi date path grouping";
cont ai ner candi dat e- pat hs {
description "SR policy candidate path(s) ";

i st candi date-path {
key "protocol -origin originator-asn origi nator-node-address
di scrimnator";
uni que "preference";

description "SR policy Candidate path(s) list entry";

| eaf protocol-origin {
type identityref {
base sr-policy-types: protocol -origin-type;
}
description
"lInstantiati on mechanismused to create the candi date

pat h";
}
| eaf originator-asn {
type uint32;
description
"The aut ononous system nunber (ASN) of the provisioning
node. If 2-byte ASNs are in use, the loworder 16 bhits
MUST be used, and the high-order bits MJST be set to 0";
}

| eaf origi nator-node-address {
type sr-policy-types: node- address-type;
description
"represented as a 128-bit value. |1Pv4 addresses MJST be
encoded in the | owest 32 bits, and the high-order bits
MUST be set to 0";
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| eaf discrimnator {
type uint32;
description "Candi date path distinguisher”;

| eaf preference {
type uint32 {
range "1..65535";
}
mandat ory true;
description "Candi date path preference";

| eaf nane {
type string;
description "Candi date path nane";

| eaf description {
type string;
description "Candi date path description”;
}
| eaf drop-upon-invalid {
type bool ean;
description "Enable traffic dropping when LSP is invalid";
}
| eaf adm n-state {
type bool ean;
description "Shutdown t he candi dat e-pat h";
}
cont ai ner bi nding-sid {
i f-feature capability-candi date- pat h-bi ndi ng-si d;
description
"Bi ndi ng segnent |D';
uses bindi ng-sid_config;

}

uses candi dat e- pat h-t ype;
uses candi date-path_state;
uses cpat h-cmm-properties;
}
}
}

groupi ng policies {
description "SR policy grouping”;
contai ner policies {
description "SR Policy container”;

list policy {
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key "headend col or endpoint";
uni que "name";
description
"List of SR Policies. Each SR Policy is uniquely identified
by the tuple <Headend, Col or, Endpoi nt> globally,
as defined in RFC 9256. The headend identifies the ingress
node that instantiates or owns this policy.";

uses policy-properties;
uses candi dat e- pat hs;
}
}
}

groupi ng explicit-binding-sid-rules {
description
"Grouping for explicit binding sid rul es";

list explicit-binding-sid-rules {
key "index";
description
"Explicit binding sid rules applicable for all policies";
| eaf index {
type uint32;
description "Explicit binding SID rules |ist index";

| eaf rule {
type sr-policy-types:explicit-binding-sid-rule-type;
mandat ory true;
description "Explicit binding sid rule";
}
}
}

augnent "/rt:routing" {

description
"Thi s augnents routing-instance configuration with
segnment-routing sr-policy.";

cont ai ner segnent-routing {
description "Main segnment routing container";
container traffic-engineering {

description "Traffic-engineering container";

uses optim zation-tenpl ates;

uses attributes;
uses policies;

Sal eh, et al. Expi res 24 Novenber 2026 [ Page 57]



Internet-Draft

}

YANG Dat a Model for SR Policy May 2026

augrment "/rt:routing/"

+ "sr-policy:

+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
description

segnent -routing/"
traffic-engineering/"
policies/"

policy/"

bi ndi ng-sid/"

mpl s-sid" {

"Augnents binding-sid state with MPLS bindi ng-sid";
uses binding-sid state;

}

augrment "/rt:routing/"

+ "sr-policy:

+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
+ "sr-policy:
description

segnent -routing/"
traffic-engineering/"
policies/"

policy/"

bi ndi ng-sid/"
Srv6-sids/"

srve-sid" {

"Augnents binding-sid state with SRv6 bindi ng-sid";
uses binding-sid_state;

}

/* Notifications */

notification sr-policy-oper-state-change-event {
description
"Notification event when the operational state of the SR policy
changes”;

| eaf policy-nane-ref {
type leafref {
path "/rt:routing/"

+

+ + + +

}

'sr-policy:segnent-routing/”
"sr-policy:traffic-engineering/"
"sr-policy:policies/"
"sr-policy:policyl"

"sr-policy: name";

description "Reference to sr-policy name";

}

| eaf policy-color-ref {
type leafref {
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path "/rt:routing/"
+ "sr-policy:segment-routing/"

+ "sr-policy:traffic-engineering/”
+ "sr-policy:policies/"
+ "sr-policy:policy/"
+ "sr-policy:color";
}
description "Reference to sr-policy color”;

}

| eaf policy-endpoint-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segment-routing/"

+ "sr-policy:traffic-engineering/”
+ "sr-policy:policies/"
+ "sr-policy:policy/"
+ "sr-policy:endpoint";
}
description "Reference to sr-policy endpoint”;

}

| eaf policy-new oper-state ({
type sr-policy-types: policy-oper-state,;
description "New operational state of the SR policy";

}

| eaf policy-down-reason {
type identityref {
base sr-policy-types: policy-down-reason;
}
description
"Down reason if the SR policy s new operational state is
down";
}
}

notification sr-policy-candi date-pat h- change-event {
description
"Notification event when candi date path changes for SR policy";

| eaf policy-name-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/"
+ "sr-policy:policy/"
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+ "sr-policy:nane";

description "Reference to sr-policy name";

}

| eaf policy-color-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/"
+ "sr-policy:policy/"
+ "sr-policy:color";
}

description "Reference to sr-policy color”;

}

| eaf policy-endpoint-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/"
+ "sr-policy:policy/"
+ "sr-policy:endpoint";

}

description "Reference to sr-policy endpoint”;
}
| eaf existing-preference {

type uint32;

description "Existing candi date path preference”;
}
| eaf new- preference {

type uint32;

description "New candi date path preference”;
}

}

notification sr-policy-binding-sid-unavail abl e-event {
description
"Notification event when the binding sid of sr-policy is
unavai | abl e";

| eaf policy-nane-ref {

type leafref {
path "/rt:routing/"
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+ "sr-policy:segment-routing/"
+ "sr-policy:traffic-engi neering/"
+ "sr-policy:policies/”
+ "sr-policy:policy/"
+ "sr-policy:nane";
}

description "Reference to sr-policy name";

}

| eaf policy-color-ref {
type leafref {
path "/rt:routing/"

+ "sr-policy:segnment-routing/"
"sr-policy:traffic-engineering/"
"sr-policy:policies/™
"sr-policy:policyl"
"sr-policy:color"”;

+ + + +

}

description "Reference to sr-policy color”;

}

| eaf policy-endpoint-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
"sr-policy:traffic-engineering/"
"sr-policy:policies/™
"sr-policy:policyl"
"sr-policy:endpoint"”;

+ + + +

}

description "Reference to sr-policy endpoint";

}

choi ce dat apl ane-type {
description
"Bi ndi ng SI D dat apl ane choice";
case mpls {
| eaf policy-npls-binding-sid-val ue-ref {

i f-feature capability-candi date- pat h-bi ndi ng-si d;

type leafref {
path "/rt:routing/"
"sr-policy:segnent-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/”
+ "sr-policy:policy/"
+ "sr-policy: binding-sid/"
+
+

+

"sr-policy:npls-sid/"
"sr-policy:value";
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}

description "Reference to sr-policy MPLS binding SID val ue”;

}

case srv6 {
| eaf policy-srv6-bindi ng-sid-val ue-ref {
i f-feature capability-candi date- pat h-bi ndi ng-si d;
type leafref {
path "/rt:routing/"

+ "sr-policy:segnent-routing/"

+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/"

+ "sr-policy:policy/"

+ "sr-policy: binding-sid/"

+ "sr-policy:srv6-sids/™

+ "sr-policy:srv6-sid/"

+ "sr-policy:val ue";

}

description "Reference to sr-policy SRv6 binding SID val ue";
}

}
}

| eaf reason {
type identityref {
base sr-policy-types: bi ndi ng-si d-unavai |l abl e-reason;
}
description
"Reason why the binding sid is unavail able";
}

}

notification sr-policy-candi date- pat h-bi ndi ng-si d-m smat ch-event {
description
"Notification event when binding sid of requested candi date
path is different fromthe binding sid of the existing
candi dat e path";

| eaf policy-color-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/”
+ "sr-policy:policy/"
+ "sr-policy:color”;
}

description "Reference to sr-policy color";
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}

| eaf policy-endpoint-ref {
type leafref {
path "/rt:routing/"

+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/”
+ "sr-policy:policy/"
+ "sr-policy:endpoint”;

}

description "Reference to sr-policy endpoint”;

}

| eaf existing-candi date-path-protocol-origin-ref {
type leafref {
path "/rt:routing/"
+ "sr-policy:segnment-routing/"
+ "sr-policy:traffic-engineering/"
+ "sr-policy:policies/”
+ "sr-policy:policy/"
+ "sr-policy:candi dat e- pat hs/"
+ "sr-policy:candi dat e-path/"
+ "sr-policy:protocol -origin";
}
description
"Reference to existing candi date path protocol origin";
}

| eaf existing-candi date-path-preference-ref {
type leafref {
path "/rt:routing/"

+ "sr-policy:segnment-routing/"
"sr-policy:traffic-engineering/"
"sr-policy:policies/"
"sr-policy:policyl"
"sr-policy: candi dat e- pat hs/"
"sr-policy: candi date-path/"
"sr-policy:preference”;

++ 4+ + + +

}

description "Reference to existing candi date path preference”;

}

choi ce dat apl ane-type {
description
"Bi ndi ng SI D dat apl ane choi ce";
case nmpls {
| eaf existing-candi dat e-pat h-npl s-bi ndi ng-si d-val ue-ref {
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i f-feature capability-candi date- pat h-bi ndi ng-si d;

type leafref {

path "/rt:routing/"

=+

"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli

++ 4+ + 4+ + 4+

}

description

cy:
cy:
cy:
cy:
cy:
cy:
cy:
cy:
cy:

segnent -routing/"
traffic-engineering/"

policies/"
policy/"
candi dat e- pat hs/ "

candi dat e-path/"
bi ndi ng-si d/"
mpl s-sid/"

val ue";

"Reference to existing candidate path MPLS binding SID "

+ "val ue";

}

case srv6 {

| eaf existing-candi dat e-pat h-srv6-bi ndi ng-si d-val ue-ref {
i f-feature capability-candi date- pat h-bi ndi ng-si d;

type leafref {

path "/rt:routing/"

+

"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli
"sr-poli

+++++++++

}

description

cy:
cy:
cy:
cy:
cy:
cy:
cy:
cy:
cy:
cy:

segnent -routing/"
traffic-engi neering/"
policies/"

policy/™
candi dat e- pat hs/ "
candi dat e-path/"

bi ndi ng-sid/"
srv6-sids/"
srve-sid/"

val ue";

"Reference to existing candidate path SRv6 binding SID "

+ "val ue";
}

}
}

| eaf conflicting-candi date-path-protocol-origin {

type uint8;

description "Conflicting candi date path protocol origin";

}

| eaf conflicting-candi dat e-path-preference {

type uint32;
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description "Conflicting candi date path preference”;

}

| eaf conflicting-candi dat e- pat h-bi ndi ng-si d-dat apl ane {
type sr-policy-types: datapl ane-type;
description
"Conflicting candidate path binding sid datapl ane type";
}

| eaf conflicting-candi dat e- pat h-bi ndi ng-si d-val ue {
type sr-policy-types:sid-val ue-type;
description "Conflicting candi date path binding sid val ue";
}
}

/* Features */

feature capability-candi date- pat h-bi ndi ng-sid {
description
"This feature enables the capability of specifying binding-sid
for a candidate path.";

}

}
<CODE ENDS>

8.

Figure 4: ietf-sr-policy.yang
Security Considerations

The YANG nodul es defined in this docunent are designed to be accessed
vi a YANG based managenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of the protocol operations
and content.

The "ietf-sr-policy-types" nodul e defines reusable identities,
typedefs, and groupings. By itself, it does not define configuration
or state data nodes, RPCs, actions, or notifications. As such, it
does not by itself create additional security concerns beyond those
that apply to nodul es that reuse these definitions.

The "ietf-sr-policy" nodule defines witable configuration data under
/rt:routing/sr-policy:segnent-routing/traffic-engineering. These
witable data nodes are likely to be reasonably sensitive or
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vul nerable in some network environments. Wite or delete access to
these nodes w thout proper protection can change the path that
traffic follows, redirect traffic, black-hole traffic, or disrupt
service. The following witable subtrees have particul ar
sensitivities:

* [rt:routing/sr-policy:segnment-routing/traffic-engineering/
optimi zation-tenpl ates

* Jrt:routing/sr-policy:segnent-routing/traffic-engineering/
attributes/segnent-lists

* [rt:routing/sr-policy:segnment-routing/traffic-engineering/
attributes/explicit-binding-sid-rules

* Jrt:routing/sr-policy:segnment-routing/traffic-engineering/
policies

Some of the readabl e data nodes and notifications in the "ietf-sr-
policy" modul e may al so be considered sensitive or vulnerable in sone
net wor k environnents because they expose policy identifiers,

endpoi nts, candi date-path selection state, segnment |ist contents,

bi nding SID val ues, and failure reasons. |n particular, read access
to the operational state under /rt:routing/sr-policy:segnment-routing/
traffic-engineering/policies and to the notifications sr-policy-oper-
st at e- change-event, sr-policy-candi date-pat h-change-event, sr-policy-
bi ndi ng- si d- unavai | abl e-event, and sr-policy-candi dat e- pat h- bi ndi ng-
si d-mi smat ch- event shoul d be control |l ed.

The YANG nodul es in this docunment do not define any RPC or action
operati ons.

9. | ANA Consi der ations

Thi s docunent requests the registration of the following URIs in the
| ETF "XM. registry" [ RFC3688]:

| URI | Regi strant | XM
[ s s sy b —(————r "
| urn:ietf:parans:xm:ns:yang:ietf-sr-policy-types |The IESG | N A
o m o oo S +---+
Fo m o oo S +-- -+
| urn:ietf:parans: xm :ns:yang:ietf-sr-policy | The 1ESG | N A
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s TS +---+
Tabl e 3
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10.

11.

11.

Thi s docunent requests the registration of the follow ng YANG nodul es
in the "YANG Modul e Nanes" registry [ RFC7950]:

[ el *bumsbems e e ety et e p—_——
| Narre | Nanespace | Prefix | Reference |
|ietf-sr-] urn:ietf:parans:xm:ns:yang:ietf- | sr- | This |
| policy- | sr-policy-types | policy- | docunent |
|types | | types | |
S SRR o e e e e e e e e e e e e oo oo R S +
oo o o m o oo S S +
|ietf-sr-] urn:ietf:parans:xm :ns:yang:ietf- | sr- | This |
| policy | sr-policy | policy | docunent |
Fomm e - o - o e e e e e e e e e e mmmemao - B N +

Tabl e 4
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