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Abst r act

Segnment Routing (SR) introduces new chall enges for pinning candi date
pat hs on their intended paths (the path the PCE conmputed based on
provided intent and nmay have made bandwi dth reservations on). The
actual path through a network can change or no | onger neet the
required constraints if a SIDIlist of an SR Policy candidate path is
not fully expressed as a |ist of adjacency SIDs or when a change in

t he topol ogy does happen. The introduction of the new candi date path
eligibility concept permits a path to be signaled and established as
operationally up, but controls whether the path is eligible to carry
traffic, thus influencing its active state.

The eligibility concept allows a system (operator, pce, headend,

etc.) to set eligibility as false when path deviations may have
occurred, or path constraints are no |longer net for one or nore SID
lists of a candidate path and clear it when candi date path deviations
are renoved or constraints are nmet again.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Service providers require that services are delivered on traffic

engi neered transport such as SR enabl ed network. This requires path

comput ations carried out by PCE or ingress PE based on operator

defined constraints that reflect the service | evel agreenents (SLAs)
provided to client. The exanples of such constraints are guaranteed

bandwi dt h, end-to-end delay or other topology constraints.
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Thi s docunent introduces a concept of an eligibility attribute at the
candi date path level, not only at the tine of the computation but

al so through topol ogy and network changes to ensure that user
intentions are preserved while carrying service traffic. The
eligibility attribute of the candidate path is then used as an

addi tional mandatory criteria by the head-end during the selection
process of active CP in addition to rules specified in [ RFC9256]
section 2.9. For exanple, there could exist a candidate path with

hi ghest preference, with validated SID list that is operationally up,
and OAM nonitored but not eligible for selection as active path based
on eligibility attribute set to fal se

Note that this document focuses on introduction of eligibility
concept, and not necessarily the in-depth use cases description, the
criteria that should alter the eligibility of a candidate path nor
reasons why a system nmay want to keep a path operationally up yet
prevent it fromcarrying client traffic; these shall be described in
their appropriate use case docunent to detail the reasons and
behavi or for setting and clearing the path eligibility. 1t also
worth noting that eligibility of a path may be set/unset by various
actors and various conditions. (e.g. ingress PE setting path as
ineligible based on S-BFD and PCE setting it as eligible based on
link recovery or other condition). W present sone exanples and use
cases in Section 3.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy
SID : Segnent Identifier
SLA : Service Level Agreenent
SR : Segnent Routing
CS-SR: Circuit-Style Segnent Routing
PCE : Path Conputation El enent

PCEP : Path Conputation El enment Conmuni cation Protocol
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3.

3.

Probl em statement and illustrative exanpl es:

The general purpose of eligibility is to keep an SR Policy Candi date
Pat h operationally signaled and operationally up including any
control plane, assurance, or neasurenent-related functions while
preventing active service or upstreamtraffic fromtraversing it.
This allows the path to be excluded fromthe user data plane, when
necessary, while still maintaining its signaling and associ ated
measurenents. W thout keeping the Candidate Path Up it is possible
various neasurenents or operational status cannot be nonitored and
eval uated. The operationally up nature pernmits neasurenments to stil
conti nue which can help determ ne when the path is ready to resune
forwarding user traffic and eligibility to be re-enabl ed.

The foll owi ng sections describe some exanpl e scenarios that have
value with the eligibility concept.

1. Exanple 1 : Deviation fromintent due to failures:

A PCE conputes a path for the service according to the network state
and avail able capacity at that time. These paths are referred to as
intended paths. It then encodes the intended path into SIDs using a
conbi nation of node and adjacency SIDs. Nodes in the network forward
packet to node SID N by using their 1GP (or flex-algo) shortest paths
to N This is referred to as path expansion. At the tine of
installing the SID list, this expansion and the intended path are

i denti cal

However, network changes, particularly |ink and/or node failures nmay
cause the intended path and this path expansion to deviate resulting
in a service traffic to use resources on a path that the PCE did not
reserve any bandw dth on, causing service degradation for both this

service and the other services on that path. Note that BWis given

here as a constraint exanple only, the deviation could be causing

| onger delays or violating other service based constraints.

Both the failure and repair cases are illustrated using the exanple
networ k topol ogy of figure 1. An SR Policy fromnode A to node Z
with two diverse traffic engi neered candi date paths was conputed by
PCE and signaled to head end node A resulting in the follow ng

i ntended paths and their respective SID List:

* Candidate path 1: intended path A-B, B-D, DDE, E-Z links and
signaled as SIDlist B, E Z

* Candidate path 2: intended path A-C, GD, DF, F-Z Ilinks and
signaled as SIDlist C, F, Z
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SR Policy A-Z:
Candi dat e pathl
SIDListl [B,E Z]
Candi dat e pat h2
SIDList2 [C F, Z]
Figure 1: SR policy with 2 diverse candi date paths

In Figure 2, link B-D fails. The expected behavior is to start using

the second candi date path. Though this path nay be used initially,
once the | GP converges, the candidate path 1 becones valid as node B
regains a shortest path to the next node SID E. Once the headend
switches to the candidate path 1, the intended path and t he expansion
of the SID list which now becones (A-B, B-G GD, DE E-2Z) deviate.
The service starts to use resources on B-G and G D |inks where the
PCE has not nade a bandwi dth reservation
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SR Policy A-Z:
Candi dat e pathl
SIDListl [B,E Z] --> deviation fromintended path due to failure
Candi dat e pat h2
SIDList2 [C F, Z]

Figure 2: SR policy CP1 deviation after link failure and | GP
conver gence

Thi s docunment proposes a sinple extension to the active candi date
path sel ection algorithmdefined in [ RFC9256] which renders the
candidate path 1 ineligible for selection at the head-end node when
system determ nes that traffic shall not be using this path even if
it seens valid.

In the exanpl e above, a systemcould set the CPl eligibility as fal se
when it detects path failure via some CCV nechanism (e.g. S-BFD
STAMP, etc.) rendering path ineligible for selection, the path may
becone operationally up after | GP convergence, but it will remain
unavail able for selection until the eligibility is cleared.

3.2. Exanple 2 : Delay sensitive paths:

Usi ng sane policy exanple illustrated in figure 1, the policy could
have a constraint to not use a path when its end-end del ay exceeds a
given value D1. A link B-D for exanple while still up, could have

its delay value increased so that overall policy delay now exceeds
Dl. The expected behavior is to start using the second candi date
path as its delay is meeting the original constraint. |In this case,
a systemcould set the eligibility as false when it detects that path
del ay exceeds D1 (e.g. using STAMP) rendering path ineligible for

sel ection, and because the path is still operationally up and
moni t ored by STAMP, when the delay condition clears, the systemcould
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5

clear the eligibility for the nonitored path.

Note that the above exanples are for illustration purposes only, The
entities acting on the eligibility and its conditions are outside the
scope of this docunent and woul d be covered under separate use case
docunents such as [I|-D. karboubi -spring-sidlist-optinzed-cs-sr].

Note that it is inmportant to keep the path operationally up and under
the purview of any OAM CCV as we may rely on OAM protocol (e.g. STAMP
measuring e2e delay) to determne the eligibility of the CP

The eligibility concept

We introduce a new attribute at the candidate path |level called
eligibility. Candidate path selection logic is nodified so that
eligibility must be considered as part of the active candidate path
sel ection defined in [RFC9256]; that is, only candidate paths with
eligibility as true, nmust be considered for carrying traffic.

The eligibility of a path can be controlled by head end, a PCE or
user, this is outside the scope of this docunent, but one such use
case is defined under [I-D. karboubi-spring-sidlist-optimzed-cs-sr].

Usual ly marking a path as ineligible can be triggered by a distinct
set of conditions (e.g. delay OR path deviation) and the
responsibility for setting ineligibility can be split anpongst
different conponents, but it is advisable that the clearing of
eligibility is ideally performed by a single conponent having
visibility of all conditions (user intent) and not split it anobngst

di stinct conponents as all conditions need to be net prior to marking
path as eligible again.

In case an inplenentation or use case requires the clearing of
eligibility to be also split between distinct conponents care needs
to be taken when clearing eligibility to nake sure all conditions
controlled by all conmponents are nmet prior to clearing the path to
carry traffic.

The current proposal does not introduce a preference between the
components acting on this attribute, nor the protocol used to set it.
If multiple conponents are permtted to reset the eligibility flag,
the interworking conmuni cati on between those conponents to determ ne
if or when eligibility can be restored is out of scope of this
docunent and woul d be be covered on use case docunent itself.

Prot ocol and nodel changes
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Active candi date path sel ection algorithm

As described in Section 4, this proposal introduces a new criteria to

the active CP selection process described in section 2.9 of
[ RFC9256] .

PCEP ext ensi ons

PCEP shall be extended to signal the new attribute representing the
eligibility of an SR Policy candidate path. A PCE shall be able to
change the eligibility status of a delegated LSP and be notified of
changes on the eligibility.

SR policy Yang changes

The eligibility attribute will need to be added to the SR policy
candi dat e path YANG nodel s.

Net Conf RPC calls can be used to set eligibility of candi date paths
to true or false

BGP

BGP extensions shall be required to signal and di scover the new
attribute representing the eligibility of an SR Policy candidate
pat h.

SR Policy CP are sent down via [I-D.ietf-idr-sr-policy-safi] and
adverti sed/ publ i shed/ di scovered via BGPLS
[I-D.ietf-idr-bgp-Is-sr-policy].

I ANA consi derations
Thi s docunent includes no request to | ANA

Security considerations
Thi s docunent introduces the concept of eligibility at candi date path
construct which is used as an additional criteria during the process
of active candidate path selection defined in section 2.9 of

[ RFC9256]; This docunent does not expose any additional security
chal | enges to be consi dered.

Exi sting security considerations pertaining to SR Policies such as
the ones defined in Security Section 10 of [RFC9256] do apply to this
docunent .

Ref er ences
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