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Abst r act

Thi s docunent describes a nmechanismto allocate network resources to
one or a set of Segnent Routing ldentifiers (SIDs). Such SIDs are
referred to as resource-aware SIDs. The resource-aware SIDs retain
their original forwarding semantics, with the additional semantics to
identify the set of network resources avail able for the packet
processing and forwardi ng action. The proposed nechanismis
applicable to both segnent routing with MPLS data plane (SR-MPLS) and
segnment routing with IPv6 data pl ane (SRv6).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 16 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

The Segment Routing (SR) Architecture [ RFC8402] specifies a mechani sm
to steer packets through an ordered list of segnents. A segnent is
referred to by its Segnent ldentifier (SID). Wth SR explicit
source routing can be achieved w thout introducing per-path state
into the network. The base SR specifications do not have the
capability of identifying or reserving a set of network resources.

Al though a centralized controller can have a gl obal view of network
state and can provision different services using different SR paths,
in data packet forwarding it still relies on the D ffServ QS
mechani sm [ RFC2474] [ RFC2475] to provide coarse-grained traffic
differentiation in the network. Wile such a mechani sm nmay be
sufficient for sone types of services, others may require a set of
dedi cated network resources to achieve resource isolation in the same
network. Also, the nunber of such services could be larger than the
nunber of traffic classes available with DiffServ QS
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Wt hout needing to define new SID types, this docunent extends the SR
par adi gm by associating SIDs with network resource attributes, so
that network resources can be allocated to one or a set of SIDs.

Such SIDs are referred to as resource-aware Sl Ds. These resource-
aware SIDs retain their original functionality, with the additiona
semantics of identifying the set of network resources avail able for
the packet processing action. Typical types of network resources

i nclude link bandw dth, buffers, and queues that are associated with
cl ass of service, scheduling weights or time cycles, and it is also
possible to associate SR SIDs with other types of resources (e.g.,
the processing and storage resources). For a particular SR segnent,
mul tiple resource-aware Sl Ds can be allocated, each of which
represents a subset of network resources allocated in the network to
meet the requirements of one or a group of customers or services.
Each subset of the network resources may be associated with one or

mul tiple resource-aware SIDs. The allocation of network resources to
segnents can be done either via |local configuration or via a
centralized controller. Oher approaches are possible such as the
use of a control plane signaling protocol, but they are out of the
scope of this docunent.

An SR Policy that requires dedi cated network resources can be
conposed of a |list of resource-aware SIDs. This can be useful for
service which requires dedi cated network resources along the SR path.
In addition, a subset of the network topol ogy and resources
(considered as a "virtual network") can be represented by a group of
resource-aware Sl Ds that neet the connectivity and resource goals.
The resources associated with each segnment of the virtual network can
be the sane or different. The proposed nmechanismis applicable to SR
with both MPLS data plane (SR-MPLS) and | Pv6 data plane (SRv6). The
reader is expected to be familiar with the term nology in [ RFC8402],

[ RFC8660] and [ RFC8986] .

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
The following terns are introduced by this docunent.
* Resource-aware segment: An SR segnent which not only represents a

specific instruction, but also identifies the set of network
resources used for executing the action
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3.

* Resouce group: A group of network resources allocated on a set of
net wor k nodes and |inks, which can be used for forwarding and
processi ng packets with one or multiple resource-aware SIDs.

* dobal resource-aware SID: A resource-aware segnent identifier
which is associated with a resource group

* Local resource-aware SID: A resource-aware segnment identifier
which is associated with a specific set of resources on a network
node or link in the resource group

Segnments with Resource Awar eness

In the Segnent Routing architecture [ RFC3402], several types of
segnents are defined to represent either topol ogical or service
instructions. A topological segnent can be a node segnent or an

adj acency segnment. A service segnment nay be associated with specific
service functions for service-chaining purposes. This docunent

i ntroduces additional resource senantics to the existing types of
SIDs. A resource-aware SIDretains its original functionality, with
the additional semantics of identifying a set of network resources
all ocated in the underlay network for the packet processing action

A resource-aware SID is considered | ocal resource-aware if the

associ ated network resource is allocated on a specific node in the
network. A resource-aware SID is considered gl obal resource-aware if
the associ ated network resources are allocated on nultiple nodes in
the network. A |local resource-aware SID nmay be allocated with a

dedi cated set of network resources, while for global resource-aware
SI Ds, a common set of network resources may be allocated to a group
of resource-aware Sl Ds.

Thi s section describes the nechani sns of using resource-aware SR S| Ds
to indicate the network resource information associated with the SR
pat hs or virtual networks based on the two SR data pl ane
instantiations: SR-MPLS and SRv6. The nmechanisns to identify the
forwardi ng path or network topology with SIDs as defined in [ RFC8402]
do not change. Aligning with the SR architecture, the control plane
for resource-aware segnents can be centralized, distributed, or
hybrid. When resource-aware segnments are associated with a virtua
network, the control plane for distributing the resource-aware S| Ds
and t he associ ated topol ogy or Flexible-A gorithmcan be based on

[ RFC4915], [RFC5120] and [ RFC9350].
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3.1. SR-MPLS

The MPLS instantiation of Segment Routing is specified in [ RFC8660].
[ RFC8402] specifies several types of SIDs, including | GP Adjacency
Segnent (Adj-SID), |GP-Prefix Segnent (Prefix-SID), and | GP-Node
Segnment (Node-SID). It also introduces BGP Peer Adjacency Segnent
(PeerAdj SID). These types of SIDs can be reused to represent both
the topol ogical instructions and the set of network resources

al | ocated for packet processing follow ng the instructions.

A resource-aware Adj-SID is a |l ocal resource-aware segnment, it
represents a subset of the network resources (e.g., bandw dth, buffer
and queui ng resources) on a given link, thus each resource-aware Adj-
SIDis associated with a subset of the link’s traffic engineering
(TE) capabilities and resources (known as TE attributes [ RFC2702]).

For one I1GP link, nultiple resource-aware Adj-SIDs can be assigned,
each of which is associated with a subset of the link resources

al l ocated on the link. For one inter-domain link, multiple BGP
Peer Adj SIDs may be assigned, each of which is associated with a
subset of the link resources allocated on the inter-domain |ink. The
inter-domain link is between network domai ns managed by the sane
adm nistrative entity and aligns with the trust nodel described in
[ RFC8402]. The resource-aware Adj-SIDs nmay be associated with a
speci fic network topol ogy and/or algorithm so that it is used only
for resource-aware SR paths computed within the topol ogy and/ or

al gorithm

Note this per-segnment resource allocation conplies with the SR

par adi gm which avoids introducing per-path state into the network.
Several approaches can be used to partition and reserve the link
resources, such as [FLEXE], |ogical sub-interfaces with reserved
bandwi dt h, dedi cated queues, etc. The detailed mechani smof |ink
resource partitioning is out of scope of this docunent.

A resource-aware prefix-SID is a global resource-aware segnent, it is
associated with a network topol ogy and/or an al gorithm which the
attached node participates in. In addition, a resource-aware prefix-
SIDis allocated with a set of network resources (e.g., bandw dth,

buf fer and queui ng resources) on the nodes and |inks participating in
the associ ated topol ogy and/or algorithm Such set of network
resources can be used for forwarding packets which are encapsul at ed
with this resource-aware prefix-SID, along the paths conputed in the
associ at ed topol ogy and/or al gorithm

Al though it is possible that each resource-aware prefix-SIDis

all ocated with a set of dedicated resources on every node and link in
the associ ated topol ogy and/or algorithm the overhead of per-prefix
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resource reservation is usually considered unacceptable in both
control plane signaling and data plane states, and it is likely sone
of the allocated resources will be wasted. It is RECOMVENDED that a
common set of network resources be allocated by the network nodes and
links participating in the topology and/or algorithm and this conmon
set of network resources is associated with a group of resource-aware
Prefix-SIDs. Such a common set of network resources constitutes a
resource group. For a given <topol ogy, algorithne tuple, there can
be one or nmultiple resource groups. This way, a group of resource-
aware prefix-SIDs which are associated with the sane <topol ogy,

al gorithme tuple can share the set of network resources in a resource
group. The association between the SR SIDs and a resource group can
be provisioned using the nanagenent plane or a control plane.

The recomendati on above hel ps to reduce the dynamics in per-prefix
resource allocation and adjustnent, so that the network resource can
be al |l ocated based on planning and does not have to rely on dynamc
signaling. Wen the set of nodes and links that participate in a

<t opol ogy, algorithm tuple changes, the set of network resources

al | ocated on specific nodes and |inks may need to be adjusted. Wen
the set of network resources are locally configured on the network
links, this neans that the resources allocated to resource-aware Adj-
SIDs on those links nay have to be adjusted, and new TE attributes
for the associated adj-SIDs re-adverti sed.

For one I1GP prefix, multiple resource-aware prefix-SIDs can be

al l ocated. Each resource-aware prefix-SID may be associated with a
uni que <topology, algorithnm tuple, in this case different <topol ogy,
al gorithme tuples can be used to distinguish the resource-aware
prefix-SIDs of the same prefix. In another case, for one | GP prefix,
mul tiple resource-aware prefix-SIDs may be associated with the same
<topol ogy, algorithm tuple but different resource groups. Then an
addi tional control plane distinguisher needs to be introduced to

di stinguish different resource-aware prefix-SIDs associated with the
sanme <topol ogy, algorithne but different resource groups. The first
approach is sinpler and does not require extensions to control plane
protocols, while there can be scalability concerns when the nunber of
resource groups is large, as it would require a | arge nunmber of
topol ogi es or Flex-Algorithnms. The second approach is nore scal abl e,
while it requires additional extensions to the control plane
protocols. The exact control plane extensions are out of the scope
of this docunent, but see Section 7 for nore discussion of the

scal ability concerns.

Dong, et al. Expi res 16 Novenber 2026 [ Page 6]



I nternet-Draft Resour ce- Aware SR Segnent s May 2026

A group of resource-aware Adj-SID and resource-aware Prefix-SIDs can
be used to construct the SIDlists of an SR Policy, which can be used
to steer the traffic to be forwarded al ong the explicit paths (either
strict or |oose) and processed using the set of network resources
identified by the resource-aware Sl Ds.

In SR-MPLS packet forwardi ng, each resource-aware Adj-SID identifies
bot h the next-hop of the node and the set of resources used for
packet processing on the outgoing interface. Each resource-aware
Prefix-SID identifies the path to the node which the prefix is
attached to, and the resource group which consists of a set of
network resources to be used for packet forwarding on the transit
nodes along the path. The transit nodes use the resource-aware
Prefix-SIDs to determ ne the next-hop of the packet and the set of

| ocal resources in the identified resource group, then forward the
packet to the next-hop using the set of |ocal resources.

When the set of network resources allocated on the egress node al so
needs to be determned, it is RECOMVENDED t hat Penul ti nate Hop
Poppi ng (PHP) [RFC3031] be disabl ed, otherwi se the inner service

| abel needs to be used to infer the set of resources to be used for
packet processing on the egress node of the SR path, which would
over-conplicate the assignment of the service | abel and potentially
require multiple service |abels to be assigned for the same service
to identify the different resource groups.

Thi s mechanismrequires the allocation of additional prefix-SIDs or
adj-SIDs to identify different sets of network resources. As the
nunber of resource groups increases, the nunber of SIDs would

i ncrease accordingly, while it should be noted that there is still no
per-path state introduced into the network.

3.2. SRv6

[ RFC8986] defines the SRv6 SID format (LOC. FUNCT: ARG and the base
set of SRv6 behaviors bound to the SRv6 SIDs. Wen the LOC (Locator)
part of the SRv6 SIDs is routable, it |eads to the node which
instantiates the SID

The approach of introducing resource-awareness to SRv6 is by firstly
maki ng the SRv6 Locators resource-aware. For one SRv6 node, nmultiple
resource-aware SRv6 Locators can be assigned. A resource-aware
Locator is associated with a network topol ogy and/or algorithmin

whi ch the originating node participates, as well as a set of network
resources (e.g., bandw dth, buffer, and queueing resources) on each
node and the attached links participating in the sane topol ogy and/ or
algorithm Then resource-aware SRv6 SIDs are allocated using the
resource-aware SRv6 Locator as the prefix, and the resource-aware
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SRv6 SIDs are associated with a subset of the | ocal resources which
bel ong to the resource group associated with the resource-aware SRv6
Locator. The set of network resources allocated to the resource-
aware SRv6 Locators and SRv6 SIDs are used for forwardi ng packets in
whi ch the resource-aware SRv6 SIDs are encoded as the destination

| Pv6 addresses.

Simlar to the approach used with resource-aware prefix-SIDs in SR
MPLS, it is RECOMMVENDED that a common set of network resources are
al | ocated by the network nodes and |inks participating in a topol ogy
and/or algorithm and this resource group is associated with a group
of resource-aware Locators of the same topol ogy and/or algorithm

For one I1GP link, nmultiple resource-aware SRv6 End. X SI Ds can be

all ocated to identify different sets of |link resources allocated on
the link. SRv6 SIDs for other types of behaviors MAY al so be
assigned as resource-aware Sl Ds, which identifies the set of network
resources allocated by the node for executing the behavior. Al
resource-aware SRv6 Sl Ds MJUST use a resource-aware locator as its
prefi x.

A group of resource-aware SRv6 SIDs can be used to construct the SID
lists of an SR Policy, which can be used to steer the traffic to be
forwarded along the explicit paths (either strict or |oose), and be
processed using the set of network resources identified by the
resource-aware SRv6 Locators and Sl Ds.

In SRv6 packet forwarding, the transit nodes use the resource-aware
Locator of the SRv6 SID carried in the destination |Pv6 address field
to determine the next-hop of the packet, and the resource group which
consists of a set of network resources to be used for packet
forwarding al ong the path. On the segment endpoi nt nodes, the
resource-aware End. X SID identifies both the next-hop and the set of
resources used for packet forwarding on the outgoing interface of the
node which instantiates the SID.

Thi s mechani smrequires the allocation of additional SRv6 Locators
and SIDs to identify different set of network resources. As the
nunber of resource groups increases, the nunber of SRv6 Locators and
SIDs woul d increase accordingly, while it should be noted that there
is still no per-path state introduced into the network.
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4.

Control Pl ane Consi derations

The nechani sm described in this document assunes the use of a
centralized controller to collect the information about the network
(configuration, state, routing databases, etc.) as well as the
service information (traffic matrix, performance statistics, etc.)
for the planning of network resources based on the service
requirenents. The centralized controller can also be used to
instruct the network nodes to allocate the network resources and
associ ate the resources to resource-aware SIDs. The resource-aware
SIDs can be either explicitly provisioned by the controller, or can
be dynami cally allocated by network nodes. The distributed contro

pl ane is conplenentary to the centralized controller. Wen the
resource-aware SIDs are locally configured or dynamically all ocated,
a distributed control plane can be used for the collection and
distribution of the resource-aware Sl Ds anong network nodes, together
with the set of associated |ocal network resource information. Then
sonme of the network nodes can distribute the collected information to
the centralized controller. The mechanisnms as defined in

[ RFC8665] [ RFC8667] [ RFC9085] [ RFC9352] [ RFC9513] and [ RFC9514] can be
reused with possible extensions to inprove the efficiency and
scalability. It is anticipated that augnentations to the SR YANG
nmodel s woul d provide a way to configure and | earn about the

rel ati onshi p between resource-aware Sl Ds and the resources on

speci fic nodes. The details are out of the scope of this docunment. |If
an attenpt to associate a resource-aware SID with resources on a
router fails (for exanple, due to an error in the anount of resource
requested) the control plane solution MJST report this so that the
situation can be corrected.

The support for a resource group and the SR SIDs or SRv6 | ocators
informati on to associ ate packets to it MJST be aligned anong the
network nodes in that resource group, so as to ensure that packets
are processed consistently within a resource group. This task can be
acconpl i shed via local configuration or via a centralized controller
O her approaches may be possible. [I-D.ietf-teas-nrp-yang] provides
some gui dance on the provisioning of resource-aware segnents for
network resource partitions (NRPs). The centralized controller or
managenment systemis responsible for consistent provisioning of
resource groups, and should be able to roll back in case of partial
provisioning failure. A resource group SHOULD NOT be used until it
is fully provisioned. An update to a resource group is finished
until all changes to the involved network nodes are successfully
made.

To indicate the support for a given resource group, a node needs to
advertise the identifier of the resource group, the associated
topol ogy and algorithm the resource-aware SIDs and the TE attri butes
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representing the resources allocated to the resource-aware SIDs in
the resource-group. The TE attributes of a resource group may be
used as constraints in path conputation

The controller is also responsible for the centralized conputation
and optinization of the SR paths taking the topol ogy, algorithm and
network resource constraints into consideration. The interaction
between the controller and the network nodes can be based on Netconf/
YANG [ RFC6241] [RFC7950] [I-D.ietf-spring-sr-policy-yang], BG SR
Pol i cy [ RFC9830] or PCEP [ RFC8664] [RFC9603]. In sone scenari o0s,
extensions to sone of these protocols nay be needed to inprove the
efficiency and scalability of the control plane, but these are out of
the scope of this docunment. Distributed computation of resource-
aware SR paths is al so possible, the topol ogy, algorithm and/or
resource constraints need to be taken into consideration by network
nodes. The distributed control plane may be based on [ RFC4915],

[ RFC5120], [RFC9350] with necessary extensions.

When a network node is instructed to associate a SID with specific
resources, its actions will depend on the operational nechani sns of
the network. 1In sone cases the association between SIDs and
resources is configured on the individual network nodes, and the
control plane (e.g. |1GP) is used to distribute the SID infornation
and the allocated resource information to the controller and the

i ngress nodes for TE constraint-based path conmputation. In network
cases with SR and other TE nechani sns (such as RSVP-TE) co-existing
in the network, the I GP advertisenents of avail abl e resources may
need to be updated to indicate that there has been a change to the
avai l abl e resources resulting fromthe instantiation of a new
resource-aware SID, it is suggested such updates would be rate-
limted to avoid overl oading the | GP system using suppression
mechani sms as described in [RFC8570] [RFC7471]. In still other cases
the associ ati on between SIDs and network resources i s provisioned by
the central controller which is responsible for all TE nanagenent,
then the distributed control plane does not need to take any
addi ti onal action.

5. | ANA Consi derati ons
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

6. Inplenentation Status

This section is to be renoved before publishing as an RFC
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RFC-Editor: Please clean up the references cited by this section
bef ore publicati on.

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplementations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

This section is provided in conpliance with the SPRI NG wor ki ng group
policies ([SPRI NG W5 PCLICIES]).

6.1. Huawei Technol ogi es
Huawei Technol ogi es reported the follow ng i nplenmentations of the
resource-aware segnments (Section 2). The resource-aware segnents are
used to build SR based Network Resource Partitions (NRPs) and
resource guaranteed SR Poli ci es.
*  Huawei ATNIXX, CX600 routers.
* Huawei NE40E, NE800O, NE5000E routers.
At the time of this report, all the inplenmentations |listed above are
in production and follow the specification in the |atest version of
this docunment, including all the "MJST" and "SHOULD' cl auses for the
resource-aware segnents.

This report was |ast updated on August 28, 2025
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7

Oper ational Considerations

Resour ce-aware segnents can coexi st with the existing SR segnents.
Net wor k operators nay introduce resource-aware segnents into a
portion of their SR networks to support services which require

guar anteed network resources (e.g. bandwi dth). The use of either
base SR segnments or resource-aware SR segnents for specific service
is based on operators’ local policy.

Resour ce-aware segnents require to introduce additional SR-MPLS SIDs
or SRv6 Locators/SIDs for different subsets of network resources.
This woul d increase the anount of SR SIDs to be nanaged, and woul d

al so increase the anobunt of state to be naintai ned by network nodes.
Al though with the SR paradigm per-path state can be avoided in the
network. The scalability of the deployed solution may al so depend on
the control plane solution that is available in inplementations. |If
no additional control plane features are available, the only choice
is to use different <topology, algorithm tuples to distinguish the
resource-aware prefix-SIDs of the sanme prefix. This approach may be
suitable for small nunbers of resource groups (less than ten or so),
but with nore resource groups, this approach will require nore
topol ogi es or Flex-Algorithns, each of which requires separate
managenment and can stress operational systens. |f a |arger nunber of
resource groups are required, then operators should use the alternate
method to allocate additional prefix-SIDs or adj-SIDs to identify the
resource groups, but must utilize additional control plane nechanisns
(see Section 3) to distribute the association of SIDs to resource
groups. Operators need to be aware of the additional cost of

i ntroduci ng resource-aware segnents, and provide careful planning of
the resource groups, so that the resource-aware segnents can neet the
service requirements w thout introduci ng unacceptable conplexity to
net wor k operation and managenent.

The consistency in the binding between resource-aware segnents and
resource groups across all participating nodes in the network is
crucial for correct and consistent treatnent to packets so as to neet
the resource guarantee and SLA requirenments. |If this is not the
case, it may cause problens including service quality degradation or
packet drop. Such issues could be detected and di agonosed using
performance neasurenent or packet trace nmechanisms with the sane
resource-aware segnents as in the data packets used for forwarding.
Control plane mechani sms need to include consistency checks to allow
the configured state of resource allocation in network nodes to be
verified against the intended state. |If inconsistency in resource
binding is detected by a network node, by default the inpacted
resource-aware Sl Ds MUST NOT be used for traffic forwarding, and an
error SHOULD be | ogged and reported.
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Operators need to specify the policy for traffic which exceeds the

al | ocated resources of the resource-aware SID carried. The options
include: drop the traffic, lower the priority and treat it in best

effort, etc.

8. Security Considerations

The security considerations of segnment routing and SRv6 in [ RFC8402]
[ RFC8660] [ RFC8754], [RFC8986] and [I-D.ietf-spring-srv6-security]
are applicable to this docunent.

The al | ocaton of network resources, the association of resource-aware
SIDs with the all ocated network resources, and the distribution of
informati on of the resource-aware SIDs together with the associ ated
TE attri butes MJIST be done via control or managenent protoco
channel s with proper mechani snms for authentication, authorization,
integrity or replay-protection. The specifications of the control or
managnment plane protocols for resource-aware segnents SHOULD specify
how t hese security properties are provided. Wen the control plane
of resource-aware segnments is based on Fl ex-Al go, the security
threats described in [ RFC9350] need to be considered, as the hijack
of a Flex-Al go which associates with an resource group woul d
conprom se not just path selection but also resource isolation
correctness.

A comprom sed or misconfigured controller, or a node with | oca
configuration authority, could allocate sufficient network resources
and resource-aware SIDs to exhaust |ink or node resources, thereby
starving the base SR forwardi ng plane. The allocation of network
resources and resource-aware Sl Ds MJST be under some adm ssion
control, and inplenentati ons SHOULD reject network resource and
resource-aware SIDs allocation when it woul d exceed a configurable
threshol d, ensuring that base SR forwardi ng plane availability cannot
be conprom sed by resource exhaustion
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The resource-aware SIDs may be used for provisioning of SR paths or
virtual networks to carry traffic with specific SLA requirements
(such as latency). By disrupting the SLA of such traffic an attack
can be directly targeted at the custoner application, or can be
targeted at the network operator by causing themto violate their
SLA, triggering comercial consequences. Dynanmic attacks of this
sort are not something that networks have traditionally guarded
agai nst, and networki ng techni ques need to be devel oped to defend
against this type of attack. By rigorously policing ingress traffic
and carefully provisioning network resources provided to such
services, this type of attack can be prevented. However care needs
to be taken when providing shared resources, and when the network
needs to be reconfigured as part of ongoi ng maintenance or in
response to a failure.

A conprom sed network node may choose not to actually allocate the
claimed resources to the resource-aware SlIDs, overstate the avail able
resources, or selectively degrade specific resource groups, this may
result in the expected SLA being disrupted due to | ack of resource
guar ant ee

The resource-aware SIDs carried in data packets can reveal not just
where the packets go, but also the correspondi ng resource groups.
The details about resource allocation in the underlay network MJST
NOT be exposed to third parties, so as to prevent attacks ained at
expl oiti ng shared network resources.
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