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Abst r act

Thi s docunent describes a nmechanismto allocate network resources to
one or a set of Segnent Routing ldentifiers (SIDs). Such SIDs are
referred to as resource-aware SIDs. The resource-aware SIDs retain
their original forwarding semantics, with the additional semantics to
identify the set of network resources avail able for the packet
processing and forwardi ng action. The proposed nechanismis
applicable to both segnent routing with MPLS data plane (SR-MPLS) and
segnment routing with IPv6 data pl ane (SRv6).
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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1. Introduction

The Segnment Routing (SR) Architecture [ RFC8402] specifies a mechani sm
to steer packets through an ordered list of segnents. A segnent is
referred to by its Segnment ldentifier (SID). Wth SR explicit
source routing can be achieved w thout introducing per-path state
into the network. The base SR specifications do not have the
capability of identifying or reserving a set of network resources.

Al though a centralized controller can have a gl obal view of network
state and can provision different services using different SR paths,
in data packet forwarding it still relies on the DiffServ QS
mechani sm [ RFC2474] [ RFC2475] to provide coarse-grained traffic
differentiation in the network. Wile such a mechani sm may be
sufficient for sone types of services, other may require a set of

dedi cat ed network resources to achieve resource isolation in the same
network. Also note the nunmber of such services could be larger than
the nunber of traffic classes available with D ffServ QoS.

W thout needing to define new SID types, this docunent extends the SR
par adi gm by associating SIDs with network resource attributes, so
that network resources can be allocated to one or a set of SIDs.

Such SIDs are referred to as resource-aware Sl Ds. These resource-
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aware SIDs retain their original functionality, with the additiona
semantics of identifying the set of network resources avail able for
the packet processing action. Typical types of network resources

i nclude link bandwi dth, buffers, and queues that are associated with
class of service, scheduling weights or tinme cycles, and it is also
possible to associate SR SIDs with other types of resources (e.g.,
the processing and storage resources). For a particular SR segnent,
mul tiple resource-aware SIDs can be all ocated, each of which
represents a subset of network resources allocated in the network to
meet the requirenents of one or a group of custonmers or services.
Each subset of the network resources nay be associated with one or
mul tiple resource-aware SIDs. The allocation of network resources to
segnments can be done either via |local configuration or via a
centralized controller. Oher approaches are possible such as use of
a control plane signaling protocol, but they are out of the scope of
thi s docunent.

An SR Policy that requires dedi cated network resources can be
conmposed of a list of resource-aware SIDs. This can be useful for
service which requires dedi cated network resources along the SR path.
In addition, a subset of the network topol ogy and resources
(considered as a "virtual network") can be represented by a group of
resource-aware Sl Ds that neet the connectivity and resource goals.
The resources associated with each segnent of the virtual network can
be the sane or different. The proposed mechanismis applicable to SR
with both MPLS data plane (SR-MPLS) and | Pv6 data plane (SRv6). The
reader is expected to be familiar with the term nology in [ RFC3402],

[ RFC8660] and [ RFC8986] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Segnents with Resource Awareness

In the Segnent Routing architecture [ RFC8402], several types of
segnents are defined to represent either topol ogical or service
instructions. A topol ogical segnment can be a node segnent or an

adj acency segnment. A service segnent may be associated with specific
service functions for service chaining purpose. This docunent

i ntroduces additional resource semantics to the existing types of
SIDs. A resource-aware SIDretains its original functionality, with
the additional semantics of identifying a set of network resources
allocated in the network for the packet processing action. A
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resource-aware SID is considered | ocal resource-aware if the

associ ated network resource is allocated on a specific node in the
network. A resource-aware SID is considered gl obal resource-aware if
the associ ated network resource is allocated on nultiple nodes in the
network. A local resource-aware SIDs may be allocated with a

dedi cated set of network resources, while for global resource-aware
SI Ds, a common set of network resources may be allocated to a group
of resource-aware Sl Ds.

Thi s section describes the nechani sns of using resource-aware SR S| Ds
to indicate the network resource information associated with the SR
paths or virtual networks based on the two SR data pl ane
instantiations: SR-MPLS and SRv6. The nechanisns to identify the
forwarding path or network topology with SIDs as defined in [ RFC3402]
do not change. Aligning with the SR architecture, the control plane
for resource-aware segnments can be centralized, distributed, or
hybrid. Wen resource-aware segnents are associated with a virtua
network, the control plane for distributing the resource-aware Sl Ds
and t he associ ated topol ogy or Flexible-A gorithmcan be based on

[ RFC4915], [RFC5120] and [ RFC9350].

2.1. SR-MPLS

The MPLS instantiation of Segnment Routing is specified in [ RFC8660].

[ RFC8402] specifies several type of SIDs, including the an I GP

Adj acency Segnent (Adj-SID), the IGP-Prefix Segnent (Prefix-SID), and
the 1 GP- Node Segnent (Node-SID). It also introduces the BGP Peer

Adj acency Segnent (PeerAdj SID). These type of SIDs can be reused to
represent both the topological instructions and the set of network
resources allocated for packet processing follow ng the instructions.

A resource-aware Adj-SID is a |local resource-aware segment, it
represents a subset of the network resources (e.g., bandw dth, buffer
and queui ng resources) on a given link, thus each resource-aware Adj-
SIDis associated with a subset of the link’s traffic engineering
(TE) capabilities and resources (known as TE attributes [ RFC2702]).

For one I1GP link, nultiple resource-aware Adj-SIDs can be assigned,
each of which is associated with a subset of the |ink resources

all ocated on the link. For one inter-domain link, nmultiple BGP

Peer Adj SI Ds nay be assigned, each of which is associated with a
subset of the link resources allocated on the inter-domain Iink. The
resource-aware Adj-SIDs may be associated with a specific network
topol ogy and/or algorithm so that it is used only for resource-aware
SR pat hs conmputed within the topol ogy and/or algorithm
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Note this per-segnment resource allocation conplies with the SR

par adi gm whi ch avoi ds introducing per-path state into the network.
Several approaches can be used to partition and reserve the link
resources, such as [FLEXE], |ogical sub-interfaces with reserved
bandwi dt h, dedi cated queues, etc. The detailed nmechani smof |ink
resource partitioning is out of scope of this docunent.

A resource-aware prefix-SID is a global resource-aware segnent, it is
associated with a network topol ogy and/or al gorithm which the
attached node participates in. In addition, a resource-aware prefix-
SIDis allocated with a set of network resources (e.g., bandw dth,

buf fer and queui ng resources) on all the nodes and |inks
participating in the associ ated topol ogy and/or algorithm Such set
of network resources can be used for forwardi ng packets which are
encapsul ated with this resource-aware prefix-SID, along the paths
conputed in the associated topol ogy and/ or al gorithm

Al though it is possible that each resource-aware prefix-SIDis
allocated with a set of dedicated resources on every node and link in
the associ ated topol ogy and/or algorithm the overhead of per-prefix
resource reservation is usually considered unacceptable in both
control plane signaling and data plane states, and it is |likely sone
of the allocated resources will be wasted. |t is RECOWENDED that a
common set of network resources be allocated by the network nodes and
links participating in the topology and/or algorithm and this comon
set of network resources is associated with a group of resource-aware
Prefix-SIDs. Such a conmmon set of network resources constitutes a
resource group. For a given <topology, algorithne tuple, there can
be one or nmultiple resource groups. This way, a group of resource-
aware prefix-SIDs which are associated with the sane <topol ogy,

al gorithnme tuple can share the set of network resources in a resource
group. The association between the SR SIDs and a resource group can
be provisioned using the nanagenent plane or a control plane.

The recomendati on above hel ps to reduce the dynanmics in per-prefix
resource allocation and adjustnent, so that the network resource can
be all ocated based on pl anning and does not have to rely on dynanic
signaling. Wen the set of nodes and |inks that participate in a

<t opol ogy, algorithnme tuple changes, the set of network resources

al | ocated on specific nodes and |inks may need to be adjusted. Wen
the set of network resources are locally configured on the network
links, this neans that the resources allocated to resource-aware Adj-
SIDs on those links nay have to be adjusted, and new TE attributes
for the associated adj-SIDs re-adverti sed.

For one I1GP prefix, multiple resource-aware prefix-SIDs can be

al | ocated. Each resource-aware prefix-SID nay be associated with a
uni que <topol ogy, algorithne tuple, in this case different <topology,
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al gorithnme tuples can be used to distinguish the resource-aware
prefix-SIDs of the same prefix. In another case, for one |IGP prefix,
mul tiple resource-aware prefix-SIDs may be associated with the same
<topol ogy, algorithm tuple but different resource groups, then an
addi tional control plane distinguisher needs to be introduced to

di stinguish different resource-aware prefix-SIDs associated with the
same <topol ogy, algorithne but different resource groups. The first
approach is sinpler and does not require extensions to control plane
protocols, while there can be scalability concerns when the nunber of
resource groups is large, as it would require a | arge nunber of
topol ogi es or Flex-Algorithns. The second approach is nore scal abl e,
while it requires additional extensions to the control plane
protocols. The exact control plane extensions are out of the scope
of this docunent.

A group of resource-aware Adj-SID and resource-aware Prefix-SIDs can
be used to construct the SID lists of an SR Policy, which can be used
to steer the traffic to be forwarded al ong the explicit paths (either
strict or |oose) and processed using the set of network resources
identified by the resource-aware Sl Ds.

In SR-MPLS packet forwardi ng, each resource-aware Adj-SID identifies
bot h the next-hop of the node and the set of resources used for
packet processing on the outgoing interface. Each resource-aware
Prefix-SID identifies the path to the node which the prefix is
attached to, and the set of network resources used for packet
forwarding on the transit nodes along the path. The transit nodes
use the resource-aware Prefix-SIDs to determ ne the next-hop of the
packet and the set of associated |ocal resources, then forward the
packet to the next-hop using the set of |ocal resources.

When the set of network resources allocated on the egress node al so
needs to be determned, it is RECOMVENDED t hat Penul ti mate Hop
Poppi ng (PHP) [RFC3031] be disabl ed, otherwi se the inner service

| abel needs to be used to infer the set of resources to be used for
packet processing on the egress node of the SR path.

Thi s mechani smrequires the allocation of additional prefix-SIDs or
adj-SIDs to identify different sets of network resources. As the
nunber of resource groups increases, the nunber of SIDs would

i ncrease accordingly, while it should be noted that there is still no
per-path state introduced into the network.
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2.2. SRv6

[ RFC8986] defines the SRv6 SID format (LOC: FUNCT: ARG and the base
set of SRv6 behaviors bound to the SRv6 SIDs. Wen the LOC (Locator)
part of the SRv6 SIDs is routable, it |eads to the node which
instantiates the SID.

The approach of introducing resource-awareness to SRv6 is by firstly
maki ng the SRv6 Locators resource-aware. For one SRv6 node, multiple
resource-aware SRv6 Locators can be assigned. A resource-aware
Locator is associated with a network topology and/or algorithmin

whi ch the originiating node participates, as well as a set of network
resources (e.g., bandw dth, buffer, and queueing resources) on each
node and the attached links participating in the sane topol ogy and/ or
algorithm Then resource-aware SRv6 SIDs are allocated using the
resource-aware SRv6 Locator as the prefix. The set of network
resources allocated to the resource-aware SRv6 Locator are used in
forwardi ng packets in which the resource-aware SRv6 SI Ds are encoded
as the destination | Pv6 address.

Simlar to the approach used with resource-aware prefix-SIDs in SR
MPLS, it is RECOMMENDED that a commpn set of network resources are
al l ocated by the network nodes and |inks participating in a topol ogy
and/or algorithm and this resource group is associated with a group
of resource-aware Locators of the same topol ogy and/or al gorithm

For one I1GP link, nultiple resource-aware SRv6 End. X SI Ds can be
all ocated to identify different set of link resources allocated on
the link. Each resource-aware End. X SID MJUST use a resource-aware
|locator as its prefix. SRv6 SIDs for other types of behaviors MAY
al so be assigned as resource-aware Sl Ds, which can identify the set
of network resources allocated by the node for executing the

behavi or.

A group of resource-aware SRv6 SIDs can be used to construct the SID
lists of an SR Policy, which can be used to steer the traffic to be
forwarded along the explicit paths (either strict or |oose), and be
processed using the set of network resources identified by the
resource-aware SRv6 Locators and Sl Ds.

In SRv6 packet forwarding, the transit nodes uses the resource-aware
Locator of the SRv6 SID carried in the destination |Pv6 address field
to determ ne the next-hop of the packet, and the associated set of
networ k resources, then the packet is forwarded to the next-hop using
the set of local resources in the resource group. On the segnent
endpoi nt nodes, the resource-aware End. X SID identifies both the
next-hop and the set of resources used for packet processing on the
outgoing interface of the node which instantiates the SID.
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Thi s mechani smrequires the allocation of additional SRv6 Locators
and SIDs to identify different set of network resources. As the
nunber of resource groups increases, the nunber of SRv6 Locators and
SIDs woul d increase accordingly, while it should be noted that there
is still no per-path state introduced into the network.

3. Control Plane Considerations

The nechani sm described in this document assunes the use of a
centralized controller to collect the information about the network
(configuration, state, routing databases, etc.) as well as the
service information (traffic matrix, performance statistics, etc.)
for the planning of network resources based on the service
requirenents. The centralized controller can also be used to
instruct the network nodes to allocate the network resources and
associ ate the resources to resource-aware SIDs. The resource-aware
SIDs can be either explicitly provisioned by the controller, or can
be dynami cally allocated by network nodes. The distributed contro

pl ane is conplenentary to the centralized controller. Wen the
resource-aware SIDs are locally configured or dynamically all ocated,
a distributed control plane can be used for the collection and
distribution of the resource-aware Sl Ds anong network nodes, together
with the set of associated |ocal network resource information. Then
sonme of the network nodes can distribute the collected information to
the centralized controller. The mechanisnms as defined in

[ RFC8665] [ RFC8667] [ RFC9085] [ RFC9352] [ RFC9513] and [ RFC9514] can be
reused with possible extensions to inprove the efficiency and
scalability. The details are out of the scope of this docunent.

The support for a resource group and the information to associate
packets to it MJST be aligned anpong the network nodes in that
resource group, so as to ensure that packets are processed
consistently within a resource group. This task can be acconplished
via local configuration or via a centralized controller. Cher
approaches may be possi bl e.

To indicate the support for a given resource group, a node needs to
advertise the identifier of the resource group, the associated

topol ogy and algorithm the resource-aware SIDs and potentially a set
of TE attributes representing the resources allocated to it.

The controller is also responsible for the centralized conmputation
and optinization of the SR paths taking the topol ogy, algorithm and
network resource constraints into consideration. The interaction
between the controller and the network nodes can be based on Netconf/
YANG [ RFC6241] [RFC7950] [I-D.ietf-spring-sr-policy-yang], BG SR
Policy [I-D.ietf-idr-sr-policy-safi] or PCEP [ RFC8664] [ RFC9603]. In
some scenarios, extensions to sone of these protocols nmay be needed
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to inmprove the efficiency and scalability of the control plane, which
are out of the scope of this docunent. Distributed conputation of
resource-aware SR paths is also possible, the topol ogy, algorithm
and/ or resource constraints needs to be taken into consideration by
network nodes. The distributed control plane nay be based on

[ RFC4915], [RFC5120], [RFC9350] with necessary extensions.

When a network node is instructed to associate a SIDwith specific
resources, its actions will depend on the operational nechani sns of
the network. In some cases the association between SIDs and
resources is configured on the individual network nodes, and the
control plane (e.g. IGP) is used to distribute the SID infornmation
and the allocated resource information to the controller and the

i ngress nodes for TE constraint-based path conmputation. |In network
cases with SR and other TE nechani sns (such as RSVP-TE) co-existing
in the network, the | GP advertisenents of avail abl e resources may
need to be updated to indicate that there has been a change to the
avail abl e resources resulting fromthe instantiation of a new
resource-aware SID, it is suggested such updates would be rate-
limted. 1In still other cases the association between SIDs and
network resources is provisioned by the central controller which is
responsible for all TE managenent, then the distributed control plane
does not need to take any additional action

4. | ANA Consi derati ons
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

5. Security Considerations

The security considerations of segment routing in [ RFC8402] [ RFC8660]
[ RFC8754] and [ RFC8986] are applicable to this docunent.
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The resource-aware SIDs may be used for provisioning of SR paths or
virtual networks to carry traffic with specific SLA requirements
(such as latency). By disrupting the SLA of such traffic an attack
can be directly targeted at the custoner application, or can be
targeted at the network operator by causing themto violate their
SLA, triggering comercial consequences. Dynanmic attacks of this
sort are not something that networks have traditionally guarded
agai nst, and networki ng techni ques need to be devel oped to defend
against this type of attack. By rigorously policing ingress traffic
and carefully provisioning network resources provided to such
services, this type of attack can be prevented. However care needs
to be taken when providing shared resources, and when the network
needs to be reconfigured as part of ongoi ng maintenance or in
response to a failure.

A conprom sed network node may choose not to allocate the necessary
resources to a set of resource-aware SIDs, this may result in the
expected SLA being disrupted due to | ack of resource guarantee.

The details of the underlay network MJST NOT be exposed to third
parties, to prevent attacks ained at exploiting shared network
resources
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