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Abst r act

In an SRv6 network, each SRv6 Segrment Endpoi nt Node nust be assi gnhed
an SRv6 Locator, and segnment |Ds are generated within the address
space of this SRv6 Locator. This docunent describes a method for
assigning SRv6 Locators to SRv6 Segnent Endpoi nt Nodes t hrough
DHCPV 6.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
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material or to cite themother than as "work in progress."
This Internet-Draft will expire on 22 June 2026.

Copyri ght Notice
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Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

The Segment Routing (SR) architecture [ RFC8402] specifies how a node
can steer a packet using an ordered list of instructions called
segnents. These segnments are identified using Segnent ldentifiers
(Sl Ds).

SR can be instantiated on the | Pv6 data plane through the use of the

Segnment Routing Header (SRH) defined in [RFC8754]. SR instantiation
on the 1Pv6 data plane is referred to as SRv6.
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The network progranmi ng paradigmfor SRv6 is specified in [ RFC3986].
It describes how any behavior can be bound to a SID and how any

net wor k program can be expressed as a conbination of SIDs. It also
descri bes several well-known behaviors that can be bound to SRv6

Sl Ds.

In an SRv6 network, each SRv6 Segment Endpoi nt Node nust be assi gnhed
an SRv6 Locator, and segnment |IDs are generated within the address
space of this SRv6 Locator. This docunent describes a nmethod for
assigning SRv6 Locators to SRv6 Segnent Endpoi nt Nodes through
DHCPV 6.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Thi s docunent | everages the terns defined in
[1-D.ietf-dhc-rfc8415bis] and [ RFC8986]. The reader is assuned to be
famliar with this term nol ogy.

3. Mot i vati on

Tel ecom providers can use their |IP Metro and Backbone networks to
establish connectivity between access users who are located in
di fferent regions.

As shown in Figure 1, in the |IP backbone network, access network
devi ces are depl oyed for access users in different regions. This
depl oynent assumes that all of the relevant conponents in Figure 1
are part of a single trusted SR domain. The | P network custoner
provi der edge (CPE) nust be nanaged by the operator providing
services or by a trusted partner.
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Metropol i tan area network
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Figure 1: Telecom | Pv6 Network

CPEs for access users are connected to the local netropolitan area
network (MAN) in various ways. CPEs are responsible for assigning
addresses to access users by requesting DHCPv6 Prefix Del egati on (PD)
froma DHCPv6 server, as specified in Section 6.3 of
[1-D.ietf-dhc-rfc8415bis]. The DHCPv6 server is usually enabl ed on
or relayed by the BRAS (Broadband Renpte Access Server).

After the DHCPv6 server allocates delegated prefix, BRAS will add a
network route corresponding to the delegated prefix to |l ocal routing
table and distribute the network route to the upstreamrouters.

In this network, operators hope to achieve interconnection between
access users through End-to-End SRv6 tunnels. Taking the service
traffic fromHostl to Host2 as an exanple, CPEl is the SRv6 ingress
node and CPE2 is the SRv6 egress node. The SRv6 Locator should be
configured on the CPEs. (Oher devices in the network | earn the SRv6
Locator routes of the CPEs.

At the same time, SRv6 policies need to be configured on CPEs to
steer the service traffic between CPEs to the specified SRv6
forwardi ng path. The SRv6 policy can be manual ly configured
statically or issued through the controller, and its specific
configuration nethod is out of the scope of this docunent.
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However, due to the follow ng reasons, it is difficult to achieve
these requirenents currently.

* The configuration is very conpl ex.

In a Metro network, the nunber of CPEs is very large and widely

di stributed geographically. Mreover, the nobility requirenents
of CPEs are relatively high, and the access | ocation of the same
CPE often changes, so its |IPv6 address cannot be fixed.

At present, an SRv6 Locator can only be configured on each CPE
through a controller or the Comrand Line Interface (CLI), which
i ncreases the configuration conplexity.

* SRv6 Locator routes cannot be dynamically distributed.

A CPE can be connected to the BRAS of |ocal MAN through various
types of networks, such as |eased |line, optical fiber, etc. Due
to the diversity of connections, IGP is usually only enabl ed
within the MAN, that is, 1G will not be depl oyed between CPE and
BRAS.

As a result, the SRv6 Locator route of CPE cannot be distributed
to the BRAS node through IGP, and the static route can only be
configured manually on the BRAS or the controller. Configuring
routes to the CPE on the BRAS increases the cost and workl oad of
communi cati on and coordi nati on

To solve these difficulties this docunent proposes a nethod to
all ocate SRv6 Locators to CPE t hrough DHCPv6 and di stribute SRv6
Locator routes by using the workfl ow of DHCPv6.

4. DHCPv6 Extensions

4.1. ldentity Association for SRv6 Locator Option
The ldentity Association for SRv6 Locator (I A SRV6 _LOCATOR) option is
used to carry an | A SRV6_LOCATOR, the paraneters associated with the
I A SRV6_LOCATOR, and the SRv6 Locator associated with the
I A_SRV6_LOCATOR

The | A_SRV6_LOCATOR option can be carried in DHCPv6 Solicit,
Advertise, Request, Reply, Renew, and Rel ease nessages.

The format of the I A SRV6_LOCATOR option is:
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1 2 3

01234567890123456789012345678901

i S S T i S S e e i S S S S

OPTI ON_| A_SRV6_LOCATOR | Opti on- Len |

e T S S s SHp S SEp i S S AR Tk T e

IAID (4 octets) |

I T S S S e e S A i S S S S T ok

T1 |

T S S S T S S S S it S S SEp DI S S

T2 |

T T S i i S DU S A S R T o T

I A_SRV6_LOCATOR- Opti ons

i S S T i S S e e i S S S S

Wher e:

Cheng,

Figure 2: Identity Association for SRv6 Locator Option Format

Opti on- Code: OPTION_ | A SRV6_LOCATOR, the option code for the
ldentity Association for SRv6 Locator. The current value early
assigned by | ANA is 149.

Option-Len: 12 + the length of | A SRV6_LOCATOR- Options field in
octets.

IAID: The unique identifier for this A SRV6_LOCATOR. The IAID
MUST be uni que anong the identifiers for all of this client’s

I A SRV6 LOCATORs. The nunber space for | A SRV6_LOCATOR | Al Ds
is separate fromthe nunber space for other | A option types. A
4-octet field containing an unsigned integer.

T1l: The time interval after which the client should contact the
server fromwhich the SRv6 Locators in the |1 A SRV6 LOCATOR wer e
obtained to extend the lifetimes of the SRv6 Locators to the

I A SRV6_LOCATOR. T1 is a tine duration relative to the nessage
reception tine expressed in units of seconds. A 4-octet field
cont ai ni ng an unsi gned i nteger.

T2: The tinme interval after which the client should contact any
avai |l abl e server to extend the lifetines of the SRv6 Locators
assigned to the A SRV6 LOCATOR T2 is a tinme duration
relative to the nmessage reception tine expressed in units of
seconds. A 4- octet field containing an unsigned integer.

I A SRV6 LOCATOR- Options: Options associated with this
I A SRV6 LOCATOR. A variable-length field (12 octets | ess than
the value in the Option-Len field).
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The 1 A_ SRV6_LOCATOR- Options field encapsul ates those options that are
specific to this | A SRV6_LOCATOR. For exanple, all of the I A Locator
options (see Section 4.2) carrying the SRv6 Locators associated with

this A SRV6 LOCATOR are in the I A SRV6 LOCATOR- Options field.

An | A_SRV6_LOCATCOR option may only appear in the options area of a
DHCP nessage. A DHCP nessage may contain nultiple | A SRV6_LOCATOR
Options (though each must have a unique | AlD).

The status of any operations involving this A SRV6 LOCATOR i s
indicated in a Status Code option (see Section 21.13 of
[1-D.ietf-dhc-rfc8415bis]) in the | A SRV6_LOCATOR- Options field.

Note that an | A SRV6_LOCATOR has no explicit "lifetine" or "l ease
length" of its owm. Wien the valid lifetimes of all of the SRv6
Locators in an | A SRV6 LOCATOR have expired, the | A SRV6 LOCATOR can
be considered as having expired. T1 and T2 fields are included to
give the server explicit control over when a client should contact
the server about a specific | A SRV6_LOCATOR

In a nessage sent by a client to a server, the Tl and T2 fields
SHOULD be set to 0. The server MJST ignore any values in these
fields in nmessages received froma client.

In a message sent by a server to a client, the client MJST use the
values in the Tl and T2 fields for the Tl and T2 tinmers, unless
values in those fields are 0. The values in the Tl and T2 fields are
t he nunber of seconds until T1 and T2

The server selects the T1 and T2 tines to allowthe client to extend
the lifetimes of any SRv6 Locators in the | A SRV6_LOCATOR before the
lifetimes expire, even if the server is unavailable for some short
period of tine. Recomended values for Tl and T2 are 0.5 and 0.8
times the shortest preferred lifetime of the SRv6 Locators in the

I A SRV6 LOCATOR that the server is willing to extend, respectively.
If the time at which the SRv6 Locators in an | A SRV6 LOCATOR are to
be renewed is to be left to the discretion of the client, the server
sets T1 and T2 to 0. The client MUST follow the rules defined in
Section 14.2 of [I-D.ietf-dhc-rfc8415bis].

If aclient receives an A SRV6_LOCATOR with T1 greater than T2 and
both T1 and T2 are greater than 0, the client discards the

I A SRV6_LOCATOR option and processes the remai nder of the nmessage as
though the server had not included the | A SRV6_LOCATOR opti on
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4.2. | A Locator Option

The 1 A Locator option is used to specify an SRv6 Locator associ ated
with an A SRV6_LOCATOR. The | A Locator option MJIST be encapsul at ed
in the |A SRV6_LOCATOR-Options field of an | A SRV6_LOCATOR opti on
(see Section 4.1). The terns Locator Block and Locator Node
correspond to the B and N parts, respectively, of the SRv6 Locator
that is defined in Section 3.1 of [RFC8986].

0 1 2 3

01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| OPTI ON_I ALOCATCOR | Opti on-Len |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Preferred-lifetine |
el i I e i it T e e e e i i T o S e e S e T R R
| Valid-lifetine |
i e R i e i i i e i i St S N e S
| LB- Len LN- Len | Fun-Len Arg-Len |
S e R TR T S T T T S T S T T T T i i T T T S i T T S i o e

SRv6- Locat or
(up to 16 octets)

i R L s e T e R h th s i S SR N S
| ALocat or - Opt i ons

B T S i T s i i e e SEI S
Figure 3: I A Locator Option Fornat

Wher e:

-  Option-code: OPTION_| ALOCATOR, the option code for
I A SRv6 LOCATOR option. The current value early assigned by
I ANA i s 150.

- Option-Len: 28 + the length of | ALocator-Qptions field in
octets.

- Preferred-lifetine: The preferred lifetine for the SRv6 Locator
in the option, expressed in units of seconds. A val ue of
Oxffffffff represents "infinity" (see Section 7.7 of
[1-D.ietf-dhc-rfc8415bis]). A 4-octet field containing an
unsi gned i nt eger.
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- Valid-lifetime: The valid lifetime for the SRv6 Locator in the
option, expressed in units of seconds. A value of Oxffffffff
represents "infinity". A 4-octet field containing an unsigned
i nt eger.

- LB-Len: SRv6 SID Locator Block (LB) length in bits. A 1-octet
unsi gned i nteger.

- LN Len: SRv6 SID Locator Node (LN) length in bits. A 1-octet
unsi gned i nt eger.

- Fun-Len: SRv6 SID function (FUNCT) length in bits. A 1-octet
unsi gned i nteger.

- Arg-Len: SRv6 SID argunents (ARG length in bits. A 1l-octet
unsi gned i nt eger.

- SRv6-Locator: 0-16 octets. This field encodes the SRv6
Locator. The SRv6 Locator is encoded in the mnimal nunber of
octets for the given nunmber of bits. Trailing bits MJST be set
to zero and ignored when received.

- | ALocator-Options: Options associated with this SRv6 Locator.
A variable-length field (determ ned by subtracting the |length
of the SRv6-Locator fromthe Option-Len mnus 12). The Status
code "NoSRv6LocatorAvail" indicate the server has no | ocators
available to assign to the I A SRv6_LOCATOR(S).

The SRv6 SID Locator length (LOC-Len) is LB-Len plus LN Len.

The sum of LB-Len, LN-Len, Fun-Len, and Arg-Len MJST NOT exceed 128
bits. |If the sumexceeds 128 bits, the | A SRV6_LOCATOR opti on MJST
be marked as invalid, and the renai nder of the message SHOULD be
processed as if the packet did not include this option.

The values in the preferred-lifetine and valid-lifetine fields are
the nunber of seconds remaining in each lifetime. The val ue of
Ooxffffffff for the preferred lifetine or the valid lifetinme is taken
to nean "infinity" and should be used carefully. The details about
the use of lifetinme values for assigned SRv6 Locators are the sane as
the ones specified for prefix delegation in Section 18.2.10.1 of
[1-D.ietf-dhc-rfc8415bis].

An | A Locator option may appear only in an | A SRV6_LOCATOR opti on.

More than one | A Locator option can appear in a single
I A SRV6_LOCATOR opti on.
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The status of any operations involving this | A SRv6_LOCATOR option is
indicated in a Status Code option (see Section 21.13 of
[I-D.ietf-dhc-rfc8415bis]) in the | ALocator-Options field.

5. Process of Assigning SRv6 Locator
5.1. Procedure of SRv6 Locator

Consi stent with Prefix Del egati on mechani sm
[1-D.ietf-dhc-rfc8415bis], the CPE obtains an SRv6 Locator via
DHCPv6. The key nessage exchanges involved are Solicit, Request,
Advertise, and Reply. Once the DHCPv6 Server assigns an SRv6 Locator
to the CPE, it automatically adds the associ ated SRv6 Locator routes.

Use Locator to Di stribute Locator Route
alloc SRv6 SID |

Figure 4: SRv6 Locat or Exchange

Figure 4 illustrates the process of SRv6 Locator allocation through
DHCPv 6.
CPE DHCP Server
Y, Y,
I I
| |
____________ [\ I
____________ | +-----mo--- 4|
| Solicit \
| Enptyl ALocat or |
I I
| /1
| oA + |
| / Advertise |
|/ | ALocator |
I I
[\ I
| Fomme e e e e n + |
| Request \ |
| | ALocator |
I /|
| A + |
| /' Reply I
|/ 1 ALocator |
end of | |
4- message | |
exchange | | Issue Locator Route Locally
I I
I
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As specified in Sections 18.2.1 of [I-D.ietf-dhc-rfc8415bis], DHCP
client sends a Solicit message containing an | A SRV6_LOCATOR opti on
to request a locator. The client may include its preferred |ocator
value within the 1A SRV6_LOCATOR opti on.

DHCP Server processes the Solicit nessage, assigns a locator to the
client, and returns the allocated |locator in an Adverti se nessage
with the 1A SRV6_LOCATOR opti on.

As specified in Sections 18.2.2 of [I-D.ietf-dhc-rfc8415bis], upon
receiving the Advertise nessage, client accepts the assigned | ocator
and sends a Request nmessage with the A SRV6 LOCATOR option to
confirmthe requested | ocator

The server processes the Request nessage, confirns the |ocator
assi gnnent, and responds with a Reply nessage containing the
I A SRV6 LOCATOR option with the allocated | ocator

As described in Sections 18.2.4 of [I-D.ietf-dhc-rfc8415bis], client
periodically sends a Renew nmessage with the 1A SRV6_LOCATOR option to
refresh the | ease. The server processes the Renew nessage, updates
the |l ease, and replies with a Reply nessage containing the

I A SRV6_LOCATOR opti on.

As described in Sections 18.2.5 of [I-D.ietf-dhc-rfc8415bis], if the
client does not receive a Reply nessage before the T2 tiner expires,
it sends a Rebind nmessage with the I A SRV6_LOCATOR option to attenpt
| ease renewal

If the server responds with a Reply nessage, the client retains its
al l ocated | ocator.

If no response is received, the client considers the | ease expired
and restarts the process by sending a new Solicit nmessage.

As described in Sections 18.2.7 of [I-D.ietf-dhc-rfc8415bis], if the
client is about to go offline, it sends a Rel ease nmessage with the
I A SRV6_LOCATOR option to relinquish the |ocator.

Upon receiving the Rel ease nessage, the server MJST renove the | ease
and free the locator, naking it available for allocation to other
clients.

For the advertisement of SRv6 |ocator routes, if the DHCP Rel ay or
DHCP Server device that assigns SRv6 Locators to CPEs is also a BRAS
device, it MAY locally advertise the CPE's SRv6 Locator route via the
| GP, enabling other SRv6 nodes to obtain the CPE's SRv6 Locator

route.
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5.2. Advertisenent of SRv6 Locator Route
Thi s section describes the processing of SRv6 Locator routes.

As shown in Figure 5, when a BRAS device (functioning as a DHCP rel ay
or DHCP server) receives an SRv6 Locator allocation request froma
client, it MAY assign an SRv6 Locator to the client and install a
correspondi ng SRv6 Locator route locally. The next hop of this route
SHOULD point to the requesting client. Through this route, the BRAS
can access the Host under the CPE, while the BRAS MAY then advertise
this route via traditional routing protocols (e.g., an IGP) to allow
other routers to learn it

Upon receiving an SRv6 Locator rel ease request fromthe client, the
BRAS MUST rel ease the all ocated SRv6 Locator, renove the |ocal SRv6
Locator route, and withdraw the previously adverti sed SRv6 Locator
route via the IGP

dient--------------- BRAS( Rel ay/ Server)------------- Rout er
Alloc Locator --> Add SRv6 | ocator route
Adverti se SRv6 Locator route -->
Rel ease Locator--> Del SRv6 |ocator route
Wt hdraw SRv6 Locator route -->
Fi gure 5: Advertisenent of SRv6 Locator Route

5.3. DHCP Cl i ent Behavi or

A client uses the Solicit nessage to di scover DHCPv6 servers
configured to assign | eases or return other configuration paraneters
on the link to which the client is attached.

A client uses Request, Renew, Rebind, Rel ease and Decline nessages
during the normal lifecycle of SRv6 Locator assignnent.

In a nessage sent by a client to a server, the preferred-lifetine and
valid-lifetinme fields SHOULD be set to 0. The server MJST ignore any
received values in these lifetime fields.

The client MJST NOT send an | A SRv6_LOCATOR option with O in the "LB-
Len" or "LN-Len" fields. The client MAY send non-zero values in the
"LB-Len" and "LN-Len" fields, and the unspecified value (::) in the
"SRv6- Locator" field to indicate a preference for the size of the
SRv6 Locator to be assigned. The LOC-Len (LB-Len + LN-Len) hint
provided by a client is simlar to the prefix-length hint in an

IA PD. Cients and servers are expected to follow the guidance
provided in [ RFC8168].
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The client MJUST discard any SRv6 Locators for which the preferred
lifetime is greater than the valid lifetine.

The process of requesting an SRv6 Locator is the sane as that of
requesting prefixes. Wen requesting an SRv6 Locator, the DHCPv6
client sends a request nessage carrying the | A SRV6 LOCATOR option to
the DHCPv6 server.

Upon the receipt of a valid Reply nessage with | A SRV6_LOCATOR opti on
in response to a Solicit with a Rapid Commt option, Request, Renew,
or Rebind nessage, the client MJUST process the Reply nessage
according to the requirenents of Section 18.2.10 of
[1-D.ietf-dhc-rfc8415bis], and configure the assigned SRv6 Locator in
the client device automatically.

After obtaining the SRv6 Locator assigned by the DHCPv6 server, how
to assign local SRv6 SIDs based on this SRv6 Locator, how to use
mul ti pl e assigned SRv6 Locators, and how to advertise these SRv6 SIDs
to the rest of the network are not within the scope of this document.
If the client uses the assigned SRv6 Locator to configure | ocal SRv6
SIDs, the preferred and valid lifetinmes of those SRv6 Locators MJST
NOT be | onger than the remaining preferred and valid lifetines
respectively for the assigned SRv6 Locator at any tine.

To extend the preferred and valid lifetinmes for the assigned SRv6
Locators or obtain new assigned SRv6 Locators, the client sends a
Renew Rebi nd nessage to the server with | A SRV6_LOCATOR option as
specified in Sections 18.2.4 and 18.2.5 of [I-D.ietf-dhc-rfc8415bis].

If the client no | onger uses the SRv6 Locator, the client can
actively send a Rel ease nessage to notify the server to reclai m SRv6
Locator and del ete the correspondi ng SRv6 Locator. The client MJST
i nclude options containing the IAs for the SRv6 Locators it is
releasing in the A SRV6_ LOCATOR-options of | A SRV6 LOCATOR opti on.

A client can explicitly request nultiple SRv6 Locator prefixes by
sending multiple 1A SRV6_LOCATOR options. A client can send nultiple
I A SRV6 LOCATOR options in its initial transm ssions. Alternatively,
it can send an extra Request message with additional new

I A SRV6 LOCATOR options (or include themin a Renew nessage).

DHCP allows a client to request new SRv6 Locators to be assigned by
sendi ng additional new | A SRV6_LOCATOR options. However, a typica
operator usually prefers to assign a single, larger prefix. In nopst
depl oynents, it is recommended that the client request a | arger SRv6
Locator in its initial transm ssions rather than request additiona
SRv6 Locators later on
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5. 4. DHCP Server Behavi or

When the server receives a valid Request nmessage or a valid Solicit
message with a Rapid Conmit option, the server creates the bindings
for that client according to the server’s policy and configuration
informati on and records the I As and other information requested by
the client.

The DHCPv6 server treats the SRv6 Locator as the prefix of prefix
pool. Upon the receipt of the I A SRV6_LOCATOR option, the server
searches the SRv6 Locator prefix pool and all ocates appropriate SRv6
Locators for the client.

If there is an assignable SRv6 Locator, the server creates the SRv6
Locator binding entry for that client according to the server’s
policy and configuration information and constructs a Reply nessage
that includes an | A SRV6_LOCATOR option with the SRv6 Locator

i nformati on (including LB-Len, LN-Len, Fun-Len, and Arg-Len) assigned
to the client.

When operating as a BRAS device, the DHCPv6 server MAY install a
| ocal SRv6 Locator route pointing to the CPE and advertise this route
via an | GP upon assignhing an SRv6 Locator to the CPE.

The 1 A_SRV6_LOCATCOR option is filled with the SRv6 Locator

i nformati on assigned to the client. The I A SRV6_LOCATOR opti on
popul ates the SRv6 Locator block | ength, |ocator node I|ength,
function | ength, and argunents | ength.

Upon receiving a Rel ease nessage fromthe client or when the SRv6
Locator | ease expires, the server reclains the SRv6 Locator prefix
resource and del etes the correspondi ng binding entry. |f the DHCPv6
server also functions as a BRAS device, it MJST renove the
correspondi ng | ocal SRv6 Locator route and additionally w thdraw the
previously advertised route as well.

For any I A SRV6_LOCATOR option in the Request nessage to which the
server cannot assign any SRv6 Locators, the server MJST return the
I A_SRV6_LOCATOR option in the Reply nessage with no SRv6 Locat or
prefixes in the | A SRV6_LOCATOR and with a Status Code option
containing status code NoSRv6LocatorAvail in the A SRV6_ LOCATOR

After receiving a DHCP nmessage with multiple I A SRV6_LOCATOR opti ons
at the sane tine, whether the server can assign nultiple SRv6
Locators to the client depends on the server policy, which is out of
scope for this docunent. Note that the configuration behavior of the
server and client SHOULD be consistent (e.g., "Cients and Servers
SHOULD assign a single locator unless explicitly configured").
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5

5

DHCP Rel ay Agent Behavi or

For the scenario described in Section 2, if an external DHCPv6 server
is deployed to allocate SRv6 Locators, the DHCPv6 rel ay agent service
needs to be enabled on the Layer 3 network node that is directly
connected to the CPE. As illustrated below, this function is enabl ed
on the CPE's directly connected router. This depl oynent assunes that
all relevant components shown in Figure 6 belong to a single trusted
SR domai n.

Cient DHCP Rel ay DHCPv6 Server
Fomm o - + Fomm o - + Fomm o - + Fom e oo +
| Host +----- + CPE +------- +Rout er +-- - - - + BRAS |
Fom e e - - + Fom e e - - + B S N +
|
I
Femmm o - +--m o= +
| Backbone |
|  Network |
Fomm e oo - +

Figure 6: CPE accessed through DHCP rel ay

When the | ast DHCPv6 relay agent in the return path to the client
recei ves DHCPv6 Rel ay-Reply nessages, it extracts the | A SRV6_ LOCATOR
option fromthe Reply nessage, and obtains the SRv6 Locator assigned
by the DHCPv6 server according to | A SRV6_LOCATOR option. The first
DHCPv6 rel ay agent needs to record the SRv6 Locator assigned by the
DHCPv6 server, including SRv6 Locator information, lifetine, etc. |If
the DHCPv6 Relay is directly connected to the CPE device, a
correspondi ng SRv6 Locator route MAY al so be added | ocally and
advertised via IGP. The outgoing interface of the route is the
access interface connecting the client.

Upon receiving a DHCPv6 Rel ease or Decline nessage froma client, or
upon expiration of the SRv6 Locator prefix's valid lifetinme, if the
DHCPv6 rel ay agent also functions as a BRAS, it MJST delete the
correspondi ng | ocal SRv6 Locator route and MJST al so withdraw the
previ ously advertised route.

I mpl enent ati on Status

[Note to the RFC Editor - renove this section before publication, as
well as remove the reference to [ RFC7942] .

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
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6.

.1

2.

assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplemented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

New H3C Technol ogi es

* Organi zati on: New H3C Technol ogi es.

* I nplenmentation: H3C CR16000, CR19000 series routers inplenentation
of Distribute SRv6 Locator by DHCP.

* Description: Al sections including all the "MJST'" and " SHOULD'
cl auses have been inplenmented in above-nenti oned New H3C
Product s(running Version 7.1.099 and above).

* Maturity Level: Product

* Coverage: Al sections.

* \Version: Draft-04

* Licensing: NA

* | nplenmentation experience: Nothing specific.

* Contact: |inchangwang. 04414@3c.com

* Last updated: Cctober 22, 2024

Rai secom Cor por ati on

* (Organi zation: Rai secom Cor porati on.

* | nplenmentation: Raiseconms RaizSec- VNF Rai zSec- VNF Series SD-WAN
Gateway i nplenmentation of Distribute SRv6 Locator by DHCP
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* Description: Al sections including all the "MJST" and " SHOULD"
cl auses have been inplemented in Rai secom Rai zSec- VNF series SD
WAN Gat eway.

* Maturity Level: GA

* Coverage: ALL

* Version: Draft-04

* Licensing: NA

* | npl ementation experience: Nothing specific.

* Contact: jiarongbi n@ai secomcom

* Last updated: Cctober 10, 2024

7. 1 ANA Consi derations
| ANA has early assigned the foll owi ng new DHCPv6 Option Codes in the

"Option Codes" registry maintained at
https://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet ers.

B ool s s e ey e g
| Value | Descri ption | dient | Singleton | Reference |
I I | RO | Option I I
B Sl s ey ety el el
| 149 | OPTION_IA SRV6_LOCATOR | No | No | [ This |
I I I I | Docunent ]|
+----- - B I I I A R I I I +
| 150 | OPTI ON_I ALOCATOR | No |  No | [ This |
I I I I | Docurent ]|
+------- B R i +-------- F-- - - - F-- - - - +

I ANA is requested to assign a value for the foll owi ng new DHCPv6
Status code in the registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s:
*  NoSRv6Locat or Avail (TBD)
8. Security Considerations
See Section 23 of [I-D.ietf-dhc-rfc8415bis] and Section 23 of

[ RFC7227] for the DHCP security considerations. See [RFC8200] for
the I Pv6 security considerations.
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10.

As discussed in Section 23 of [I-D.ietf-dhc-rfc8415bis]: DHCP | acks
end-to-end encryption between clients and servers; thus, hijacking,
tanpering, and eavesdropping attacks are all possible as a result.

In sone network environnents, it is possible to secure them as
di scussed later in Section 23 of [I-D.ietf-dhc-rfc8415bis].

If not all parties use this nmechanismto obtain an SRv6 Locator from
the DHCPv6 server, there is the possibility of the sanme SRv6 Locat or
bei ng used by nore than one device. Note that this issue could exist
on these networks even if DHCP were not used to obtain the SRv6
Locator. A potential nmitigation is to partition the avail able
address prefixes, ensuring that different allocation nechanisns draw
from non-overl appi ng pool s.

Server inplenentations SHOULD consi der configuration options to limt
the maxi mum nunber of SRv6 Locators to allocate (both in a single
request and in total) to a client. However, note that this does not
prevent a bad client actor frompretending to be nany different
clients and consuning all available SRv6 Locators.

Privacy Consi derations

See Section 24 of [I-D.ietf-dhc-rfc8415bis] for the DHCP privacy
consi derati ons.

The SR domain is a trusted domain, as defined in [RFC8402], Sections
2 and 8.2. Having such a well-defined trust boundary is necessary in
order to operate SRv6-based services for internal traffic while
preventing any external traffic fromaccessing or exploiting the
SRv6- based services. Care and rigor in |Pve address allocation for
use for SRv6 SID allocations and network infrastructure addresses, as
distinct fromI|Pv6 addresses allocated for end users and systenms (as
illustrated in Section 5.1 of [RFC8754]), can provide the clear

di stinction between internal and external address space that is
required to maintain the integrity and security of the SRv6 Donain.

When assigning SRv6 Locators to SRv6 Segnent Endpoi nt Nodes using
DHCPv6 as specified in this document, CPEs and BRAS devi ces MJST
operate within a single trusted SR donmai n.
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