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Abst r act

Thi s docunent describes how Segnent Routing (SR) policies can be used
to satisfy the requirements for bandw dth, end-to-end recovery and
persistent paths within a SR network. The association of two co-
routed unidirectional SR Policies satisfying these requirenents is
called "circuit-style" SR Policy (CS-SR Policy).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 26 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

3.

I nt roducti on

I P services typically | everage ECVP and | ocal protection. However
transport services (comonly referred to as "private lines") that are
delivered via pseudow res such as [ RFC4448], [ RFC4553],
[I-D.ietf-pals-ple], [RFC5086] and [ RFC4842] for exanple, require:

* Persistent end-to-end bidirectional traffic engineered paths that
provi de predictable and identical latency in both directions

* A requested amobunt of bandwi dth per path that is assured
irrespective of changing network utilization other services

* Fast end-to-end protection and restorati on mechani snms
* NMbnitoring and nmi ntenance of path integrity
* Data plane remaining up while control plane is down

Such a "transport centric" behavior is referred to as "circuit-style"
in this docunent.

Thi s docunent describes how Segnent Routing (SR) Policies [ RFC9256]
and adj acency segnent identifiers (adjacency-SIDs) defined in the SR
architecture [ RFC8402] together with a centralised controller such as
a stateful Path Conputation El ement (PCE) [RFC8231] can be used to
satisfy those requirenents. It includes how end-to-end recovery and
path integrity nonitoring can be inpl enented

A"Circuit-Style" SR Policy (CS-SR Policy) is an association of two
co-routed unidirectional SR Policies satisfying the above
requirenents and allowing for a single SR network to carry both
typical IP (connection-|less) services and connection-oriented
transport services.

Requi renments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter m nol ogy
* BSID: Binding Segnent ldentifier

* CS-SR: Circuit-Style Segnent Routing
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* DWDM : Dense Wavel ength Division Miltiplexing
* |ID: ldentifier
* LSP : Label Switched Path
* LSPA : LSP Attributes
* NRP : Network Resource Partition
* QAM: Operations, Administration and Mi ntenance
* OF : Objective Function
* PCE : Path Conputation El enent
* PCEP : Path Conputation El enent Comuni cati on Protocol
* PT : Protection Type
* SID: Segment ldentifier
* SLA : Service Level Agreenent
* SDH : Synchronous Digital Hi erarchy
* SONET : Synchronous Optical Network
* SR : Segnent Routing
*  STAWP : Sinple Two-\Way Active Measurenent Protocol
* TI-LFA : Topol ogy Independent Loop Free Alternate
* TLV : Type Length Val ue
4. Reference Mdel
The reference nodel for CS-SR Policies follows the SR architecture

[ RFC8402] and SR Policy architecture [RFC9256] and is depicted in
Fi gure 1.
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Figure 1: Crcuit-style SR Policy Reference Mdel

G ven the nature of CS-SR Policies, paths are conmputed and nai ntai ned
by a centralized entity providing a consistent sinple nechanismfor
initializing the co-routed bidirectional end-to-end paths, performng
bandwi dth al |l ocation control, as well as nonitoring facilities to
ensure SLA conpliance for the live of the CS-SR Policy.

CS-SR Policies can be instantiated in the headend routers using PCEP
BGP or configuration.

* \When using PCEP as the communication protocol on the headend
routers, the centralized entity is a stateful PCE defined in
[ RFC8231]. \When using SR-MPLS [ RFC8660], PCEP extensions defined
in [RFC8664] are used. Wen using SRv6 [ RFC8754] [ RFC8986], PCEP
ext ensi ons defined in [ RFC9603] are used.

* \When using BGP as the communi cation protocol on the headend
routers, the BGP extensions defined in
[I-Dietf-idr-sr-policy-safi] are used.

* \When using configuration, the YANG nodel defined in
[1-D.ietf-spring-sr-policy-yang] does apply.

In order to satisfy the requirenents of CS-SR Policies, each link in
the topol ogy MUST have:

* An adj acency-SID which is:

- Manual |l y assigned or auto-generated, but persistent: to ensure
that its value does not change after a node rel oad

- Non-protected: to avoid any local TI-LFA protection to happen
upon interface/link failures

* The bandwi dth available for CS-SR Policies specified
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* A per-hop behavior ([RFC3246] or [RFC2597]) that ensures that the
specified bandwi dth is always available to CS-SR Poli cies
i ndependent of any other traffic

When using link bundles (i.e. [IEEEB02.1AX]), parallel physical |inks
are only represented via a single adjacency. To ensure determnistic
traffic placenent onto physical |inks, an adjacency-SID SHOULD be
assigned to each physical link (aka menber-1ink) ([RFC8668],

[ RFC9356]). Simlarly, the use of adjacency-SIDs representing
paral | el adjacencies Section 3.4.1 of [ RFC8402] SHOULD al so be

avoi ded.

When using SR-MPLS [ RFC8660], existing | GP extensions defined in

[ RFC8667] and [ RFC8665] and BGP-LS defined in [ RFCO085] can be used
to distribute the topol ogy information including those persistent and
unpr ot ect ed adj acency- Sl Ds.

When using SRv6 [ RFC8754], the | GP extensions defined in [ RFC9352]
and [ RFC9513] and BGP-LS extensions in [RFCO9514] apply.

4.1. Managi ng Bandwi dth

In a network, resources are represented by links of certain
bandwidth. In a circuit switched network such as SONET/ SDH, OTN or
DWDM resources (tineslots or a wavel ength) are allocated for a
provi si oned connection at the time of reservation even if no

communi cation is present. In a packet sw tched network, resources
are only allocated when comunication is present, i.e. packets are to
be sent. This allows for the total reservations to exceed the |ink
bandwi dth as well in general for |ink congestion

To satisfy the bandwi dth requirenent for CS-SR Policies it nust be
ensured that packets carried by CS-SR Policies can al ways be sent up
to the reserved bandw dth on each hop al ong the path.

This is done by:

* Firstly, CS-SR Policy bandwi dth reservations per |ink nust be
limted to equal or |ess than the physical |ink bandw dth.

* Secondly, ensuring traffic for each CS-SR Policy is linmted to the
bandwi dth reserved for that CS-SR Policy by traffic policing or
shapi ng and adm ssion control on the ingress of the pseudow re.

* Thirdly, ensuring that during tines of |ink congestion only non-
CS-SR Policy traffic is being buffered or dropped.

For the third step several approaches can be consi dered:
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* Allocate a dedicated physical link of bandwidth P to CS-SR
Policies and allow CS-SR reservations up to bandwi dth C. Consider
bandwi dth N allocated for network control, ensure that P- N >= C

* Allocate a dedicate logical link (i.e. 801.q VLAN on ethernet) to
CS-SR Policies on a physical link of bandwidth P. Limit the total
utilization across all other logical links to bandwi dth O by
traffic policing or shaping and ensure that P- N- O>= C

* Allocate a dedicated Diffserv codepoint to map traffic of CS SR
Policies into a specific queue not used by any other traffic

* Use of dedicated persistent unprotected adjacency-SIDs that are
solely used by CS-SR traffic. These dedicated SIDs used by CS-SR
Pol i ci es MUST NOT be used by features such as TI-LFA
[I-Dietf-rtgwg-segnment-routing-ti-lfa] for defining the repair
pat h and m crol oop avoi dance
[1-D. bashandy-rtgwg- segnent -routi ng-ul oop] for defining the I oop-
free path.

The approach of allocating a Diffserv codepoint can | everage any of
the follow ng Per-Hop Behavior (PHB) strategies below, where Pis the
bandwi dth of a physical link, Nis the bandwi dth allocated for
network control and Cis the bandwi dth reserved for CS-SR policies:

* Use a Assured Forwarding (AF) cl ass queue [ RFC2597] for CS-SR
Policies and Iimt the total utilization across all other queues
to bandwidth O by traffic policing or shaping and ensure that P -
N- O>=2C

* Use a Expedited Forwardi ng (EF) class queue [ RFC3246] for CS-SR
Policies and limt the total utilization across all other EF
queues of higher or equal priority to bandwidth O by traffic
policing or shaping and ensure that P- N- O>=C

* Use a Expedited Forwarding (EF) class queue for CS-SR Policies
with a priority higher than all other EF queues and limit the
utilization of the CS-SR Policy EF queue by traffic policing to C
<= P - N

The use of a dedicated D ffserv codepoint for CS-SR traffic requires

the marking of all traffic steered into CS-SR Policies on the ingress
with that specific codepoint consistently across the domain.
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In addition, the headends nmay neasure the actual bandw dth
utilization of a CS-SR Policy to raise alarns when bandw dth
utilization thresholds are passed or to request the reserved

bandwi dth to be adjusted. Using telenetry collection the alarns or
bandwi dt h adj ustnments can al so be triggered by the controller

CS-SR Policy Characteristics

A CS-SR Policy has the follow ng characteristics:

*

6

6. 1.

Request ed bandw dth: bandwi dth to be reserved for the CS-SR Policy
Bi di rectional co-routed: a CS-SR Policy between A and Z is an
association of an SR Policy fromA to Z and an SR Policy fromZ to
A follow ng the sane path(s)

Determ nistic and persistent paths: segnent lists with strict hops
usi ng unprotected adj acency- Sl Ds

Not automatically reconputed or reoptimzed: the SID list of a
candi date path MJST NOT change automatically to a SID Iist
representing a different path (for exanple upon topol ogy change)
More than one candi date paths in case of protection/restoration

- Following the SR Policy architecture, the highest preference
valid path is carrying traffic

- Depending on the protection/restoration schene (Section 7),
| ower priority candi date paths

o0 may be pre-conputed
o may be pre-progranred
o my have to be disjoint

Connectivity verification and perfornmance measurenent are
activated on each candi date path (Section 8)

CS-SR Policy Creation

Policy Creation when using PCEP
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6.1.1. PCCinitiated Mde

Consi dering the scenario illustrated in Figure 1 a CS-SR Policy
between A and Z is instantiated by configured a SR Policy on both
headend A (with Z as endpoint) and headend Z (with A as endpoint).

Bot h nodes A and Z act as PCC and del egate path computation to the
PCE using PCEP with the procedure described in Section 5.7.1 of

[ RFC8231]. For SR-MPLS the extensions defined in [ RFC8664] are used.
And SRv6 specific extensions are defined in [ RFC9603].

The PCRpt nessage sent fromthe headends to the PCE SHOULD contain
the foll ow ng paraneters

* BANDW DTH obj ect (Section 7.7 of [RFC5440]) : to indicate the
request ed bandwi dth

* LSPA object (section 7.11 of [RFC5440]) : to indicate that no
| ocal protection requiremnments

- L flag set to O : no local protection

- Eflag set to 1 : protection enforcenent (section 5 of
[ RFC9488])

*  ASSOCI ATI ON obj ect ([ RFC8697])

- Type : Double-sided Bidirectional with Reverse LSP Associ ation
([1-D.ietf-pce-sr-bidir-path])

- Bidirectional Association Goup TLV ([ RFC9059])

o Rflag is always set to O (forward path)

o Cflag is always set to 1 (co-routed)
If the SR Policies are configured with nore than one candi date path,
a PCEP request is sent per candidate path. Each PCEP request does
include the "SR Policy Association"” object (type 6) as defined in
[1-D.ietf-pce-segnment-routing-policy-cp] to nmake the PCE aware of the
candi date path belonging to the sane policy.

The signaling extensions described in
[I-D.ietf-pce-circuit-style-pcep-extensions] are used to ensure that

* Path determinismis achieved by the PCE only using segnent lists

representing a strict hop by hop path using unprotected adjacency-
Sl Ds.
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* Path persistency across node reloads in the network is achi eved by
the PCE only including manual |y configured adjacency-SIDs in its
pat h conput ati on response

* Persistency across network changes is achi eved by the PCE not
performng periodic nor network event triggered re-optimnzation

Bandwi dt h adj ust nent can be requested after initial creation by
signaling both requested and operational bandw dth in the BANDW DTH
obj ect but the PCE is not allowed to respond with a changed path.

As discussed in section 3.2 of [I-D.ietf-pce-nultipath] it may be
necessary to use | oad-bal ancing across multiple paths to satisfy the
bandwi dth requirenent of a candidate path. 1In such a case the PCE
will notify the PCCto install multiple segnment lists using the
signaling procedures described in section 5.3 of
[1-D.ietf-pce-nultipath].

6.1.2. PCE-initiated Mde

The CS-SR Policy can be instantiated in the network between A and Z
by a PCE using PCE-initiated procedures. For PCE-initiated
procedures no SR Policy configuration is required on the PCC. The
PCE requests the PCCto initiate the candiate paths of the CS-SR
Pol i cy.

The Pclnit nmessage contains the same Bandw dth, LSPA, and ASSOCI ATI ON
objects used in PCC-initiated node. Following initiation, the

candi date paths are reported and updated foll owi ng PCEP procedures
and share the sane behavior as the PCC-initiated node.

6.2. Policy Creation when using BGP

Again, considering the scenario illustrated in Figure 1, instead of
configuring SR Policies on both headend A (with Z as endpoint) and
headend Z (with A as endpoint), a CS-SR Policy between A and Z is
instantiated by a request (e.g. application APl call) to the
centralized controller.

The controll er does performpath conputation and is requesting the
headends via BGP to instantiate the corresponding SR Policies on
t hem

To instantiate the SR Policies in A and Z the BGP extensi ons defined
in[l-Dietf-idr-sr-policy-safi] are used.

No signaling extensions are required for the foll ow ng:
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* Path determinismis achieved by the controller only using segnent
lists representing a strict hop by hop path using unprotected
adj acency- Sl Ds.

* Path persistency across node reloads in the network is achieved by
the controller only including manually configured adjacency- Sl Ds
inits path conmputation response

* Persistency across network changes is achieved by the controller
not perform ng periodic nor network event triggered re-
optim zation.

If there are nore than one candi date paths per SR Policy required,
multiple NLRIs with different distinguisher values (see section 2.1
of [I-D.ietf-idr-sr-policy-safi]) have to be included in the BGP
UPDATE nessage.

To achi eve | oad-bal ancing across multiple paths to satisfy the

bandwi dth requirenent of a candidate path, nultiple Segnment List Sub-
TLVs have to be included in the SR Policy Sub-TLV. See section 2.1
of [I-D.ietf-idr-sr-policy-safi]

The headends A and Z report the SR Policy states back to the
centralized controller via BGP-LS using the extension defined in
[I-D.ietf-idr-bgp-Is-sr-policy].

6.3. Maxi num SI D Depth Constrai nt

The segnment |ists used by CS-SR Policy candidate paths are
constrai ned by the maxi mum nunber of segnents a router can inpose
onto a packet.

When using SR-MPLS this constraint is called "Base MPLS | nposition
MSD' and is advertised via | S-1S [RFC8491], OSPF [ RFC8476], BGP-LS
[ RFC8814] and PCEP [ RFC8664] .

When using SRv6 this constraint is called "SRH Max H encaps MSD' and
is advertised via IS-1S [ RFC9352], OSPF [ RFC9513], BGP-LS [ RFC9514]
and PCEP [ RFC9603] .

The MSD constraint is typically resolved by | everaging a segnent |ist
reduction technique, such as using Node SIDs and/or BSIDs (SR
architecture [RFC8402]) in a segnent list, which represents one or
many hops in a given path.
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As described in Section 5, adjacency-SIDs wi thout |ocal protection
are to be used for CS-SR Policies to ensure no ECMP, no rerouting due
to topol ogi cal changes nor localized protection is being invoked on
the traffic, as the alternate path may not be providing the desired
SLA.

If a CS-SR Policy path requires SID List reduction, a Node SID cannot
be utilized as it is eligible for traffic rerouting following IGP re-
convergence. However, a BSID can be progranmed to a transit node, if
the follow ng requirenents are net:

* The BSID is unprotected, hence only has one candi date path

* The BSID follows the rerouting and optim zation characteristics
defined in Section 5 which inmplies the SIDIist of the candidate
pat h MJUST only use unprotected adjacency- Sl Ds.

This ensures that any CS-SR Policies in which the BSID provides
transit for do not get rerouted due to topol ogi cal changes or
protected due to failures. A BSID may be pre-programred in the
network or automatically injected in the network by a PCE

7. Recovery Schenes

Various recovery (protection and restoration) schenes can be

i mpl emented for a CS-SR Policy. As described in Section 4.3 of

[ RFC4427], there is a subtle distinction between the terns
"protection" and "restoration" based on the resource allocation done
during the recovery path establishment. The sane definitions apply
for CS-SR Policy recovery schenmes, wherein:

* Protection: another candidate path is computed and fully
established in the data plane and ready to carry traffic

* Restoration: a candidate path may be conputed and nmay be partially
established but is not ready to carry traffic

The term"failure"” is used to represent both "hard failures" such
complete | oss of connectivity detected by connectivity verification
described in Section 8.1 or degradation, i.e., when the packet |oss
rati o i ncreased beyond a configured acceptabl e threshol d.

7.1. Unprotected
In the nost basic scenario, no protection nor restoration is
required. The CS-SR Policy has only one candi date path confi gured.

This candidate path is established, activated and is carrying
traffic.
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When using PCEP, a PCRpt nessage is sent fromthe PCC to the PCE with
the Ofield in the LSP object Section 7.3 of [RFC8231] set to 2 to
indicate the candidate path is active and carrying traffic.

When using BGP, a BGP-LS update is sent fromthe headend to the
centralized controller with the SR Candidate Path State TLV of the SR
Pol i cy Candi date Path NLRI having the

* CVFlag set to 1 to indicate the candidate path was provisioned by
the controller

* A-Flag set to 1 to indicate the candidate path is active and
carrying traffic

In case of a failure along the path the CS-SR Policy will go down and
traffic will not be recovered.

Typically, two CS-SR Policies are deployed either within the same
network with disjoint paths or in tw separate networks and the
overlay service is responsible for traffic recovery.

7.2. 1:1 Protection

For fast recovery against failures the CS-SR Policy has two candi date
paths. Both paths are established but only the candi date with higher
preference is activated and is carrying traffic. The second

candi date path is programed as backup in the forwardi ng pl ane as
described in Section 9.3 of [RFC9256].

When using PCEP, the PCRpt nessage for the candidate path with higher
preference will have the Ofield in the LSP object set to 2 to

i ndi cate the candidate path is active and carrying traffic. For the
candidate path with the | ower preference the Ofield in the LSP
object is set to 1 to indicate the candidate path is signal ed but not
carrying traffic.

Appropriate diverse routing of the candidate path with | ower
preference fromthe candidate path with higher preference can be
requested fromthe PCE by using the "D sjointness Associ ati on" object
(type 2) defined in [ RFC8800] in the PCRpt nessages. The disjoint
requirenents are comunicated in the "Dl SJIO NTNESS- CONFI GURATI ON TLV'
* L bit set to 1 for link diversity

* Nbit set to 1 for node diversity

* S hit set to 1 for SRLG diversity
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* T bit set to enforce strict diversity

The P bit may be set for the candidate path with higher preference to
allow for finding the best path for it that does satisfy all
constraints w thout considering diversity to the candidate path with
the | ower preference.

The "bjective Function (OF) TLV' as defined in section 5.3 of
[ RFC8800] may al so be added to m nim ze the commopn shared resources.

When using BGP, the controller is already aware of the disjoint

requi renents and does consider them while computing both paths. Two
NLRI's with different distinguisher values and different preference
val ues are included in the BGP UPDATE sent to the headend routers.

A BGP-LS update is sent to the controller with a SR Policy Candi date
Path NLRI for the candidate path with higher preference where the SR
Candi date Path State TLV is having the

* CFlag set to 1 to indicate that candi date path was provisioned by
the controller

* A-Flag set to 1 to indicate the candidate path is active and
carrying traffic

and another SR Policy Candidate Path NLRI for the candidate path with
| ower preference where the SR Candidate Path State TLV is having the

* CFlag set to 1 to indicate the candi date path was provisi oned by
the controller

* B-Flag set to 1 to indicate the role of backup path

Upon a failure inpacting the candi date path with hi gher preference
carrying traffic, the candidate path with | ower preference is
activated imediately and traffic is now sent across it.

When usi ng PCEP a PCRpt nessage for the higher preference candidate
path is sent to the PCE with the Ofield changed from2 to 0 and a
PCRpt nessage for the | ower preference candidate path with the O
field change from1 to 2.

When using BGP a BGP-LS update is sent to the controller with a SR
Policy Candidate Path NLRI for the candidate path w th higher
preference with the SR Candidate Path State TLV having the A-Fl ag
cl eared and another BGP-LS update for the candidate path with | ower
preference with the SR Candi date Path State TLV having the B-Fl ag
cleared and A-Flag set to 1.
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Protection switching is bidirectional. As described in Section 8.1,
bot h headends will generate and receive their own | oopback node test
packets, hence even a unidirectional failure will always be detected
by both headends without protection switch coordination required.

7.2.1. Rever si on

Two cases are to be considered when the failure(s) inpacting a
candi date path with higher preference are cleared:

* Revertive switching: re-activate the higher preference candidate
path and start sending traffic over it

* Non-revertive switching: do not activate the higher preference
candi date path and keep sending traffic via the | ower preference
candi date path

When using PCEP, for revertive switching a PCRpt nessage for the
recovered higher preference candidate path is sent to the PCE with
the Ofield changed fromO to 2 and send a PCRpt message for the

| ower preference candidate path with the Ofield changed from2 to 1.
For non-revertive switching only a PCRpt nessage for the recovered

hi gher preference candidate path with the Ofield set to 1 is sent.

When using BGP and revertive switching a BGP-LS update is sent to the
controller with a SR Policy Candidate Path NLRI for the recovered

hi gher preference candidate path with the SR Candi date Path State TLV
having the A-Flag set to 1 and anot her BGP-LS update with a SR Policy
Candi date Path NLRI for the |ower preference candidate path with the
SR Candi date Path State TLV having the A-Flag cleared and B-Fl ag set
to 1. For non-revertive switching only a BGP-LS update with a SR
Policy Candidate Path NLRI for the higher preference candi date path
with the SR Candidate Path State TLV having the B-Flag set to 1 is
sent.

7.3. Restoration

7.3.1. 1+R Restoration
Conpared to 1:1 protection described in Section 7.2, this restoration
schene avoi ds pre-allocating protection bandwi dth in steady state,
while still being able to recover traffic flowin case of a network

failure in a determnistic way (maintain required bandw dth
commi t nent)
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When using PCEP, the CS-SR Policy is configured with two candi date
pat hs. The candi date path with higher preference is established,
activated (Ofield in LSP object is set to 2) and is carrying
traffic.

The second candi date path with | ower preference is only established
and activated (PCRpt nmessage to the PCE with Ofield in LSP object is
set to 2) upon a failure inpacting the first candidate path in order
to send traffic over an alternate path through the network around the
failure with potentially relaxed constraints but still satisfying the
bandwi dt h comnmi t ment .

The second candi date path is generally only requested fromthe PCE
and activated after a failure, but nmay al so be requested and pre-
establi shed during CS-SR Policy creation with the downsi de of
bandwi dt h being set aside ahead of tine.

As soon as failure(s) that brought the first candi date path down are
cleared, the second candidate path is getting deactivated (PCRpt
message to the PCE with Ofield in LSP object is set to 1) or torn
down. The first candidate path is activated (PCRpt nmessage to the
PCE with Ofield in LSP object is set to 2) and traffic sent across
it.

When using BGP, the controller does compute one path and does incl ude
one NLRI in the BGP UPDATE nessage sent to the headend routers to
instantiate the CS-SR Policy with one candi date path active and
carrying traffic.

A BGP-LS update with a SR Policy Candidate Path NLRI is sent to the
controller with the SR Candi date Path State TLV having the

* CVFlag set to 1 to indicate the candi date path was provisioned by
the controller

* A-Flag set to 1 to indicate the candidate path is active and
carrying traffic

Upon the controller detecting the failure of the CS-SR Policy’s

candi date path, another path is conputed and added as second
candidate path to the CS-SR Policy by sending a BGP UPDATE nessage to
the headend routers with a SR Policy Candidate Path NLRI where the

di stingui sher val ue being different and preference being | ower
compared to the first candi date path.

A BGP-LS update with a SR Policy Candidate Path NLRI for the

candi date path with higher preference is sent to the controller with
the SR Candi date Path State TLV having the
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* A-Flag is cleared to indicate the candidate path is no | onger
active and not carrying traffic anynore

and another SR Policy Candidate Path NLRI for the candidate path with
| ower preference with the SR Candidate Path State TLV having the

* CFlag set to 1 to indicate the candi date path was provisi oned by
the controller

* A-Flag set to 1 to indicate the candidate path is active and
carrying traffic

The second candi date path is generally only instantiated by the
controller and activated after a failure, but may al so be
instantiated and pre-established during CS-SR Policy creation with
the downsi de of bandw dth being set aside ahead of tine. |If so, a
BGP-LS update with a SR Policy Candidate Path NLRI is sent to the
controller with the SR Candi date Path State TLV having the

* CFlag set to 1 to indicate the candi date path was provisioned by
the controller

* B-Flag set to 1 to indicate the role of backup path

Once the controller has detected the failure(s) that brought the
first candidate path down are cleared, a BGP-LS update with a SR
Policy Candidate Path NLRI for the first candidate path is sent to
the controller with the SR Candi date Path State TLV having the

* A-Flag set to 1 to indicate the candi date path becane active and
is carrying traffic again

The second candidate path is getting renoved by a BGP UPDATE nessage
wi thdrawi ng the SR Policy Candidate Path NLRI of the second candi date
pat h.

Restorati on and reversion behavior is bidirectional. As described in
Section 8.1, both headends use connectivity verification in | oopback
nmode and therefore even in case of unidirectional failures both
headends will detect the failure or clearance of the failure and
switch traffic away fromthe failed or to the recovered candi date
pat h.
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7.3.2. 1:1+R Restoration

For further resiliency in case of nultiple concurrent failures that
could affect both candidate paths of 1:1 protection described in
Section 7.2, a third candidate path with a preference |ower than the
other two candidate paths is added to the CS-SR Policy to enable
restoration.

VWhen using PCEP, the third candidate path will generally only be
established, activated (PCRpt nessage to the PCE with Ofield in LSP
object is set to 2) and carry traffic after failure(s) have inpacted
both the candidate path with highest and second hi ghest preference.

The third candi date path may al so be requested and pre-conputed

al ready whenever either the first or second candi date path went down
due to a failure with the downsi de of bandw dth bei ng set asi de ahead
of tinme.

As soon as failure(s) that brought either the first or second

candi date path down are cleared, the affected candi date path is
activated again (PCRpt message to the PCE with Ofield in LSP object
is set to 2). The third candidate path is to be deactivated (PCRpt
message to the PCE with Ofield in LSP object is set to 1).

When using BGP, the third candidate path will generally only be
instantiated by the controller and activated after failure(s) have

i npacted both the candi date path with hi ghest and second hi ghest
preference, but nmay al so be instantiated and pre-established during
CS-SR Policy creation with the downsi de of bandw dth being set aside
ahead of tine.

Assum ng the case where both candi date paths are down, a BGP-LS
update is sent with SR Policy Candidate Path NLRIs for the first and
second candi date path with the SR Candidate Path State TLV having the
* A-Flag cl eared

and a SR Policy Candidate Path NLRI for the third candidate path with
the SR Candidate Path State TLV having the

* CFlag set to 1 to indicate the candi date path was provisi oned by
the controller

* A-Flag set to 1 to indicate the candidate path is active and
carrying traffic
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Assumi ng the case where only one candidate path is down, a BGP-LS
update is sent with a SR Policy Candidate Path NLRI for the failed
candidate path with the SR Candidate Path State TLV having the

* A-Flag cl eared

a SR Policy Candidate Path NLRI for the second candidate path with
the SR Candidate Path State TLV having the

* A Flag set to 1 to indicate it is active and carrying traffic
net wor k

and another SR Policy Candidate Path NLRI for the newWy installed
third candidate path with the SR Candidate Path State TLV having the

* CFlag set to 1 to indicate the candi date path was provisioned by
the controller

* B-Flag set to 1 to indicate the role of backup path

Once the controller has detected the failure(s) that brought either
the first or the second candi date path down are cleared, a BGP-LS
update with a SR Policy Candidate Path NLRI for the affected
candidate path is sent to the controller with the SR Candi date Path
State TLV having the

* A-Flag set to 1 to indicate the candi date path became active again

The third candidate path is getting renoved by a BGP UPDATE nessage
wi t hdrawi ng the SR Policy Candidate Path NLRI of the third candi date
pat h.

Again, restoration and reversion behavior is bidirectional. As
described in Section 8.1, both headends use connectivity verification
i n | oopback node and therefore even in case of unidirectiona

failures both headends will detect the failure or clearance of the
failure and switch traffic amay fromthe failed or to the recovered
candi dat e pat h.

8. Operations, Admnistration, and M ntenance (OQAM

Schnut zer, et al. Expi res 26 Decenber 2025 [ Page 19]



I nternet-Draft CS- SR Policy June 2025

8.1. Connectivity Verification

The connectivity verification for each segnment |ist on both headends
MAY be done using the Sinple Two-Way Active Measurenent Protoco
(STAMP) (in | oopback neasurenent nbde as described in section 6 of
[I-D.ietf-spring-stanp-srpn]) or Bidirectional Forwardi ng Detection
(BFD) [RFC5880]. The use of STAMP is RECOMMENDED as it |everages a
singl e protocol session to be used for both connectivity verification
and performance nmeasurement (see Section 8.2 of this document).

As the STAMWP test packets are including both the segnent |ist of the
forward and reverse path, standard segnment routing data plane
operations will make those packets get forwarded along the forward
path to the tailend and al ong the reverse path back to the headend.

In order to be able to send STAWMP test packets for | oopback
measur enent node, the STAMP Session-Sender (i.e., the headend) needs
to acquire the segnment list information of the reverse path:

* \When using PCEP, the headend fornms the bidirectional SR Policy
associ ation using the procedure described in
[I-D.ietf-pce-sr-bidir-path] and receives the infornmation about
the reverse segnent list fromthe PCE as described in section 4.5
of [I-D.ietf-pce-nmultipath]

* \When using BGP, the controller does informthe headend routers
about the reverse segnment |ist using the Reverse Segment List Sub-
TLV defined in section 4.1 of
[I-D.ietf-idr-sr-policy-path-segnent].

For cases where nmultiple segnent lists are used by a candi date path,
the headends will declare a candidate path down after connectivity
verification has failed for one or nore segnment |ists because the
bandwi dt h requirenent of the candi date path can no | onger be net.

8. 2. Per f ormance Measur enent

The sane STAMP session used for connectivity verification is used to
estimate round-trip | oss as described in section 5 of
[I-D.ietf-spring-stanp-srpn] and can be used to neasure del ay as
wel | .

As | oopback node is used, only round-trip delay can be neasured.
Consi dering that candi date paths are co-routed, the delay in the
forward and reverse direction can be assunmed to be identical. Under
this assunption, one-way can be derived by dividing the round-trip
del ay by two.
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8.3. Candidate Path Validity Verification

A stateful PCE/ controller is in sync with the headend routers in the
net wor k topol ogy and the CS-SR Policies provisioned on them As
described in Section 5 a path MUST NOT be autonmatically reconputed
after or optimzed for topol ogy changes.

However, there may be a requirenent for the stateful PCE/ controller
to tear down a path if the path no | onger satisfies the origina
requirenents, as detected by the stateful PCE/ controller, such as

i nsufficient bandwi dth, diversity constraint no |l onger net or |atency
constrai nt exceeded.

For a CS-SR Policy configured with multiple candidate paths, a
headend may switch to another candidate path if the stateful PCE
controll er decided to tear down the active candi date path.

9. External Commands

External commands are typically issued by an operator to control the
candi date path state of a CS-SR Policy using the managenent interface
of :

* Headends: When the CS-SR Policy was instantiated via configuration
or PCEP PCC-initiated node

* PCE/ controller: Wien the CS-SR Policy was instantiated via BGP or
PCEP PCE-initiated node

9.1. Candidate Path Swi tchover

It is very conmon to allow operators to trigger a switch between
candi date paths even if no failure is present, e.g., to proactively
drain a resource for mmi ntenance purposes.

A operator triggered swtching request between candi date paths on a
headend is unidirectional and SHOULD be requested on both headends.

9.2. Candidate Path Re-computation

Wil e no automatic re-optim zation or pre-conputation of CS-SR Policy
candi date paths is allowed as specified in Section 5, network
operators trying to optimze network utilization may explicitly
request a candidate path to be re-conputed at a certain point in
time.
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10. Security Considerations
Thi s docunent does provi de gui dance on how to inplenent a CS-SR
Policy | everagi ng existing nechani sns and protocol extensions. As
such, it does not introduce any new security considerations.

Security considerations for the SR Policy Architecture defined in
Section 10 of [RFC9256] do apply to this docunent.

Dependi ng on how a CS-SR Policy is instantiated and reported, the
followi ng security considerations do apply

*  PCEP:
- Section 7 of [RFC3664]
- Section 6 of [RFC9603]
- Section 8 of [I-D.ietf-pce-segnment-routing-policy-cp]
- Section 6 of [I-D.ietf-pce-sr-bidir-path]
- Section 7 of [I-D.ietf-pce-circuit-style-pcep-extensions]
- Section 10 of [I-D.ietf-pce-nultipath]
- Section 8 of [I-D.ietf-idr-sr-policy-path-segnent]
*  BGP:
- Section 7 of [I-D.ietf-idr-sr-policy-safi]
- Section 9 of [I-D.ietf-idr-bgp-Is-sr-policy]
* Configuration:
- Section 8 of [I-D.ietf-spring-sr-policy-yang]

Dependi ng on the protocol used for OAM the follow ng security
consi derations do apply

*  STAWMP: Section 15 of [I-D.ietf-spring-stanp-srpm

* BFD: Section 9 of [RFC5880]
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