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Abstract

Thi s specification describes a data mnim zation technique for use
with CBOR Wb Tokens (CWIs). The approach is based on the Sel ective
Di scl osure JSON Wb Token (SD-JWI), with changes to align with CBOR
nj ect Signing and Encryption (COSE) and CWs.
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1. Introduction

This specification creates a new format based on the CBOR Wb Token
(CWI) specification [ RFC8392], enabling the Holder of a OAT to

di scl ose or redact special clainms marked as selectively disclosable
by the Issuer of a CM. The approach is nodeled after SD-JWI
[I-D.draft-ietf-oauth-selective-disclosure-jwt], with changes to
align with conventions from CBOR Object Signing and Encryption (COSE)
[ RFCO052] and CWI. This specification enables Hol ders of CW-based
credentials to prove the integrity and authenticity of selected
attributes asserted by an |Issuer about a Subject to a Verifier.

Al t hough techni ques such as one tine use and batch i ssuance can

i mprove the confidentiality and security characteristics of CWM-based
credential protocols, SD-CWs renain traceable. Selective Disclosure
CBOR Wb Tokens (SD-CWs) can be deployed in protocols that are

al ready using CMs with m nor changes, even if they contain no
optional to disclose clains. Credential types are distinguished by
their attributes, for exanple, a license to operate a vehicle and a
license to inmport a product will contain different attributes. The
specification of credential types is out of scope for this
specification, and the exanples used in this specification are

i nformative.

SD- CWI' operates on CM Clainms Sets as described in [ RFC8392]. CW
Clains Sets contain CaimKeys and O aim Values. SD CAT enabl es
Issuers to mark certain C aimKeys or CaimVal ues mandatory or
optional for a Holder of a CM to disclose. A Verifier that does not
under st and sel ective disclosure at all cannot process redacted C aim
Keys sent by the Hol der. However, O aimKeys and Cl ai m Val ues that
are not understood remain ignored, as described in Section 3 of

[ RFC8392] .

1.1. High-Level Flow

Figure 1: Hi gh-level SD-CW |ssuance and Presentation Flow
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Thi s di agram captures the essential details necessary to issue and
present an SD-CWI. The paraneters necessary to support these
processes can be obtai ned using transports or protocols that are out
of scope for this specification. However, the follow ng guidance is
general |y recomended, regardl ess of protocol or transport.

1. The Issuer SHOULD confirmthe Hol der controls all confirmation
mat eri al before issuing credentials using the cnf claim

2. To protect against replay attacks, the Verifier SHOULD provide a
nonce, and reject requests that do not include an acceptable
nonce (cnonce). This guidance can be ignored in cases where
replay attacks are mitigated at another |ayer.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses terns from CWM [ RFC8392], COSE [ RFC9052]
[ RFC9053] and JWI [ RFC7519].
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The ternms C aim Nanme, CaimKey, and Caim Value are defined in
[ RFC8392] .
Thi s specification defines the follow ng new terns:

Sel ective Disclosure CBOR Wb Token (SD-CW): A CM with clainms
enabling sel ective disclosure with key binding.

Sel ective Disclosure Key Binding Token (SD-CAM-KBT): A COAM used to
denonstrat e possession of a confirmati on nmethod, associated with
an SD- OAT.

Assertion Key: A key used by the Issuer to sign a C ai mVal ues.

Confirmation Key: A key used by the Holder to sign a Selected Salted
Di scl osed C ai rs.

Issuer: An entity that produces a Selective Disclosure CBOR Wb
Token by signing a C aimValues with an Assertion Key.

Hol der: An entity that presents a Sel ective Disclosure Key Binding
Token, containing a Selective D sclosure CBOR Wb Token and
Sel ected Salted Disclosed Clains signed with a Confirnmation Key.

Verifier: An entity that validates a Partial or Full Disclosure by a
Hol der .

Partial Disclosure: Wen a subset of the original clains, protected
by the Issuer, are disclosed by the Hol der.

Full Disclosure: Wen the full set of clainms protected by the Issuer
is disclosed by the Holder. An SD-CAW with no blinded clains
(when all clainms are marked as mandatory to di sclose by the
I ssuer) is considered a Full Disclosure.

Salted Disclosed Caim A salted claimdisclosed in the unprotected
header of an SD- CWI.

Bli nded Cl ai m Hash: A hash digest of a Salted Di sclosed daim

Blinded Claim Any Redacted Cl aimKey or Redacted O ai mEl enent that
has been replaced in the CM payl oad by a Blinded C ai m Hash.

Redacted C aim Key: The hash of a claimredacted froma nap data
structure.

Redacted C aimEl enent: The hash of an elenment redacted from an
array data structure.
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Presented Disclosed Cains Set: The CBOR nmap containing zero or nore
Redact ed O ai m Keys or Redacted C ai m El enent s.

Val i dated Di sclosed Clains Set: The CBOR nap containing all
mandatory to di sclose clains signed by the Issuer, all selectively
di scl osed clains presented by the Holder, and onmitting all
undi scl osed i nstances of Redacted C ai m Keys and Redacted Caim
El ement clainms that are present in the original SD CW.

The foll owi ng di agram expl ains the rel ati onshi ps between the
term nol ogy used in this specification.

S + R +
| | ssuer |<----+ Assertion Key |
R + o e e e +

%

. +

| I'ssuer Signed Blinded C ains |
| All Salted D sclosed d ains |

o e e e e e e e e e e e e e mmmme +
|
v
. + e +
| Hol der <----+ Confirmation Key |
S + e +
v
o m m e e e e e e e e e e e e e e e eao——o oo +

| I'ssuer Signed Blinded d ains |
| Holder Selected Salted Disclosed ains |
| Hol der Signed Key Bi nding Token |

o m m e e e e e e e e e e e e e eee— oo s +
I
v
R +
| Verifier |
oo s +
I
v
T +
| Validated Disclosed daim Set |
o m e e e e e e e e e e e e e e mee—ooon +

This diagramrel ates the term nol ogy specific to selective disclosure
and redacti on.
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I

| 1. Creates Salted Disclosed aim
| [salt, value, key]
v

v
o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Blinded C ai mHash
T +
| 3. Replaces ClaimValue with
v
o m e e e e e e e e e e e e e e e e e e e e e e e e e o +

| Blinded Caim(in CA payl oad) |
| - Oiginal CaimValue is replaced |
| with Blinded O ai mHash |

o m m e e e e e e e e e e e e e e e eee— oo on +
I
v

R +

| Hol der |

Fom e +

I
| 4. Presents selected

| Salted Discl osed d ains
%

v
T +
| Blinded C ai m Hash (conput ed) |
NN +

I

| 6. Matches with hash in payl oad

| to recover original

%
. +

| daimValue (recovered)
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3. Overview of Selective D sclosure CAI

3.1. A CW without Selective Disclosure

July 2025

Bel ow is the payl oad of a standard CM not using selective

di scl osure.
confirmation key,

It consists of standard CWM cl ai s,
and five specific customclainms. The

shown bel ow i n CBOR Ext ended Di agnostic Notation (EDN)

[I-D.ietf-cbor-edn-literals].

t he Hol der

payl oad is

Note that sonme of the CW claimmap

keys shown in the exanpl es have been invented for this exanple and do
not have registered integer keys.

{

[ iss [ 1 "https://issuer.exanple",

/[ sub / 2 "https://device. exanpl e",

/| exp /! 4 1725330600, /2024-09-02T19: 30: 00Z/

/ nbf / 5 1725243840, /2024-09-01T19: 25: 00Z/

[ iat | 6 1725244200, /2024-09-01T19: 30: 00Z/

[ cnf | 8

/| cose key / 1 :
[ kty I 1. 2, | EC2 /
[ crv [ -1. 1, [ P-256/
[ x| -2: h’8554eb275dcd6f bdlc7ac641laa2c90d9
2022f d0d3024b5af 18c7cc6lad527a2d’
[yl -3: h’4dc7ae2c677e96d0cc82597655ce92d5
503f 54293d87875d1e79ce4770194343
}

1

/ most _recent _i nspecti on_passed/ 500: true,

/inspector_license_nunber/ 501: "ABCD- 123456",

/inspection_dates/ 502 : [
1549560720, / 2019-02-07T17:32:00 /
1612498440, / 2021-02-04T20: 14: 00 /
1674004740, /[ 2023-01-17T17:19:00 /

1,

/inspection_|location/ 503: {
"country": "us", / United States /
"region": "ca", /[ California /
"postal code": "94188"

}

}

The custom cl ai 8 dea
subj ect :

nunber of the inspector,

t he pass/fai

i nspect ed.

Pr or ock

et

al .

with attributes of an inspection
result, the inspection |ocation,

Expi res 8 January 2026
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3.2. Holder gets an SD-CW from the |ssuer

July

Alice would like to selectively disclose some of these (custom

clains to different Verifiers.

be selectively disclosable. |n our next exanple, the pass/
status of the inspection, the nbpst recent inspection date,

country of the inspection wll

the SD- CWI.

fail
and th

be clains that are always present

After the Hol der requests an SD-CW fromthe |ssuer,
| ssuer generates the foll owing SD-CW

/ cose-signl / 18(]
/ CWI protected /

/
/
/

alg /
kid /
typ /

1
4
16 :

/ sd alg / 18 :
1 o>>,
/| CWI unprotected / {

[/ sd_claims / 17 :

]

<<[

]>>,
<<[

]>>,
<<[

]1>>,
<<[

]>>,
<<[

]1>>

’

/salt/
[ val ue/
lclaim

/salt/
[ val ue/

/sal t/
[ val ue/

/sal t/
/val ue/
lclaim

/salt/
[ val ue/
lclaim

| issuer SD-COAT /

<< {

-35, / ES384 /
"https://issuer.exanpl e/ cose-key3’,
"application/sd-cwt",

-16 /| SHA256 /

[ / these are all the disclosures /

h' bae611067bb823486797dalebbb52f 83",
" ABCD- 123456",
501 / inspector_license_nunber /

h’ 8de86a012b3043ae6e4457b9%elaaab80’ ,
1549560720 / inspected 7-Feb-2019 /

h' 7af 7084b50badeb57d49ea34627c7a52’
1612560720 / inspected 4-Feb-2021 /

h’ ec615c3035d5a4f f 2f 5ae29ded683c8e’ ,
"ca",
"regi on" / region=California/

h' 37¢23d4ec4db0806601e6b6dc6670df 9’ ,
"94188",
"post al _code"

}
/[ COW payl oad / << {

[ iss [ 1 : "https://issuer.exanple",

/[ sub / 2 "https://device. exanpl e",

/| exp/ 4 1725330600, /2024-09-03T02: 30: 00+00: 002/
Prorock, et al. Expi res 8 January 2026
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[ nbf /| 5 : 1725243900, /2024-09-02T02: 25: 00+00: 00Z/
/[ iat /| 6 : 1725244200, /2024-09-02T02: 30: 00+00: 00Z/
/ cnf | 8 A

/| cose key / 1 : {
[ kty I 1. 2, | EC2 /
[ crv [ -1. 1, [ P-256/
[ x| -2: h’ 8554eb275dcd6f bdlc7ac641aa2¢c90d9
2022f d0d3024b5af 18c7cc6lad527a2d’
[yl -3: h’4dc7ae2c677e96d0cc82597655ce92d5
503f 54293d87875d1e79ce4770194343
}

1
/ most _recent _i nspection_passed/ 500: true,
/inspection_dates/ 502 : [
/ redacted inspection date 7-Feb-2019 /
60(h’ 1b7f c8ecf 4b1290712497d226c04b503
b4aal26c603c83b75d2679¢c3¢c613f 3fd’' ),
/ redacted inspection date 4-Feb-2021 /
60( h’ 64af ccd3ad52da405329ad935delf b36
814ec48f df d79e3a108ef 858e291e146’ ),
1674004740, /[ 2023-01-17T17:19:00 /
1,
/ inspection_|ocation / 503 : {
"country" : "us", / United States /
/ redacted_cl ai mkeys / simple(59) : [
/ redacted region /
h' 0d4b8c6123f 287a1698f f 2db15764564
a976f b742606e8f d00e2140656ba0df 3’
/ redacted postal code /
h' cOb7747f 960f c2e201c4d47c64f eeldl
b78e3ab768ce941863dc8914e8f 5815f"°

]

}
/ redacted claimkeys / sinple(59) : |
/ redacted inspector_|icense_nunber /
h' af 375dc3f bald082448642c00be7b2f 7
bb05c9d8f b61cf c230ddf df b4616a693

} ]>>,

/| CWM signature / h'9c9022e57adb33c853f 30b6e8a590f 40
6ca55849d7b8cd2a2519d3aec03e61b9
ef 0Oecd85f €96103f 916f 58d73cd2f 775
4c390401945f 0683b144d3504e500f 94
d30433c3445417dc3¢c920f 7a155548e9
1994601827d0a46ead66f f 450485e85f

1)

Figure 1: Issued SD-CA with all disclosures
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Sone of the clains are _redacted_ in the payload. The corresponding
_disclosure_ is conmunicated in the unprotected header in the
sd_cl ai s header paraneter. For example, the

i nspector_license nunber claimis a Salted Disclosed daim
consisting of a per-disclosure randomsalt, the CaimKey, and Caim
Val ue.

<<[
/salt/ h' bae611067bb823486797dalebbb52f 83" ,
/val ue/ " ABCD 123456",
/claim 501 / inspector_license_nunber /

’

]1>>

Figure 2: CBOR extended di agnostic notation representation of
i nspector_I|icense_nunber disclosure

This is represented in CBOR pretty-printed format as follows (wth
end-of -1ine comments and spaces inserted for clarity):

83 # array(3)
50 # bytes(16)
bae611067bb823486797dalebbb52f 83 # 16-byte salt
6b # text(11)
414243442d313233343536 # " ABCD- 123456"
19 01f5 # unsi gned(501)

Figure 3: CBOR encodi ng of inspector_I|icense_nunber disclosure

The cryptographi ¢ hash, using the hash algorithmidentified by the
sd_al g header paraneter in the protected headers, of that byte string
is the Blinded daimHash (shown in hex). The digest value is
included in the payload in a redacted_claimkeys field for a Redacted
ClaimKey (in this exanple), or in a named array for a Redacted O aim
El ement (for exanple, for the redacted clai mel enent of

i nspection_dat es).

d9df 03da474f cb3c65771748e2e0608cf 437504ecc24f 450aaeacd40dd552b3f
Figure 4: SHA-256 hash of inspector_license_nunber disclosure
Finally, since this redacted claimis a map key and val ue, the
Blinded CaimHash is placed in a redacted _claimkeys array in the
SD- OWI' payl oad at the same level of hierarchy as the original claim

Redacted clains that are array el enents are handled slightly
differently, as described in Section 6.1

Prorock, et al. Expi res 8 January 2026 [ Page 12]
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/ redacted_cl ai mkeys / simple(59) : [
/ redacted inspector_license_nunber /
h' af 375dc3f bald082448642c00be7b2f 7
bb05c9d8f b61lcf c230ddf df b4616a693
/ ... next redacted claimat the sane | evel would go here / ],

Figure 5: redacted inspector_Ilicense _nunber claimin the issued
CW payl oad

4. Hol der prepares an SD-CW for a Verifier

When the Hol der wants to send an SD-CW and di scl ose none, sone, or
all of the redacted values, it nmakes a list of the values to disclose
and puts themin sd_clains header paraneter in the unprotected
header .

For exanple, Alice decides to disclose to a Verifier the

i nspector_I|icense _nunber claim (ABCD 123456), the region claim
(California), and the earliest date elenent in the inspection_dates
array (7-Feb-2019).

/ sd clainms / 17 : [ / these are the disclosures /
<<[
/salt/ h' bae611067bb823486797dalebbb52f 83",
/val ue/ "ABCD 123456",
/claim 501 / inspector_license_numnber /
]1>>,
<<[
/salt/ h' 8de86a012b3043ae6e4457b9elaaab80’ ,
/val ue/ 1549560720 / inspected 7-Feb-2019 /
>>,
L<[
/salt/ h’ ec615c3035d5a4f f 2f 5ae29ded683c8e’
[value/ "ca",
/claim "region" / region=California /

]1>>

]

The Hol der MAY fetch a nonce fromthe Verifier to prevent replay, or
obtain a nonce acceptable to the Verifier through a process simlar
to the nmethod described in [I-D.ietf-httpbis-unpronpted-auth].

Finally, the Hol der generates a Sel ective Disclosure Key Binding
Token (SD-KBT) that ties together the SD-CW generated by the Issuer
(with the disclosures the Hol der chose for the Verifier inits
unprotected header), the Verifier target audience and optiona
nonces, and proof of possession of the Holder's private key.
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The issued SD-CW is placed in the kew (Confirmati on Key COAI)
protected header field (defined in [ RFC9528]).

/| cose-signl / 18( / sd_ kbt / [
/ KBT protected / << {

[ alg/ 1. -7, | ES256 /

/ kewt /  13: .
[ *** SD-CWI from |ssuer goes here /
/" with Holder’s choice of disclosures /
/[ in the SD-CW unprotected header *** [,

/ end of issuer SD CWI /

[ typ / 16: "application/kb+cwt",

>> / end of KBT protected header /

KBT unprotected / {},

/ KBT payl oad / << {

~——

/ aud / 3 : "https://verifier.exanpl el app",
/ iat /I 6 : 1725244237, | 2024-09-02T02: 30: 37+00: 00Z /
/ cnonce / 39 : h’ 8cO0f 5f 523b95bea44a9a48c649240803

1 >, / end of KBT payl oad /

/ KBT signature / h’d895729e72a3a7c801d5a20e9daf 5103

27858aecbb39b8b2e4bcllicbbd625ea8

c60b78da31f c9762c46b7cd61094d047

5ff 1f 19a7496cde53ab11600a5859d10
1) !/ end of kbt /

The digests in protected parts of the issued SD-CAMT and the

di scl osures hashed in unprotected header of the issuer_sd cwt are
used together by the Verifier to confirmthe disclosed clains. Since
the unprotected header of the included SD-CW is covered by the
signature in the SWKBT, the Verifier has assurance that the Hol der

i ncluded the sent |ist of disclosures.

5. Differences fromthe CBOR Wb Token Specification

The CBOR Wb Token Specification (Section 1.1 of [RFC8392]), uses
text strings, negative integers, and unsigned integers as nmap keys.
This specification also allows the CBOR sinple value registered in
this specification in Section 17.2, and CBOR tagged integers and text
strings as map keys. As in CWMs, CBOR maps used in an SD-CAM or SD-
KBT al so cannot have duplicate keys. (An integer or text string nap
key is a distinct key froma tagged nap key that waps the
correspondi ng integer or text string value).
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When sorted, map keys in CBOR are arranged in bytew se

| exi cographi c order of the key's determ nistic encodings (see
Section 4.2.1 of [RFC8949]). So, an integer key of 3 is
represented in hex as 03, an integer key of -2 is represented in
hex as 21, and a tag of 60 wapping a 3 is represented in hex as
D8 3C 03

Note that Hol ders presenting to a Verifier that does not support this
specification would need to present a CM w thout tagged map keys or
sinmpl e val ue map keys.

Tagged keys are not registered in the CBOR Wb Token d ai ns | ANA
registry. Instead, the tag provides additional information about the
tagged O aim Key and the correspondi ng (untagged) value. Miltiple

|l evels of tags in a key are not permitted.

Variability in serialization requirenents inpacts privacy.

See Section 16 for nore details on the privacy inpact of
serialization and profiling.

6. SD-CW Definition

SD-CWI is nodel ed after SD-JWI, with adjustnents to align with
conventions in CBOR, COSE, and CW. An SD-CW MJST include the

prot ect ed header parameter typ [ RFC9596] with a val ue declaring that
the object is an SD-CW. This value MAY be the string content type
val ue application/sd-cw, the uint Constrained Application Protoco
(CoAP) [ RFC7252] content-format value TBD11l, or a val ue declaring
that the object is a nore specific kind of SD-CW, such as a content
type value using the +sd-cwt structured suffix.

An SD-CW is an extension of a CM that can contain blinded clains

(each expressed as a Blinded CaimHash) in the CAM payl oad, at the
root level or in any arrays or maps inside that payload. It is not
required to contain any blinded clains.

Optionally the salted O aim Values (and often C ai m Keys) for the
correspondi ng Blinded C ai mHash are disclosed in the sd_clains
header parameter in the unprotected header of the CAW (the
disclosures). |If there are no disclosures (and when no Blinded
Clains Hash is present in the payload) the sd _clainms header paraneter
in the unprotected header is an enpty array.

Any party with a Salted D sclosed O aimcan generate its hash, find
that hash in the CW payl oad, and unblind the content. However, a
Verifier with the hash cannot reconstruct the correspondi ng blinded
claimwi thout disclosure of the Salted Disclosed O aim
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6.1. Types of Blinded C ains

Salted Disclosed Clains for naned clains are structured as a 128-bit
salt, the disclosed value, and the nane of the redacted el enent. For
Salted Disclosed Clains of itens in an array, the nanme is onitted.

salted = salted-claim/ salted-el ement / decoy
salted-claim= |

bstr .size 16, ; 128-bit salt
any, ; C aimVal ue
(int / text) ;. C ai m Key
salted-el ement = |
bstr .size 16, ; 128-bit salt
any ; O aimVal ue
]
decoy = |
bstr .size 16 ; 128-bit salt

]

; a collection of Salted D scl osed C ai ns
salted-array = [ +bstr .cbor salted ]

Wien a blinded claimis a key in a map, its blinded claimhash is
added to a redacted_claimkeys array claimin the CAT payl oad that is
at the sane level of hierarchy as the key being blinded. The
redacted_cl ai m keys key is the CBOR sinple type TBD4 registered for
that purpose (with the requested val ue of 59).

When blinding an individual itemin an array, the value of the item
is replaced with the digested salted hash as a CBOR byte string,
wr apped with the CBOR tag TBD5 (requested tag numnber 60).

; redacted_claimelement = #6. <TBD5>( bstr ) -- RFC 9682 syntax
redacted _claimelement = #6.60( bstr )

Bl i nded claims can be nested. For exanple, both individual keys in
the inspection_location claim and the entire inspection_|location

el ement can be separately blinded. An exanple nested claimis shown
in Section 13.2.

Finally, an |Issuer MAY create decoy digests, which |ook like blinded

cl ai m hashes but have only a salt. Decoy digests are discussed in
Section 10.
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7

SD- CWI' | ssuance

How t he Hol der comunicates to the Issuer to request a CM or an SD
CW is out of scope for this specification. Likew se, how the Hol der
determines which clainms to blind or to always disclose is a policy
matter, which is not discussed in this specification. This
specification defines the format of an SD-CAM conmuni cat ed between an
I ssuer and a Holder in this section, and describes the format of a
Key Bi ndi ng Token containing that SD-CW comuni cat ed between a

Hol der and a Verifier in Section 8.

The protected header MAY contain the sd_al g header paraneter
identifying the algorithm (fromthe COSE Al gorithnms registry) used to
hash the Salted Disclosed Clains. |If no sd_alg header paraneter is
present, the default hash function SHA-256 is used.

The unprotected header MJST contain the sd_clai ns header paraneter
with a Salted Disclosed Claimfor every blinded claimhash present
anywhere in the payl oad, and any decoys (see Section 10). |If there
are no di sclosures, the sd_clains header paraneter value is an enpty
array. The payl oad al so MIUST include a key confirmation el ement
(cnf) [RFCB747] for the Holder’s public key.

In an SD-CWI, either the subject sub / 2 claimMJIST be present, or
the redacted form of the subject MJST be present. The iss / 1 claim
SHOULD be present unless the protected header contains a certificate
or certificate-like entity that fully identifies the Issuer. Al
other standard CW clains (aud / 3, exp / 4, nbf / 5, iat / 6, and
cti / 7) are OPTIONAL. The cnonce / 39 claimis OPTIONAL. The cnf /
8 claim the cnonce / 39 claim and the standard cl ai ms ot her than
the subject MJUST NOT be redacted. Any other clains are OPTI ONAL and
MAY be redacted. Profiles of this specification MAY specify
additional clainms that MJST, MJST NOT, and MAY be redact ed.

To further reduce the size of the SD-CW, a COSE Key Thunbprint (ckt)
[ RFCO9679] MAY be used in the cnf claim

1. | ssuer Generation

The Issuer follows all the requirenents of generating a valid SD CWM
|largely a CW extended by Section 5. The |ssuer MJST inpl enent
COSE_Signl using an appropriate fully-specified asymretric signature
al gorithm (for exanple, ESP256 or Ed25519).

The | ssuer MUST generate a uni que cryptographically randomsalt wth

at least 128-bits of entropy for each Salted Disclosed daim |[If the
client conmunicates a client-generated nonce (cnonce) when requesting
the SD-CWI, the Issuer MJUST include it in the payl oad.
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7.2.

Hol der Val i dati on

Upon receiving an SD-CW fromthe Issuer with the Hol der as the
subj ect, the Hol der verifies the foll ow ng:

*

the issuer (iss) and subject (sub) are correct;
if an audi ence (aud) is present, it is acceptable;
the CWI is valid according to the nbf and exp clains, if present;

a public key under the control of the Holder is present in the cnf
claim

the hash algorithmidentified by the sd_al g header paraneter in
the protected headers is supported by the Hol der;

if a cnonce is present, it was provided by the Holder to this
I ssuer and is still fresh;

there are no unblinded cl ai ns about the subject that violate its
privacy policies;

every blinded claimhash (some of which may be nested as in
Section 13.2) has a corresponding Salted Disclosed aim and vice
versa,;

the values of the Salted Disclosed Cainms when placed in their
unbl i nded context in the payload are acceptable to the Hol der

A Hol der MAY choose to validate the appropriateness or correctness
of some or all of the information in a token, should it have the
ability to do so, and it MAY choose to not present information to
a Verifier that it deens to be incorrect.

The following informative CDDL is provided to describe the syntax for
SD- OWI' i ssuance. A conplete CDDL schenma is in Appendi x A
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sd-cw -i ssued = #6. 18([
protected: bstr .cbor sd-protected,
sd- unpr ot ect ed,
payl oad: bstr .chor sd-payl oad,
signature: bstr

1)

sd-protected = {
&(typ: 16) ~ => "application/sd-cw" / TBD11,
&alg: 1) ~ =>int,
& sd_alg: TBD2) ™~ => int, ; -16 for sha-256
? &(sd_aead: TBD7) N => uint .size 2
* key => any

}

sd-unprotected = {
? &(sd _clains: TBDl) ~ => salted-array,
? &(sd_aead_encrypted clains: TBD6) ~ => aead-encrypted-array,
* key => any

}

sd- payl oad = {
; standard cl ai ns

&iss: 1) N => tstr, "https://issuer.exanpl e"

? &(sub: 2) N => tstr, ; "https://device.exanple"
? & aud: 3) N =>tstr, ; "https://verifier.exanpl e/ app"
? & exp: 4) N~ =>int, ; 1883000000
? & nbf: 5) ~ =>int, ; 1683000000
? &iat: 6) ~ =>int, ; 1683000000
? &(cti: 7) N => bstr,
&cnf: 8) ~ =>{ * key => any }, ; key confirnation
? &(cnonce: 39) N => bstr,

&(redacted _cl ai mkeys: REDACTED KEYS) ~ => [ * bstr ],
* key => any

8. SD-CW Presentation

When issuing an SD-CW to a Hol der, the Issuer includes all the
Salted Disclosed Cains in the unprotected header

By contrast, when a Holder presents an SD-CW to a Verifier, it can
di scl ose none, sone, or all of its blinded clainms. |f the Hol der

wi shes to disclose any blinded clains, it includes that subset of its
Salted Disclosed Clains in the sd_clains header parameter of the
unpr ot ect ed header
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An SD-COW presentation to a Verifier has the same syntax as an SD-OWI
i ssued to a Hol der, except the Hol der chooses the subset of
di scl osures included in the sd_cl ai ns header paraneter

Since the unprotected header is not included in the Issuer’s
signature, the list of disclosed clainms can differ w thout
i nval i dating the correspondi ng signature.

Finally, the SD-CW used for presentation to a Verifier is included
in a key binding token, as discussed in the next section

8.1. Creating a Key Binding Token

Regardless if it discloses any clains, the Hol der sends the Verifier
a uni que Hol der key binding (SD-KBT) Section 8.1 for every
presentation of an SD-CW to a different Verifier

An SD-KBT is itself a type of CW, signed using the private key
corresponding to the key in the cnf claimin the presented SD CW.
The SD- KBT contains the SD-CAM, including the Holder’s choice of
presented di sclosures, in the kew protected header field in the SD
KBT.

The Hol der is conceptually both the subject and the |ssuer of the Key
Bi ndi ng Token. Therefore, the sub and iss of an SD-KBT are inplied
fromthe cnf claimin the included SD-CW, and MJUST NOT be present in
the SD-KBT. (Profiles of this specification MAY define additiona
semantics.)

The aud cl ai m MUST be included and MJUST correspond to the Verifier
The SD- KBT payl oad MUST contain the iat (issued at) claim The

prot ected header of the SD-KBT MJST include the typ header paraneter
with the value application/kb+cwt or the uint value of TBD12

The SD- KBT provides the followi ng assurances to the Verifier

* the Holder of the SD-CW controls the confirmati on nmethod chosen
by the |ssuer;

* the Holder’s disclosures have not been tanpered with since
confirmati on occurred;

* the Holder intended to address the SD-CAW to the Verifier
specified in the audi ence (aud) claim

* the Holder's disclosure is linked to the creation tine (iat) of
t he key bi ndi ng.
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The SD- KBT prevents an attacker from copying and pasting discl osures,
or from addi ng or renmoving di scl osures w thout detection.
Confirmation is established according to [ RFC8747], using the cnf
claimin the payl oad of the SD CW.

The Hol der signs the SD-KBT using the key specified in the cnf claim
in the SDCWM. This proves possession of the Holder’'s private key.

kbt-cwt = #6.18([
protected: bstr .cbor kbt-protected,
kbt - unpr ot ect ed,
payl oad: bstr .cbor kbt-payl oad,
signature: bstr

1)

kbt -protected = {
& typ: 16) ~ => "application/kb+cwt" / TBD12,
&alg: 1) N~ => int,
& kewt: 13) N => sd-cw -issued,
* key => any

}
kbt -unprotected = {
* key => any
}
kbt - payl oad = {
& aud: 3) ™ => tstr, ; "https://verifier.exanple/app"
? &exp: 4) N~ =>int, ; 1883000000
? & nbf: 5) ~ =>int, ; 1683000000
&iat: 6) ~ =>int, ; 1683000000
? &(cnonce: 39) N => bstr,
* key => any
}

The SD-KBT payl oad MAY include a cnonce claim |f included, the
chonce is a bstr and MUST be treated as opaque to the Holder. Al
other clains are OPTIONAL in an SD- KBT.

9. SD KBT and SD-CWI Verifier Validation

The exact order of the follow ng steps MAY be changed, as long as al
checks are performed before deciding if an SD-COAT is valid.

1. First the Verifier nust open the protected headers of the SD KBT
and find the Issuer SD-CW present in the kew field.
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2. Next, the Verifier nmust validate the SD-CW as described in
Section 7.2 of [RFC8392].

3. The Verifier extracts the confirmation key fromthe cnf claimin
the SD-CWI payl oad.

4. Using the confirmation key, the Verifier validates the SD KBT as
described in Section 7.2 of [RFC8392].

5. Finally, the Verifier MJST extract and decode the discl osed
clains fromthe sd _cl ains header paraneter in the unprotected
header of the SD-CWI. The decoded sd clains are converted to an
intermedi ate data structure called a Digest To Disclosed Caim
Map that is used to transformthe Presented Di sclosed C ainms Set
into a Validated Disclosed Clains Set. The Verifier MJST conpute
the hash of each Salted Disclosed Claim(salted), in order to
mat ch each di scl osed value to each entry of the Presented
Di sclosed Cains Set. One possible concrete representation of
the intermedi ate data structure for the Digest To Disclosed Caim
Map coul d be: { &(di gested-salted-disclosed-claim => salted }

a. The Verifier constructs an enpty cbor map called the
Val idated Disclosed Clainms Set, and initializes it with all
mandatory to disclose clainms fromthe verified Presented
Di scl osed O ai ns Set.

b. Next, the Verifier perfornms a breadth first or depth first
traversal of the Presented D sclosed Cdains Set and Validated
Di scl osed Cains Set, using the Digest To Disclosed CaimMap
to insert clainms into the Validated Di sclosed C ains Set when
they appear in the Presented Disclosed Clains Set. By
perform ng these steps, the recipient can cryptographically
verify the integrity of the protected clains and verify they
have not been tanpered with.

c. |If there remain unused clains in the Digest To D scl osed
ClaimMp at the end of this procedure the SD-CWM MJST be
consi dered invalid.

Note: A Verifier MJUST be prepared to process disclosures in
any order. Wen disclosures are nested, a disclosed val ue
coul d appear before the disclosure of its parent.

6. A Verifier MIST reject the SD-CW if the audience claimin either

the SD-CWI or the SD-KBT contains a value that does not
correspond to the intended recipient.
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10.

11.

7. Oherwise, the SD-CW is considered valid, and the Validated
Disclosed Clains Set is nowa CM Cains Set with no clains
mar ked for redaction

8. Further validation |l ogic can be applied to the Validated
Di sclosed Clains Set, just as it mght be applied to a validated
CW d ainms Set.

Decoy Digests
* TODO*
Encrypted Di scl osures

The RATS architecture [ RFC9334] defines a nodel where the Verifier is
split into separate entities, with an initial verifier called an
Attester, and a target entity called a Relying Party. G her
protocols have a simlar type of internal structure for the Verifier

In sone of these use cases, there is existing usage of AES-128 GCM
and ot her Authenticated Encryption with Additional Data (AEAD)
[ RFC5116] al gorit hns.

This section describes how to use AEADs to encrypt disclosures to a
target entity, while enabling a initial verifier to confirmthe
authenticity of the presentation fromthe Hol der.

In these systens, an appropriate symmetric key and its context are
provi ded conpl etely out - of - band.

The entire SD-CAW is included in the protected header of the SD KBT,
whi ch secures the entire Issuer-signed SD-CAT including its
unpr ot ect ed headers that include its disclosures.

When encrypted disclosures are present, they MJST be in the
unprot ected headers of the |ssuer-signed SD-CW, before the SD KBT
can be generated by the Hol der.

The initial Verifier of the key binding token mght not be able to
decrypt encrypted disclosures and MAY decide to forward themto an
inner Verifier that can decrypt them
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11.

1. AEAD Encrypted Di scl osures Mechani sm

This section defines two new COSE Header Paraneters. |f present in
the protected headers, the first header paraneter (sd_aead) specifies
an Aut henticated Encryption with Additional Data (AEAD) al gorithm

[ RFC5116] registered in the | ANA AEAD Al gorithms registry
(https://ww. i ana. or g/ assi gnnent s/ aead- par anet er s/ aead-
paraneters.xhtm ) . The second header paraneter
(sd_aead_encrypted_clains) contains a |ist of AEAD encrypted

di sclosures. Taking the first exanple disclosure from above:

<<[
/salt/ h' bae611067bb823486797dalebbb52f 83" ,
[val ue/ "ABCD 123456",
/claim 501 / inspector_license_nunber /

3

]>>

The corresponding bstr is encrypted with an AEAD al gorithm [ RFC5116].
If present, the algorithmof the sd_aead protected header field is
used, or AEAD AES 128 GCMif no al gorithmwas specified. The bstr is
encrypted with a unique, random 16-octet nonce. The AEAD ci phert ext
consists of its encryption algorithnms ciphertext and its

aut hentication tag. (For exanple, in AEAD AES 128 GCMt he
authentication tag is 16 octets.) The nonce (nonce), the encryption
al gorithm s ciphertext (ciphertext) and authentication tag (tag) are
put in an array. The resulting array is placed in the
sd_aead_encrypted_cl ai ns header parameter in the unprotected headers
of the SD OWI.

/| sd_aead encrypted clains / 19 : [ / AEAD encrypted disclosures /

!/ nonce / h’ 95d0040f e650e5baf 51¢c907c31bel5dc’

/ ciphertext / h'208cda279ca86444681503830469b705
89654084156¢c9e65ca02f 9ac40cd62b5
a2470d’

/[ tag / h' 1c6e732977453ab2cacbf d578bd238c0

1.

In the exanpl e above, the key in hex is
a061c27a3273721e210d031863ad81b6
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12.

The blinded claimhash is still over the unencrypted disclosure. The
recei ver of an AEAD encrypted disclosure |ocates the appropriate key
by | ooking up the authentication tag. |If the Verifier is able to

decrypt and verify an encrypted disclosure, the decrypted disclosure
is then processed as if it were in the sd_clains header parameter in
the unprotected headers of the SD COAT.

Detail s of key managenent are left to profiles of the specific
protocol s that nmake use of AEAD encrypted discl osures

The CDDL for AEAD encrypted disclosures is bel ow.

aead-encrypted-array
aead-encrypted = [
bstr, ; nonce val ue

[ +aead-encrypted ]

bstr, ; the ciphertext output of a bstr-encoded-salted
; with a matching salt
bstr ; the correspondi ng authentication tag

i bstr-encoded-salted = bstr .cbor salted

Not e: Because the encryption algorithmis in a registry that
contains only AEAD al gorithns, an attacker cannot replace the
al gorithmor the nessage, w thout a decryption verification
failure.

Credenti al Types

Thi s specification defines the CW claimvct (for Verifiable
Credential Type). The vct value is an identifier for the type of the
SD-CWI Clainms Set. Like the typ header paraneter [RFC9596], its val ue
can be either a string or an integer. For size reasons, it is
RECOMVENDED t hat the nuneric representati on be used.

If its value is a string, it is a case-sensitive StringOrURI, as
defined in [RFC7519]. In this case, the vct string MJST either be
registered in the 1ANA "Verifiable Credential Type Identifiers"
registry established in Section 17.8, or be a Collision-Resistant
Nane, as defined in Section 2 of [RFC7515].

If its value is an integer, it is either a value in the range 0-64999
registered in the 1ANA "Verifiable Credential Type Identifiers"
registry established in Section 17.8 or an Experinental Use value in
the range 65000- 65535, which is not to be used in operationa

depl oynent s.
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13.

This claimis defined for COSE-based verifiable credentials,

July 2025

simlar

to the JOSE-based verifiable credentials claim(vct) described in

Section 3.2.2.1.1 of [I-D.draft-ietf-oauth-sd-jw-vc].
Exanpl es

1. Mninmal Spanning Exanple

The foll owi ng exanpl e contains clains needed to denonstrate redaction

of key-value pairs and array el enents.

|/ cose-signl / 18( / sd kbt / [
/ KBT protected / << {
[ alg/ 1. -7, | ES256 /
/[ kewt / 13: 18([ [/ issuer SD-CW /
/| CM protected / << {

/[ alg/ 1 : -35 [/ ES384 /
[ kid [/ 4 . 'https://issuer.exanplel/cose-key3',
[ typ / 16 : "application/sd-cw",
/| sd_alg/ 18 : -16 [/ SHA256 /
} >,

/ CWI unprotected / {

/ sd clainms / 17 : [ / these are the disclosures /

<<[

/salt/ h' bae611067bb823486797dalebbb52f 83",

/val ue/ "ABCD 123456",

/claim 501 / inspector_license_nunber /

]>>,
<<[

[salt/ h' 8de86a012b3043ae6e4457b9elaaab80’
[val ue/ 1549560720 / inspected 7-Feb-2019 /

]1>>,
<<[

/sal t/ h’ ec615c3035d5a4f f 2f 5ae29ded683c8e’

/val ue/ "ca",

/[claim "region" / region=California /
]1>>,
]
}
/| CWI payl oad / << {
[ iss [/ 1 . "https://issuer.exanple",
/ sub / 2 : "https://device. exanpl e",
/ exp/ 4 : 1725330600, /2024-09-03T02:30: 00+00: 00Z/
/ nbf / 5 . 1725243900, /2024-09-02T02: 25: 00+00: 00Z/
/[ iat /| 6 . 1725244200, /2024-09-02T02: 30: 00+00: 00Z/
/ cnf | 8 R

/ cose key / 1 : {
[ kty [/ 1. 2, | EC2 |/
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[/ crv /[ -1: 1, | P-256 1/
[ x|/ -2: h'8554eb275dcd6f bdlc7ac641aa2c90d9
2022f d0d3024b5af 18c7cc6lad527a2d’
[y | -3: h'4dc7ae2c677e96d0cc82597655ce92d5
503f 54293d87875d1e79ce4770194343
}
b,

/ most _recent _i nspecti on_passed/ 500: true,
/inspection_dates/ 502 : [
/ redacted inspection date 7-Feb-2019 /
60(h’ 1b7f c8ecf 4b1290712497d226c04b503
b4aal26c603c83b75d2679¢3c613f3fd’ ),
/ redacted inspection date 4-Feb-2021 /
60( h’ 64af ccd3ad52da405329ad935delf b36
814ec48f df d79e3a108ef 858e291e146’ ),
1674004740, /[ 2023-01-17T17:19:00 /
1,
/ inspection_|ocation / 503 : {
"country" : "us", / United States /
/ redacted_claimkeys / sinple(59) : [
/ redacted region /
h' 0d4b8c6123f 287a1698f f 2db15764564
a976f b742606e8f d00e2140656ba0df 3’
/ redacted postal code /
h' cOb7747f 960f c2e201c4d47c64f eel4dl
b78e3ab768ce941863dc8914e8f 5815f "’

]

I
/ redacted claimkeys / sinple(59) : [
/ redacted inspector_|icense_nunber /
h' af 375dc3f bald082448642c00be7b2f 7
bb05c9d8f b61lcf c230ddf df b4616a693
) .
/ CW signature / h'9c9022e57adb33c853f 30b6e8a590f 40
6cab55849d7b8cd2a2519d3aec03e61b9
ef 0Oecd85f €96103f 916f 58d73cd2f 775
4c390401945f 0683b144d3504e500f 94
d30433c3445417dc3c920f 7a155548e9
1994601827d0a46ead66f f 450485e85f
1),
/ end of issuer SD CWI /
[ typ / 16: "application/kb+cwt",
1 o>>, / end of KBT protected header /
/ KBT unprotected / {},
/ KBT payl oad / << {
/ aud / 3 : "https://verifier.exanpl el app",
/ iat /I 6 . 1725244237, | 2024-09-02T02: 30: 37+00: 00Z /
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/ cnonce / 39 . h' 8c0f 5f 523b95bea44a9a48¢c649240803

1 o>>, / end of KBT payl oad /

/ KBT signature / h’d895729e72a3a7c801d5a20e9daf 5103
27858aecbb39b8b2e4bcllcbbd625ea8
c60b78da31f c9762c46b7cd61094d047
5ff 1f 19a7496cde53ab11600a5859d10

1) !/ end of kbt /

Figure 6: An EDN Exanpl e
13.2. Nested Exanpl e
Instead of the structure fromthe previ ous exanple, imagine that the
payl oad contains an inspection history log with the foll ow ng

structure. It could be blinded at nultiple levels of the clainms set
hi er ar chy.

Prorock, et al. Expi res 8 January 2026 [ Page 28]



I nternet-Draft SPI CE SD- CWI July 2025

{
[ iss / 1 "https://issuer.exanple",
/[ sub / 2 "https://device. exanpl e",
| exp !l 4 1725330600, /2024-09-02T19: 30: 00Z/
[ nbf /| 5 1725243840, /2024-09-01T19: 25: 00Z/
[ iat /| 6 1725244200, /2024-09-01T19: 30: 00Z/
[ enf [ 8 : { ...},
504: [ / inspection history log /
{
500: True, / inspection passed /
502: 1549560720, / 2019-02-07T17:32:00 /
501: "DCBA-101777", | inspector |icense /
503: {
1: "us", / United States /
2: "co", / regi on=Col orado /
3: "80302" / postcode /
}
H
{
500: True, / inspection passed /
502: 1612560720, / 2021-02-04T20: 14: 00 /
501: "EFGH 789012", / inspector license /
503: {
1. "us", / United States /
2: "nv", / regi on=Nevada /
3: "89155" / postcode /
}
H
{
500: True, / inspection passed /
502: 17183928, / 2023-01-17T17:19: 00 /
501: "ABCD-123456", / inspector license /
503: {
1. "us", / United States /
2: "ca", / region=California /
3: "94188" / postcode /
}
H
]
}
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For exanple, looking at the nested disclosures below, the first

di scl osure unblinds the entire January 2023 inspection record.
However, when the record is disclosed, the inspector |icense numnber
and inspection |ocation are redacted inside the record. The next

di scl osure unblinds the inspector_|icense_nunber, and the next

di scl osure unblinds the inspection |ocation record, but the region
and postcode clains inside the |location record are also individually
blinded. The fourth disclosure unblinds the inspection region

The fifth disclosure unblinds the earliest inspection record, and the
| ast di sclosure unblinds the inspector_|icense_nunber for that
record

Verifiers start unblinding clainms for which they have blinded claim
hashes. They continue descending until there are no blinded claim
hashes at any | evel of the hierarchy for which they have a
correspondi ng di scl osure.

/[ sd_claims / 17 : [ / these are the disclosures /
<<[
/salt/ h’ 2e9a833949c163ce845813c258a8f 13c’
[val ue/ {
500: true,
502: 17183928,
si npl e(59):
h' 3f c9748e00684e6442641e58€a965468
085024da253ed46b507ae56d4c204434" ,
h' a5124745703ea9023bf 92a2028ba4547
b830ce9705161eaad56729cahb8e1d807

]
} / inspection 17-Jan-2023 /
]1>>,
<<[
/salt/ h' bae611067bb823486797dalebbb52f 83" ,
/val ue/ "ABCD 123456",
/claim 501 / inspector_license_nunber /
]>>,
<<[
/salt/ h’ d5¢c7494eb16a8f f 11f ba507cbc7c816b’
[val ue/ {
1: "us",
sinmple(59): [
h' 3bf 93977377099¢c66997303ddbce67b4
ca7ee95d2c8cf 2b8b45f 451362493460 ,
h' 231e125d192de099e91bc59e2ae914f 0
€c891chc3329b7f ea70a3aa636¢c87a0ad
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/claim 503 / San Francisco |location /
]1>>,
<<[
/sal t/ h’ 52da9de5dc61b33775f 9348b991d3d78’
/val ue/ "ca",
[claim 2 / region=California /
]>>,
<<[
/sal t/ h’ 9adcf 14141f 8607a44a130a4b341e162’
[ val ue/
500: true,
502: 1549560720,
sinmple(59): [
h’ 94d61c995d4f a25ad4d3cc4752f 6f f af
9e67f 7f 0b4836c8252a9ad23¢c20499f 5’
h' 4f f Oecad5f 767923582f ebd69714f 3f 8
0cb00f 58390a0825bc402f ebf a3548bf’

]
} / inspection 7-Feb-2019 /
]1>>,
<<[
/salt/ h' 591eb2081b05be2dcbb6f 8459ccOf e51’ ,
/val ue/ " DCBA-101777",
/claim 501 / inspector_license_nunber /

]>>,
<<[
/sal t/ h’ 95b006410a1b6908997eed7d2al10f 958’ ,
[val ue/ {
1. "us",
sinmple(59): [
h' 2bc86e391ec9b663de195ae9680bf 614
21666bc9073blebaf 80c77be3adb379f
h’ e11c93b44f b150a73212edec5bde46d3
d7db23d0d43bf d6a465f 82ee8cf 72503
]
b,
/claim 50 !/ Denver |ocation /
]1>>,

]

After applying the disclosures of the nested structure above, the
disclosed Clains Set visible to the Verifier would | ook like the
fol | owi ng:
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15.

{
[ iss / 1 "https://issuer.exanple",
/[ sub / 2 "https://device. exanpl e",
| exp !l 4 1725330600, /2024-09-02T19: 30: 00Z/
[ nbf /| 5 1725243840, /2024-09-01T19: 25: 00Z/
[ iat /| 6 1725244200, /2024-09-01T19: 30: 00Z/
[ enf [ 8 : { ...},
504: [ / inspection history log /
{
500: True, / inspection passed /
501: "DCBA-101777", | inspector l|icense /
502: 1549560720, / 2019-02-07T17: 32: 00 /
503: {
1: "us" / United States /
}
H
{
500: True, / inspection passed /
501: "ABCD 123456", / inspector |icense /
502: 17183928, /[ 2023-01-17T17:19:00 /
503: {
1. "us", / United States /
2: "ca" / region=California /
}
}
]
}

To Be Redacted Tag Definition

In order to indicate specific clains that should be redacted in a
Claim Set, this specification defines a new CBOR tag "To be
redacted”. It can be used by a library to automatically convert a
Claim Set with "To be redacted" tags into a) a new C ai m Set
contai ni ng Redacted C ai m Keys and Redacted O ai m El enents repl aci ng
the tagged claimkeys or claimelenents, and b) a set of
correspondi ng Salted Di scl osed d ai ns.

Privacy Consi derations
Thi s section describes the privacy considerations in accordance wth

the recomendations from [RFC6973]. Many of the topics discussed in
[ RFC6973] apply to SD-CW, but are not repeated here.
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1. Correlation

Presentations of the sane SD-CW to nultiple Verifiers can be
correlated by matching on the signature conmponent of the COSE Signl
Signature based linkability can be mitigated by |everagi ng batch

i ssuance of single-use tokens, at a credential managenment conplexity
cost. Any CaimValue that pertains to a sufficiently small set of
subj ects can be used to facilitate tracking the subject. For
exanpl e, a high precision issuance tine mght match the issuance of
only a few credentials for a given Issuer, and as such, any
presentation of a credential issued at that tine can be determined to
be associated with the set of credentials issued at that tine, for
those subj ects.

2. Det erm ni sm

It is possible to encode additional information through the choices
made during the serialization stage of producing an SD-CW, for
exanpl e, by adjusting the order of CBOR map keys, or by choosing
different numeric encodings for certain data el enents.
[I-D.draft-ietf-cbor-cde] provides guidance for constructing
application profiles that constrain serialization optionality beyond
CBOR Conmon Determ nistic Encoding rulesets (CDE). The construction
of such profiles has a significant inpact on the privacy properties
of a credential type.

3. Audi ence

If the audience claimis present in both the SD-CW and the SD- KBT,
they are not required to be the sane. SD- CWs with audience clains
that do not correspond to the intended recipients MIST be rejected,
to protect against accidental disclosure of sensitive data.

4. Credential Types

The privacy inplications of selective disclosure vary significantly
across different credential types due to their inherent
characteristics and i ntended use cases. The nandatory and optional -
to-di scl ose data elenments in an SD-CW nust be carefully chosen based
on the specific privacy risks associated with each credential type.
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16.

For exanple, a passport credential contains highly sensitive persona
i nformati on where even partial disclosure can have significant
privacy inplications: - Revealing citizenship status may expose an
individual to discrimnation - Date of birth conbined with any ot her
attribute enabl es age-based profiling - Bionetric data, even if

sel ectively disclosed, presents irreversible privacy risks - The nere
possession of a passport fromcertain countries can be sensitive

i nformation

In contrast, a legal entity certificate has fundanentally different
privacy considerations: - The entity’'s |l egal nanme and registration
number are often public information - Business addresses and contact
details may already be in public registries - Authorized signatories
nanes mght be required for legal validity - The primary concern is
of ten business confidentiality rather than personal privacy

These differences nean that: - Passport credentials should ninimze
mandat ory di scl osures and nexi ni ze hol der control over optiona

el ements - Legal entity certificates mght reasonably require

di sclosure of nore fields to establish business legitimcy - The
granularity of selective disclosure should match the credenti al
type's privacy sensitivity - Default disclosure sets nust be
carefully calibrated to each credential’s risk profile

Several distinct credential types might be applicable to a given use

case, each with unique privacy trade-offs. |Issuers MJST performa
conmpr ehensi ve privacy and confidentiality assessnent for each
credential type they intend to issue, considering: - The sensitivity

spectrum of contained attributes - Likely disclosure scenarios and
their privacy inpacts - Correlation risks when attributes are

combi ned - Long-term privacy inplications of disclosed informtion -
Cultural and jurisdictional privacy expectations

Security Considerations

Security considerations from COSE [ RFC9052] and CW [ RFC8392] apply
to this specification.

1. Issuer Key Conprom se

Verification of an SD-CW requires that the Verifier have access to a
verification key (public key) associated with the Issuer. Conprom se
of the Issuer’s signing key woul d enabl e an attacker to forge
credentials for any subject, potentially underm ning the entire trust
model of the credential system Beyond key conprom se, attacks
targeting the provisioning and bindi ng between issuer names and their
cryptographic key material pose significant risks. An attacker who
can nmani pul ate these bindings could substitute their own keys for
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legitimate issuer keys, enabling credential forgery while appearing
to be a trusted issuer.

Certificate transparency, as described in [RFC9162], or key
transparency, as described in [I-D.draft-ietf-keytrans-protocol], can
hel p detect and prevent such attacks by: - Enabling public
observation of all issued certificates or key bindings - Detecting
unaut hori zed or fraudul ent bindi ngs between verification keys and

I ssuer identifiers - Providing cryptographic proof of inclusion for
legitimate keys - Creating an append-only audit trail that nakes key
substitution attacks discoverable

Verifiers SHOULD | everage transparency mechani sns where avail able to
validate that the issuer’s keys have not been conprom sed or
fraudul ently substituted.

2. Disclosure Coercion and Over-identification

The Security Considerations from Section 10.2. of
[I-D.draft-ietf-oauth-selective-disclosure-jwt] apply, with
additional attention to disclosure coercion risks. Holders face
ri sks of being coerced into disclosing nore clains than necessary.
This threat warrants special attention because:

1. Verifier Trust: Holders MIST be able to verify that a Verifier
wi || handl e disclosed clains appropriately and only for stated
pur poses.

2. FElevated Risk: Cains fromtrusted authorities (e.g., governnent-
i ssued credentials) carry higher msuse potential due to their
i nherent |egitinmacy.

3. Irreversibility: Disclosed clains cannot be withdrawn. This
per manent exposure ri sk MJST be considered in any disclosure
deci si on.

Mtigation Measures: 1. Verifiers SHOULD denonstrate eligibility to
receive claims 2. Holders MJST conduct risk assessnents when
Verifier eligibility cannot be established 3. Trust |lists naintained
by trusted parties can help identify authorized Verifiers

Wt hout proper safeguards (such as Verifier trust lists), Holders
remai n vulnerable to over-identification and | ong-term m suse of
their disclosed informtion
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16.3. Threat Mdel Devel opnent Gui dance

Thi s section provides guidance for devel oping threat nodels when
appl ying SD-CW to specific use cases. It is NOT a threat nodel
itself, but rather a framework to help inplenenters create
appropriate threat nodels for their particular contexts. Each use
case will have unique security characteristics that MJST be anal yzed
before determ ning the applicability of SD CAW-based credenti al

types.

The foll owi ng non-exhaustive |ist of questions and considerations
shoul d gui de the devel opnent of a use-case-specific threat nodel:

1. Has there been a t-closeness, k-anonymity, and |-diversity
assessnent (see [t-C oseness]) assum ng conprom se of the one or
more |ssuers, Verifiers or Holders, for all relevant credentia
types?

2. lssuer questions:

a. How many |ssuers exist for the credential type?

b. Is the size of the set of Issuers growing or shrinking over
time?
c. For a given credential type, will subjects be able to hold

instances of the sanme credential type fromnultiple |Issuers,
or just a single Issuer?

d. Does the credential type require or offer the ability to
di scl ose a globally unique identifier?

e. Does the credential type require high precision time or other
clains that have sufficient entropy such that they can serve
as a unique fingerprint for a specific subject?

f. Does the credential type contain Personally ldentifiable
Information (PIl), or other sensitive information that night
have value in a market?

3. Hol der questions:

a. What steps has the Holder taken to inprove their operation
security regarding presenting credentials to verifiers?

b. How can the Hol der be convinced the Verifier that received
presentations is legitimte?
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Pr or ock

4.

Veri

Subj

How can the Hol der be convinced the Verifier will not share,
sell, leak, or otherw se disclose the Holder’s presentations
or Issuer or Hol der signed material ?

What steps has the Hol der taken to understand and confirmthe
consequences resulting fromtheir support for the aggregate-
use of digital credential presentations?

fier questions:

How many Verifiers exist for the credential type?

Is the size of the set of Verifiers growing or shrinking over
tinme?

Are the Verifiers a superset, subset, or disjoint set of the
| ssuers or subjects?

Are there any legally required reporting or disclosure
requirenents associated with the Verifiers?

Is there reason to believe that a Verifier’s historic data
wi || be aggregated and anal yzed?

Assuming multiple Verifiers are sinultaneously conpronised,
what know edge regardi ng subjects can be inferred from
anal yzing the resulting dataset?

ect questions:

How many subjects exist for the credential type?

Is the size of the set of subjects growi ng or shrinking over
tine?

Does the credential type require specific hardware, or
algorithms that linmt the set of possible subjects to owners
of specific devices or subscribers to specific services?

Random Nunber s

Each salt used to protect disclosed clainms MJST be generated

i ndependently fromthe salts of other clains. The salts MJST be
generated froma source of entropy that is acceptable to the Issuer.
Poor choice of salts can lead to brute force attacks that can revea
redacted cl ai ns.
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5. Binding the KBT and the COAT

The "iss" claimin the SD-CW is self-asserted by the Issuer

Because confirmation is mandatory, the subject claimof an SD-CWI
when present, is always related directly to the confirmation claim
There m ght be many subject clainms and many confirmati on keys that
identify the sane entity or that are controlled by the same entity,
while the identifiers and keys are distinct values. Reusing an
identifier or key enables correlation, but MIST be evaluated in terns
of the confidential and privacy constraints associated with the
credential type. Conceptually, the Holder is both the Issuer and the
subj ect of the SD-KBT, even if the "iss" or "sub" clains are not
present. |If they are present, they are self-asserted by the Hol der.
Al three are represented by the confirmation (public) key in the SD
CWI.

As with any self-assigned identifiers, Verifiers need to take care to
verify that the SD-KBT "iss" and "sub" clains match the subject in
the SD-KBT, and are a valid representation of the Hol der and
correspond to the Holder’s confirmation key. Extra care should be
taken in case the SD-CW subject claimis redacted. Likew se,

Hol ders and Verifiers MJUST verify that the "iss" claimof the SD CW
corresponds to the Issuer and the key described in the protected
header of the SD-OWI.

6. Covert Channels

Any data elenent that is supplied by the Issuer, and that appears
randomto the Hol der might be used to produce a covert channe
between the Issuer and the Verifier. The ordering of clains, and
preci sion of tinestanps can al so be used to produce a covert channel
This is nore of a concern for SD-CW than typi cal CMs, because the
Hol der is usually considered to be aware of the Issuer clainms they
are disclosing to a Verifier.

7. Nested Disclosure Ordering

The Hol der has flexibility in determ ning the order of nested

di scl osures when naking presentations. The order can be sorted,
random zed, or optim zed for performance based on the Hol der’s needs.
Thi s ordering choice has no security inpact on encrypted discl osures.
However, the order can affect the runtine of the verification
process.
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I ANA Consi derations
1. COCSE Header Paraneters
IANA is requested to add the following entries to the | ANA "CCSE
Header Parameters" registry (https://ww.iana. org/assi gnnents/cose/
cose. xht m #header - par aneters):

1.1. sd clains

The foll owing conpleted registration tenplate per RFC8152 is
provi ded:

*  Name: sd_clains

* Label: TBD1 (requested assignnent 17)

* Value Type: bstr

* Value Registry: (enpty)

* Description: Alist of selectively disclosed clains, which were
originally redacted, then later disclosed at the discretion of the
sender.

* Reference: Section 4 of this specification

1.2. sd alg

The foll owing conpleted registration tenplate per RFC8152 is
provi ded:

*  Nane: sd_alg

* Label: TBD2 (requested assignnent 18)

* Val ue Type: int

* Value Registry: | ANA COSE Al gorithns

* Description: The hash al gorithmused for redacting disclosures.
* Reference: Section 7 of this specification

1.3. sd_aead_encrypted_clains

The foll owing conpleted registration tenplate per RFC8152 is
provi ded:
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* Name: sd_aead_encrypted_cl ai s

* Label: TBD6 (requested assignnent 19)

* Value Type: bstr

* Value Registry: (enpty)

* Description: Alist of AEAD encrypted selectively disclosed
clains, which were originally redacted, then later disclosed at
the discretion of the sender

* Reference: Section 11.1 of this specification

1.4. sd_aead

The foll owing conpleted registration tenplate per RFC8152 is
provi ded:

*  Name: sd_aead

* Label: TBD7 (requested assi gnnent 20)

*  Value Type: int

* Val ue Registry: | ANA AEAD Al gorithm nunber

* Description: The AEAD al gorithm used for encrypting disclosures.

* Reference: Section 11.1 of this specification

2. CBOR Sinple Val ues

I ANA is requested to add the following entry to the | ANA "CBOR Sinpl e

Val ues" registry (https://ww.iana.org/assi gnnents/cbor-sinple-

val ues#si npl e) :

* Value: TBD4 (requested assi ghnent 59)

* Semantics: This value as a nap key indicates that the C ai mValue
Lzyan array of redacted O aimKeys at the sanme | evel as the map

* Specification Docunent(s): Section 6.1 of this specification
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3. CBOR Tags

I ANA is requested to add the following entries to the | ANA "CBOR
Tags" registry (https://ww.iana. org/assi gnnents/cbor-tags/chor-
tags. xht m #t ags) :

3.1. To Be Redacted Tag

The array claimelenent, or map key and val ue inside the "To be
redacted" tag is intended to be redacted using selective disclosure.

* Tag: TBD3 (requested assignnent 58)
* Data Item (any)

* Semantics: An array claimelenent, or map key and val ue i nt ended
to be redacted.

* Specification Docunent(s): Section 14 of this specification
3.2. Redacted C aimE enment Tag

The byte string inside the tag is a selective disclosure redacted
claimelement of an array.

* Tag: TBD5 (requested assignhment 60)

* Data Item byte string

* Semantics: A selective disclosure redacted (array) claimelenent.
* Specification Docunent(s): Section 6.1 of this specification

4. CBOR Wb Token (CWI) d ains

I ANA is requested to add the following entry to the | ANA "CW d ai ns"
registry (https://ww.iana.org/assignments/cwt/cw.xhtm #cl ai nms-
registry):

4.1. vct

The foll owi ng conpleted registration tenplate per RFC8392 is
provi ded:

* (Clai mNane: vct

* CaimDescription: Verifiable credential type
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*  JW dai mNane: vct

* (ClaimKey: TBD6 (request assignnent 11)

* (C aimValue Type(s): bstr

* Change Controller: |IETF

* Specification Docunent(s): Section 12 of this specification
17.5. Media Types

I ANA is requested to add the following entries to the | ANA "Medi a

Types" registry (https://ww.iana. org/assi gnments/ nedi a-types/ nedi a-

types. xht m #appl i cation):
17.5.1. application/sd-cw

The foll owi ng conpleted registration tenplate is provided:

* Type nane: application

* Subtype nane: sd-cw

* Required paraneters: n/a

* (Optional paraneters: n/a

* Encodi ng consi derations: binary

* Security considerations: Section 16 of this specification and
[ RFC8392]

* |Interoperability considerations: n/a
* Published specification: Section 6 of this specification
* Applications that use this media type: TBD
* Fragnment identifier considerations: n/a
* Additional information:
- Magic nunber(s): n/a
- File extension(s): n/a

- Mcintosh file type code(s): n/a
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* Person & enmnil address to contact for further information: SPICE
W mailing list (spice@etf.org) or |ETF Security Area
(saag@etf.orq)

* | ntended usage: COVMON

* Restrictions on usage: none

* Author: See Author’s Addresses section

* Change controller: |IETF

* Provisional registration? No

17.5.2. application/kb+cw

The foll owi ng conpleted registration tenplate is provided:

* Type name: application

* Subtype nane: kb+cwt

* Required paraneters: n/a

* (Optional paraneters: n/a

* Encodi ng consi derations: binary

* Security considerations: Section 16 of this specification and
[ RFC8392]

* Interoperability considerations: n/a
* Published specification: Section 8.1 of this specification
* Applications that use this nedia type: TBD
* Fragnment identifier considerations: n/a
* Additional infornation
- Magic nunber(s): n/a
- File extension(s): n/a

- Mcintosh file type code(s): n/a
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* Person & enmnil address to contact for further information: SPICE
W mailing list (spice@etf.org) or |ETF Security Area
(saag@etf.orq)

* | ntended usage: COVMON

* Restrictions on usage: none

* Author: See Author’s Addresses section

* Change controller: |IETF

* Provisional registration? No

17.6. Structured Syntax Suffix

I ANA is requested to add the following entry to the | ANA "Structured

Syntax Suffix" registry (https://ww.iana.org/assignhnments/nedi a-type-

struct ured-suffix/ medi a-type-structured-suffix.xhtm #structured-

synt ax-suffix):

*  Name: SD-COWI

* +suffix: +sd-cwt

* References: Section 6 of this specification

* Encodi ng consi derations: binary

* Interoperability considerations: n/a

* Fragnment identifier considerations: n/a

* Security considerations: Section 16 of this specification

* Contact: See Author’s Addresses section

* Aut hor/ Change controller: |ETF

17.7. Content-Formats
I ANA is requested to register the following entries in the | ANA "CoAP

Content - Formats" registry (https://ww.iana. org/assi gnnents/core-
par anet er s/ cor e- par anet er s. xht m #content -f ormat s) :
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| Content-Type | Content Coding | ID | Reference |
[} e ——————————_ Ll ——————————— _pp—p—p—_—_—_ Ll —p—_—————————————r
| application/sd-cwt | - | TBD11 | Section 6 of this

| | | | specification |
- . dememaas e —— +
| application/kb+cwt | - | TBD12 | Section 8.1 of |
| | | | this specification |
o e e e o e R, o e e e +

Tabl e 1: New CoAP Content Formats

I f possible, TBD11l and TBD12 shoul d be assigned in the 256..9999
range.

17.8. Verifiable Credential Type ldentifiers

Thi s specification establishes the Verifiable Credential Type
Identifiers registry, under the | ANA "CBOR Wb Token (CW) d ai ns"
group registry heading (https://ww.iana.org/assi gnnments/cwt/
cwt.xhtm). It registers identifiers for the type of the SD-CAT
Clainms Set.

It enables short integers in the range 0-65535 to be used as vct
ClaimValues, sinmlarly to how CoAP Content-Formats (Section 12.3 of
[ RFC7252]) enable short integers to be used as typ header paraneter
[ RFC9596] val ues.

The registration procedures for nunbers in specific ranges are as
descri bed bel ow

R e N ... +

| 10000-64999 | First Come First Served |

o e e e e oo o e +

| 65000-65535 | Experinmental Use (no operational use)

S o m e e e e e e e e e e e oo oo +
Tabl e 2

Val ues in the Specification Required [ RFC8126] range are registered
after a two-week review period on the spice-ext-review@etf.org
mailing list, on the advice of one or nore Designated Experts. To
all ow for the allocation of values prior to publication of the fina
versi on of a specification, the Designated Experts may approve
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17.

registration once they are satisfied that the specification will be
compl eted and published. However, if the specification is not

compl eted and published in a tinmely manner, as determ ned by the
Desi gnat ed Experts, the Designated Experts may request that | ANA

wi thdraw the registration.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register VCT value").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and I ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful

The | ANA escal ation process is followed when the Designated Experts

are not responsive within 14 days.

Criteria that should be applied by the Designated Experts includes
det ermi ni ng whether the proposed registration duplicates existing
functionality, determining whether it is likely to be of genera
applicability or whether it is useful only for a single application,
and whet her the registrati on makes sense.

| ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration in the Specification
Required range to the review mailing list.

It is suggested that nultiple Designated Experts be appointed who are
abl e to represent the perspectives of different applications using
this specification, in order to enable broadly-infornmed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

8.1. Registration Tenpl ate

Verifiable Credential Type ldentifier String: String identifier for
use as a JWI vct or OO vct ClaimValue. It is a StringO UR
val ue.

Verifiable Credential Type ldentifier Nunber: |Integer in the range
0-64999 for use as a CWM vct ClaimValue. (lIntegers in the range
65000- 65535 are not to be registered.)

Description: Brief description of the verifiable credential type

Change Controller: For |ETF stream RFCs, use "IETF". For others,
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17.

18.

18.

give the nane of the responsible party. Oher details (e.g.,
postal address, e-mail address, home page URI) may al so be
i ncl uded.

Speci fication Docunment(s): Reference to the docunent or docunents
that specify the values to be registered, preferably including
URLs that can be used to retrieve the docunents. An indication of
the relevant sections may al so be included, but is not required.

8.2. Initial Registry Contents

No initial values are provided for the registry.
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Appendi x A.  Conpl ete CDDL Schema
sd-cwt-types = sd-cwt-issued / kbt-cwt

sd-cw -i ssued = #6. 18([
protected: bstr .cbor sd-protected,
sd- unpr ot ect ed,
payl oad: bstr .cbor sd-payl oad,
signature: bstr

1)

kbt-cwt = #6.18([
protected: bstr .cbor kbt-protected,
kbt - unpr ot ect ed,
payl oad: bstr .chbor kbt-payl oad,
signature: bstr

1)

sd-protected = {
&(typ: 16) ~ => "application/sd-cw" / TBD11,
&alg: 1) ~ =>int,
& sd_alg: TBD2) ™~ => int, ; -16 for sha-256
? &(sd_aead: TBD7) N => uint .size 2
* key => any

}

kbt -protected = {
&typ: 16) ~ => "application/kb+cwt" / TBD12,
&alg: 1) N~ => int,
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& kewt: 13) N => sd-cw -issued,
* key => any

}

sd-unprotected = {
? &(sd_clainms: TBD1l) " => salted-array,
? &(sd_aead_encrypted_clainms: TBD6) ~ => aead-encrypted-array,
* key => any

}

kbt -unprotected = {
* key => any
}

sd- payl oad = {
; standard cl ai ns

&iss: 1) ™ => tstr, "https://issuer.exanpl e"

? &(sub: 2) N => tstr, ; "https://device.exanple"
? & aud: 3) N => tstr, ; "https://verifier.exanple/app"
? &exp: 4) ~ =>int, ; 1883000000
? & nbf: 5) ~ =>int, ; 1683000000
? &iat: 6) ~ =>int, ; 1683000000
? &(cti: 7) N => bstr,
&cenf: 8) N =>{ * key => any }, ; key confirnation
? &(cnonce: 39) N => Dbstr,

&(redacted_cl ai m keys: REDACTED KEYS) ~ => [ * bstr ],
* key => any

}
kbt - payl oad = {
& aud: 3) N => tstr, ; "https://verifier.exanple/app"
? & exp: 4) N~ =>int, ; 1883000000
? & nbf: 5) ~ =>int, ; 1683000000
&iat: 6) ~ =>int, ; 1683000000
? &(cnonce: 39) N => bstr,
* key => any
}

salted-array = [ +bstr .cbor salted ]
salted = salted-claim/ salted-el enent / decoy
salted-claim= |

bstr .size 16, ; 128-bit salt
any, ; claimval ue
(int / text) ; ¢l ai m nane

sal ted-el ement = |
bstr .size 16, ; 128-bit salt
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any ; claimval ue
]
decoy = |

bstr .size 16 ; 128-bit salt

bstr .cbor salted

; bstr-encoded-sal t ed

aead-encrypted-array = [ +aead-encrypted ]
aead-encrypted = [
bstr .size 16, ; 128-bit nonce

bstr, ; the encryption ciphertext output of a
; bstr-encoded-sal ted
bstr ; the correspondi ng authentication tag

]

header _map = {
* key => any
}

enpty_or_serialized_map = bstr .cbor header_map / bstr .size O

key = int / text

TBD1 = 17

TBD2 = 18

TBD6 = 19

TBD7 = 20

; TBD3 = 58; CBOR tag w appi ng to-be-redacted keys or el enents
TBD11 = 298

TBD12 = 299

; REDACTED KEYS is to be used in CDDL payl oads that are meant to
; convey that a map key is redacted.

REDACTED_KEYS = #7.59 ; #7.<TBD4>

; TBD4 = 59 ; for CBOR sinple value 59

; redacted_claimelenent is to be used in CDDL payl oads that contain
; array elements that are neant to be redact ed.
redacted_cl aimel ement = #6.60( bstr .size 16 ) ; #6.<TBD5>(bstr)
; TBD5 = 60; CBOR tag wrapping redacted _cl ai m el enent
Figure 7. A conplete CDDL description of SD CAI
Appendi x B. Conparison to SD-JWI

SD-CW is nodel ed after SD-JWI, with adjustnents to align with
conventions in CBOR, COSE, and CWI
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B.1. Media Types
The COSE equi val ent of application/sd-jw is application/sd-cwt.
The COSE equi val ent of application/kb+w is application/kb+cwt.
The COSE equival ent of the +sd-jwt structured suffix is +sd-cw.
B.2. Redaction C ains

The COSE equivalent of sd is a CBOR Sinple Value (requested
assignnent 59). The following value is an array of the redacted
Cl ai m Keys.

The COSE equivalent of ... is a CBOR tag (requested assignnent 60) of
the digested salted claim

In SD-CW, the order of the fields in a disclosure is salt, val ue,
key. In SD-JW the order of fields in a disclosure is salt, key,
value. This choice ensures that the second elenent in the CBOR array
i s always the value, which makes parsing faster and nore efficient in
strongl y-typed programm ng | anguages.

B. 3. | ssuance

The issuance process for SD-CW is simlar to SD-JW, with the
exception that a confirmation claimis REQU RED

B.4. Presentation

The presentation process for SD-CW is sinmlar to SD-JW, except that
a Key Binding Token is REQUI RED. The Key Bindi ng Token then includes
the i ssued SD-CW, including the Hol der-sel ected di scl osures.

Because the entire SD-CW is included as a claimin the SD KBT, the
di scl osures are covered by the Holder’s signature in the SD KBT, but
not by the Issuer’s signature in the SD CW.

B.5. Validation
The validation process for SDOCW is sinmlar to SD-JW, however, JSON

oj ects are replaced with CBOR Maps, which can contain integer keys
and CBOR Tags.
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Appendi x C. Keys Used in the Exanples
C. 1. Subject / Hol der

Hol der COSE key pair in EDN fornmat

{
[ktyl 1 : 2, IEC

lfalg/ 3 : -9, |ESP256/

fcrv/ -1 : 1, [/P-256/

! x/ -2 : h'8554eb275dcd6f bdlc7ac641aa2c90d9
2022f d0d3024b5af 18c7cc6lad527a2d’

Iyl -3 : h'4dc7ae2c677e96d0cc82597655ce92d5
503f 54293d87875d1e79ce4770194343’ ,

[ d/ -4 : h’5759a86e59bb3b002dded467dadb52f 3d
06e6c2cd439456¢f 0485b9b864294ce5

}

The fields necessary for the COSE Key Thunbprint [RFCI9679] in EDN
format:

{
[ktyl 1 : 2, IECU
lcrvl -1 : 1, [P-256/
! x/ -2 : h'8554eb275dcd6f bdlc7ac641aa2c90d9
2022f d0d3024b5af 18c7cc6lad527a2d’
Iyl -3 : h'4dc7ae2c677e96d0cc82597655ce92d5
503f 54293d87875d1e79ce4770194343

}

The sane map in CBOR pretty printing

A4 # map(4)
01 # unsi gned(1)
02 # unsi gned(2)
20 # negative(0)
01 # unsigned(1)
21 # negative(l)
58 20 # bytes(32)

8554EB275DCD6FBD1C7 AC641AA2C90D92022FD0D3024B5AF18C7CC61AD527A2D

22 # negative(2)
58 20 # bytes(32)

4DC7AE2C677E96D0CC82597655CE92D5503F54293D87875D1E79CEA770194343

The COSE t hunmbprint (in hexadeci mal)--SHA256 hash of the thunbprint
fields:

8343d73cdf cb81f 2c7cdl1a5f 317be8eb34e4807ec8c9ceb282495¢f f df 037e0
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Hol der key pair in JVWK fornat

{
"kty": "EC',
"al g": "ES256",
"kid": "WR@RbY5RYJCl xf DQL9agl 9f FSCYVu4Xocqgb6zer c1M',
"crv': "P-256",
"x": "hVTrJ13Nb70cesZBqgi yQ@SA _QOwWJLW G MyalSei 0",
"y": "TceuLGd-ItDwl | 2Vc6S1VA VCk9h4ddHNnOR3AZQOM',
"d": "Vlnobl nvOnAt 3kZ9pLWvPQomas 1Dl FbPBI WouGQpTOU!

}

I nput to Hol der public JWK thunbprint (ignore |ine breaks)

{"crv":"P-256","kty":"EC', "x": "hVTr J13Nb70cesZBqi yQR2SAi _QOWILWGM MyalS
ei 0", "y": "TceulLGd-1t DMyl | 2Vc6S1VA VCk9h4ddHNnOR3AZQOM }

SHA- 256 of the Hol der public JW input string (in hex)
59143645b6394582422317c340bf 5a825f 5f 15209856eel7alca9beb37ab7353
Hol der public JWK thunbprint

VWRQRRbY5RYJCI xf DQL9agl 9f FSCYVu4Xocqb6zer c1M

Hol der public key in PEM for mat

MFkwWEWYHKo0ZI zj 0CAQYI KoZl zj 0DAQc DQQAEhVTr J13Nb70cesZBqi y@SAi / QQw
JLWGM MyalSei 1Nx64sZ36WMy CWKZVz pLVUDIUKT2Hh10eec5Hc Bl DQw==
----- END PUBLI C KEY- - - - -

Hol der private key in PEM for mat

————— BEG N PRI VATE KEY-----

M GHAgEANMBMGBY q GSIVH9 Ag EGCCq GSMA9 AWEHBGEOwawl BAQQyV1nobl ni7 OwAt 3kZ9
pLWPQomws 1Dl FhPBI WbuGQp TOMRANCAASFVOs nXc 1vvRx6xk GgLJDZI CL9DTAkK
t a8Yx8xhr VI6LU3Hr i xnf pbQzl JZdl Xkt VQP1QpPYeHXR55z kdwGUND

————— END PRI VATE KEY- - ---

C 2. | ssuer

| ssuer COSE key pair in Extended Diagnostic Notation (EDN)
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{
[ktyl 1 : 2, IEC
[kid/l 2 : "https://issuer.exanpl e/ cwk3. chor",
falg/ 3 : -51, /ESP384/
lcrvl -1 : 2, [P-384/
! x/ -2 : h'c31798b0c7885f a3528f bf 877e5b4c3ab6dc67a5a5dc6b307
b728c3725926f 2abebf b4964cd91e3948a5493f 6ebb6¢cbbf ',
Iyl -3 : h'8f6c7ec761691cad374c4daa9387453f 18058ece58eb0a8e
84a055a31f b7f 9214b27509522c159e764f 8711e11609554
/d/ -4 : h'71c54d2221937ea612db1221f 0d3ddf 771c9381c4e3be4ld
5aa0a89d685f 09cf ef 74c4bbf 104783f d57e87ab227d074c
}
The fields necessary for the COSE Key Thumbprint [RFCO9679] in EDN
format:
{

[kty/ 1 : 2, IEC

fcrvl -1 : 2, |P-384/

I x/ -2 : h'c31798b0c7885f a3528f bf 877e5b4c3a6dc67a5a5dc6b307
b728c3725926f 2abe5f b4964cd91e3948a5493f 6ebb6cbbf ',

Iyl -3 : h'8f6c7ec761691cad374c4daa9387453f 18058ece58eb0a8e
84a055a31f b7f 9214b27509522¢159e764f 871111609554

}
The sane map in CBOR pretty printing
A4 # map(5)
01 # unsigned(1)
02 # unsi gned(2)
20 # negative(0)
02 # unsi gned(2)
21 # negative(l)
58 30 # byt es(48)
C31798B0C7885FA3528FBF877E5B4C3A6DC67A5A5DC6B307
B728C3725926F2ABE5FB4964CD91E3948A5493F6EBB6 CBBF
22 # negative(2)
58 30 # bytes(48)

8F6C7EC761691CAD374CADAA9387453F18058ECES8EBOASE
84A055A31FB7F9214B27509522C159E764F8711E11609554

The COSE t hunbprint (in hexadecimal)--SHA256 hash of the thunbprint
fields:

554550a611c9807b3462cf ec4a690a1119bc43b571dal219782133f 5f d6dbcbO

| ssuer key pair in JVWK fornat
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{

"kty": "EC',

"al g": "ES384",

"kid": "https://issuer.exanpl e/ cwk3. cbor",
"crv': "P-384",

x":"wxeYsMel X6NSj 7- Hf | t MOnBGel pdxr MHt yj Dcl knBqvl -0l kzZH | | pUk_brtsu ",
"yt 2x- x2FpHKO3TE2gk4dFPxgFj s5Y6wWqOhKBVox- 3- SFLI1CVI sFZ52T4cRARYJVU'
"d":"ccVN i GIf qYS2x| h8NPd93HIOBx OO QdWjConWhf Cc_vdMS78QRAPIOV- h6si f dM'

}

Input to Issuer JVWK thunbprint (ignore |ine breaks)
{"crv":"P-384","kty":"EC","x": "wxeYsMel X6NSj 7- Hf | t MOnBGel pdxr MHt yj Dcl km
8qvl -0l kzzH I'l pUk_brtsu_","y":"j2x- x2FpHKO3TE2gk4dFPxgFj s5Y6wqChKBVox- 3
- SFLJ1CVI sFZ52T4cRARYJVU' }

SHA- 256 of the Issuer JWK input string (in hex)

18d4ddb7065d945357e3972dee76af 4eddc7c285f b42ef cf a900c6a4f 8437850

I ssuer JVWK t hunbpri nt

GNTdt wzZdl FNX45ct 7nav Tt 3HWo X7 Qu_PqQDGpPhDeFA

I ssuer public key in PEM for mat

MHYWEAYHKoZI zj 0CAQYFK4EEACI DYgAEwWxeYsMel X6NSj 7+Hf | t MOmBGel pdxr VH

tyj Dcl knBqvl +0l kzZHj | | pUk/ brt su/ j 2x+x2FpHKO3TE2qk4dFPxgFj s5Y6wgO

hKBVox+3+SFLJ1CVI sFZ52T4cR4ARYIVU

----- END PUBLI C KEY- - - - -

I ssuer private key in PEM for mat

————— BEG N PRI VATE KEY-----

M G2AgEAVBAGBY GSMA9AgEGBSUBBAAI Bl GeM GbAgEBBDBxxU0i | ZN+phLbEi Hw

0933cck4HE475BlaoKi daF8Jz+90xLvxBHg/ 1X6Hgy J9BOyhZANi AATDF5i wx4hf

01KPv4d+WwebcZ6W 3Gswe3KMNy WBby g+X7 SWINke QUi | ST9uu2y 7+PbH7 HYWk

r TdMraqThOU GAWOz I j r Co6EoFW H7f 51 UsnUJUi wnnZPhxHhFgl VQ=

Appendi x D. I nplenentation Status

Note to the RFC Editor: Please renove this section as well as
references to [ BCP205] before AUTHA48.
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [BCP205].

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been made to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ BCP205], "This will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore nmature
It is up to the individual working groups to use this information as
they see fit".

D.1. Transnute Prototype
Organi zation: Transmute |Industries Inc

Nane: github.com transmute-industries/sd-cwt (https://github.con
transmut e-i ndustries/sd-cw)

Description: An open-source inplenentation of this specification
Maturity: Prototype

Coverage: The current version ('main’) inplenents functionality
simlar to that described in this specification, and will be revised,
wi th breaki ng changes to support the generation of exanple data to
support this specification

Li cense: Apache-2.0

| mpl enent ati on Experience: No interop testing has been done yet. The
code works as a proof of concept, but is not yet production ready.

Contact: Orie Steele (orie.steele@radeverifyd.con
D.2. Rust Prototype

Organi zation: SinplelLogin
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Pro

ernet - Draft SPI CE SD- CWI July 2025
Nane: github.com beltram esdi cawt (https://github.conm beltran
esdi cawt)

Description: An open-source Rust inplenentation of this specification
in Rust.

Maturity: Prototype

Coverage: The current version is close to the spec with the exception
of redacted claimkeys using a CBOR Si npl eVal ue as | abel instead of a
tagged key. Not all of the verifications have been inplenented yet.

Li cense: Apache-2.0

I mpl enent ati on Experience: No interop testing has been done yet. The
code works as a proof of concept, but is not yet production ready.

Contact: Beltram Mal dant (beltramietf.spice@m ne)

endi x E. Docunent History

Note: RFC Editor, please renpove this entire section on publication.
draft-ietf-spice-sd-cw-04

* Pl ace value before claimname in disclosures

* Use CBOR sinple value 59 for the redacted key clains

* Geatly inproved text around AEAD encrypted discl osures

* Applied clarifications and corrections suggested by M ke Jones.
* Do not update CW [ RFC8392].

* Use application/sd-cw nedia type and define +sd-cwt structured
suf fix.

* Made SHA-256 be the default sd_al g val ue.
* Created Verifiable Credential Type ldentifiers registry.

* Corrected places where O ai mNane was used when what was neant was
Cl ai m Key.

* Defined the To Be Redacted CBOR tag

* |n the SD-KBT, iss and sub are now f orbi dden
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E. 2.

Clarified text about aud

Descri bed Trust Lists

EDN Exanpl es are now in determnistic order
Expressed sone validation steps as a |ist
Clarified handling of nested clains

Fi xed the handling of the to be registered itens in the CDDL; nade
CDDL sel f consi stent

Fi xed sone references
draft-ietf-spice-sd-cw-03

remove bstr encoding fromsd_clains array (but not the individua
di scl osures)

clarify which clains are optional/mandatory
correct that an SD-CW nay have zero redacted clains
i mprove the wal kt hrough of conputing a di scl osure

clarify that duplicate map keys are not allowed, and how tagged
keys are represented.

added security considerations section (#42) and text about privacy
and linkability risks (#43)

regi ster SD-CAM and SD-KBT as content formats in CoAP registry
(#39)

updat ed nedi a types registrations to have nore useful contacts
(#44)

build nost of the values (signatures/salts/hashes/dates) in the
exanpl es automatically using a script that inplenents SD CAW

regenerate all exanples with correct signatures
add nested exanpl e

add optional encrypted disclosures
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E. 3.

*

E. 4.

E. 5.

draft-ietf-spice-sd-cw-02

KBT now i ncludes the entire SD-CAM in the Confirmati on Key CAI
(kewt) existing COSE protected header. Has al gorithm now
specified in new sd_al g COSE protected header. No nore sd_hash
claim (PR #34, 32)

Introduced tags for redacted and to-be-redacted cl ai mkeys and
el ements. (PR#31, 28)

Updat ed exanple to be a generic inspection certificate. (PR#33)
Add section saying SD-CW updates the COM spec (RFC8392). (PR#29)
draft-ietf-spice-sd-cw-01

Added Overvi ew section

Rewitten the main normative section

Made redacted_cl ai m keys use an unlikely to collide claimkey
i nt eger

Make cnonce optional (it now says SHOULD)
Made nost standard cl ai ns optional.

Consi stently avoid use of bare term"key" - to make crypto keys
and nmap keys cl ear

Make clear issued SD-CW can contain zero or nore redactions;
presented SD-CW can di scl ose zero, sone, or all redacted clains.

Clarified use of sd hash for issuer to hol der case.

Lots of editorial cleanup

Added Rohan as an author and Brian Canpbell to Acknow edgenents
Updat ed i npl enentati on status section to be BCP205-conpati bl e
Updat ed draft netadata

draft-ietf-spice-sd-cw-00

Initial working group version based on draft-prorock-spice-cose-
sd-cwt - 01.
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