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Abst ract

Thi s docunent registers Openl D Connect standard clainms al ready used
in JSON Wb Tokens for use in CBOR Wb Tokens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
spice.github.io/draft-ietf-spice-oidc-cw/#go.draft-ietf-spice-oidc-
cwt.html. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-spice-oidc-cw/.

Di scussi on of this docunent takes place on the Secure Patterns for
Internet CrEdentials Wrking Goup mailing |ist
(mailto:spice@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spice/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spicel.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-spice/draft-ietf-spice-oidc-cw.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Mal dant & Jones Expi res 3 Septenber 2026 [ Page 1]



Internet-Draft

This Internet-Draft w |l

Copyright Notice

Qpenl D Connect Standard Clains for CAM March 2026

expire on 3 Septenber 2026

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al ri

Thi s docunent is subject
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)

ghts reserved

to BCP 78 and the | ETF Trust’s Legal

in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 3
2. Conventions and Deflnltlons . 3
3. Openl D Connect C ains . 3
3.1. nane e 3
3.2. given_nane 3
3.3. fanily_name . 4
3.4. mddle_nane . 4
3.5. nicknane 4
3.6. preferred_ usernane 4
3.7. profile . 5
3.8. picture . 5
3.9. website . 5
3.10. emuil .o 5
3.11. emmil verified 5
3.12. gender 6
3.13. birthdate . 6
3.14. zoneinfo 6
3.15. locale .o 7
3.16. phone_nunber . . . . 7
3.17. phone_nunber verlfled . 7
3.18. address . . . 7
3.18.1. Address d a|m 8
3.19. updated_at e o
4. Security Cbn3|derat|ons e K¢
5. 1 ANA Considerations . . 10
6. References N ¢
6.1. Normative References . 0]
6.2. Informative References . . . . . . . . . . . . . . . .. 1
Appendi x A,  CDDL Schema 11
Acknowl edgnent s . . 13
Mal dant & Jones Expi res 3 Septenber 2026 [ Page 2]



I nternet-Draft Qpenl D Connect Standard Clains for CAM March 2026

Docurment History . . . . . . . . . . . . . . . . . . . . . . .. 13
Aut hors’ Addresses . . . . . . . . . . s 14
1. Introduction

Qpenl D Connect [Openl D.Core] is an authentication standard incl uding
standard clainms already in use for JSON Web Tokens (JW) [RFC7519].
CBOR Wb Tokens (CAW) [RFC8392] have a clains registry, but do not

i nclude nmost of these clainms. This draft ainms at unifying use of
Qpenl D Connect clainms in JWs and CW's.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Openl D Connect d ains

This section enunerates the clains defined and regi stered by Openl D
Connect. It includes the fields necessary for registration of the
equi valent CAT clains in the "CBOR Wb Token (CW) C ai ns"

[ ANA. CW. O ai ns] registry. The claimnanmes and descriptions are
substantially the same as those in [ Openl D. Core].

Note that while the "sub" claimis included in the table of clains in
Section 5.1 of [OpenID.Core], it is not included here because it is
already registered in the "CBOR Wb Token (CWI) d ai ns"

[ ANA. CWI. C ai s8] registry.

3. 1. name

Cl ai m Nanme: nane

Clai m Description: End-User’s full nane in displayable form
including all name parts, possibly including titles and suffixes,
ordered according to the End-User’s | ocal e and preferences.

JWI C ai m Name: nane

ClaimKey: TBD1l (170 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.2. given_nane

Clai m Nane: gi ven_nane
ClaimDescription: Gven nane(s) or first nanme(s) of the End-User.
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JWI C ai m Name: gi ven_nane

Cl ai m Key:
Cl ai m Val ue
Change Contr

TBD2 (171 suggested)
Type(s): text string
oller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.3. famly_name

Cl ai m Nane:
Cl ai m Descri

fam ly_name
ption: Surname(s) or |last name(s) of the End-User.

JWI CdaimNane: family nane

Cl ai m Key:
Cl ai m Val ue
Change Contr

TBD3 (172 suggest ed)
Type(s): text string
oller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.4. mddle_nane

Cl ai m Nane:
Cl ai m Descri

m ddl e_nane
ption: Mddle nane(s) of the End-User.

JWI Caim Nanme: m ddl e_nane

Cl ai m Key:
Cl ai m Val ue
Change Contr

TBD4 (173 suggest ed)
Type(s): text string
oller: [|ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.5. nicknane

Cl ai m Nane:
Cl ai m Descri

ni cknane
ption: Casual nane of the End-User that nay or may not

be the sane as the given_nane.
JWI d ai m Nanme: ni ckname

Cl ai m Key:
Cl ai m Val ue
Change Contr

TBD5 (174 suggest ed)
Type(s): text string
oller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.6. preferred_usernane

Cl ai m Nane:
Cl ai m Descri
referred

pref erred_user nane
ption: Shorthand nane by which the End-User w shes to be
to.

JWI C ai m Narme: preferred_username

Cl ai m Key:
Cl ai m Val ue
Change Contr

TBD6 (175 suggest ed)
Type(s): text string
oller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]
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3.7. profile

Claim Nanme: profile

ClaimDescription: URL of the End-User’s profile page.
JWI CaimName: profile

ClaimKey: TBD7 (176 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.8. picture

Claim Name: picture

ClaimDescription: URL of the End-User’s profile picture. This URL
MJUST refer to an inmage file, rather than to a Wb page cont ai ni ng
an i nage.

JWI ClaimName: picture

ClaimKey: TBD8 (177 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.9. website

Cl aim Name: website

ClaimDescription: URL of the End-User’s Wb page or bl og.
JWI Cd aim Nanme: website

ClaimKey: TBD9 (178 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.10. emil

Clai m Name: enmi |

ClaimDescription: End-User’s preferred e-mail address.
JWI C ai m Name: emi |

ClaimKey: TBD10 (179 suggested)

Cl aim Value Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.11. emil _verified

G aim Narme: emil _verified
ClaimDescription: True if the End-User’s e-mail address has been
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verified; otherwise false. Wen this CaimValue is true, this
means that the issuer of the CWM took affirmative steps to ensure
that this e-mail address was controlled by the End-User at the
time the verification was perforned. The neans by which an e-nmil
address is verified is context specific, and dependent upon the
trust framework or contractual agreenments within which the parties
are operating.

JWI CaimNanme: email _verified

ClaimKey: TBD11 (180 suggested)

Cl ai m Val ue Type(s): bool

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.12. gender

Cl ai m Nane: gender

Clai mDescription: End-User’s defined gender. Values defined by
this specification are fenale and male. (O her val ues MAY be used
when neither of the defined values are applicable.

JWI C ai m Name: gender

ClaimKey: TBD12 (181 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.13. birthdate

Claim Name: birthdate

Clai m Description: End-User’s birthday, represented as an
[1S0C8601 1] YYYY-MMDD fornmat. The year MAY be 0000, indicating
that it is omitted. To represent only the year, YYYY format is
all oned. Note that depending on the underlying platform s date
rel ated function, providing just the year can result in an
unpredi ctable nonth and day, so the inplenenters need to take this
factor into account to correctly process the dates.

JWI C aim Nane: birthdate

ClaimKey: TBD13 (182 suggested)

Claim Value Type(s): text string

Change Controller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.14. zoneinfo

Cl aim Name: zoneinfo

ClaimDescription: String fromI|ANA Ti me Zone Dat abase
[1 ANAt i mezones] representing the End-User’s tinme zone.

JWI d ai m Nanme: zoneinfo

ClaimKey: TBD14 (183 suggested)
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ClaimValue Type(s): text string
Change Controller: |ETF
Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.15. locale

Cl ai m Name: | ocal e

ClaimDescription: End-User’s locale, represented as a BCP47
[ RFC5646] | anguage tag.

JWI C aimNane: |ocale

ClaimKey: TBD15 (184 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.16. phone_nunber

Cl ai m Name: phone_nunber

ClaimDescription: End-User’'s preferred tel ephone nunber.
JWI' C ai m Name:  phone_nunber

ClaimKey: TBD16 (185 suggested)

ClaimValue Type(s): text string

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.17. phone_nunber_verified

Cl ai m Nane: phone_nunber _verified

ClaimDescription: True if the End-User’s phone nunber has been
verified; otherwise false. Wen this ClaimValue is true, this
means that the issuer of the CW took affirmative steps to ensure
that this phone nunmber was controlled by the End-User at the tine
the verification was perfornmed. The neans by which a phone nunber
is verified is context specific, and dependent upon the trust
framework or contractual agreenments within which the parties are
operating. Wen true, the phone _nunber C aim MJST conformthe to
syntax of the gl obal -nunber production in [ RFC3966], including any
ext ensi ons.

JWI' C ai m Name: phone_nunber _verified

ClaimKey: TBD17 (186 suggested)

Claim Val ue Type(s): boo

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [OpenlD. Core]

3.18. address

Cl ai m Name: address
ClaimDescription: End-User’s preferred postal address.
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JWI C ai m Nane: address

ClaimKey: TBD18 (187 suggested)

Cl aim Val ue Type(s): map

Change Controller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

3.18.1. Address Caim

To further reduce the size of this prevalent and | arge claim these
unsigned integer labels for its nmenbers are defined:
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| Nare Label Type | Description |
[ ool sy oo e oo sy o}
formatted 1 t ext Ful | mailing address,
i formatted for display or use

I I
I I
| on amailing label. This |
| field MAY contain multiple |
| lines, separated by |
| newines. Newines can be |
| represented either as a |
| carriage return/line feed |
| pair ("\r\n") or as a single |
| line feed character ("\n"). |

| street_address | 2 | text | Full street address |
| | | string | component, which MAY incl ude |
| | | | house nunber, street nane, |
| | | | Post Office Box, and nulti - |
| | | | line extended street address |
| | | | information. This field MAY |
| | | | contain nultiple lines, |
| | | | separated by new i nes. |
| | | | New ines can be represented |
| | | | either as a carriage return/ |
| | | | line feed pair ("\r\n") or |
| | | | as a single line feed |
| | | | character ("\n"). |
S AR, S SRR oo m e e e e e e e e e e ao - +
| locality | 3 | text | Gty or locality conponent. |

| | string | |
. Fommma - Fommmaa - T +
| region | 4 | text | State, province, prefecture, |

| | string | or region conponent. |
S AR, S SRR oo m e e e e e e e e e e ao - +
| postal code | 5 | text | Zip code or postal code |
| | | string | conponent. |
. Fommma - Fommmaa - Fem e eemeeieeeeeeciicmaeccceaaaas +
| country | 6 | text | Country name comnponent. |
I I | string | I
S AR, S SRR oo m e e e e e e e e e e ao - +

Table 1: Address |abels
We strictly map the definition of claims in Section 5.1.1 of

[Openl D.Core]: all the clainms are optional and "formatted" can either
be used instead of, or in addition to all the other fields.
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3.

6.

6.

1

1.

9. updated_at

Cl ai m Name: updat ed_at

ClaimDescription: Tinme the End-User’s information was | ast updated.
Its value is a NunericDate as defined in Section 2 of [RFC8392].

JWI Cl ai m Name: updat ed_at

ClaimKey: TBD19 (188 suggested)

Claim Value Type(s): integer or finite floating-point nunber

Change Controller: |ETF

Speci fication Docunment(s): Section 5.1 of [OpenlD. Core]

Security Considerations

Thi s docunent registers existing Openl D Connect standard cl ains

al ready used in JSON Wb Tokens [ RFC7519] for use in CBOR Wb Tokens
[ RFC8392] without changing their semantics. The Security and Privacy
Consi derations respectively of Sections 16 and 17 of [ Openl D. Cor €]

al so apply.

| ANA Consi der ati ons

I ANA is requested to register the CW clains defined in Section 3 in
the "CBOR Wb Token (CWI) dains" registry [| ANA CW. d ai ns] .

[[ Note to the RFC Editor: Please renove this instruction to | ANA
foll owi ng successful | ANA registrations.

In case any of the suggested code points would have been cl ai ned by
the tinme the | ESG approves the docunment for publication as an RFC,
I ANA i s asked to assign O aimKey values fromthe 170-256 range. ]]

Ref er ences
Nor mat i ve Ref erences

[1 ANA. CW. d ai 8]
| ANA, "CBOR Wb Token (CW) d ains",
<https://wwv. i ana. or g/ assi gnnent s/ cwt >.

[ 1 ANAt i mezones]
"I'ANA time zones", n.d.,
<https://ww. iana.org/time-zones>.

[1S08601 1]
"1 S08601-1", n.d.,
<https://ww. i so. org/standard/ 81801. ht m >.
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[ Openl D. Cor €]
Sakimura, N., Bradley, J., Jones, M B., Medeiros, B. de.,
and C. Mortinore, "OpenlD Connect Core 1.0 incorporating
errata set 2", 15 Decenber 2023,
<htt ps:// openi d. net/ specs/ openi d- connect-core-1 0. ht >.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC3966] Schul zrinne, H, "The tel URI for Tel ephone Nunbers",
RFC 3966, DO 10. 17487/ RFC3966, Decenber 2004,
<https://www. rfc-editor.org/rfc/rfc3966>.

[ RFC5646] Phillips, A, Ed. and M Davis, Ed., "Tags for ldentifying
Languages", BCP 47, RFC 5646, DO 10. 17487/ RFC5646,
Sept enber 2009, <https://www. rfc-editor.org/rfc/rfc5646>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8392] Jones, M, Wahlstroem E., Erdtnman, S., and H. Tschofenig,
"CBOR Wb Token (CWN)", RFC 8392, DO 10.17487/ RFC8392,
May 2018, <https://ww.rfc-editor.org/rfc/rfc8392>.

6.2. Informative References

[ CDDL] Bi rkhol z, H., Vigano, C., and C. Bornmann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://wwww. rfc-editor.org/rfc/rfc8610>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakinmura, "JSON Web Token
(Jwn", RFC 7519, DO 10.17487/RFC7519, May 2015,
<https://www. rfc-editor.org/rfc/rfc7519>.

Appendi x A  CDDL Schema

The foll owi ng CDDL Schema [CDDL] includes exanple values for each
item
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oidc-clains = {
? & sub: 2) N =>tstr,

& nanme: TBD1) "~ => tstr,
&(gi ven_nane: TBD2) ~ => tstr,

& fam |y nane: TBD3) ~ => tstr,
& m ddl e_nane: TBD4) ~ => tstr,
&(ni cknanme: TBD5) ~ => tstr,

&(preferred_username: TBD6) *

& profile: TBD7) N => tstr,
& picture: TBDB) ~ => tstr, ;
& website: TBDO) N => tstr, ;
& email: TBD10) ~ => tstr,

& email|l verified: TBD11l) "~ =>
&(gender: TBD12) "~ => tstr,
& birthdate: TBD13) ~ => tstr,
& zonei nfo: TBD14) "~ => tstr,
&(l ocal e: TBD15) "~ => tstr,
& phone_nunber:

&( addr ess:
&(updat ed_at :

RS RIS TR BV BELO BECG RIS IS BEIS BECS BELO BEES RIS RIS BRSO BESO BECS RIS BN |

}

address_type = {
? & formatted: 1) N => tstr,
; "1234 Hol | ywood BI vd\ n"
; "Los Angel es CA 90210\ n"
;" USA"

? &(street_address: 2) N => tstr,
? &locality: 3) ~ => tstr,
? &(region: 4) N => tstr,
? &(postal code: 5) N => tstr,
? & country: 6) N => tstr,

}

TBD1 = 170

TBD2 = 171

TBD3 = 172

™BD4 = 173

TBD5 = 174

TBD6 = 175

TBD7 = 176

TBD8 = 177

TBD9 = 178

TBD10 = 179

TBD11 = 180

TBD12 = 181

TBD13 = 182

Mal dant & Jones
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=> tstr,
; "https://exanple.org/about.htm"”
"https://exanpl e. org/ avat ar. png"
"https://exanpl e. org"

bool ,

TBD16) ~ => tstr,
&(phone_nunber _verified: TBD17) ~ => bool, ;
TBD18) ~ => address_type,

TBD19) ~ => int / float, ;

Expi res 3 Septenber 2026
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; "https://device. exanpl e”

. "Jane Doe"
;o "Jane"
. " Doe"

. "Ellen"
o "Janet”
; "j.doe"

"j anedoe@xanpl e. cont
true

"femal "

"1970- 03- 22"
"Ameri cal/ Los_Angel es"
"en_US"
"+1(425)555-1212"
true

’
’
’
3
3
’
’

1730123071

"1234 Hol | ywood Boul evard"
"Los Angel es"

n %II

"90210"

"United States of Anerica"
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TBD14
TBD15
TBD16
TBD17
TBD18
TBD19
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183
184
185
186
187
188

Figure 1: A CDDL description of each claim
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