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Abst ract

Thi s specification establishes a URN nanespace for G.obal Unique
Enterprise (GLUE) Identifiers. This enables URN identifiers to be
used for businesses and organi zations. |t enabl es organizati onal
identities fromexisting authorities to be represented within this
URN namespace.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
spice.github.io/draft-ietf-spice-glue-id/draft-ietf-spice-glue-
id.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-spice-glue-id/.

Di scussion of this docunent takes place on the Secure Patterns for
Internet CrEdentials Wrking Goup nmailing list
(mailto:spice@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/spice/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spice/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-spice/draft-ietf-spice-glue-id.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

There are myriad entity identifier types for businesses and

organi zations. Wth the increasing use of digital credentials, there
is a need for a common net hodol ogy for expressing these identifiers
such that clains about and by such entities can be nade in a

consi stent and i nteroperabl e manner.

Thi s specification establishes a URN namespace that standardizes the
expression of existing organizational entity identifiers by providing
a conmon representation format. It also establishes an | ANA registry
for managi ng how exi sting organi zational entity identification
mechani sms relate to this nanespace.

Any organi zational entity identifier whose identification nechani sm
has been registered as an Authority Identifier in the registry may be
represented as a GLUE URI

1.1. Requirements Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy
Thi s specification uses the follow ng terns:

GLUE URI: a URI that uses the GLUE URN namespace established in this
speci fication.

Authority ldentifier: identifier for the External Authority
responsi ble for assigning the External ldentifiers used in GLUE
URI's over which it has jurisdiction

External ldentifier: identifier assigned by an External Authority to
identify a particular organization within GLUE URIs with Authority
Identifier(s) over which it has jurisdiction

External Authority: an organization that allocates Externa

Identifiers over which it has jurisdiction that are used in GLUE
URIs with its Authority ldentifier(s).
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2. Core Concepts
Every GLUE URI MUST contain the foll ow ng conponents:
* The Authority Ildentifier
*  The External Identifier
2.1. Uni queness and Namespaci ng
Each GLUE URI MJST be gl obal | y uni que.

An organi zation can be identified by nultiple GLUE URIs, but each
GLUE URI can only refer to a single organization

It is assuned that nobst registered organi zational entity
identification schenes already handl e any necessary nanespaci ng as
part of the External ldentifier. However, if collisions are possible
within the set of possible external identifiers for an Authority
Identifier schene, then further nanespacing is necessary at the GLUE
URI level. Such namespaci ng MJUST be done using the Authority
Identifier. The conbination of the Authority ldentifier and the
External ldentifier MJST result in a unique GLUE URI.

For exanple, assume there is an External Authority FEA that provides
identifiers for organizations in Singapore and South Korea. The
identifiers issued in Singapore are unique within Singapore, and the
identifiers issued in South Korea are unique within South Korea, but
there is no guarantee that an organi zation in Singapore will not be
assigned the sanme identifier as an organization in South Korea. Upon
registration of FEA as an Authority ldentifier, it would be necessary
to separately register two different Authority Identifiers (e.g.,

FEA- SG and FEA-KR) to provide differentiation between the two sets of
External ldentifiers

3. GLUE WRI's

GLUE URIs conply with [RFC3986]. They begin with urn:glue: and are
foll owed by an Authority ldentifier, a colon character (":"), and the
External ldentifier allocated by the authority.

Authority ldentifiers consist of a sequence of characters beginning
with a letter or digit and foll owed by any conbination of letters,
digits, plus ("+"), hyphen ("-"), or period ("."). Although
Authority ldentifiers are case-insensitive, the canonical formis

| owercase and docunments that specify Authority ldentifiers nust do so
with | owercase letters. An inplenentation should accept uppercase
letters as equivalent to |lowercase in Authority ldentifier nanes
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(e.g., allow "EXAMPLE" as well as "exanple") for the sake of

robust ness but should only produce | owercase Authority ldentifier
nanes for consistency. There is alimt of 50 characters for the

Il ength of an Authority ldentifier. The ABNF [ RFC5234] for Authority
Identifiers is:

authority-identifier = (ALPHV DIGT) *49( ALPHA / DIGT [ "+" [ "-" |
II.II )

External ldentifiers consist of a sequence of characters beginning
with a letter or digit or hyphen ("-") and foll owed by any

conbi nation of letters, digits, plus ("+"), hyphen ("-"), or period
("."). Adigit or hyphen is allowed as the first character to pernmit
the case where the External ldentifier is the representation of a
nunber. It is specific to the Authority Identifier whether the
External ldentifiers are case-insensitive or case-sensitive. Wen
they are case-insensitive, the canonical formis | owercase and
docunents that specify External Identifiers nust do so with | owercase
letters. There is a lint of 1000 characters for an Externa
Identifier. The ABNF [RFC5234] for External ldentifiers is:

external -identifier = ( ALPHA/ DIAT / "-" ) *999( ALPHA / DIGAT /
B D

Conbi ni ng these, the ABNF [ RFC5234] for a GLUE URI is:

glue-uri = "urn:glue:" authority-identifier external -identifier
For exanple, the following is a GLUE URI using the Authority
Identifier "pen" and the External ldentifier "32473". This exanple
uses the Enterprise Number "32473" reserved for docunentation in

[ RFC5612] .

urn: gl ue: pen: 32473

A GLUE URI is defined over the restricted US-ASCI| syntax specified
in this section. Percent-encoding is not permtted. Consequently,
GLUE URI's do not support representation of External ldentifiers whose
canoni cal formincludes non-ASCI| characters. This specificationis
therefore limted to identifier systens whose canonica
representations are fully within the permtted character set.

The Authority Identifier MJUST be registered in the GLUE URI Authority
Identifier registry defined in Section 7.1. The External ldentifier
MJST be the identifier assigned to the organization by the Externa
Aut hority.
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4. G.UE Authority ldentifiers

This section defines the GLUE Authority Identifiers listed in
Tabl e 1.

| Organization | Authority | External Authority Specification

| | Identifier | |
[S oo sl oo oo e e s
| GS1 | gln | https://ww.gsl. org/standards/id-

| | | keys/gln |
oo s Fom e e o - S +
| GLEIF | lei | https://ww.iso.org/ |
| | | standard/ 78829. htm |
o e e - R o e e e e e e e e e e e e e o m o +
| Dun & | duns | https://ww. dnb. conf duns. ht m |
| Bradstreet | | |
oo s Fom e e o - S +
| Private | pen | https://ww.iana.org/assi gnments/

| Enterprise | | enterprise-nunbers |
| Numbers | | |
R R o e e e e e e e e e e e e oo oo +
| I'SO1EC 6523 | is06523 | https://ww.iso.org/ |
| | | standard/82246. htm |
o e e o - T o m m e e e e e e e e e e e eo oo s +

Table 1: Defined GLUE Authority Identifiers

These are registered in the GLUE Authority Identifier URN Registry in
Section 7. 1.

4.1. Equivalence to Simlar URs

A GLUE URI is an identifier in a distinct URN nanespace. By default,
a GLUE URI is not equivalent to any other URI, including a UR
defined by the referenced authority’s own namespace. Equival ence
between a GLUE URI and a non-GLUE URI exists only when explicitly
specified for a given Authority Identifier. Inplenmentations and
relying parties MJUST NOT assume equi val ence between GLUE URI s and
non- GLUE URIs unl ess such equivalence is explicitly defined by the
authority or docunented in the relevant registry entry.
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4.

6

7

1.1. LEI URNs

[LEI-1 ANA] registers a URN nanespace for Legal Entity Identifiers
(LEI's). This nmeans that LEls can be represented as URNs in at |east
two ways. Therefore there is an equival ence between a GLUE URI with
an "lei" Authority Identifier and an LEI URN, provided the 20-digit
LEI Code of the LEI URN is identifical to the External Identifier of
the GLUE URI. For example, "urn:lei:| NRREJNLERANOWSZP974" i s

equi val ent to "urn:glue:lei: | NR2EJNLERANOWSZP974"

Security Considerations

The security considerations inherent to using URNs apply. Security
considerations for URNs can be found in [ RFC2141].

The gl obal uni queness of GLUE URI's prevents situations in which the
sanme identifier is allocated in different |ocal nanespaces and cannot
be di sanbi guat ed when used. For instance both Canadi an and

Si ngaporean organi zation registries might use the local identifier
"42", but with these referring to different organizations. Enbedding
these local identifiers in GLUE URI s enabl es di sanbi guati on

Privacy Consi derations

.1. Private ldentifiers as Corporate ldentifiers

There are sone corporate identifiers that make use of persona
identifiers. For exanple, this is the case for sone regi stered sol e-
proprietor businesses in the United States, where the Tax I D may be
the sane as the Social Security Nunber (SSN) of the business owner
Where the Tax I D uniquely identifies the business, the SSN uni quely

i dentifies an individual

It is possible for such business identifiers to be represented as
GLUE URIs. An identifier's expression as a GLUE URI does not change
the privacy characteristics of that identifier. The sanme cautions
and concerns need to be taken with the GLUE URI representation as
with the original identifier.

I mpl enenters storing or evaluating GLUE URIs are encouraged to be
aware the privacy characteristics of each identification schene
represented by an Authority ldentifier and to appropriately handl e
any GLUE URI which violates privacy policies.

| ANA Consi der ations
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7.1. CGLUE Authority ldentifier URN Registry

Thi s specification establishes the | ANA "GLUE Authority Ildentifier
URN' registry creating a URN nanespace for Authority ldentifiers for
GLobal Unique Enterprise (GLUE) ldentifiers.

Each entry registers the URN for an Authority Identifier within the
"urn:glue:" nanespace. The organi zation responsible for the
Authority ldentifier is recorded.

I ANA is requested to create the "GLobal Unique Enterprise (GUE)
Identifiers" registry group |located at

https://ww. i ana. org/ assi gnments/ gl ue-identifiers/ and place this
registry there.

Val ues are registered on a Specification Required (Section 4.6 of

[ RFC8126]) basis after a two-week review period on the spice-ext-
review@etf.org mailing list, on the advice of one or nore Designated
Experts. However, to allow for the allocation of values prior to
publication of the final version of a specification, the Designated
Experts may approve registration once they are satisfied that the
specification will be conpleted and published. However, if the
specification is not conpleted and published in a tinely manner, as
determ ned by the Designated Experts, the Designated Experts nmay
request that | ANA withdraw the registration

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register URN
urn: gl ue: exanpl e").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. The Designated Experts verify that a
specification exists. Experts are encouraged to be biased towards
approving registrations unless they are abusive, frivolous, or
actively harnful (not nerely aesthetically displeasing or
architectural |l y dubi ous).

Deni al s shoul d include an expl anation and, if applicable, suggestions
as to how to make the request successful. |If the designated experts
are not responsive, the registration requesters should contact | ANA
to escal ate the process.
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Criteria that should be applied by the Designated Experts includes
det erm ni ng whether the proposed registration duplicates existing
functionality, determning whether it is likely to be of genera
applicability or whether it is useful only for a single application,
and whether the registration references an existing organi zationa
registry operated by an External Authority identified by the proposed
Authority ldentifier.

I ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
list.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly-informed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

The reason for the use of the mailing list is to enable public review
of registration requests, enabling both Designated Experts and ot her
interested parties to provide feedback on proposed registrations.

The reason to allow the Designated Experts to allocate val ues prior
to publication as a final specification is to enable giving authors
of specifications proposing registrations the benefit of review by
the Designated Experts before the specification is conpletely done,
so that if problens are identified, the authors can iterate and fix
them before publication of the final specification

7.1.1. Registration Tenplate

Authority ldentifier: identifier for the External Authority
responsi ble for assigning the External ldentifier used in GLUE
URIs. This identifier is not case sensitive and any letters MJST
be expressed in | owercase characters. |t MJST consist of a
sequence of characters with a mazinumlength of 50, beginning with
a letter and followed by any combination of letters, digits, plus
("+"), period ("."), or hyphen ("-").

URN: The URN within the "urn:glue:" nanespace consisting of
"urn:glue:" followed by the Authority Identifier

Organi zation: The organi zation responsible for the Authority
I dentifier.

Change Controller: For |ETF stream RFCs, use "IETF". For others,
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give the nane of the responsible party. Oher details (e.g.,
postal address, e-mmil address, or home page URI) may al so be
i ncl uded.

Speci fication Docunment(s): Reference to the docunent or docunents
that specify the Authority ldentifier to be registered, preferably
i ncluding URLs that can be used to retrieve the docunents. An
i ndi cation of the relevant sections may al so be included, but is
not required.

7.1.2. Initial Registry Contents
7.1.2.1. gln

Authority ldentifier: gln

URN: urn:glue:gln

Organi zation: GS1

Change Controller: |ETF

Speci fication Docunent(s): Section 4 of this specification, [GN|

7.1.2.2. lei

Authority ldentifier: lei

URN:  urn:glue:lei

Organi zation: GEIF

Change Controller: |ETF

Speci fication Docunment(s): Section 4 of this specification, [LE],
[ LEI - | ANA]

7.1.2.3. duns

Authority ldentifier: duns

URN: urn: gl ue: duns

Organi zation: Dun & Bradstreet

Change Controller: |ETF

Speci fication Docunment(s): Section 4 of this specification, [DUNS]

7.1.2.4. pen

Authority ldentifier: pen

URN: urn: gl ue: pen

Organi zation: Private Enterprise Nunbers

Change Controller: |ETF

Speci fication Docunment(s): Section 4 of this specification, [PEN,
[ RFCO371]
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7.1.2.5. is06523

Authority ldentifier: is06523

URN: urn:glue:iso6523

Organi zation: |1SQO | EC 6523

Change Controller: |ETF

Speci fication Docunent(s): Section 4 of this specification,
[1S06523]

7.2. URN Nanespace Registration

This specification registers the following URN in the | ANA "For mal
URN Namespaces" registry [I ANA URN] established by [ RFC8141].

7.2.1. urn:glue

Nanespace Identifier: glue

Version: 1

Date: 2026-03-02

Regi strant: |ETF

Purpose: GLobal Unique Enterprise (GUE) identifier nanespace,
established by [[ this specification ]]

Syntax: As specified in the glue-uri ABNF entry in Section 3 of []
this specification ]]

Assignnent: Specification Required (Section 4.6 of [RFC8126]) basis

Security and Privacy: G.LUE URNs are public identifiers for public
entities.

Interoperability: G.LUE URNs encapsul ate other existing identifier
nanespaces. Therefore, they provide a globally unique equival ent
to identifiers within those |ocal nanespaces. Sone of those
nanespaces may al so utilize URNs.

Resol ution: Resolution of GLUE URNs, which are identifiers, is not
per f or med.

Docunentation: [[ this specification ]]

Addi tional Information: NA

Revi sion Information: NA
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