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1. Introduction

Thi s docunent describes a set of practices for automatically
connecting | Pv6 stub networks to adjacent infrastructure networks.
The connection is enabled through a Stub Network Auto-Configuring
router, or SNAC router. There are several use cases for stub
networks. Mdtivating factors include:

* I nconpatible speed: for exanple, an | EEE 802. 15.4 network coul d
not be easily bridged to a WF network because the data rates are
so dissimlar. So either it nmust be bridged in a very conplicated
and careful way to avoid overwhel ming the 802.15.4 network with
irrelevant traffic, or the 802.15.4 network needs to be a separate
subnet .

* |Inconpatible nmedia: for exanple, a constrained 802.15.4 network
connected as a stub network to a WFi or ethernet infrastructure
network. In the case of an 802.15.4 network, it is quite possible
that the devices used to link the infrastructure network to the
stub network will not be conceived of by the end user as routers.
Consequently, we cannot assune that these devices will be on all
the tine. A solution for this use case will require sone sort of
commi ssi oni ng process for stub routers, and can’'t assune that any
particular stub router will always be avail able; rather, any stub
router that is available nust be able to adapt to current
conditions to provide reachability.

* | nconpati bl e mechani sns: the nedium of the stub network nay not,
for exanpl e, use neighbor discovery to popul ate a nei ghbor table.
If the infrastructure network (as is typical) does use nei ghbor
di scovery, then bridging the two networks together would require
some way of translating between nei ghbor di scovery and what ever
mechani smis used on the stub network, and hence conplicates
rat her than sinplifying the problem of connecting the two
net wor ks.
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* Inconpatible franming: if the stub network is a 6l owpan [ RFC4944]
net wor k, packets on the stub network are expected to use 6l owpan
header conpression [RFC6282]. Mking this work through a bridge
woul d be very difficult.

*  Conveni ence: end users often connect devices to each other in
order to extend networks

* Transitory connectivity: a nobile device acting as a router for a
set of co-located devices could connect to a network and gain
access to services for itself and for the co-|ocated devices.
Such a stub network is unlikely to have nore than one stub router

VWhat makes stub networks a distinct type of network is sinply that a
stub network never provides transit between networks to which it is
connected. The term"stub" refers to the way the network is seen by
the link to which it is connected: there is reachability through a
stub network router to devices on the stub network fromthe
infrastructure link, but there is no reachability through the stub
network to any |ink beyond that one.

Elimnating transit routing is not intended to be seen as a virtue in
itself, but rather as a sinplifying assunption that nmakes it possible
to solve a subset of the general problemof automating nmulti-Iink
networks. Stub networks nay be globally reachable, or nmay be only

Il ocally reachable. A host on a locally reachable stub network can
only interoperate with hosts on the network link(s) to which it is
connected. A host on a globally reachabl e stub network should be
able to interoperate with hosts on other network links in the sane
infrastructure as well as hosts on the global internet.

It may be noted that just as you can plug several CE Router devices
together in series to formnulti-layer NATs, there is nothing
preventing the owner of a stub network router fromattaching it to a
stub network as if that network were its infrastructure network. In
the case of an I oT wirel ess network, there may be no way to do this,
nor would it be desirable, but a stub router that uses ethernet on
both the infrastructure and stub network sides could be connected
this way. Nothing in this docunent is intended to prevent this from
bei ng done, but neither do we attenpt to solve the problens that this
coul d create.

The goal of this document is to describe the miniml set of changes
or behaviors required to use existing | ETF specifications to support
the stub network use case. The result is intended to be depl oyabl e
on existing networks w thout requiring changes to those networks.
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1.1. Interoperability Coals

The specific goal is for hosts on the stub network to be able to
interoperate with hosts on the adjacent infrastructure link or |inks.
What we nean by "interoperate" is that a host on a stub network:

* is discoverable by hosts attached to adjacent infrastructure |inks

* is able to discover hosts attached to adjacent infrastructure
I'i nks

* jis able to discover hosts on the |nternet

* is able to acquire an I P address that can be used to conmunicate
with hosts attached to adjacent infrastructure |inks

* has reachability to the hosts attached to adjacent infrastructure
I'i nks

* is reachable by hosts on the adjacent infrastructure |ink
* is able to reach hosts on the |nternet

Di scoverability here neans "di scoverabl e using DNS, or DNS Service

Di scovery". DNS Service Discovery includes nulticast DNS [ RFC6762] .
As an exampl e, when one host connected to a specific WFi network

wi shes to discover services on hosts connected to that same WFi
network, it can do so using nulticast DNS. Simlarly, when a host on
sone ot her network wi shes to discover the same service, it must use
DNS- based DNS Service Discovery [RFC6763]. In both cases,

"di scoverabl e using DNS" neans that the host has one or nore entries
in the DNS that serve to make it discoverable.

We | unp discoverability in with reachability and addressability, both
of which are essentially Layer 3 issues. The reason for this is that
it does us no good to automatically set up connectivity between stub
network hosts and infrastructure hosts if the infrastructure hosts
have no neans to |l earn about the availability of services provided by
stub network hosts. For stub network hosts that only consume cl oud
services this will not be an issue, but for stub networks that
provi de services, such as |0oT devices on stub networks with

i nconpati bl e media, discoverability is necessary in order for stub
networ k connectivity to be useful

Ability to acquire an I P address that can be used to conmunicate

means that the I P address a host on the stub network acquires can be
used to conmunicate with it by hosts not on the stub network.
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Reachability to hosts on adjacent infrastructure |inks means that
when a host (A) on the stub network has a datagram destined for the

| P address of a host (B) on an adjacent infrastructure |ink, host (A)
knows of a next-hop router to which it can send the datagram so that
it will ultimately reach host (B) on the infrastructure network.

Reachability from hosts on adjacent infrastructure |inks nmeans that
when host (A) on an adjacent infrastructure |link has a datagram
destined for the I P address of a host (B) on the stub network, a
next-hop router is known by host (A) such that, when the datagramis
sent to that router, it will ultimately reach host (B) on the stub
net wor k.

To achieve the reachability goal described above, this docunent
assunes hosts attenpting to reach destinations on the stub network
mai ntain a routing table - Type C hosts as defined in Section 3.1 of
[ RFC4191]). Type A and Type B hosts are out-of-scope for this
docunent .

1.2. Usability Goals

In addition to the interoperability goals we’'ve descri bed above, the
addi tional goal for stub networks is that they be able to be
connected automatically, with no user intervention. The experience
of connecting a stub network to an infrastructure network shoul d be
as straightforward as connecting a new host to the sane

i nfrastructure network.

SNAC routers can be attached to any network. However, there are
networ k configurations where a SNAC router will not work. An
anal ysi s of networks where SNAC routers could be attached is provided
i n Appendi x A

2. dossary
Node: A device that inplenents |Pv6.

Router: A node that forwards | Pv6 packets not explicitly addressed
toitself. (See Note in Section 2 of [RFC8200].)

Host: Any node that is not a router. (See Note in Section 2 of
[ RFC8200] .)

Addressability: The ability to associate each node on a link with
its own |Pv6 address.

Reachability: G ven an |IPv6 destination address that is not on-1link
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for any link to which a node is attached, the information required
that allows the node to send packets to a router that can forward

those packets towards a |ink where the destination address is on-

I'ink.

Adj acent Infrastructure Link (AIL): any link to which a stub network
router is directly attached, that is part of an infrastructure
network and is not the stub network.

Customer Edge (CE) Router: CE Router is defined in [RFC7084]. A CE
router is a device that is intended to connect a single uplink
network to a Local -Area Network. A CE router nay be provided by
an | SP and only capabl e of connecting directly to the ISP s neans
of service delivery, e.g. Cable or DSL, or it may have an et hernet
port on the WAN side and one or nore ethernet ports, plus WFi, on
t he LAN si de.

Infrastructure network: the network infrastructure to which a stub
router connects. This network can be a single Iink, or a network
of links. The network is typically formed by a CE router, which
may al so provi de sonme services, such as a DNS resol ver, a DHCPv4
server, and a DHCPv6 prefix del egation server, for exanple.

O f - St ub- Net wor k- Rout abl e (OSNR) Prefix: a prefix advertised on the
stub network that can be used for comrmunication with hosts not on
the stub network.

Stub Network: A network link that is connected by one or nore Stub
Routers to an AIL an infrastructure network, but is not used for
transit between that |ink and any other link. Section 2.1 of
[ RFC2328] describes the distinction between stub networks and
transit networks from a topol ogi cal perspective: a stub network is
simply any network that does not provide transit within a routing
fabric. There is reachability through a stub network router to
hosts on the stub network, but there is no reachability through
the stub network to any |ink beyond the stub network Iink

Stub Router: A router that provides connectivity between a stub
network and an infrastructure network. A stub router may al so
provi de connectivity between other networks: the term "stub
router"” refers specifically to its role in providing connectivity
to a stub network. For exanple, a CE Router nay provide
connectivity between a provider network (WAN) and a network (LAN),
while at the same time providing connectivity between the LAN and
a stub network. \What distinguishes the LAN fromthe stub network
inthis case is that the LANis potentially a candidate to act as
a transit network to reach other routers, whereas the stub network
i s not.
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SNAC Router: A Stub Network Auto-Configuring (SNAC) Router. This is
a stub router that inplenents the autoconfiguration methods
defined by this specification. By definition, a CE router can't
be a SNAC router, because it is an infrastructure router, and
therefore has operational control over its stub networks.

RA Beacon: A Router Advertisenment (RA) message that is multicast on
a link so that hosts can see that the router is still present.
This is in contrast to a unicast RA nmessage sent in response to
the Router Solicitation nessage.

ULA Site Prefix: A Unique Local Address /48 prefix [ RFC4193]
random y generated by each SNAC router for use in allocating ULA
Link Prefixes to the stub network and the adjacent infrastructure
I'ink.

ULA Link Prefix: A Unique Local Address /64 prefix allocated from
the ULA site prefix. SNAC routers can use ULA Link prefixes to
provi de addressability on the stub network and/or adjacent
infrastructure link as needed. |If a SNAC router is doing NAT64,
the NAT64 prefix is also a ULA Link Prefix. A total of 65,536 ULA
link prefixes can be allocated fromthe ULA Site prefix.

3. Constants

This section describes the neaning of and gives default val ues for
various constants used in this docunent.

STALE RA TIME (default: 10 minutes): The amobunt of tine that can
pass after the last tine a Router Advertisenent nmessage froma
particul ar router has been received before we assunme the router is
no longer present. This is a stopgap in case the router is
reachabl e but has silently stopped advertising a prefix; this
situation is unlikely, but if it does happen, new devices joining
the infrastructure network will not be able to reach devices on
the stub network until the SNAC router decides that the router
that advertised the suitable prefix is stale.

STUB_PROVI DED_PREFI X_LI FETI ME (default: 30 mnutes): The valid and
preferred lifetinme the SNAC router will advertise. This should be
| ong enough that a host is actually willing to use it, and
obvi ously should al so be I ong enough that a missed RA will not
cause the host to stop using it. The values suggested here all ow
ten RAs to be missed before the host will stop using the prefix.

RA BEACON | NTERVAL (default: 3 minutes): How often the SNAC router
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will transmit an RA beacon. This should be frequent enough that a
m ssed Router Solicitation nmessage (e.g. due to congestion on a
WFi link) will not result in an extremely | ong outage (assum ng
the congestion passes before the RAis sent, of course).

PREFI X_DELEGATI ON_| NTERVAL (default: 30 mnutes): The lifetime a
SNAC router should request for a DHCPv6-del egated prefix. The
longer this is, the nore prefixes will be consumed on a network
where SNAC routers are not stable. The lifetime here is chosen to
be | ong enough that a reboot of the DHCP server will not prevent
the prefix being renewed. It happens to coincide with the val ue
of STUB_PROVI DED PREFI X LI FETI ME, but the two should not be
consi dered to be equival ent.

MAX_FLAGS COPY_TIME (default: 150 minutes): The maxi mumtime period,
after receiving an RA, that a SNAC router can copy flag bit val ues
fromthe header of this RA for use inits ow transnitted RAs.

MAX_SUI TABLE REACHABLE TI ME (default: 60 seconds): The maxi mum
Reachabl eTi me value that a router can have in the Nei ghbor
Tabl e before any suitable prefixes it has advertised are no | onger
consi dered suitable.

STUB_NETWORK REACHABLE TI ME (default: 30 nminutes) The reachable tine
that will be specified in Route Information Options sent by the
SNAC rout er

4. Conventions and Term nol ogy Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

5. Support for adjacent infrastructure |inks

We assune that the AL supports Nei ghbor Discovery [RFC4861], and
specifically that routers and on-link prefixes can be advertised
usi ng Router Advertisenent nmessages and di scovered usi ng Nei ghbor
Solicitation nmessages. The stub network |ink nay al so support this,
or may use sone different nechanism This section specifies how
advertisement of the on-link prefix for such links is nanaged. In
this section we will use the term"Advertising Interface" as
described in Section 6.2.2 of [RFC4861].
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Support for AILS on networks where Nei ghbor Discovery is not
supported is out of scope for this document. SNAC routers do not
provi de routing between AlLs when connected to nore than one such
I'ink.

5.1. Managi ng addressability on an adjacent infrastructure |ink

In order to provide IPv6 routing to the stub network, |Pv6 addressing
must be avail able on each AIL. Ildeally such addressing is already
present on these |links, and need not be provided. However, if it is
not present, the SNAC router nust provide it.

5.1.1. Suitable On-Link Prefixes

SNAC routers must evaluate prefixes that are advertised on-link as to
their suitability for use in comunicating with devices on the stub
network. If no suitable prefix is found, a SNAC router MJST
advertise one.

An on-link prefix is considered suitable if it is advertised on the
link in a Prefix Information option ([RFC4861], Section 4.6.2) with
the following Prefix Information option header val ues:

* Prefix Length value is 64,
* 'L’ flag bit is set and

* either the "A flag bit or the "P flag bit
[I-D.ietf-6man-pio-pflag] is set, and

* Preferred Lifetinme of 30 m nutes or nore.

A prefix is not considered a suitable on-link prefix if the 'L flag
bit is not set, or if neither the "A" flag bit nor the "P flag bit
is set. Wien the "A" flag bit is not set, this indicates that

i ndi vi dual node addresses within the prefix are bei ng nanaged using
DHCPv6. If the 'P flag bit is set, then hosts that wish to allocate
their own addresses can do so by acquiring a prefix fromwhich to

al l ocate them usi ng DHCPv6 Prefix Del egati on [ RFC9663]. Nodes are
not required to use DHCPv6 to acquire individual addresses, so a
prefix that requires the use of DHCPv6 for that purpose can’'t be
consi dered "suitable"—not all hosts can actually use it.

Note: there can be | ayer two networks where nei ghbor di scovery is not
supported and therefore we cannot set the 'L flag bit, but could set
the "A" flag bit. The behavior of stub networks when connecting to
such networks is out of scope for this docunent.
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A prefix is considered to be advertised on the link if, when a Router
Solicitation message ([ RFC4861], Section 4.1) is sent, a Router
Advertisement nmessage is received in response which contains a prefix
informati on option ([ RFC4861], Section 4.6.2) for that prefix.

After an RA nessage containing a suitable prefix has been received,

it can be assuned for some period of tine thereafter that that prefix
is still valid on the link. However, prefix lifetines and router
lifetimes are often quite long. In addition to knowi ng that a prefix
has been advertised on the link in the past, and is still valid, we
must therefore ensure that at |east one router that has advertised
this prefix is still alive to respond to Router Advertisenent
messages.

5.1.2. State Machine for maintaining a suitable on-link prefix on an
infrastructure |ink

The possible states of an interface connected to an AL are descri bed
here, along with actions required to be taken to nmonitor the state.
The purpose of the state machi ne described here is to ensure that at
all tinmes, when a new host arrives on the AIL, it is able to acquire
an | Pv6 address on that |ink

During all of the states mentioned here except for state-unknown, the
SNAC router is expected to treat the infrastructure interface as an
Advertising Interface as described in Section 6.2.2 of [RFC4861].
There are two sets of information that need to be sent in an RA; if
neither is present, then the SNAC router SHOULD NOT send an RA even
if it is treating the infrastructure interface as an adverti sing

i nterface.

These two sets of information are the on-link prefix, if any, that is
to be advertised. Wether or not such a prefix is advertised, and
what exactly is advertised regarding that prefix, is determ ned by
the state machine. The other set of information is a set of routes
to prefixes on the stub network. Wenever we know of a reachabl e
(scope is not link-local) prefix on the stub network, we include an
RI O option in the RA on the infrastructure network indicating that
that prefix is reachabl e through the SNAC router
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It is inmportant to note that it is possible for an on-1link, routable
prefix to be advertised and then wi thdrawn on the stub network, but
for it to still be valid, and for there to still be some

conmuni cation occurring using that prefix. |In order to avoid
prematurely interrupting such comuni cation, the SNAC router MJST
mai ntain a list of prefixes known to be valid on the stub network,
even if those prefixes have been deprecated, and MJST include R O
options for all such prefixes in the RAs that it sends on the

adj acent infrastructure |ink

5.1.2.1. Status of |IP addressability on adjacent infrastructure |ink
unknown ( STATE- UNKNON)

When the SNAC router interface first connects to the AL, it MJST
begin router discovery.

If, after router discovery has conpleted, no suitable on-link prefix
has been found, the router noves this interface to STATE-BEGQ N
ADVERTI SI NG (Section 5.1.2.3).

If, during router discovery, a suitable on-link prefix is found, the
router noves the interface to STATE-SU TABLE (Section 5.1.2.2).

In this state, the SNAC router MJUST NOT treat this interface as an
advertising interface as described in Section 6.2.2 of [RFC4861].

5.1.2.2. |P addressability already present on adjacent infrastructure
I'i nk ( STATE- SUI TABLE)

When a new host appears on the AIL and sends an initial Router
Solicitation message, if it does not receive a suitable on-1link
prefix, it will not be able to conmmunicate. Consequently, the SNAC
router MJST nonitor Router Solicitation and Router Advertisenent
messages on the interface in order to determ ne whether a prefix that
has been advertised on the link is still being advertised. To
acconplish this we have two conpl ementary nethods: router stal eness
detection and nei ghbor unreachability detection

5.1.2.2.1. Rout er stal eness detection

The SNAC router MJST listen for Router Advertisenent nessages on the
AlL to which the interface is attached, and record the tinme at which
each Router Advertisenment was received. The router MJST NOT consi der
any Router Advertisement that is older than STALE RA TIME to be
suitable. When the | ast non-stal e Router Advertisenment nessage
containing a suitable prefix on the link is marked stale, the SNAC
router MUST nove the interface to STATE- BEG N- ADVERTI SI NG
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5.1.2.2.2. Router Unreachability Detection

For each suitable route, the SNAC router MJST nonitor the state of
reachability to the router(s) that advertised it as described in

([ RFC4861], Section 7.3.1) using a Reachabl eTi ne val ue of no nore
than MAX SUl TABLE REACHABLE TIME. The reason for this is that if no
router providing the on-link prefix on the AIL is reachable, then
when a new host joins the network, it will have no suitable on-1link
prefix to use for autoconfiguration, and thus will be unable to
communi cate with hosts on the stub network.

Whenever the Reachabl eTime for a router advertising a suitable prefix
exceeds MAX_SU TABLE REACHABLE_TI ME, the SNAC router MJST send

uni cast Nei ghbor Solicitati on nessages as described in Section 7.2.2
of [RFC4861] until either a response is received, which resets
Reachabl eTime to zero, or the maxi mum nunber of retransm ssions has
been sent.

The SNAC router MJST listen for Router Solicitation nmessages on the
AlL. Wen a Router Solicitation nmessage is received, if none of the
on-link routers on the AIL are marked reachabl e, the SNAC router MJST
move this interface to the STATE- BEG N- ADVERTI SI NG st ate

(Section 5.1.2.3).

If a RA beacon interval arrives, and there are no routers advertising
sui tabl e prefixes that have a Reachabl eTime that is |ess than

MAX_SUI TABLE REACHABLE TI ME, then the router MJST nove this interface
to the STATE- BEG N- ADVERTI SI NG st at e.

5.1.2.3. |P addressability not present on adjacent infrastructure |ink
( STATE- BEG N- ADVERTI SI NG)

In this state, the SNAC router generates its own on-link prefix for
the interface. This prefix has a valid and preferred lifetine of
STUB_PROVI DED PREFI X LI FETI ME seconds. The SNAC router sends a

Rout er Advertisenment (RA) nessage containing this prefix in a Prefix
Information Option (PIO. |In the PIO the 'A flag bit (autononous
configuration) Section 4.6.2 of [RFC4861] MJST be set and the 'L’
flag bit (on-link prefix) MJST al so be set. Link-layer technol ogies
that require the 'L’ flag bit to be cleared are out of scope of this
docunent .

The ' SNAC Router’ flag bit ([I-D.ietf-6man-snac-router-ra-flag]) MJST
be set in the RAflags field. The values of the "M and 'O flag
bits MJST be copied fromthe respective "M and 'O flag bit val ues
seen in the nost recent (unicast or nulticast) RA received froma
non- SNAC-router. For the selection of the nost recent RA the

foll owi ng RAs MUST be excl uded:
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* An RA received froma router |onger ago than the Router Lifetine
period indicated in the RA header. This only applies for a non-
zero Router Lifetime val ue

* An RA received nore than MAX FLAGS COPY_TI ME ago.

If there is no recent RA froma non-SNAC-router, both 'M and 'O
flag bits MJST be cleared, unless the SNAC router rebooted recently.
After a reboot, if no recent RAis received froma non- SNAC-rout er,
but a recent RA has been received froma SNAC router, the values for
the "M and 'O flag bits provided by that SNAC router MJST be

copi ed. After MAX_FLAGS COPY_TIME after reboot, the SNAC router MJST
go back to the regul ar behavi or defined above. This avoids a
situation where a SNAC router that has rebooted starts to advertise
different "M and 'O flag bit values than other SNAC routers present
on the sane |ink.

The sent Router Advertisenent nessage MJST al so include a Route
I nformation option (Section 2.3 of [RFC4191]) for each routable
prefix advertised on the stub network.

After having sent the initial Router Advertisenent, the SNAC router
nmoves the interface into the STATE- ADVERTI SI NG SU TABLE st ate
(Section 5.1.2.4).

5.1.2.4. 1P addressability not present on adjacent infrastructure |ink
( STATE- ADVERTI SI NG- SUI TABLE)

When entering this state, if the router MUST begin treating the
interface as an Advertising Interface as described in Section 6.2.2
of [RFC4861] if it is not already doing so.

The SNAC router sends a Router Advertisenent nessage, as described in
Section 5.1.2.3, every RA BEACON | NTERVAL seconds.

The SNAC router may receive a Router Advertisenent nessage containing
one or nore suitable on-link prefixes on the AIL. |f any of these
prefixes are different than the prefix the SNAC router is advertising
as the on-link suitable prefix, and the ' SNAC Router’ flag bit is not
set in in the Router Advertisenent flags field, the SNAC router nobves
the interface to STATE- DEPRECATI NG (Section 5.1.2.5).

If the 'SNAC Router’ flag bit is set in the RA header flags field,
then one of the followi ng nmust be true in order for that prefix to be
consi dered suitabl e:

* The prefixes are equal. 1In this case, the interface remains in
STATE- ADVERTI SI NG- SUI TABLE
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* The prefix the SNAC router is advertising is a ULA prefix
[ RFC4193], and the received prefix is a non-ULA prefix. In this
case, the interface noves into the STATE- DEPRECATI NG
(Section 5.1.2.5) state.

* Both prefixes are ULA prefixes, and the received prefix,
considered as a 128-bit big-endian unsigned integer, is
nunerically lower, then the interface noves to STATE- DEPRECATI NG
(Section 5.1.2.5.

* (Otherwise the interface renmai ns i n STATE- ADVERTI SI NG SUl TABLE

5.1.2.5. SNAC router deprecating the on-link prefix it is advertising
( STATE- DEPRECATI NG

On entry to this state, the SNAC router has been treating the
interface as an Advertising Interface as described in Section 6.2.2
of [RFC4861], and MUST continue to do so.

When the SNAC router has detected the availability of suitable on-
link prefix on the AIL to which the interface is attached, and that
prefix is preferable to the one it is advertising, it continues to
advertise its own prefix, but deprecates it:

* the preferred lifetime for its prefix should be set to zero in
subsequent Router Advertisenent nessages.

* the valid lifetine for its prefix should be reduced with each
subsequent Router Advertisenent nessages.

* the usability of the infrastructure-provided on-1ink prefix should
be nonitored as in the STATE-SU TABLE state; if during the
deprecation period, the SNAC router detects that there are no
| onger any suitable prefixes on the link, as described in
Section 5.1.2.2.1 or in Section 5.1.2.2.2, it MJST return the
interface to the STATE-BEQ N- ADVERTI SI NG (Section 5.1.2.3) state
and resunme advertising its prefix with the valid and preferred
l'ifetimes described there.

In this state, the valid lifetine (VALID) is conputed based on three
val ues: the current time when a router advertisenent is being
generated (NOW, the tinme at which the new suitable on-link prefix
adverti senent was received (DEPRECATE Tl ME), and

STUB PROVI DED PREFI X LI FETIME. All of these values are in seconds.
VALID is conputed as foll ows:

VALI D = STUB_PROVI DED_PREFI X_LI FETI ME - (NOW - DEPRECATE_TI ME)
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If VALID is less than RA_BEACON_ | NTERVAL, the SNAC router does not
include the deprecated prefix in the router advertisement. Note that
VALID could be less than zero. Qherwise, the prefix is provided in
the advertisement, but with a valid lifetine of VALID

5.2. Managi ng addressability on the stub network

How addressability is managed on stub networks depends on the nature
of the stub network. For sonme stub networks, the SNAC router can be
sure that it is the only router. For exanple, a SNAC router that is
providing a W-Fi network for tethering will advertise its own SSID
and use its own joining credentials; in this case, it can assune that
it is the only router for that network, and advertise a default route
and on-link prefix just like any other router.

However, some stub networks are nore cooperative in nature, for
exanpl e | P nesh networks. On such networks, nmultiple SNAC routers
may be present and be providing addressability and reachability.

In either case, some SNAC router connected to the stub network MJST
provide a suitable on-link prefix (the OSNR prefix) for the stub
network. If the stub network is a multicast-capabl e nmedi um where
Rout er Advertisenment nessages are used for router discovery, the sane
mechani sm described in Section 5.1.2 is used.

Stub networks that do not support the use of Router Advertisenents
for router discovery nust use sone simlar nmechanismthat is
conpatible with that type of network. Describing the process of
establishing a conmon OSNR prefix on such networks is out of scope
for this docunent.

5. 2. 1. Mai nt enance across SNAC router restarts

SNAC routers may restart fromtine to tinme; when a restart occurs,
the SNAC router nmay have been advertising state to the network which,
following the restart, is no | onger required.

For exanpl e, suppose there are two SNAC routers connected to the sane
infrastructure link. When the first SNAC router is restarted, the
second takes over providing an on-link prefix. Now the first router
rejoins the link. It sees that the second SNAC router’s prefix is
advertised on the infrastructure Iink, and therefore does not
advertise its own.
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Thi s behavi or can cause probl ens because the first SNAC router no

| onger sees the on-link prefix it had been advertising on
infrastructure as on-link. Consequently, if it receives a packet to
forward to such an address, it will forward that packet directly to a
default router, if one is present; otherwise, it will have no route
to the destination, and will drop the packet.

To address this problem SNAC routers SHOULD renenber the last time a
prefix was advertised across restarts. On restart, the router
configures the prefix on its interface but does not advertise it in
Rout er Advertisenments. Devices that are still using that prefix wll
be seen as on-link to the router, and so packets will be delivered
using ND on-link rather than forwarded to the default router

VWhen a SNAC router has only flash nenory with limted wite lifetine,
it may be inappropriate to do a wite to flash every tinme an RA
beacon containing a prefix is sent. In this case, the router SHOULD
record the set of prefixes that have been advertised on
infrastructure and the maximumvalid lifetine that was adverti sed.

On restart, the router should assune that hosts on the infrastructure
I'ink have received adverti senents for any such prefixes

When possible, it is best if all SNAC routers serving a particul ar
stub network use the same 64-bit prefix on the AIL. For exanpl e,
Thread SNAC routers use bits fromthe Thread Extended PAN ID to
generate the ULA prefix’s G obal ID and Subnet ID. The dobal ID
generation conforns to [ RFC4193] because the Extended PAN ID is
generated random y using the sane nmechanismthat is specified in RFC
4193 for the ULA prefix bits.

5.2.2. CGenerating a per-stub-router ULA Site Prefix

In order to be able to provide addressability either on the stub
network or on an adjacent infrastructure network, a SNAC router MJST
allocate its own ULA Site Pefix. ULA prefixes, described in Unique
Local | Pv6 Unicast Addresses ([RFC4193]) are randonmly all ocated
prefixes. A SNAC router MJUST allocate a single ULA Site Prefix for
use in providing on-link prefixes to the stub network and the

adj acent infrastructure link as described in Section 5.1.2.3.

Any ULA Link Prefixes allocated by a SNAC router SHOULD be nmi nt ai ned
across reboots, and SHOULD renmi n stable over tinme. (TBD: nention
the SHOULD exception cases) However, for privacy reasons, a SNAC
router that roanms fromnetwork to network SHOULD al |l ocate a different
ULA Link Prefix each tine it connects to a different infrastructure
networ k, unless configured to behave otherw se.
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5.2.3. Using DHCPv6 Prefix Delegation to acquire a prefix to provide
addressability

I f DHCPv6 prefix del egation and | Pv6 service are both avail able on
the infrastructure link, then the SNAC router MJST attenpt to acquire
a prefix using DHCPv6 prefix delegation. Using a prefix provided by
the infrastructure DHCPv6 prefix del egation service neans (assum ng
the infrastructure is configured correctly) that routing is possible
bet ween the stub network links and all links on the infrastructure
network, and possibly to the general internet.

By contrast, if the prefix generated by the SNAC router is used,
reachability is only possible between the stub network and the AlL.
The OSNR prefix in this case is not known to the infrastructure
network routing fabric, so even though packets m ght be able to be
forwarded to the intended destination, there would be no return path.
So when the only prefix that is available is the one provided by the
SNAC router, cloud services will not be reachable via | Pv6, and

i nfrastructure-provided NAT64 will not work. Therefore, when the
SNAC router is able to successfully acquire a prefix using DHCPv6 PD
it MJUST use DHCPv6 PD rather than the ULA Link prefix it allocated
for the stub network out of its ULA Site Prefix.

A SNAC router MJST request stub network prefixes with length 64. It
does so by sending an | A PD option for each prefix, each with a
different 1AID, containing an A PREFIX with a hint of 64 as
described in Section 18.3.9. of [RFC38415]. If the SNAC router
obtains a prefix with length less than 64, it SHOULD generate a /64
fromthe obtained prefix by padding with zeros. |f the SNAC router
obtains a prefix with length greater than 64, the SNAC router MJST
treat the prefix as unsuitable and allocate a ULA Link Prefix out of
its ULA Site Prefix instead.

A DHCPv6-PD client can request a particular lease interval for the
DHCPv6- del egat ed prefix. However, there is no particular reason for
a SNAC router to specify this interval

5.2.3.1. Lifetime of IPv6 prefixes acquired using DHCPv6 Prefix
Del egati on

It is possible that a SNAC router night obtain a prefix froma DHCPv6
server using prefix delegation and then sonething about the
infrastructure network attachment mi ght change that affects the
validity of that prefix for use on the stub network. The section of
[1-D.ietf-dhc-rfc8415bis] titled "Refreshing Configuration
Information" discusses the various scenarios that can occur. W
assune that the DHCPv6 prefix del egation client being used by the
SNAC router conforms to this specification
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Situations that can occur include (but are not linmted to):
*  DHCPv6 server becones unavail abl e
* SNAC router is noved to a different |ink

* A renumnbering event results in the old prefix being replaced with
a new one

The SNAC router MJUST NOT use a prefix once the DHCPv6-PD client has
determined that it is no longer valid. |If the DHCPv6-PD client
provides a new prefix, and the old prefix is still valid, the SNAC
router SHOULD explicitly deprecate the old prefix at the sane tine
that it first advertises the new prefix.

If the DHCPv6-PD client determnes that the prefix it provided to use
as the OSNR prefix is no longer valid, and no replacenent prefix is
provi ded by the DHCPv6 server, then the SNAC router MJST switch to
the ULA link prefix that it has allocated for use on the stub
network. In the case that the DHCPv6-PD client is unable to renew
its |l ease on the current OSNR prefix, and time between the T2
interval for the prefix assignnment Section 21.4 of
[I-D.ietf-dhc-rfc8415bis] and the end of the | ease has been reached,
then the SNAC router MJIST deprecate the DHCPv6- PD- provi ded OSNR
prefix and begin advertising the ULA link prefix.

A failure to renew t he DHCPv6- PD- provi ded OSNR prefix could be
because the SNAC router has been di sconnected fromone AL and noved
to a different AIL. In this situation, if the new AIL al so has | Pv6
servi ce and DHCPv6-PD service, the DHCPv6 client will get a clear
indication that the old prefix is no longer valid. However, it nmay
be that no DHCPv6-PD service is available on the new link, either
because it is an IPv4-only link or because it’s an | Pv6-capable |ink
that doesn’t provide DHCPv6 service. |In this situation, if the SNAC
router remains connected to the link and no DHCPv6 service appears,

t he DHCPv6- PD-provi ded OSNR prefix will eventually tine out and be
replaced. The SNAC router SHOULD NOT attenpt to replace it prior to
this normal tinmeout process, because there is no benefit to changing
the OSNR prefix on the stub network in such a situation, and it’s
possi ble that the SNAC router will return to the other link before
the OCSNR prefix expires

Lenon & Hui Expi res 8 January 2026 [ Page 19]



I nternet-Draft Automati ¢ Stub Networks July 2025

5.3. Managing reachability on the adjacent infrastructure Iink

SNAC routers MJST advertise reachability to stub network OSNR
prefixes on any AIL to which they are connected. |f the SNAC router
is advertising a suitable prefix on any interface, any such prefixes
MJUST be advertised on that interface in the same Router Advertisenent
message that is advertising the suitable prefix, to avoi d unnecessary
mul ticast traffic.

Each stub network will have sone set of prefixes that are advertised
as on-link for that network. A SNAC router connected to that stub
net work SHOULD advertise reachability to all such prefixes on any AL
to which it is attached using router advertisenments.

A SNAC router MUST NOT advertise itself as a default router on an AlL
by setting a non-zero Router Lifetine value in the header of its
Rout er Adverti senents.

5.4. Managi ng reachability on the stub network

The SNAC router MAY advertise itself as a default router on the stub
network, if it itself has a default route on the AIL. In sonme cases
it may not be desirable to advertise reachability to the Internet as
a whole; in this case the SNAC router is not required to advertise
itself as a default router.

If the SNAC router is not advertising itself as a default router on
the stub network, it MJST advertise reachability to any prefixes that
are being advertised as on-link on AlLs to which it is attached.

This is true for prefixes it is advertising, and for other prefixes
bei ng advertised on that |ink

Note that in sonme stub network configurations, it is possible for
nmore than one SNAC router to be connected to the stub network, and
each SNAC router nay be connected to a different AIL. |In this case,
a SNAC router advertising a default route may recei ve a packet
destined for a link that is not an AlIL for that router, but is an AL
for a different router. In such a case, if the infrastructure is not
capabl e of routing between these two AlLs, a packet which could have
been delivered by another SNAC router will be |ost by the SNAC router
that received it.

Consequently, SNAC routers SHOULD be configurable to not advertise
thensel ves as default routers on the stub network. SNAC routers
SHOULD be configurable to explicitly advertise AL prefixes on the
stub network even if they are advertising as a default router. The
mechani sns by whi ch such configuration can be acconplished are out of
scope for this docunent.
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It is also possible that SNAC routers for nore than one stub network
may be connected to the same AIL. In this case, the SNAC routers
will be advertising Route Information Options (RIO) in their Router
Advertisenment nmessages for their OSNR prefixes. SNAC routers MJST
track the presence of such routes, and MJST advertise reachability to
themon interfaces connected to stub networks.

5.5. Providing discoverability between stub network |inks and
infrastructure network |inks

Since DNS-SD is in wi de use, and provides for ad-hoc, self-
configuring advertising using the nDNS transport, this is a suitable
mandat ory-t o-i npl ement protocol for stub networks, which nust be able
to attach to infrastructure networks without the help of new
mechani sms provided by the infrastructure. Therefore, SNAC routers
MUST provi de DNS-SD service as described in this section

5.5.1. Discoverability by hosts on adjacent infrastructure |inks

The adj acent infrastructure can be assunmed to al ready enabl e sone
service discovery mechani sm between hosts on the infrastructure
network, and can be assuned to provide a | ocal DNS resol ver

Therefore, we do not need to define a stub-network-specific mechani sm
for providing these services on the infrastructure network.

In sone cases it will be necessary for hosts on the AIL to be able to
di scover devices on the stub network. |In other cases, this will be
unnecessary or even undesirable. For exanple, it may be undesirable
for devices on an AIL to be able to discover devices on a W-Fi

tether provided by a nobil e phone.

One exanpl e of a use case for stub networks where such discovery is
desirable is the constrained network use case. In this case a | ow
power, |ow cost stub network provides connectivity for devices that
provi de services to the infrastructure. For such networks, it is
necessary that devices on the infrastructure be able to discover
devi ces on the stub network.

The nost basic use case for this is to provide feature parity with
existing solutions like nulticast DNS (nDNS). For exanple, a light
bulb with built-in W-Fi connectivity m ght be discoverable on the
infrastructure link to which it is connected, using nDNS, but |ikely
i s not discoverable on other links. To provide equival ent
functionality for an equival ent device on a constrai ned network that
is a stub network, the stub network device nust be di scoverable on
the infrastructure link (which is an AIL fromthe perspective of the
stub networKk).
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If services are to be advertised using DNS Service Di scovery

[ RFC6763], there are in principle two ways to acconplish this. One
is to present services on the stub network as a DNS zone which can
then be configured as a browsing domain in the DNS ([ RFC6763],
Section 11). The second is to advertise stub network services on the
AlL using multicast DNS (nDNS) [ RFC6762] .

Because this docunment defines behavior for SNAC routers connecting to
infrastructure networks that do not provide any new nmechani sm for
integrating stub networks, there is no way for a SNAC router to
provi de DNS-SD service on an infrastructure link in the formof a DNS
zone in which to do discovery. Therefore, service on the
infrastructure |ink MJUST be provided using an Advertising Proxy, as
defined in [I-D.ietf-dnssd-adverti sing-proxy].

One limtation of this solutionis that it requires that hosts on the
stub network use the DNS-SD Service Registration Protoco
[1-D.ietf-dnssd-srp] to register their DNS-SD advertisenents. This
means that in the case of a stub network used for WFi tethering,
hosts on the stub network will not be discoverable by hosts on the
infrastructure network. Any solution to this problemwould require
that the SNAC router provide a Discovery Proxy [ RFC8766]. However, a
di scovery proxy is queried using DNS, not nDNS. This requires

assi stance fromthe infrastructure network, and is therefore out of
scope for this docunent.

5.5.2. Providing discoverability of adjacent infrastructure hosts on
the stub network

Hosts on the stub network nay need to discover hosts on the AL, or

on the stub network. In the IoT network exanple we’'ve been using,
there might be a light switch on the stub network which needs to be
able to actuate a light bulb connected to the AIL. 1In order to know

where to send the actuation nessages, the light switch will need to
be able to discover the light bulb’'s address sonehow.

Because the stub network is managed by SNAC routers, any DNS resol ver
that's available on the stub network will necessarily be provided by
one or more SNAC routers. This neans that the SNAC router can enable
di scovery of hosts on the infrastructure network by hosts on the stub
network using a Discovery Proxy [RFC8766]. The Di scovery Proxy can
be advertised as available to hosts on the stub network through the
DNS resol ver provided on the stub network, as described in Section 11
of [RFC6763].

By inplication, this neans that SNAC routers MJST provide a DNS

resolver. |In addition, SNAC routers MJST provide DNS zones for each
AL, and MJST list these zones in the list of default browsing zones
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as defined in RFC6763. [[WG we need to say how these zones are
naned. O refer to the Advertising Proxy doc and have that doc say
how t hey are naned.]]

The SNAC router MJST al so naintain an SRP regi strar and use

regi strations made through that registrar to populate a DNS zone
which is advertised as a default browsing domain, as above. This SRP
regi strar MJUST be advertised on the stub network either using the
dnssd-srp and/ or dnssd-srp-tls service names or sone stub-network-
specific nechanism the details of which are out of scope for this
docunent .

6. Providing reachability to I Pv4-only services to hosts on the stub
net wor k

stub networks rely on I Pv6 to enable routing between |inks, which
woul d not be possible with IPv4 due to the | ack of a standard
mechanismsimlar to Router Advertisenents in |Pv4. However, it can
stll be useful for hosts on the stub network to establish

communi cations with I Pv4-only hosts on the infrastructure network.

Al t hough NAT64 provides | Pv6-only hosts with a way to reach |Pv4
hosts, there is no easy way for an | Pv4 host to use NAT64 to
originate conmmunication with an | Pv6 host. Therefore, this docunent
enabl es | Pv6 hosts on the stub network to di scover and reach with

I Pv4 hosts on infrastructure, but does not provide a way for

| Pv4d-only hosts on infrastructure to conmunicate to | Pv6 hosts on the
stub network

Thi s shoul d be acceptabl e because hosts on the infrastructure network
shoul d not be I Pv4-only, since the SNAC router is providing |Pv6
service on the infrastructure network that is suitable for

communi cating using 1 Pv6 to hosts on the SNAC networ k--there shoul d
not be any hosts on the infrastructure network that can’'t conmunicate
with hosts on the stub network unless such hosts do not have an | Pv6
stack at all.

So the purpose of providing | Pv4d connectivity for SNAC hosts is to
enabl e conmmuni cation with arbitrary 1 Pv4 hosts which may not be on
the AIL. This is acconplished by providing NAT64 address transl ation
in the SNAC router, and by enabling service discovery using a

Di scovery Proxy.

Stub Network routers must be capabl e of providing NAT64 thensel ves,
and nust be capabl e of discovering the availability of NAT64 service
on the infrastructure network and providing it when it is available
and suitable.
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Sone network media rmay provide their own nechani sns for adverti sing
NAT64 service to the stub network. |If such a nmechanismis avail able,
SNAC routers MJST use the mechani sm provi ded by the network nmedi um
used on the stub network to adverti se NAT64 service. O herw se,
NAT64 service MJST be advertised using the PREF64 Router

Adverti senent option [ RFC8781].

There are four possible conbinations of circunstances in which to
consi der how to provi de NAT64 service

1. Infrastructure provides DHCPv6 PD support, and the infrastructure
net wor k provi des NAT64

2. Infrastructure provides no DHCPv6 PD support, Infrastructure is
provi di ng NAT64, and there is no IPv4 on infrastructure

3. Infrastructure provides no DHCPv6 PD support, Infrastructure is
provi ding NAT64, and there is IPv4 on infrastructure

4. Infrastructure provides no DHCPv6 PD support, infrastructure is
not providing NAT64 (and may al so not be providing I Pv6), and
there is IPv4 on infrastructure

In the first case, infrastructure-provided NAT64 is preferred, and
the SNAC router MJST advertise this service to the stub network.

In the second case, there is no way to provide connectivity to the
infrastructure: we don’t have I Pv6 routing other than to the adjacent
infrastructure |ink, because we don’t have a routable prefix, we
don’t have NAT64 for the sane reason, and we don’t have | Pv4, so the
SNAC router can’t do NAT64 on its own. |In this case, the SNAC router
MJUST NOT adverti se NAT64 servi ce.

In the third case, despite the infrastructure providi ng NAT64, we
can’t use it, so the SNAC router MJST provide its own NAT64 service.

In the fourth case, the SNAC router MJUST provide its own NAT64
servi ce.

An additional conplication is that there nmay be nore than one SNAC
router connecting the stub network to infrastructure. |In this case,
it my be desirable to linit the nunber of SNAC routers providing
NAT64 service, or it may be acceptable for all SNAC routers to
provide it.

In the latter case, this should not be a problem since each SNAC

router is using its owmn ULA Site Prefix to provide NAT64, any 5-tuple
that goes through a SNAC router’s NAT64 translator will necessarily
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have as its destination an | Pv6 address in a particular NAT64 prefix,
and that address will select the correct SNAC router through which to
send the packet for translation. This also works on the return path
because each SNAC router has its own | Pv4 address, and the return
packet will be destined for that |IPv4 packet, and hence will always
return through the SNAC router that translated it on the way out.

A further conplication is that in some cases, sonme SNAC routers
connected to the stub network may not be able to advertise an

i nfrastructure-provided NAT64 prefix, while others may. 1In this
case, when the infrastructure-provided NAT64 service appears on the
stub network, SNAC routers that are not able to advertise an

i nfrastructure NAT64 service MJST NOT do so.

To differentiate between infrastructure-provi ded NAT64 service and
SNAC rout er-provi ded NAT64 service, SNAC routers that advertise

i nfrastructure-provi ded NAT64 servi ce MJIST use a preference of nedi um
for this service. SNAC routers advertising their own service MJST
use a preference of | ow

In sone cases a SNAC router may be adm nistratively configured with a
NAT64 prefix. In this situation, the SNAC router MJST advertise the
prefix with a preference of high.

SNAC routers nust nmonitor the advertisenent of other NAT64 prefixes
on the stub network. |If a SNAC router is advertising a NAT64 prefix,
and a NAT64 prefix is advertised on the stub network with a higher
preference, the SNAC router SHOULD deprecate the prefix it is

adverti sing.

6.1. NAT64 provided by infrastructure

Stub networks are defined to be |IPv6-only because it woul d be
difficult to inplenent a stub network using | Pv4d technol ogy.

However, stub network devices nmay need to be able to conmunicate with
| Pv4-only services either on the infrastructure network, or on the
global internet. ldeally, the infrastructure network fully supports
I Pv6, and all services on the infrastructure network are

| Pv6-capable. In this case, perhaps the infrastructure network

provi des NAT64 service to IPv4-only hosts on the internet. 1In this

i deal setting, the SNAC router need do nothing—the infrastructure
network is doing it all

In this situation, if there are multiple SNAC routers, each connected
to the same AL, there is no need for special behavi or—each SNAC
router can advertise a default route, and any SNAC router nmay be used
to route NAT64 traffic. |f some SNAC routers are connected to
different AlLs than others, sone of which support NAT64 and sone of
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whi ch do not, then the default route nmay not carry traffic to the
correct link for NAT64 service. 1In this case, a nmore specific
address to the infrastructure NAT64 prefix(es) MJIST be advertised by
those SNAC routers that are able to discover it

In order for infrastructure-provi ded NAT64 to work, the stub network
must have an OSNR prefix that is known to the infrastructure.
Typically this means that the SNAC router rnust have acquired this
prefix using DHCPv6 Prefix Del egation. Unless otherw se configured
to do so, the SNAC router MJUST NOT advertise infrastructure-provided
NAT64 service on the stub network if it has not acquired the OSNR
prefix through DHCPv6 Prefix Del egation

6.2. NAT64 provided by SNAC router(s)

Most infrastructure networks at present do not provide NAT64 service.
Many infrastructure networks do not provi de DHCPv6 Prefix Del egation.
In these cases it is necessary for SNAC routers to be able to provide
NAT64 service if IPv4 hosts are to be reachable fromthe stub
network. Therefore, SNAC routers MJST be capabl e of providi ng NAT64
service to the stub network. Wen infrastructure-provi ded NAT64
service is not present or is not usable, and when no other NAT64
service is already advertised on the stub network, SNAC routers MJST,
by default, enable their own NAT64 service and advertise it on the
stub networ k.

To provi de NAT64 service, a SNAC router nust allocate a NAT64 prefix.
For conveni ence, the stub network allocates a single prefix out of
the ULA Site Prefix that it maintains. Qut of the 2716 possible
subnets of the /48, the SNAC router SHOULD use the nunerically

hi ghest /64 prefix.

If there are nultiple SNAC routers providing connectivity between the
stub network and infrastructure, each stub network uses its own NAT64
prefix—there is no cormon NAT64 prefix. The reason for this is that
NAT64 translation is not stateless, and is tied to the SNAC router’s
| Pv4 address. Therefore each NAT64 egress is not equival ent.

A stub network that services a W-Fi stub network SHOULD provi de
DNS64 transl ation: hosts on the stub network cannot be assuned to be
able to do DNS64 synthesis in the stub resolver. |In this case the
DNS resol ver on the SNAC router MJUST honor the 'CD and 'DO flag
bits if received in a request, since this indicates that the stub

resol ver on the requestor intends to do DNSSEC validation. 1In this
case, the resolver on the SNAC router MJST NOT perform DNS64
synt hesi s.
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On specific stub networks it may be desirable to require the stub
networ k device to perform DNS64 synthesis. Stub network routers for
such networks do not need to provi de DNS64 synthesis. |Instead, they
MUST provide an ipvdonly.arpa answer that advertises the NAT64 prefix
for that SNAC router, and MJST provide an explicit route to that
NAT64 prefix on the stub network using RA or whatever technology is
specific to that stub network type.

In constrained networks it can be very useful if stub network

resol vers provide the information required to do DNS64 translation in
the answer to the AAAA query. |f the answer to an AAAA query cones
back with "no data" (not NXDOVAIN), this suggests that there may be
an A record. In this case, the stub network’s resol ver SHOULD
attenpt to look up an A record on the sane name. |f such a record
exi sts, the resolver SHOULD return no data in the Answer section of
the DNS response, and SHOULD provi de any CNAME records that were
involved in returning the "no data" answer to the AAAA query, and
SHOULD provide any A records that were ultimately returned, in the
Addi tional section. The resolver should also include an

i pvdonly. arpa record in the Additional section

7. Handling partitioning events on a stub network

Sone technol ogi es used for stub networks, for exanple Thread or
6LoWPAN nmesh networ ks, can produce partitioned networks, where what
is notionally the sane stub network winds up |ooking like two or nore
discrete links. For mesh networks, such partitions can form and
rejoin over time as a result of either changes in radi o propagation
or the addition of, or renoval of, devices on the nesh.

On stub networks that can partition, one way of detecting that a
partition has occurred is to notice that the SNAC router that has
advertised the on-link prefix for the stub network is no |onger
reachabl e via the stub network. Wen this occurs, SNAC routers that
notice this |oss of reachability MJUST advertise a ULA Link Prefix
derived fromtheir ULA Site Prefix on the stub network.

An implication of this is that when such a partition fornms, the sane
ULA Link Prefix can’ t be advertised on both partitions, since this
will result in anbiguous routing. W address this problem by
requiring that each SNAC router generate its own ULA Site Prefix.
This prefix is then available for two purposes: providing addressing
on the AL, if needed, and providing addressing on the stub network,
i f needed.
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When partitions of this type occur, they may al so heal. When a
partition heals in a situation where two SNAC routers have both been
advertising a prefix, it will now appear that there are two prefixes
on the stub network

When the tine cones to deprecate one or nore prefixes as a result of
a network partition healing, only one prefix should remain. |If there
are any GUA prefixes, and if there is no specific configuration
contradicting this, the GUA prefix that is nunerically | owest should
be kept, and all others deprecated. |If there are no GUA prefixes,
then the ULA Link Prefix that is numerically | owest should be kept,
and the others deprecated. By using this approach, it is not
necessary for the routers to coordinate in advance.

8. Services Provided by SNAC routers

In order to provide network access, SNAC routers nust provi de sone
network services to the stub network. W have previously discussed
the follow ng services:

DNS Resolver: The stub network MJST provide a DNS resolver. [If RAs
are in use on the stub network, the DNS resolver is advertised in
the Router Advertisenent Recursive DNS Server option. |If RAs are
not in use on the stub network, then the nechani sm whereby the DNS
resolver is advertised by the SNAC router is specific to that type
of stub network.

DHCPv6 Server: The use of DHCPv6 on the stub network is NOT
RECOMMENDED. | n sonme cases it nay necessary, but should be
di sabl ed by default if the SNAC router provides this capability at
all.

Di scovery Proxy: In order to discover services on the AL, SNAC
routers MJST act as Discovery Proxies for any AlLs to which they
are attached.

SRP Registrar: SNAC routers MJST provide SRP registrar service
Thi s service MIST be advertised using DNS-SD in a | egacy browsing
domain that is discoverable through the SNAC router’s resol ver

Legacy Browsi ng Donmai ns: The stub resolver nust advertise | egacy
browsi ng donmai ns for each AL, for the zone that is naintai ned by
its SRP service, and in addition nust list the | egacy browsing
domai ns provided by the infrastructure network, if any.

NAT64: As nentioned above, SNAC routers may need to provi de NAT64

service so that devices on the stub network can conmuni cate with
I Pv4 hosts on the infrastructure network and the gl obal internet.
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9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
10. Security Considerations

Because a SNAC router operates as an |IPv6 router that sends and
recei ves | Pv6 Nei ghbor Di scovery protocol messages, the security
consi derations of Section 11 of [RFC4861] apply. No additional

security considerations are identified.
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Appendi x A.  Anal ysis of deployment scenarios in which a SNAC router

A 1.

coul d cause probl ens
Unmanaged hone network

In this scenario, a non-expert hone user connects a SNAC router to
their own unmanaged home network. This is the key intended use case
for stub networks. This docunent describes how to inplenent a SNAC
router such that it operates correctly in this situation, whether the
ISP is providing |Pv6 reachability to the Internet or not.

In sone unmanaged network settings, there is a "guest" network in
addition to the main network. In this configuration, if a SNAC
router is added to the guest infrastructure network, no comunication
wi || be possible. The general intended behavior of the guest network
is to isolate untrusted hosts. Since this would be the intended
behavi or on the part of the owner of the network, it won't be a
surprise to them since they had to explicitly give the SNAC router’s
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owner the guest network credentials and not the main network
credentials. This should also nean that the owner of the SNAC router
will not expect it to function in this scenario.

An additional feature of some unnanaged networks is that the owner of
the network can choose to isolate all devices on the network, so that
devices on the network are able to use the Internet, but not

comruni cate with each other. This is essentially the sane as being
connected to the guest network, except that there is no other
network. In this case we woul d expect that the owner of the network
doesn’t expect any devices attached to the network to be able to
conmmuni cate with any other device, so the failure of devices
connected to infrastructure to communi cate with devices on the stub
networ k woul d not be a surprise. The owner of the SNAC router m ght
be surprised in this case, but ultimately the owner of the
infrastructure network gets to nmake this decision, and there isn't
anything we can or should do on behalf of the SNAC router’s owner in
thi s case.

A. 2. Use on an unmanaged (non-hone) |Pv6 network

In this scenario we have a site that is not a hone, so perhaps a
restaurant or business, where there is no network operator per se,
and the network is deployed sinilarly to a hone network. There is
little difference between this scenario and an unnmanaged hone

net wor k, but expectations may be different. |In particular, it is
very comon in such settings for there to be a guest network for
visitors, or for the network to enforce isolation between all nodes
connected to it.

A. 3. Use on a managed network

In this scenario, a non-expert user attaches a SNAC router to an
infrastructure network that’s managed. This network has correctly
depl oyed RA Guard and/or port-based access control. As a result, the
SNAC router won’t succeed in advertising a prefix on the nanaged
networ k. Communi cations originating on the stub network that are
abl e to comuni cate using NAT64 will still work.

In the managed network case, it’'s possible that the network operator
is willing to permit SNAC routers to be attached to the network by
users. In this case, they might either not deploy RA guard, or they
m ght depl oy wor ki ng DHCPv6 prefix delegation. This could be PD- per-
host (where hosts are encouraged to use prefix del egation) or just
ordinary prefix delegation (where hosts are given prefix del egation
if they ask for it, but not encouraged to ask for it).
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In such a situation, if DHCPv6 PD works on the infrastructure Iink,
the SNAC router will function correctly, because the del egated prefix
will be correctly routed.

It’s worth noting that | Pv4 devices that act simlarly to SNAC
routers, using NAT64, already exist and may indeed use the stub
network functionality to support internal connections that aren't
even apparent to the user. 1In this case the SNAC router is not
relying on RA to function because it’s using its |IPv4 address and
NAT64 to provide connectivity, so there is no managenent issue even
if RAis blocked. This is a reasonable use case for |Pv6, and the
current stub network docunment does in fact enable this use case.

When a SNAC router is attached to an infrastructure network that has
depl oyed RA guard and does not support DHCPv6 prefix del egation, and
where that infrastructure network does allow the use of nulticast
DNS, services advertised on the stub network will be discoverable on
the infrastructure network, but will not be reachabl e.

A.3.1. Managed networks where DHCPv6 is required but RA guard is not
present

There can be a case where an infrastructure does not inplenent RA
guard, does not advertise what this docunent considers to be an
"acceptabl e" prefix, and does provide addressing usi ng DHCPv6 | A NA
In this situation, it could be the case that two ULA prefixes are
bei ng advertised as on-link and one is being advertised as pernmtting
aut ononous confi gurati on.

In the case a host that is attenpting to comunicate with a device
using a site ULA prefix on a different link may choose a ULA address
as a source address. |If it were to choose the autononously-
configured ULA address as its source address, this wuld fail
because there is no route back to the stub-network-provided ULA
prefix.

However, this can only happen in practice if the host did not receive
an address from DHCPv6. In this case, the host would not be able to
comruni cate anyway. So the behavior we m ght see here is that a
series of | P packets with an unexpected source address m ght be sent
to a device on another link, and the device would be unable to send a
response.

In such scenari os we have no way to actually know based on the
networ k configurati on what the operator’s intention was. An operator
that sees a problemw th this can react by inplenenting RA guard or
by bl ocki ng unknown source addresses at the router, and in so doing
they woul d be expressing their intention. This configuration would
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not cause any new problem a host that could comruni cate woul d stil
be able to communi cate, and a host that could not conmuni cate woul d
not becone able to comruni cate.

The one scenario where we could actually see a communication problem
is when there is a GQUA prefix advertised by infrastructure but no ULA
prefix, but there is a ULA destination to reach. |In this case, the

| ongest - mat chi ng- prefi x al gorithm could choose the stub-router-

provi ded ULA prefix as a source address to reach the site-provided
ULA destination, and in this case communi cation would fail. Only
happy eyeballs can correct this situation

A.3.2. Use on a managed network wi thout |Pv6

In this scenario, there is no | Pv6 service being intentionally
advertised on a managed network. Operators of such netow ks nay not
be aware of the possibility of configuring RA guard. In this
situation, a SNAC router will connect and advertise services, which
will be reachable just as they would be in a simlar unnanaged
network. A SNAC router that conforms to this specification will not
advertise an | Pv6 default route. Therefore it should not cause
operational problens, just as connecting an | Pv4d NAT gateway in the
same scenario woul d not cause operational problens.

Appendi x B. Router Advertisenents on the Infrastructure Network

An active SNAC router sends periodic nulticast Router Advertisenents

as well as unicast Router Advertisements on the infrastructure

network. These Router Advertisenents are filled with the foll ow ng

val ues consistent with the message format given in Section 4.2 of

[ RFC4861] :

* Router Lifetine: A SNAC router never advertises itself as a
default router on infrastructure. Therefore, the router lifetime
is always zero in SNAC router advertisenments on infrastructure.

* For the "M and 'O flag bits, section Section 5.1.2.3 specifies
that they must be zero.

* The "SNAC router’ flag bit xref target="1-D.ietf-6nman-snac-router-
bit" TBD WaitRef MJST be 1.

* |nthe Cur Hop Limit field: O
* |n the Reachable Tine field: 0

* |n the Retrans Tiner field: O
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* In the options, with the exception of the options listed bel ow,
SNAC routers MJST NOT send any RA options, since these other
options are for managi ng the network, and the SNAC router is not
responsi bl e for managi ng the infrastructure network

- Source Link-Layer Address option: Including this option
whenever possible is RECOWENDED. The | oad bal anci ng use case
in Section 6.2.3 of [ RFC4861] is out of scope for this docunent
and is not generally expected to be applicable. The benefit of
including this optionis that it elimnates the need to do
nei ghbor discovery on the SNAC router’s link-local address in
order to get its link-layer address.

- MU option: the SNAC router is not managing the |ink, and hence
SHOULD NOT send this option

- Prefix Information options: when there is no suitable prefix
(See Section 5.1.1) on the infrastructure |ink, some SNAC
router will need to send a PIO. However, unless they are able
to cooperate in choosing a PIOQ, only one SNAC routers will send
it PPO How this decision is made is described in
Section 5.1.2. Wen a SNAC router sents this option, the
foll owi ng settings apply:

o Inthe 'L flag bit (on-link): 1.

o Inthe A flag bit (Autononbus address configuration): 1

0o Inthe Valid Lifetine field: normally
STUB_PROVI DED PREFI X LI FETI ME (see Section 3), but see
Section 5.1.2.5.

0 In the Preferred Lifetinme field: normally
STUB_PROVI DED_PREFI X_LI FETI ME (see Section 3), but see
Section 5.1.2.5.

- Route Information Option: an active SNAC router always provides
a Route Information Option for each prefix that is valid on the
stub network. This provides a route fromthe infrastructure
network to the stub network. The follow ng settings apply:

0 Prefix Length: 64
0 Route Preference: |ow
0 Route Lifetime: STUB_NETWORK _REACHABLE TI ME (TBD: what about

deprecated prefixes? Add reference to new proposed text
that addresses issue #67 on github)
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o Prefix: the prefix advertised on the stub network

It is expected that all RA options for a SNAC router will fit in a
single RA. Therefore, we do not expect SNAC routers to send nultiple
RAs with different information other than to announce that some

i nformati on previously advertised has changed.

Appendi x C. Router Advertisnments on the stub network

A SNAC router sends periodic as well as solicited Router
Advertisenments out its advertising interfaces on the stub network.
Qut goi ng Router Advertisenents are filled with the follow ng val ues
consistent with the nessage format given in Section 4.2 of [RFC4861]:

* Router Lifetine: The SNAC router can be a default router on the
stub network (see xref target="snac-reachability" TBD fixref).

* SNAC routers do not provide DHCP service on the stub network.
Therefore, the "M and 'O flag bits MJST be zero.

* The "SNAC router’ flag bit xref target="1-D.ietf-6nman-snac-router-
bit" TBD waitRef MJST be O.

* In the CQur Hop Linmt field: O

* In the Reachable Time field: O

* Inthe Retrans Tiner field: O

* |In the options, the SNAC router nay send options as appropriate.

- Source Link-Layer Address option: Including this option
whenever possible is RECOWENDED. The |oad bal anci ng use case
in Section 6.2.3 of [ RFC4861] is out of scope for this docunent
and is not generally expected to be applicable. The benefit of
including this option is that it elimnates the need to do
nei ghbor di scovery on the SNAC router’s link-local address in
order to get its link-layer address.

- MU option: the SNAC router is managing the link, and hence NAY
send this option.

- Some SNAC router will need to send a PIO. Normally, only one
SNAC router will send a PIO How this decision is nmade is
described in Section 5.2. Wen a SNAC router sents this
option, the follow ng settings apply:

o Inthe 'L flag bit (on-link): 1.
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o Inthe "A flag bit (Autononous address configuration): 1

o Inthe Valid Lifetine field: normally
STUB_PROVI DED_PREFI X_LI FETI ME (see Section 3), but see
Section 5.1.2.5.

0 Inthe Preferred Lifetine field: normally
STUB_PROVI DED PREFI X LI FETI ME (see Section 3), but see
Section 5.1.2.5.

- Route Information Option: when a SNAC router is not advertising
a default route, it MJST include one or nore RIO options in
router advertisements on the stub network to provide
reachability to infrastructure. This is discussed in
Section 5.4. The follow ng settings apply:

o Prefix Length: the length of the prefix covered by the
route, not necessarily 64.

0 Route Preference: | ow

0 Route Lifetime: The lifetinme of the prefix on the
infrastructure link, but no nore than
STUB_NETWORK_REACHABLE_TI ME

o Prefix: the prefix that is known to be reachabl e on the
i nfrastructure network
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