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1. Introduction

[ RFC4119] defines the <retransm ssion-all owed> el ement as part of
PIDF-LO.  Section 2.2.5 "Schema Definitions" defines this elenent as
a bool ean data type as described in WVBC' s "XM. Schena Part 2
Dat at ypes (Second Edition)". As a bool ean data type,
<retransm ssi on-al |l owed> can have the follow ng val ues: ’true’
"false’, "0, or '1

Unfortunately the exanples in the text of RFC 4119 used val ues ’'yes
and 'no’, which are not allowed per section 2.2.5 "Schenma
Definitions". This problemwas reported in errata id 1535
(https://www. rfc-editor.org/erratal/ei d1535) in 2008, and verified in
2010.

Since RFC 4119, there are another 13 RFCs with <retransm ssion-

al | oned> exanple text. Despite the RFC 4119 errata, 5 of these RFCs
incorrectly repeated the m staken use of 'yes’ and 'no’ in their
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exampl es of <retransnission-allowed>: [RFC5606], [RFC5774],

[ RFC6442], [RFC7378], and [ RFC8262]. The other 8 RFCs correctly use

"true’ and 'false’ in their exanples: [RFC5580], [RFC5985],

[ RFC6397], [RFC6753], [RFC6772], [RFC7199], [RFC7852], and [ RFC8876].

Rat her than submitting individual errata against the incorrect

exanples in those 5 RFCs, this docunent updates themall to replace
all use of 'yes’ with "true’, and all use of 'no’ with 'false’. The
original RFC 4119 is also included here for conpl eteness, to further

reinforce the existing errata id 1535 for RFC 4119
Changes to Docunents

RFC 4119 - A Presence-based GECPRIV Location hject Format (Pl DF-
LO

[ RFC4119] section 2.2.2 page 8 says:

"retransmi ssion-all owed’ : Wen the value of this element is 'no’,
the Recipient of this Location Cbject is not pernitted to share
the encl osed Location Information, or the object as a whole, with
other parties. When the value of this elenent is 'yes’,
distributing this Location is permtted (barring an existing out-
of - band agreenent or obligation to the contrary). By default, the
val ue MJUST be assunmed to be 'no’'. Inplenentations MJST include
this field, with a value of "no’, if the Rule Maker specifies no
pr ef er ence.

It should say:

"retransmnission-allowed : Wen the value of this elenent is
*'false’*, the Recipient of this Location Object is not permtted
to share the encl osed Location Information, or the object as a
whol e, with other parties. Wen the value of this elenent is
*'true'*, distributing this Location is pernitted (barring an

exi sting out-of-band agreenent or obligation to the contrary). By
default, the value MJUST be assunmed to be *'fal se’ *.

I mpl enentati ons MUST include this field, with a val ue of

**false’*, if the Rule Maker specifies no preference.

Section 2.3 "Exanple Location Objects" shows the following in two
pl aces:

<gp: retransm ssi on-al | owed>no</gp: retransni ssi on-al | owed>
Bot h pl aces shoul d show:

<gp:retransm ssi on-al | owed>f al se</ gp: retransni ssi on-al | owed>
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2.2.

RFC 5606 - Inplications of 'retransm ssion-allowed for SIP
Locati on Conveyance

[ RFC5606] Section 2 says:

These questions and concerns are particularly problematic when
<retransmi ssion-allowed> is set to "no" (the default case). This
core concern mght be put as "to whom does <retransni ssion-

al | oned> apply in |ocation-based routing?" Mre specifically:

Is any entity that reads LI bound by <retransm ssion-allowed>? |If
so, does that nean a proxy that perforns | ocation-based routing is
unable to forward a request and conplete a SIP call if

\retransm ssion-allowed> is "no"? Alternatively, nust they strip
the | ocation body fromthe nmessage in order to conplete the call?

If the proxy does not understand RFC 4119, it may forward a SIP
message containing a policy statenent <retransm ssion-all owed> set
to "no". Is any proxy that does understand RFC 4119 required to
parse the LI for this statement, even if it would not do so in
order to route the nessage?

shoul d say:

These questions and concerns are particularly problematic when
<retransm ssion-allowed> is set to *"false"* (the default case).
This core concern mght be put as "to whom does <retransm ssion-
al | oned> apply in location-based routing?" More specifically:

Is any entity that reads LI bound by <retransm ssion-allowed>? |f
so, does that nean a proxy that perforns | ocation-based routing is
unable to forward a request and conmplete a SIP call if

\retransm ssion-allowed> is *"false"*? Alternatively, nust they
strip the location body fromthe nmessage in order to conplete the
call?

If the proxy does not understand RFC 4119, it may forward a SIP
message containing a policy statenent <retransm ssion-all owed> set
to *"false"*. |s any proxy that does understand RFC 4119 required
to parse the LI for this statement, even if it would not do so in
order to route the nessage?

Section 3.1 says:

After extensive discussion in both GEOPRIV and SIP contexts, there
seens to be consensus that a solution for this problem nust enable
| ocati on-based routing to work even when the <retransm ssion-
allowed> flag is set to "no". A solution should also give the
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Rul e Maker the ability to allow or forbid the use of LI for
| ocati on-based routing and the ability to allow or forbid the use
of LI for the consunption of the endpoint.

shoul d say:

After extensive discussion in both GEOPRIV and SIP contexts, there
seenms to be consensus that a solution for this problem nmust enabl e
| ocati on-based routing to work even when the <retransm ssion-
allowed> flag is set to *"false"*. A solution should also give
the Rule Maker the ability to allow or forbid the use of LI for

| ocati on-based routing and the ability to allow or forbid the use
of LI for the consunption of the endpoint.

Section 3.2 says:

Consensus has energed that any SIP entity that receives a SIP
message containing LI through the operation of SIP s nornal
routing procedures or as a result of |ocation-based routing should
be considered an authorized recipient of that LI. Because of this
presunpti on, one SIP el ement may pass the LI to another even if
the LOit contains has <retransm ssion-allowed> set to "no"; this
sees the passing of the SIP nessage as part of the delivery to

aut hori zed recipients, rather than as retransmssion. SIP
entities are still enjoined from passing these nmessages outside
the normal routing to external entities if <retransm ssion-

all owed> is set to "no", as it is the passing to third parties
that <retransm ssion-allowed> is neant to control

shoul d say:

Consensus has energed that any SIP entity that receives a SIP
message containing LI through the operation of SIP s nornal
routing procedures or as a result of |ocation-based routing should
be considered an authorized recipient of that LI. Because of this
presunpti on, one SIP elenent may pass the LI to another even if
the LOit contains has <retransnission-allowed> set to *"fal se"*;
this sees the passing of the SIP nessage as part of the delivery
to authorized recipients, rather than as retransnmission. SIP
entities are still enjoined from passing these nessages outside
the normal routing to external entities if <retransm ssion-

all owed> is set to *"false"*, as it is the passing to third
parties that <retransmi ssion-allowed> is neant to control

Section 3.5 says:

like the PIDF-LO <retransm ssion-all owed> being set to "no",

it isa...
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It should say:

. li ke the PIDF-LO <retransm ssion-all owed> being set to
*"false"*, it is a...

Section 3.6 says:

it must not copy location if <retransm ssion-allowed> is "no

It should say:

it nust not copy location if <retransnission-allowed> is
*"fal se"*.

2.3. RFC 5774 - Considerations for Civic Addresses in PlIDF-LO
Gui delines and | ANA Registry Definition

[ RFC5774] Section A 5 "Exanple" shows:
<gp: retransm ssi on-al | oned>yes</ gp: retransm ssi on-al | owed>

It should show
<gp:retransm ssion-al | owed>t rue</ gp: retransni ssi on-al | owed>

2.4. RFC 6442 - Location Conveyance for SIP

[ RFC6442] section 4.4 page 18 says:
This location error is specific to having the PIDFLO [ RFC4119]
<retransm ssion-al |l owed> el enent set to "no". This location error

is stating it requires permssion (i.e., PIDF-LO <retransmni ssion-
al | oned> el enent set to "yes") to process this SIP request

further. |If the LS sending the location information does not want
to give this permission, it will not change this pernmission in a
new request. |If the LS wants this nessage processed with the
<retransm ssion-al | owned> el enent set to "yes", it MJST choose

anot her |ogical path (if one exists) for this SIP request.
It should say:

This location error is specific to having the PIDFLO [ RFC4119]
<retransm ssion-al |l owed> el enent set to *"false"*. This |ocation
error is stating it requires permssion (i.e., PIDFLO

<retransm ssion-all owed> el enent set to *"true"*) to process this
SIP request further. |[If the LS sending the location information
does not want to give this pernmission, it will not change this
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permi ssion in a newrequest. |If the LS wants this nessage
processed with the <retransm ssion-all owed> el enent set to
*"false"*, it MJIST choose another |ogical path (if one exists) for
this SIP request.

Errata id 4236 (https://ww.rfc-editor.org/erratalei d4236)
incorrectly includes the follow ng text

Section 5.1, 5.2 says:

<gbp: retransm ssi on-al | oned>f al se
</ gbp: retransmni ssi on-al | owed>

shoul d say:

<gbp: retransm ssi on-al | oned>no
</ gbp: retransm ssi on-al | owed>

Sections 5.1 and 5.2 of RFC6442 are correct w thout any need for this
errata id 4236. This errata should be ignored.

2.5. RFC 7378 - Trustworthy Location

[ RFC7378] section 6 page 25 says:

as noted in RFC5606, Section 3.2:

.. Because of this presunption, one SIP el ement may pass the
LI to another even if the LO it contains has <retransm ssion-
al l oned> set to "no"; this sees the passing of the SIP nessage
as part of the delivery to authorized recipients, rather than
as retransmission. SIP entities are still enjoined from
passi ng these nmessages outside the normal routing to externa
entities if <retransmission-allowed> is set to "no", as it is
the passing to third parties that <retransm ssion-allowed> is
meant to control

It should say:

as noted in RFC5606, Section 3.2:
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Because of this presumption, one SIP el enent may pass the
LI to another even if the LOit contains has <retransm ssion-
al l oned> set to *"false"*; this sees the passing of the SIP
message as part of the delivery to authorized recipients,
rather than as retransmission. SIP entities are still enjoined
from passi ng these nessages outside the normal routing to
external entities if <retransm ssion-allowed> is set to
*"false"*, as it is the passing to third parties that
<retransm ssion-all owed> is neant to control

RFC 8262 - Content-I1D Header Field in SIP

[ RFC8262] section 1.4.1 "Exanple 1" shows:

<gbp: retransm ssi on-al | oned>no
</ gbp: retransm ssi on-al | owed>

shoul d show:

<gbp: retransmni ssi on-al | owed>f al se
</ gbp: retransm ssi on-al | owed>

Security Considerations

The changes in this docunent does not require additional security
consi derati ons beyond those already noted in the individual RFCs
affected by this RFC

| ANA Consi der ati ons

None
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