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Abstract

The Signed Prefix List (SPL) is an RPKI object that attests to the
conplete list of prefixes which an Autononpbus System (AS) nmay
originate in the Border Gateway Protocol (BGP). This docunent
specifies an SPL-based Route Origin Verification (SPL-ROV)

met hodol ogy and conmbines it with the ROA-based ROV (ROA-ROV) to
facilitate an integrated mitigation strategy for prefix hijacks and
AS forgery. The docunent also explains the various BGP security
threats that SPL can hel p address and provi des operati onal

consi derations associated with SPL-ROV depl oyment.
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1. Introduction

The Signed Prefix List (SPL) [I-D.ietf-sidrops-rpki-prefixlist] is a
Resource Public Key Infrastructure (RPKI) object that attests to the
conplete list of prefixes which an Autononpbus System (AS) nmay
originate in the Border Gateway Protocol (BGP). This docunent
specifies an SPL-based Route Origin Verification (SPL-ROV) procedure
and how it can be conbined wi th ROA-based ROV ( ROA- ROV)

[ RFC6811] [ RFC9319] to facilitate an integrated mitigation strategy
for prefix hijacks, AS forgery, and reduction of attack surface for
forged-origin prefix hijacks. An AS forgery occurs when an offending
ASillegitimately inserts another AS (victimAS) as the originin a
BGP announcenent (prefix may belong to a third party or the
offender). A forged-origin prefix hijack occurs when an of fendi ng AS
makes a BGP announcenent with illegitimte insertion of a {prefix,
origin AS} tuple that is Valid per ROA-ROV [ RFC7115] [ RFC9319]. The
various BGP security threats that SPL-ROV hel ps to address are
described in Section 6. Operational considerations associated with

Sriram et al. Expi res 18 Decenber 2025 [ Page 2]



Internet-Draft SPL- based Route Verification June 2025

SPL- ROV are discussed in Section 7.

The verification procedures described in this docunent MJIST be
applied to BGP routes with {AFl, SAFI} conbinations {AFl 1 (IPv4),
SAFI 1} and {AFl 2 (I1Pv6), SAFl 1} [l ANA-AF] [I ANA-SAF]. The
procedures MJST NOT be applied to other address fanmilies by default.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nology and List of Acronyns

The following list includes the terns used with special neani ngs and
acronyns.

* "Route is ineligible": The termhas the sane neaning as in
[ RFC4271], i.e., "route is ineligible to be installed in Loc-RI B
and will be excluded fromthe next phase of route selection.”
* SPL: Signed Prefix List (see [|I-D.ietf-sidrops-rpki-prefixlist]).
* VSP: Validated SPL Payl oad (see Section 3).
* ROA: Route Origin Authorization (see [ RFC6811]).
*  ROA-ROV: ROA-based Route Origin Verification (see Section 4).
* SPL-ROV: SPL-based Route Origin Verification (see Section 4)
* RP: Relying Party (see [RFC6484]).
3. Signed Prefix List (SPL) and Validated SPL Payl oad (VSP)
The definition and semantics of Signed Prefix List (SPL) are provided
in[I-D.ietf-sidrops-rpki-prefixlist] apply here. Additiona
clarification is that the SPL object does not inplicitly permt a
nmor e-speci fic prefix subsumed by a listed | P address prefix to be
originated by the subject ASlisted init. For any such nore-

specific prefix to be pernmitted by the SPL object, it nust be
explicitly listed in the list of |IP address prefixes.
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Normal |y there would be a single valid Signed Prefix List (SPL)
object for a given asID[I-D.ietf-sidrops-rpki-prefixlist]. However,
if multiple valid SPL objects which contain the same aslD exist, then
union of the resulting address prefix nenbers forns the conpl ete set
of menbers. The conplete set (resulting froma single or multiple
SPLs) is locally stored by a Relying Party (RP) or conpliant router,
and such an object is called the Validated SPL Payl oad (VSP) for the
asID in consideration. For a given aslD, there may be only a valid
SPL object with zero prefixes listed. By creating such an enpty SPL
obj ect, the subject AS is declaring that it does not originate any
prefixes. For an enpty SPL, the correspondi ng VSP conveys 'Enpty’ in
pl ace of the set of prefixes [I-D.ietf-sidrops-rpki-prefixlist].

4. Route Oigin Verification Al gorithnms Using ROA and SPL

SPLs provide a second neans to performroute origin verification
(ROV) based upon RPKI data. |In this docunent, we refer to the ROV
based upon ROA data as ROA- ROV and the ROV based upon SPL data

(al gorithm described bel ow) as SPL-ROV.

Thi s docunent nakes no changes to the ROA-ROV procedure defined in
Section 2 of [RFC6811]. The SPL-ROV procedure described belowis
designed to augnment and integrate with the existing ROA- ROV
procedures. The ROA-ROV and SPL- ROV procedures produce independent
verification results referred to as ROA-ROV-state and SPL-ROV-state
respectively.

An eBGP router that conforns to this specification MJST inpl enent
bot h the ROA- ROV and SPL- ROV procedures specified bel ow

For each received BGP route:

1. Set the ROA-ROV-state = the outconme (NotFound, Valid, or Invalid)
of the route origin verification procedure in Section 2 of
[ RFC6811] .

2. If the route contains an AS _SET, then set the SPL-ROV-state =
I nvalid and stop.

3. Else, if the route’s origin AS does not have a VSP, then set the
SPL- ROV-state = Not Found and st op.

4. Else, if the route’s origin AS' s VSP includes the route prefix,
then set the SPL-ROV-state = Valid and stop.

5. Else, set the SPL-ROV-state = Invalid and stop.
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5. Mtigation Policy

The specific configuration of a mtigation policy is at the
the follow ng

di scretion of the network operator. However,
mtigation policy is highly recomended.

If either the route’s SPL-ROV-state or

ROA- ROV-state =

SPL- based Route Verification

June 2025

Invalid

inthe Adj-RIB-1n for

t he

(Section 4), then the route SHOULD be considered ineligible for route
sel ection (see Section 2) but MJST be kept
potential future re-evaluation (see [ RFC9324])

To be cl ear,

above applies when either or both of the two ROV states is (or are)

Invalid. Routes with al
ROV states (i.e.,

ot her conbi nations of the SPL-ROV and
Val i d-Valid, Valid-NotFound, NotFound-Valid,

ROA-

Not Found- Not Found) SHOULD be considered eligible for best path

sel ection and SHOULD get the sane preference |

evel

other (assum ng other path properties are equal).

For visualization purposes,

Table 1 below lists al

possi bl e

relative to each

conbi nati ons of the ROA-ROV and SPL-ROV states and the associated
recomendations for the route’s eligibility for path sel ection

[} gl e fums sty oo el b o
| I'ndex | ROA-ROV-state | SPL-ROV-state | Route Sel ection |
[ oo el e oo s e s oo s el e
| 1 | valid | valid | Eligible |
B S, Fom e e e oo - Fom e e e oo - o e e e e e o +
| 2 | Vvalid | Not Found | Eligible |
E R R R +
| 3 | valid | I'nvalid | I'neligible |
S oo - oo - Fom e o +
| 4 | Not Found | valid | Eligible |
B S, Fom e e e oo - Fom e e e oo - o e e e e e o +
| 5 | Not Found | Not Found | Eligible |
E R R R +
| 6 | Not Found | I'nvalid | I'neligible |
S oo - oo - Fom e o +
| 7 | I'nvalid | Vvalid | I'neligible |
B S, Fom e e e oo - Fom e e e oo - o e e e e e o +
| 8 | I'nvalid | Not Found | I'neligible |
E R R R +
| 9 | I'nvalid | I'nvalid | I'neligible |
S oo - oo - Fom e o +
Table 1
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BGP Security Threats Addressed by SPL-ROV

The BGP security threats addressed by depl oyi ng SPL-ROV together with
ROA- ROV (Section 4) and the nmitigation policy (Section 5) are
di scussed bel ow.

6.
1.
2.
3.
4.
5.
7.

*AS Forgery Wil e Hijacking an ROA- ROV- Not Found Prefix:* If AS A
creates an SPL, it is protected by SPL-ROV in case an of fendi ng
AS X inserts AS A as the origin AS and announces a third-party
prefix not covered by a ROA

*AS Forgery Together with a Conflicting ROA:* A conflicting ROA
is one which attests the origination of a prefix froman AS but
the AS has not included the specific prefix inits SPL. Consider
the scenario in which AS A creates a Signed Prefix List. In this
case, AS Ais protected by SPL-ROV if an offending AS X inserts
AS A as the origin AS and announces a prefix for which AS X hol ds
an RPKI certificate and has signed a conflicting ROA showi ng AS A
as the origin.

*AS Accidentally Strips AS PATH and M s-Originates Prefixes:* An
AS | earns a route froman eBGP nei ghbor and announces the prefix
to anot her eBGP neighbor as if it is being originated by it
(i.e., strips the received AS PATH and re-originates the prefix).
This can be called a re-origination or ms-origination attack

(al so see Type 5 route leak in [RFC7908]). This attack has been
seen to happen in practice due to mal functioning route
optimzers. It can be mtigated at nei ghboring ASes by SPL-ROV
if the AS in consideration has registered an SPL.

*Attack Surface Reduction:* Often a prefix owner includes nore
prefixes and/or nore nore-specific prefixes (using nmaxLength or
otherwi se) in their ROA but has no plans to announce some or nany
of them Such overly broad ROAs create a |larger attack surface
for forged-origin prefix and/or subprefix hijacks (Section 1).
Creation of an SPL and the depl oynent of SPL-ROV can reduce this
attack surface by effectively restricting the broad set of

prefi xes announcenents authorized by the ROA to the subset of
prefixes originated by the origin AS (i.e., prefixes inits VSP).

*AS can declare itself "Not Originating Prefixes in the
Internet":* An SPL can be created with an enpty prefix list in
it. In doing this, the ASis asserting that it is not
originating any prefixes in the Internet. Any route showing this
AS as the origin ASis Invalid per SPL-ROV.

Qper ational Considerations
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7.1. Considerations when Prefix Oaner Splits a Prefix

A prefix owner with a prefix listed in the SPL of an AS may one day
decide to split its prefix and announce only a nore-specific prefix
(subsured under the prefix) fromthe AS in consideration. This
operation needs to be nanaged carefully by applying the nake-before-
break principle. Wen notified of the intent, the AS nust update its
SPL to add the nore-specific prefix while maintaining the origina
prefix. However, the updated SPL will take tine to propagate to the
RPs t hroughout the Internet. So, the AS nust continue to announce
the original prefix as well as the nore-specific prefix for at |east
a period greater than the estinmated propagation tine of the updated
SPL. At a later time, the less specific prefix my be renmoved from
the AS s SPL. The prefix owner should be kept infornmed about the
operational procedure so the expectations can be properly managed.

7.2. Considerations when Prefix Omer Has a New Prefix

A prefix owner with a new prefix may request the AS operator with an
SPL to announce it. The AS operator SHOULD recomend the prefix
owner to create a ROA for the new prefix. The AS operator MJST
update its SPL to add the new prefix. Ubiquitous BGP propagation of
the routes based upon the new prefix cannot be achieved until the
updated SPL has propagated to RPs throughout the Internet. AS
operators that make such SPL updates may choose to del ay announcenent
of the new prefix to mninize triggering SPL-ROV Invalids at down-
pat h ASes.

7.3. Avoidance of Discrepancies in the SPL

A prefix owner may dispute with the originating AS that its prefix
has not been included in the AS s SPL. This can happen due to

m scommuni cati on or operational errors at the AS. A compliant AS
shoul d have appropriate operational processes to avoid such

di screpanci es and fix any such issues expeditiously.

7.4. DoS/ DDoS Mtigation Service Provider

An AS may have a DoS/ DDoS mitigation service provider (MSP) to defend
agai nst attacks targeting systens within its originated address
space. Such an AS may request the MSP to include the prefixes
contracted for the protection service to be included in the MSP AS' s
SPL. The prefixes under such a contract would be typically nore-
specific prefixes than the AS s normal announcerments. Wth such an
SPL in place, in the event of an attack, the MSP AS can announce the
nore-specific prefixes for mtigation purposes and they will be Valid
per SPL-ROV. It is assuned that appropriate ROAs are al so registered
in advance so that the announcenents are Valid per ROA-ROV as wel |l
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10.

10.

[ RFC9319] .
I ANA Consi derations

Thi s docunent has no | ANA consi derati ons.
Security Considerations

In the SPL profile specification [I-D.ietf-sidrops-rpki-prefixlist],
it is highly RECOWENDED that an AS should only maintain one SPL that
contains all the prefixes originated or intended to be originated by
that AS. |f an operator chooses to maintain nultiple SPL objects
(each with only a subset of the prefixes that could be originated by
the AS), then consideration nmust be given to the risk inposed in
scenarios in which an RP nmight receive some but not all of the SPL
objects. Gven the senantics of the SPL data as a conprehensive
permt list for an AS s BGP originations, receiving sone, but not
all, SPL data of an AS can result in unintended route filtering and
potential |oss of reachability.
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