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Abst ract

Thi s docunent defines a "Signed Prefix List", a Cryptographi c Message
Syntax (CMB) protected content type for use with the Resource Public
Key Infrastructure (RPKI) to carry the conplete list of prefixes

whi ch an Aut ononous System (the subject AS) may originate to all or
any of its routing peers. The validation of a Signed Prefix List
confirnms that the hol der of the subject AS produced the object, and
that this list is a current, accurate and conpl ete description of
address prefixes that nmay be announced into the routing system
originated by the subject AS.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 13 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

1.

I nt roducti on

Thi s docunent defines a "Signed Prefix List", a Cryptographi c Message
Syntax (CMB) [ RFC5652] [ RRFC6268] protected content type to carry a
list of I P address prefixes and an Autononobus System Nunber (the
subject AS). The list of prefixes describes the maxi mal set of
prefixes that the subject AS MAY announce to any of its routing
peers. The content is signed by the holder of the RPKI private key
associated with the subject AS.

RPKI Signed Prefix Lists allow other RPKI-validating routing entities
to audit the collection of announcenments that have the subject AS as
the originating AS. Any prefixes originated by this AS not contained
in a validated Signed Prefix List SHOULD be regarded as ineligible,
but ultimately their consequent handling by the local routing entity
that perforned the audit function is a matter of |ocal policy.

The intent of this object is to offer a RPKI-based successor to the

[ RFC2622] 'route-set’ class objects used in Internet Routing
Registries (IRRs). The semantics of the route-set and the Signed
Prefix List are simlair. The difference is that the RPKI signature
allows a relying party of be assured of the currency and authenticity
of the Signed Prefix List as a conplete enuneration of all prefixes
that may be announced as originating by the subject AS.

Signed Prefix List objects follow the Signed Cbject Tenplate for the
RPKI [ RFC6488] .

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The Signed Prefix List ContentType

The eContent Type for a Prefix List is defined as id-ct-
rpki Si gnedPrefixList, with Cbject ldentifier (O D)
1.2.840.113549.1.9.16.1.51

This O D MIST appear within both the eContent Type in the
encapContent | nfo object and the Content Type signed attribute in the
signerinfo object (see [ RFC6488]).
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3. The Signed Prefix List eContent

The content of a Signed Prefix List is a single ASN and a list of IP
address prefixes. A Signed Prefix List is formally defined as
fol |l ows:

Rpki Si gnedPr ef i xLi st -2024
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-r pki Si gnedPr ef i xLi st-2024(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;

ct-rpki Si gnedPr efi xLi st CONTENT- TYPE :: =
{ TYPE Rpki Si gnedPrefi xLi st
| DENTI FI ED BY i d-ct-rpki Si gnedPrefi xLi st }

i d-ct-rpki Si gnedPrefixList OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smnme(16) id-ct(1) 51}

Rpki Si gnedPrefi xLi st ::= SEQUENCE {
version [0] I NTEGER (0.. MAX) DEFAULT O,
asl D | NTEGER (1..4294967295),

prefi xBl ocks SEQUENCE (Sl ZE(0..2)) OF AddressFam | yAddressPrefi xes }

Addr essFam | yAddr essPrefi xes ::= SEQUENCE {
addressFam | y ADDRESS- FAM LY. &afi ({AddressFam |ySet}),
addr essPrefi xes ADDRESS- FAM LY. &Prefi xes ({AddressFani | ySet}{@ddressFan|ly}) }

ADDRESS- FAM LY ::= CLASS {
&af i OCTET STRING (SI ZE(2)) UNI QUE,
&Pr ef i xes

} WTH SYNTAX { AFl &afi PREFI XES &Prefixes }
Addr essFam | ySet ADDRESS- FAM LY ::= { addressFanilylPv4 | addressFanilylPv6 }

addressFani | yl Pv4 ADDRESS- FAM LY ::
addressFani | yl Pv6 ADDRESS- FAM LY ::

{ AFl afi-1Pv4 PREFI XES | Pv4Prefixes }
{ AFl afi-IPv6 PREFI XES | Pv6Prefixes }

afi-1Pv4d OCTET STRING ::= '0001'H
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afi-1Pv6 OCTET STRING ::= '0002' H

| Pv4Prefixes ::= SEQUENCE (SIZE(1l..MAX)) OF AddressPrefix{ub-1Pv4}
| Pv6Prefixes ::= SEQUENCE (SIZE(1l..MAX)) OF AddressPrefix{ub-1Pv6}
ub-1Pv4 | NTEGER ::= 32

ub-1Pv6 | NTEGER ::= 128

AddressPrefix {INTEGER ub} ::= BIT STRING (SI ZE(O. . ub))

END

3.1. Version
The version nunber of the Rpki SignedPrefixList MJST be O.

3.2. aslD
The Aut ononmous System Nunber contai ned here MJST be a contai ned
within the set of AS Identifier resources listed by the EE
certificate carried in the CM5s certificates field.

3.3. prefixBl ocks
This field contains a SEQUENCE of AddressFam | yAddressPrefi xes. The
Addr essFam | yAddr essPrefi xes el enents MJST be ordered in ascendi ng
order by nuneric value of the addressFanmily field.

3.3.1. Elenent AddressFani| yAddressPrefixes

This field contains a SEQUENCE whi ch contai ns one instance of
addressFanmi |y and one instance of addressPrefixes.

3.3.1.1. addressFamly

This field contains an OCTET STRING which is either '0001'H (IPv4) or
"0002' H (I Pv6).

3.3.1.2. addressPrefixes

This field contains a SEQUENCE of paraneterized AddressPrefix
i nstances.

3.3.1.3. Elenment AddressPrefix
This elerment is |length bounded through the Infornmation Cbject O ass

ADDRESS- FAM LY. The type is a BIT STRING see Section 2.2.3.8 of
[ RFC3779] for nore information on encoding IP prefixes.
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3.3.2. Canonical formfor prefixBl ocks

As the data structure described by the SignedPrefixList Section 3
nmodul e all ows for many different ways to represent the same set of IP
address prefix information, a canonical formis defined such that
every set of address prefixes has a unique representation. To
produce and verify this canonical form the process described in this
section MJST be used to ensure information elements are unique with
respect to one another and sorted in ascending order. This
canoni cal i zati on procedure builds upon the canonicalization procedure
specified in section 2.2.3.6 of [RFC3779] and Section 4.3.3 of
[I-D.ietf-sidrops-rfc6482bis].

To semantically conpare, sort, and deduplicate the contents of the
prefi xBl ocks field, each AddressPrefix element is mapped to an
abstract data el enent conposed of three integer val ues:

afi  The AFI val ue appearing in the addressFanily field of the
cont ai ni ng addressPrefixes as an integer

addr The first |IP address of the IP prefix appearing in the
AddressPrefix field, as a 32-bit (IPv4) or 128-bit (IPv6) integer
val ue.

plen The prefix length of the IP prefix appearing in the
AddressPrefix address field as an integer val ue.

Thus, the equality or relative order of two AddressPrefix el enents
can be tested by conparing their abstract representations.

3.3.2.1. Conparator
The set of prefixBlocks is totally ordered. The order of two
prefi xBl ocks is deternmined by the first non-equal conparison in the
following list.

1. Data elements with a lower afi value precede data elenents with a
hi gher afi val ue.

2. Data elenents with a | ower addr value precede data elenents with
a hi gher addr val ue.

3. Data elenments with a | ower plen value precede data elenents with
a hi gher plen val ue.

Data el enents for which all three values conpare equal are duplicates
of one another.
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4.

Semantics of Signed Prefix List

The I P address prefixes listed in a Signed Prefix List object are an
enuneration of prefixes that may be announced as originating fromthe
AS identified by the asID (the subject AS) if the object can be
validated by the RPKI (Section 5). The object does not inplicitly
permit a nore-specific prefix subsumed by a listed | P address prefix
to be originated by this AS. For any such nore-specific prefix to be
permtted by the Signed Prefix List object, it nmust be explicitly
listed in the list of IP address prefixes.

Si gned Prefix List Validation

To validate a Signed Prefix List, the RP MUST performall the
val i dation checks specified in [RFC6488]. 1In addition, the RP MUST
performthe followi ng validation steps:

1. The contents of the CV5 eContent field MJUST conformto all the
constraints described in Section 3.

2. The Autononmpus System ldentifier Del egati on extension [RFC3779]
MUST be present in the EE certificate contained in the CVS
certificates field.

3. The ASidentifier present in the Rpki SignedPrefixList eContent
"asID field MIUST be contained in the AS Identifiers present in
the certificate extension

4. The Autononous System ldentifier Del egati on extension MJST NOT
contain "inherit" el ements.

5. The I P Address Del egati on Extension [RFC3779] is not used in
Signed Prefix List, and MUST NOT be present in the EE
certificate.

Qper ational Considerations

Multiple valid Signed Prefix List objects which contain the same aslD
could exist. In such cases, the union of address prefix nmenbers of
the collection of Signed Prefrix list objects forms the conplete set
of menbers. It is RECOMVENDED that a CA maintains a single Signed
Prefix List for a given aslD.
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If an AS hol der publishes a Signed Prefix List, then relying parties
SHOULD assume that the list is conplete for that originating AS, and
the presence of any route with the sane AS as the originating AS and
an address prefix that is not included in the Signed Prefix List
inplies that the route has been propagated within the routing system
wi t hout the pernission of the originating AS.

The construction of an "allowist’ for a given EBGP session using
Signed Prefix List(s) conplinents both best current practices

[ RFC7454] and the practice of rejecting RPKI-ROV-invalid BGP route
announcenents [ RFC6811]. |In other words, if a given BGP route is
covered by a Signed Prefix List, but also is "Invalid" froma Route
Oigin Validation perspective, it is RECOAWENDED to reject the route
announcenent. Here the term"reject the route" is used in the sense
of "consider the route ineligible for path selection" [RFC4271].

6.1. EE Certificates

The Certificate Authority (CA) SHOULD sign only one Signed Prefix
List with each generated private key and SHOULD generate a new key
pair for each new version of a Signed Prefix List object. The CA
MUST generate a new End Entity (EE) certificate for each signing of a
particular Signed Prefix List. An associated EE certificate used in
this fashion is terned a "one-tine-use" EE certificate (see Section 3
of [ RFC6487]).

6.2. bject Filenanes

A guideline for nami ng Signed Prefix List objects is that the file
name chosen in the repository be a value derived fromthe public key
of the EE certificate. One such nmethod of generating a publication
nane i s described in Section 2.1 of [RFC4387]; convert the 160-bit
hash of an EE' s public key value into a 27-character string using a
nmodi fi ed form of Base64 encoding, with an additional nodification as
proposed in Section 5, table 2, of [RFC4648].

7. Security Considerations

Relying Parties are warned that the data in a Signed Prefix List is
sel f-asserted by the AS holder. There is no inplied authority in a
Signed Prefix List that any I P prefix holder has granted the AS

permi ssion to originate a route for any of the listed prefixes. Such
an authority is separately conveyed in the RPKI as a ROA

Wil e one-time-use EE certificates and their associated key pairs are
supposed to be used in an epheneral manner; CAs are not technically
restricted fromgenerating and signing nmultiple different objects
with the sanme key pair, or using the same EE certificate for
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different objects. Any RPKI objects, including Signed Prefix List
objects, that share the same EE certificate cannot be revoked
i ndi vi dual l'y.

8. | ANA Consi derations

8.1. SM Security for SIMMe CM5 Content Type (1.2.840.113549.1.9.16.1)

| ANA has temporarily allocated the following in the "SM Security for
S/IM ME CMS Content Type (1.2.840.113549.1.9.16.1)" registry:

| Decimal | Description | References |
| 51 | id-ct-rpkiSignedPrefixList | draft-ietf-sidrops- |
| | | rpki-prefixlist |
S o e e e e e e ee oo s Fom e e e e e oo s +

Table 1
8.2. RPKI Signed hjects

IANA is requested to register the following ODin the "RPKI Signed
oj ects" registry [ RFC6488]:

| Narme | OD | Reference |
[ gt ——— L —_———————————————————————— Ll —p—_—————
| Signed | 1.2.840.113549.1.9.16.1.51 | draft-ietf-sidrops- |
| Prefix List | | rpki-prefixlist |
I L -, R +

Table 2
8.3. RPKI Repository Nane Schenes

I ANA is requested to add the Signed Prefix List file extension to the
"RPKI Repository Nane Schemes" registry [ RFC6481] as foll ows:

[ et pp—— Cp—p—p—————————— [} i p—p———————————————————————
| Filenane | RPKI nject | Reference |
| Extension | | |
| . spl | Signed | draft-ietf-sidrops-rpki-prefixlist |
| | Prefix List | |
S S o e m e e e e e e e e e e +

Table 3
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8.4. SM Security for SIMME Mdule Identifier
(1.2.840.113549.1.9.16.0)

I ANA is requested to allocate the following in the "SM Security for
S/M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

| Decimal | Description | References |
[} gty e pp—p——p————————————————_——————————_—_ Ll p—p—r o
| TBD | id-mod-rpkiSignedPrefixList-2024 | draft-ietf-sidrops- |
| | | rpki-prefixlist |
S TR T - +

8.5. Media Types

I ANA is requested to register the nedia type "application/rpki-
prefixlist" in the "Media Types" registry as foll ows:

8.5.1. Signed Prefix List Media Type

Type name: application

Subtype nane: rpki-prefixlist

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: Carries a Signed Prefix List. This nedia
type contains no active content. See Section 5 of draft-ietf-
sidrops-rpki-prefixlist for further information.

Interoperability considerations: NA

Publ i shed specification: draft-ietf-sidrops-rpki-prefixlist

Applications that use this nmedia type: RPKI operators

Fragnment identifier considerations: NA

Addi tional information:

Content: This nedia type is a signed
obj ect, as defined in [ RFC6488], which contains a list of
prefixes as defined in draft-ietf-sidrops-rpki-prefixlist.

Magi ¢ nunber(s): NA

File extension(s): .spl

Maci ntosh file type code(s): NA

Person & enmmil address to contact for further information: Job
Snijders (job@astly.com

I ntended usage: COMMON

Restrictions on usage: NA

Author: Job Snijders (job@astly.com

Change controller: |ETF
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RPKI Si gned Prefix List

Exanpl e payl oads

B.1. Exanple Signed Prefix List eContent Payl oad

Decenber 2025

Bel ow an exanpl e of a DER-encoded Signed Prefix List eContent is

provided with annotation following the '#

$ cat << ECF |
3081b102023cca3081aa307304020001306d03040043ddf 5030400a5f eel
030506a5f ef f 00030400c093a8030400¢c22047030400c63a03030401¢cc02
1e030400d11800030400d11801030400d11803030402d11804030403d118
08030400d11808030400d11809030404d11810030405d11820030406d118
40030407d11880303304020002302d03070120010418144e030700200106
7¢208c030700200107f bf d040307002607f ae002450307002a0eb2400000

ECF

NeON®Ww

1
1
16:
18:
24:

30:

127:
129

133:
135:

144

o

[eNeoNeloNoNeoNelNololoN
ol o
bOhwgwmn—w—\o

o o
1o
O

o

0000
0005

snip ..

d=2
d=3
0000
d=3
d=4
0000
d=4
0000

hl =3 | = 177 cons: SEQUENCE

hl =2 | = 2 prim | NTEGER :3CCA #
hl =3 | = 170 cons: SEQUENCE

hl =2 | = 115 cons: SEQUENCE

hl =2 | = 2 prim OCTET STRI NG

- 00 01 #
hl =2 | = 109 cons: SEQUENCE

hl =2 | = 4 prim BI T STRI NG

- 00 43 dd f5 #
hl=2 1= 4 prim BI T STRI NG

- 00 ab fe el #
hl =2 | = 5 prim BI T STRI NG

- 06 a5 fe ff #
- <SPACES/ NULS>

hl=2 I = 51 cons: SEQUENCE

hl =2 | = 2 prim OCTET STRI NG

- 00 02 #
hl =2 | = 45 cons: SEQUENCE

hl =2 | = 7 prim BI T STRI NG

- 01 20 01 04 18 14 4e #
hl =2 | = 7 prim BI T STRI NG

- 00 20 01 06 7c 20 8c #

snip ...

Appendi

x C.

I mpl ement ati on status

This section is to be renmoved before publishing as

char acter.

xxd -r -ps | openssl asnlparse -informDER -i -dunp

AS 15562

AFl 1 Pv4

67.221. 245. 0/ 24
165. 254. 225. 0/ 24

165. 254. 255. 0/ 26

AFl |1 Pv6

2001: 418: 144e: : | A7

2001: 67c: 208c::/ 48

an RFC.

This section records the status of known inplenmentations of the

pr ot ocol

Sni j ders & Huston

defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

Expires 13 June 2026
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The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

* Exanple .spl files were created by Job Snijders.

* A validator inplementation [rpki-client], witten in C was
provi ded by Job Snijders from Fastly.

Aut hors’ Addr esses

Job Snijders

BSD Sof t ware Devel opnent
Anst er dam

Net her | ands

Enmai | : job@sd. n

UR : https://ww. bsd. nl/

CGeof f Hust on

APNI C

6 Cordelia St

South Brisbane Q.D 4101
Australia

Emai | : gi h@pni c. net

Sni j ders & Huston Expires 13 June 2026 [ Page 14]



