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Abst r act

Thi s docunment specifies the Erik Synchronization Protocol for use
with the Resource Public Key Infrastructure (RPKI). FErik

Synchroni zati on can be characterized as a data replication system
using Merkle trees, a content-addressabl e nam ng schenme, concurrency
control using nonotonically increasing sequence nunbers, and HTTP
transport. Relying Parties can conbine infornmation retrieved via
Eri k Synchronization with other RPKI transport protocols. The
protocol’s design is intended to be efficient, fast, easy to

i mpl ement, and robust in the face of partitions or faults in the

net wor k.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2026.
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for use

with the Resource Public Key Infrastructure (RPKI) [RFC6480]. FErik
Synchroni zati on can be characterized as a data replication system
using Merkle trees [ML987], a content-addressabl e nam ng schene

[ RFC6920], concurrency control using nonotonically increasing

sequence nunbers [ RFC0677], and HTTP transport [RFC9110].

Rel yi ng

Parties can conbine information retrieved via Erik Synchronization
with other RPKI transport protocols ([ RFC5781] and [ RFC8182]). The

protocol’s design is intended to be efficient, fast,

easy to

i mpl ement [ RFC1925], and robust in the face of partitions or faults

in the network.

Backgr ound

The notion of cache-to-cache data replication of unvalidated data was

docunented in Section 3 of [RFC7115].
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| Validated caches may al so be created and nai ntai ned from ot her

| wvalidated caches. Network operators SHOULD t ake naxi mum advant age
| of this feature to mnimze |oad on the global distributed RPKI

| database. O course, the recipient relying parties should re-

| wvalidate the data.

I

I

-- RFC7115, section 3

Hi storic records show that experinments have been perforned in this
space using, for exanple, peer-to-peer file sharing technol ogy (see
[ P2P] ), but no standardi sed and wi del y-depl oyed nechani sm for cache-
to-cache replication enmerged since then. The authors hope that the
Eri k Synchroni zati on protocol night be suitable to fill this gap and
i mprove propagati on speed of validly signed repository data as well
as help reduce | oad on the gl obal RPKI.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Related Wrk

The reader is assumed to be familiar with the ternms and concepts
described in "Mintenance of duplicate databases" [RFC0677], "An
Infrastructure to Support Secure Internet Routing" [RFC6480], "The
RPKI Repository Delta Protocol (RRDP)" [RFC8182], "Manifests for the
Resource Public Key Infrastructure (RPKI)" [RFC9286], "A Digita

Si gnature Based on a Conventional Encryption Function" [ML987].

1.4. dossary
Thi s section describes the ternmi nology and abbreviations used in this
docunent. Though the definitions mght not be clear on a first read,

later on the terns will be introduce with nore detail

Erik relay An internediate between CA publication repositories and
Rel ying Parti es.

FQDN The fully qualified domain name of a RPKI repository instance
referenced in an end-entity certificate’ s Subject Information
Access (SIA) extension’s id-ad-signedObject accessDescription

Hash A nessage digest cal culated for an object using the SHA-256
al gorithm

Snijders, et al. Expi res 18 Septenber 2026 [ Page 4]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI March 2026

Eriklndex The relay’'s Merkle root for a given FQDN. An Eriklndex is
an ordered listing of ErikPartition object hashes.

Eri kPartition An ordered listing of the manifest objects’ hashes,
mani f est Nunber val ues, thisUpdate values, and their certificates
SI A ext ensi on val ues.

2. I nformal Overvi ew

Eri k Synchronisation is an architecture to reliably distribute RPKI
repository data fromcache to cache using so-called Erik rel ays.
Rel ays mai ntain a validated cache themsel ves and can be clients of
other relays. Wile this property suggests that a group of relays
shoul d converge to the exact same state, the distributed nature of
the RPKI prevents relays fromachieving strict synchronization

In this synchroni zation protocol, Merkle trees are used to determ ne
whet her differences exist between client and relay. Merkle trees are
hi erarchical data structures: the hash val ue of each node is conputed
recursively by hashing the concatenated hash val ues of the node’s
children. The hash of the Eriklndex represents the entire dataset
related to a given FQDN. If the Eriklndex hash is not the sane
between two replicas, the relay provides the client with hashes of
smal l er and snaller portions of the to-be-replicated dataset unti

the exact list of out-of-sync or missing objects is identified.
Sequence nunbers are then used to deterni ne whether these differences
are rel evant enough for the client to fetch. Al data, except for
Eri kl ndex objects, is fetched using static addresses derived from

obj ect hashes. This approach reduces unnecessary data transfer

bet ween caches which contain nostly sinmilar data.

The client starts by making an inventory of its local state and then
querying an Erik relay for the relay’ s current Eriklndex for a given
FQDN. If the Erikindex is different conpared to the previous run (or
conpared to the Eriklndex derived fromlocally cached objects).

After having acquired the current Eriklndex, clients can determ ne
whi ch ErikPartitions need to be fetched. The client then can conpare
the _manifest Nunber _ sequence nunber and _thisUpdate_ for each

mani fest listed in the ErikPartition, and proceed to fetch
(purportedly) newer versions of manifests of interest. \Wenever a
relay has nmanifests with a | ower sequence nunber on offer, the client
can ignore those. The client now has sufficient information to
proceed to fetch any missing Certificates, Signed objects, and CRLs.
Wth the informati on contained within manifests, clients can fetch
addressed by content (by hash) and store by name (or sone other
schene).

Snijders, et al. Expi res 18 Septenber 2026 [ Page 5]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI

3.

Eri k Synchroni zati on Data Structure Definitions
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The nessages used in this protocol to construct and determ ne
synchroni zati on states are encoded foll owi ng Di stingui shed Encodi ng
Rul es (DER) [X.690]. FEriklndex and ErikPartition objects are

formally defined as follows.

Rpki Eri kSynchr oni zat i on- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod- r pki Eri kSynchroni zati on-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS
CONTENT- TYPE, Di gest, DigestAl gorithm dentifier
FROM Crypt ogr aphi cMessageSynt ax-2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) }

AccessDescri ption, Keyldentifier
FROM PKI X1l mpl i cit-2009 -- in [RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-inplicit-02(59) }

3

ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
cont ent [0] EXPLICIT
CONTENT- TYPE. &Type({ Cont ent Set } { @ont ent Type}) }
Cont ent Set CONTENT- TYPE :: = {
ct-rpki Eri klndex | ct-rpkiErikPartition, ... }

ct-rpki Eri kl ndex CONTENT-TYPE :: =
{ TYPE Erikl ndex |DENTIFIED BY id-ct-rpkiEriklndex }

i d-ct-rpkiEriklndex OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) id-sminme(16) id-ct(1l) erikindex(55) }

ct-rpki Eri kPartition CONTENT-TYPE :: =

{ TYPE ErikPartition |IDENTIFIED BY id-ct-rpkiErikPartition }

id-ct-rpkiErikPartition OBJECT I DENTIFIER :: =
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{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-sminme(16) id-ct(1) erikpartition(56) }

Eri kl ndex ::= SEQUENCE {
versi on [ 0] | NTEGER DEFAULT 0,
i ndexScope | A5Stri ng,
i ndexTi ne General i zedTi e,
hashAl g Di gest Al gorithm dentifier,

partitionLi st SEQUENCE (Sl ZE(1..ub-Partitions)) OF PartitionRef
}

ub-Partitions | NTECER ::= 256
PartitionRef ::= SEQUENCE ({

hash Di gest,

si ze | NTEGER (100.. MAX) }
Eri kPartition ::= SEQUENCE {

versi on [ 0] | NTEGER DEFAULT O,

partitionTime Gener al i zedTi e,

hashAl g Di gest Al gorithm dentifier,

mani f est Li st SEQUENCE (Sl ZE(1..MAX)) OF Manifest Ref }
Mani f est Ref ::= SEQUENCE {

hash Di gest,

si ze | NTEGER (1000. . MAX),

aki Keyl dentifier,

mani f est Nunber | NTEGER (0. . MAX),

t hi sUpdat e General i zedTi ne,

| ocations SEQUENCE (SI ZE(1..MAX)) OF AccessDescription }
END

3.1. Ceneral Syntax

At the top level the content of an Erik object is an instance of
Cont ent | nf o.

3.1.1. contentType
The contentType is an O D specifying the type of payload in the
object, inthis profile either id-ct-rpkiEriklndex or id-ct-
rpki Eri kPartition.

3.1.2. content

The content field contains an instance of Eriklndex or ErikPartition.
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3. 2. Eri kl ndex

An Eriklndex represents all current mani fest objects avail abl e under

a given FQDN and thus the conplete state of the repository as it is
known to the rel ay.

3.2.1. The version field
The version nunber of the Eriklndex object MJST be O.
3.2.2. The indexScope field

The i ndexScope field contains the fully qualified domain nane of the
Signed (bject location of the manifests referenced through this
particul ar Eriklndex. The FQDN MJST be in the "preferred name

syntax", as specified by Section 3.5 of [RFC1034] and nodified by
Section 2.1 of [RFC1123].

3.2.3. The indexTine field

The indexTine is the nost recent partitionTime val ue anong the

Eri kPartitions referenced fromthe Eriklndex at hand. Use of the
nost recent partitionTine value (rather than the |ocal systenis
notion of "now') provides idenpotency for distributed system

i mpl erentations. The field s value is a rough indication when the
Eri kl ndex was generated and can be used for troubl eshooting and
nmeasur enent pur poses.

For the purposes of this profile, GeneralizedTine values MJST be
expressed UTC (Zulu) and MJST include seconds (i.e., tines are
YYYYMVDDHHMMVSSZ) , even where the nunmber of seconds is zero.
Ceneral i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].

3.2.4. The hashAlg field

This field contains the O D of the hash algorithmused to hash the
Eri kPartitions. The hash al gorithmused MJIST conformto the RPK
Al gorithns and Key Size Profile specification [ RFC7935].

3.2.5. The partitionList field

This field is a sequence of PartitionRef instances. There is one
Partiti onRef for each current ErikPartition. Each PartitionRef is a
tupl e consisting of the hash of the partition object and the size of
the partition object.
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Information el enents are unique with respect to one another and
sorted in ascendi ng order of the hash.

3.3. FErikPartition

An ErikPartition represents the set of nanifest objects under a given
FQDN whi ch have the same first octet of the Authority Key ldentifier
(AKlI) in common with each other. Each ErikPartition is an ordered
listing of ManifestRef instances which contain the manifest objects
hashes, object sizes, AKlI, manifestNunber val ues, thisUpdate val ues,
and their respective end-entity certificates’ SlIA extension val ues.
Using the first octet of the AKI as the partition key facilitates
even and determi nistic distribution of MnifestRefs across

Eri kPartitions.

3.3.1. The version field
The version nunber of the ErikPartition object MJST be O.
3.3.2. The partitionTime field

The partitionTinme is the nost recent thisUpdate val ue anong the

mani fests referenced fromthe ErikPartition at hand. Use of the nost
recent nanifest thisUpdate value (rather than the local systenis
notion of "now') provides idenpotency for distributed system

i mpl ementations. The field s value is a rough indication when the
Eri kPartition was generated and can be used for troubl eshooting and
measur enent pur poses.

For the purposes of this profile, GeneralizedTine values MJST be
expressed UTC (Zulu) and MJST include seconds (i.e., tines are
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].

3.3.3. The hashAlg field
This field contains the O D of the hash al gorithmused to hash the
mani f est objects referenced in this ErikPartition. The hash

al gorithm used MJUST conformto the RPKI Al gorithns and Key Size
Profile specification [ RFC7935].
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3.3.4. The manifestList field

This field is a sequence of ManifestRef instances. There is one
Mani f est Ref for each current nmanifest. A nanifest is nomnally
current until the time specified in nextUpdate or until a manifest is
i ssued with a greater nanifestNunber, whichever cones first (see
Section 4.2.1 of [RFC9286]).

A ManifestRef is a structure consisting of the hash of the manifest
obj ect, the size of the manifest object, the manifest issuer’s key
identifier, the manifestNunber, and the thisUpdate contained within
the object, and a sequence of AccessDescription instances fromthe
mani fest’s End-Entity certificate' s Subject Information Access

ext ensi on.

Information el enents are unique with respect to one another and
sorted in ascendi ng order of the hash

4. Cdient-side Processing

Clients start by acquiring and processing an Eriklndex, which

represents the relay’s current Merkle tree head for a given FQDN. A
client MJUST verify the requested FQDN exactly natches the i ndexScope
value in the Eriklndex, and if not proceed to use a different relay.

Then, clients can deci de whether or not to fetch ErikPartition
objects listed on the Eriklndex, for instance, by checki ng whether
the object associated with the hash was already fetched at sonme point
in the client’s past.

Before using a ErikPartition, the client MUST verify that all URIs in
the accesslLocations in the id-ad-signedObject accessMethod instances

in the ErikPartition are enconpassed in the requested i ndexScope. A

client can then deci de whether or not to fetch a given manifest

obj ect, by conparing the manifestNunber and thisUpdate with what's

| ocally cached and what's offered by the renote rel ay.

A client can compute which products listed in the manifest’s fil eLi st
need to be fetched fromone relay or another in order to achieve a
successful fetch. A client MJST verify that the URI in the
accessLocation in one of the id-ad-signedObject accessMet hod
instances in the manifest’'s Subject Information Access (SIA) is
enconpassed in the requested i ndexScope.
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As there is no concept of 'sessions’ (like in RRDP), clients can

i nterchangeably use different Erik relays. Wen one Erik relay
generates a HITP error, the client can try fetching the requested

obj ect fromanother Erik relay. To inprove reliability, clients
shoul d alternate anong different relays in successive query and fetch
attenpts.

Clients SHOULD use HTTPS, unless the local systemis unable to
establish TLS connections to any of its configured Erik rel ays.

5. Querying an Erik Rel ay
5.1. Fetching objects by hash

Thi s specification uses "Naned Information" identifiers napped to
.wel | -known HTTP/ HTTPS URLs for object retrieval, as described in
[ RFC6920] .

For exanple, issuance #54 of ripe-ncc-ta.nft has the foll owi ng SHA256
di gest:
c2d0427bc5a32c42eealab5663d592b1f c29c7d4ef 16ab0b5e1d631d039dcc21

To fetch the aforenenti oned object froman relay hosted at

rel ay. exanple.net, a client would access the follow ng HTTP URL:
https://relay. exanpl e. net/.wel | - known/ ni / sha- 256/

wt BCe8W LELuoat WIOWSsT wpx9TvFqsLXh1j HQOdz CE

Responses to requests for paths starting with /.well-known/ni/ are
i mut abl e.

5.2. Fetching Eriklndex objects

The URIs to fetch Eriklndex objects can be constructed using the
following Wll-Known URI tenplate with the relay’s hostnane as
authority, the erik keyword as suffix, the string /index/, followed
by a FQDN as paraneter, i.e.: https://{relay_hostnane}/.well -

known/ eri k/ i ndex/ { FQDN} .

As an example, the URI to fetch an Eriklndex for the rpki.ripe.net
FQDN froma relay at rel ay. exanpl e. net woul d be
https://rel ay. exanpl e. net/.wel | -known/ eri k/i ndex/rpki.ripe.net.

A client MAY use the If-Mdified-Since HITP header when fetching
Eri kl ndex obj ects.

Responses to requests for paths starting with /.well-known/erik/
i ndex/ are nutabl e.
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6. Prefetching Objects in Bulk

hj ect prefetching is a bulk distribution mechanismfor data that
clients mght need in the near future. Prefetching is useful for
efficiently bootstrapping enpty caches and for clients to catch up on
recently discovered objects with a single bulk request.

This section outlines the general structure of prefetch request
responses and defines various .well-known/erik/ endpoints.

6.1. Ceneral Structure of Prefetch Responses

In this protocol, a Prefetch Response (PR) is sinply a concatenated
sequence of zero or nmore DER-encoded objects in gzip [ RFC1952]
compressed form Because DER-encoded objects are self-delimting, no
mar ker is used between the objects and there is no end-of - sequence

i ndi cat or.

A Prefetch Response is non-deterninistic: objects contained within
the PR may appear in arbitrary order or in duplicate. A PR may
contain RPKI signed objects, Eriklndex objects, and ErikPartition
objects. The set of objects in a PR need not be self-consistent or
conplete fromthe perspective of top-down validation. PRs nerely
serve to reduce network traffic by prefill unvalidated cache areas.

Different prefetching strategies have different trade-offs in terns
of coverage and accuracy. On the one hand aggressive prefetching

m ght waste bandwi dth (i.e. clients downl oad data they might not end
up using, or data they had al ready cached), on the other hand,
sendi ng many indi vidual requests for each and every object increases
networ k overhead and latency. As a rule of thunmb: FQN Snapshots
(Section 6.2) are useful for clients with no prior state and
Time-trimed Tail Queues (Section 6.3) are useful in the steady state
(when synchroni zing every few m nutes).

For efficiency, relay inplenmentations are RECOWENDED to conbi ne as
many DER- encoded objects into as few gzip nmenbers as possible (see
Section 2.3 of [RFC1952] for information on gzip nenbers).

6.2. Prefetching FQDN Snapshots

A snapshot contains all RPKI & Erik objects a relay associated with a
given FQDN as of the time of the snapshot’s production. Snapshots
are not necessarily produced in |ockstep with updates to the relay’s
merkl e trees, therefore clients MIST performa tree conparison after
fetching a snapshot.

Snijders, et al. Expi res 18 Septenber 2026 [ Page 12]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI March 2026

As an exanmple, the URI to fetch a snapshot for the rpki.ripe.net FQDN
froma relay at rel ay. exanpl e. net woul d be

https://rel ay. exanpl e. net/.wel | -known/ eri k/ snapshot/rpki.ripe. net.
Responses to requests for paths starting with /.well-known/erik/
snapshot/ are nutabl e.

Rel ays MJUST NOT include Eriklndex and ErikPartition objects in
shapshot s.

See Appendix C for an exanple how to construct a FQDN snapshot.
6.3. Prefetching Tine-trimred Tail Queues

Arelay’ s time-trimmed tail queues are buffers that contains all RPKI
& ErikPartition objects that relay discovered in the last 5 and 10

m nutes, respectively. Such buffers are not necessarily produced in
| ockstep with updates to the relay’'s nerkle trees, therefore clients
MUST perform a tree conparison after fetching a tail queue buffer

As an example, the URI to fetch the 5 minute tail froma relay at

rel ay. exanpl e.net would be: https://rel ay. exanple.net/.well -
known/erik/tail/5mn. Responses to requests for paths starting with
/.well-known/erik/tail/ are nutable.

Rel ays MUST NOT include Eriklndex objects in tine-trimed tail queue
buf fers.

See Appendix D for an exanple how to pre-cal cul ate Prefetch Responses
using a tinme-trimed tail queue concept.

7. Transport Error Detection and Handl i ng

The client MJIST cal cul ate the hashes of fetched objects and verify
they are the sane as the expected hashes (which are enbedded in the
URI's t hrough which the objects were retrieved). |If there is a hash
m smatch, the client may try fetching the object froma different
Erik relay or treat this as a _failed fetch_ (see Section 6.6 of

[ RFC9286]) and try again at a later point in tine in a next
val i dation run.

8. Setting Up an Erik Relay
Erik relays can be operated by any party, w thout permnission fromor

coordination with publication point operators or CAs. Relays are
made accessible via either HITP or HTTPS or both.
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Rel ays generate and nake accessi bl e Eriklndexes and ErikPartitions
derived fromtheir current validation state, the client then cherry-
pi cks which objects (if any) it wishes to fetch. |In turn, relays
fetch fresh data fromother relays, or from CA-designated publication
poi nts accessible via Rsync ([ RFC5781]) and RRDP ([ RFC8182]).

9. Conparison with other RPKI transport protocols

I gnoring obvious nmechanical "on the wire" differences between Erik,
Rsync, and RRDP; there are a nunber of concept differences between
the protocols. Rsync and RRDP can be described as "general purpose"
synchroni sati on protocols: they could be used to transfer any
arbitrary set of files, on the other hand the Erik protocol is RPKI-
specific: part of its signaling |ayer are RPKI manifest objects,
which RPs require as recourse for validation anyway. This property
by itself causes a snall deduplication in the data to be transferred.

9.1. Conparison with Rsync

In Rsync, the server and the client construct and transfer a ful
listing of all available objects, and then transfer objects as
necessary. In effect, this allows clients to "junp’ to the |atest
repository state, regardl ess of the state of the |ocal cache.

A maj or downside of Rsync is that the list of files itself can becone
a burden to transfer. As of June 2025, in order to nmerely establish
whether a client is synchronized or not with the RIPE NCC repository
at rpki.ripe.net, as much as 5.8 negabytes of data are exchanged

wi t hout exchangi ng any RPKI data.

Experi mentati on suggests that when synchronizi ng once an hour, Erik
consunmes | ess network traffic than Rsync generally woul d consume
which, in turn, is less network traffic than RRDP woul d.

9.2. Conparison with RRDP

The key concept in RRDP is that the client downl oads a "journal",
containing all add/update/del ete operations and replays this journa
to arrive at the current repository state.

A maj or downside of RRDP is that (depending on the RRDP polling
interval) clients end up downl oadi ng data whi ch has become out dat ed.
I mgi ne a hypothetical CA which issues and revokes a ROA every 10

m nutes and a client that synchroni zes every 60 mnutes; in effect
the client nust fetch 5 outdated states, wasting bandw dth.
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Experi ment ati on suggests that when synchronizing every 15 m nutes,
Eri k consunes |less network traffic than RRDP generally woul d consume
which, in turn, is less network traffic than Rsync woul d consune.

9.2.1. Garbage Collection

In contrast to RRDP, the Erik protocol has no concept of server-
specific "stateful" sessions that persist across polling attenpts.
This obviates the need for withdraw i nstructions as part of the
protocol exchange: clients can sinply delete objects that are no

| onger referenced fromtheir current validation state and refetch
themlater on if needed.

10. Operational Considerations
10.1. Scaling considerations

As of July 2025, the global Internet’s RPKI churn rate appears to be
2 new obj ects per second. The ecosystemis estimted to be conposed
of ~ 5000 RPKI cache instances and ~ 50 repository servers. Assum ng
10 mnute fetching intervals and 150 netadata requests per
synchroni zati on run (for exchange of Merkle tree data), an Erik relay
serving all the Internet’s RPKI cache instances woul d probably need
to be able to sustain serving an average of at |east 11,000 HTTP
requests per second. This order of nagnitude in terns of scaling
requi renents can easily be handled by a single conmpdity server.

10.2. HTTP Conpression

Using gzip conpression on average tends to yield a 20% reduction in
RPKI obj ect size when fetching individual objects, therefore it is
RECOMVENDED for clients and relays to offer support for compressed
content coding, as described in Section 8.4.1 of [RFCO9110]. Prefetch
responses (Section 6) are always in gzip conpressed form

Using a previous version of a RPKI object as a conpression dictionary
for a newer version enables delivery of a delta-conpressed version of
the changes, usually resulting in significantly smaller responses
than what can be achi eved by conpression alone. Cdients can
facilitate delta conpression by sending an Avail abl e-Dictionary
request header, using a previously fetched version of the RPKI object
as the dictionary. It is RECOWENDED for clients and relays to make
use of Conpression Dictionary Transport ([RFC9842]).

11. Security Considerations

Thi s docunent nakes no changes to RPKI certificate validation
procedures.
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12.

12.

12.

12.

Par aphrasi ng Section 11 of [RFC6810]: The RPKI relies on object, not
server or transport, trust. That is, the Regional Internet Registry
root trust anchors are distributed through some out-of-band neans,
and can then be used by each relying party to validate certificate
chains and Signed Objects. The inter-cache relationships are based
on this object security nodel; hence, any cache-to-cache transport is
assunmed to be unreliable at tines. See Section 5 of [RFC8182] for
nmore security considerations.

To avoid certain forns of replay attack, clients MJST verify
pur ported i ndexScope, ManifestRef |ocation values, and manifest
Subj ect Informati on Access (SIA) extensions nmatch the expected FQDN

Byzantine events or faults in relay-to-client comunication can be
overcone by the client rotating requests for objects among different
Erik rel ays.

I ANA Consi derations
1. S/MME Module Identifier

The 1ANA is requested to add an itemto the "SM Security for S/M ME
Modul e Identifier" registry as foll ows:

Deci mal Description Ref er ences

TDB i d- mod- r pki Eri kSynchroni zation-2025 [this-draft]

2. SM Security for SIMME CM5 Content Type

The | ANA has all ocated for this specification in the "SM Security
for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)" registry as
fol | ows:

Deci mal Description Ref erences
55 i d-ct-rpkiErikl ndex [this-draft]
56 id-ct-rpkiErikPartition [this-draft]

Upon publication of this document, IANA is requested to reference the
RFC publication instead of this draft.

3. Wl l-Known UR

I ANA is requested to assign an URI Suffix for Erik Synchronization in
the Well-Known URIs registry as follows.
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12.

12.

12.

12.

URI Suffix erik

Ref erence: [this draft]
Status: permanent
Change Controller: |ETF
Rel ated Information -

3.1. Protocol Registries Request at G thub
This section is to be renoved before publishing as an RFC

See https://github. conf protocol -registries/well-known-uris/issues/67
for a copy of this request.

4. Media Types

I ANA is requested to register the nedia types "application/rpki-
eri ki ndex" and "application/rpki-erikpartition" in the "Mdia Types"
registry as foll ows.

4.1. FEriklndex Media Type

Type name: application
Subt ype nane: rpki-erikindex
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: This nedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: draft-ietf-sidrops-erik-protocol
Applications that use this nmedia type: RPKI operators
Fragment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Eri kl ndex object, as defined in draft-ietf-sidrops-erik-
pr ot ocol .
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person & enmanil address to contact for further information: Job
Snijders (job@sd.nl)
I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: Job Snijders (job@sd.nl)
Change controller: |ETF

4.2. FErikPartition Media Type

Type name: application
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13.

13.

Subt ype name: rpki-erikpartition
Required paraneters: NA
Optional parameters: NA
Encodi ng considerations: binary
Security considerations: This nmedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: draft-ietf-sidrops-erik-protocol
Applications that use this nmedia type: RPKlI operators
Fragnment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Eri kPartition object, as defined in draft-ietf-sidrops-erik-
pr ot ocol .
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person & enmmil address to contact for further information: Job
Sni jders (job@sd.nl)
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: Job Snijders (job@sd.nl)
Change controller: |ETF
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I mpl ement ati on status

This section is to be renoved before publishing as an RFC
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pr ot ocol
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The description of

defined by this specification at the time of posting of this
and is based on a proposa

descri bed in RFC 7942

i mpl ementations in this section is intended to

assist the IETF in its decision processes in progressing drafts to

RFCs. Pl ease note that
here does not

i mply endorsenment by the | ETF.

the listing of any individual inplenmentation

Furthernore, no effort

has been spent to verify the information presented here that was

supplied by I ETF contri butors.

be construed to be,
f eat ur es.
exi st.

According to RFC 7942, "

This is not intended as, and nust not

a catal og of available inplementations or their
Readers are advised to note that other inplenentations may

this will allow reviewers and worki ng groups

to assign due consideration to docunents that have the benefit of

runni ng code, which may

serve as evidence of val uabl e experimentation

and feedback that have made the inplenmented protocols nore mature.

It
they see fit".
Al

Experimental Erik Rel

A few experinmental Erik

slightly different schedul es.

is up to the individua

wor ki ng groups to use this information as

ay Services

rel ays are avail abl e,
Cient

each running on
i npl ementers are encouraged to

round-robi n between these instances to observe results.

http://relay.rpki-servers. org/

di stributed conputing cluster

http://dub.rpki-servers
conmputing cluster (6

http://atl.rpki-servers.
cluster (2 machines,

http:// m so. sobor nost. net/

http://nyc.rpki-servers.

Dubl in, GOsaka, Sydney - anycasted
org/ Dublin, Ireland, - distributed
machi nes, NFS backend)

org/ Atlanta, USA
NFS backend)

- distributed conputing

Anst erdam NL, single node

org/ New York, USA, - single node

Sni j ders,

http://fnllwyoupfrhso6643whntl pkgsftjtc6crpehmyz2o7pffirnqy7rad. oni on/
Erik relay service via Tor
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A. 2. Software

An experimental Erik static content generator was devel oped by Job
Snijders in the formof [rpkitouch] using C

An experimental Erik client and server were devel oped by Tom Harri son
fromAPNIC in the formof [rpki-erik-deno] using Perl.

Appendi x B. Exanpl e objects

Included in this section are an Eriklndex for rpki.ripe.net and an
Eri kPartition referenced fromthe aforenentioned Eriklndex, both
Base64 encoded.

B.1. Exanple Eriklndex

Thi s object was retrieved fromhttp://m so. sobornost. net/.well -
known/ eri k/ i ndex/ rpki . ri pe. net.

M | oRgYLKoZI hveNAQKQATeggi g1M | oMRYNcnBr aS5yaXBl Lnbl dBgPM AyNj AxMDgyM
z| wNTRaMAs GCWCGSAFI AWQCATCCKAAWI g(Qgt e CE8pPUend8k UR6qnLy VUIWS8CGNgxuv9u
J7hNLi 8k YCAKJ4MCYE!I Har aMXnj cDabOQ kh+26R7qgynR+xJG AAANB7i DzekAgJI Rj A
nmBCD7A2ey MRTChBOw+Klawbl Df SI WDgEf x2wwnH ssCOcabDgl CQNEWJgQy6r 3dpoqqt P18
48s1V2| | 7e6xQLbOLI eJ5dWQHh4r 6¢c CAkr BMCYEI CMCi / TWPWOHAJ g X3dv NANS8+nBa8
uCf cpHckghKzq49Ag! +Vz AnBCBdf +oy9h60Yy7Ni 1FLcj E/ FT55ZAVKbphxoAd6uAu5CQ
| CThMM gQxYj eLOz CuVG37kP71 x6t EOt zp9MBU/ NxSOpOa+5Z1 b4CAKNOMCYE! Bd1/ 77
YpybBi JDI W1t x6qFg3HD7zUg90Kr qWI'l 6F6JAgJLI j AmBCAsngS1P20sDIf K8j zBye8a
gUSt Hxj RT6V] vawt nbHhHgl CS5YwJdgQzl GoVkadYr i QpcBRRIt n+opJ0x90s Sa9RSK +x
Jb2f W CAK4ASMCYEI LYFTuRI i f Kf 922Si Nt nPnVVHLNnun2RSe2vFvhSeoDsAgl 7Bz AnBC
CWkyd1oQFMenpKUB8Dg 7 TEP8WISxH20r nPAr oel JbTKQ CSRowld gQyDBy Ps Qb QE9DcyeK
Lu27VI CKr t BMkJk/ OygYTvvVZy KACA] 5TMCYElI HVAXD5x BnppLv2EuLnuRbkt X9f 58Zyu
ONZw4Bj 5En1TAgJNPz AnBCDk EMTCGgA] sZPkf Unbi Ot nDua7r EHvJcYa95f S68ZQuwi CR
PYwJgQyqi Rd4u6+mbQT7maVQnuek/ 2k2X8a9sWs7/ 6+0OehXi gCAKG MCYEI E4SnNsvI 4
r1 XxOR5ZEe/ Pwt 6bj nSaoCi f 7ab5Hbj v+AgJGnDANMBCBKBITNC3J/ Sj 7NnFWZk7Q234
ri aaxXykvRD20ot y0Zqgl CRp8wWIgQy5Fgf ag3shl S+j ndPySCaGhL3MRLHt j gK4esqgni nD
2VUCAKT1IMCYE! Hr t hf Z3L6haWjUGgunMAWPYaN3CB9Fi 5kHj f gOMX®bRAgJ Gnj AnBCBG

seJNUXKkpN6OVKV2CEBvsqi 7SW5s| e69xCg8pY6a0Al Cvbl wlgQyFOORPc 624w WPr kOI 2
GN\ZUI 5Ydqg2i 94uj 0a6LpOKR50CAKhHMCYEI DogoD9JqhB/ qYYJOI kOOt 20VWe0KAku6dR
AOPDhp5t wAgJLI TAMBCBRp1g9Jj h8HPt r CdJuoH ZSmlesaMH4gnmCgbbSzRLwggl CUj Uw
JgQ@2x86J1 INWZOI sw2G81u/ TFI acQc MUP5KY+70BwWLnAusCAj | cMCYEI N6al d+| selUkl

f TphACppwWLpSg/ sQo/ vpFt bj 3R} i 5pAgJSM AnBCBU7 TRMN2O 5Ms 4ANGKRI / 2BAGhpI

EAnNX50i nt DBk XkHwWM CUj QndgQuae2HBm6EvVT 2f JT/ y 7XbnuWbENUXN3NnYDT3g/ zs GTOM)
CAkQ MCYEI L2CHI nTI cf Jct beuOVf AzY/ KFwFPht t EozeCqAVQg8! dAgJ OFj AnBCDAI 869
bt t FOBYGOWK/ kkf 7npDCi nl Mpu3j ej hVg77aVvw CSeww] gQudV5sdr 99MesnB2uSSaTr 5f

| aqj DpA8S+asnR74SKi t WCAKxpMCYEI K3vJ8i cNdxK9gqgl g9ad3ki z/ hUf | P4ebZo8wW
TDBI ubAgJJGz AmBCAYNDTIJr yRbi j v5NnKCc9ngq9DXxN9J1K98(KcgzaM/D5wW CSedwlgQ
gf cDoA5zq2u3l Jj QMdLoe7Psr hYewAdVkR3qj Ft 4e78CAj yt MCYEI KW V2RI bdezwld

YWW6LT RpcPj s1V+A8+j 0GG3aT/ NoAgl 9gj AnBCBpdyBW ebD4i GhFSVavuuoWf p89943
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RBgi f oXP6gxhwi CU90wJ gQyq8PPWJFc KSmRSWExdO JKGC1ER3PAW.c2GQHL7R85I1 CAj

2DMCYEI OBd1sApCGkBXz/ 06+eCwygPBTa/ | aCEYxSXgc/ Uf c QLAgJ Fy DAnBCCSk5WYx B4
hu6dol MoLr f | 9vKZI GyWKLUQGpgpyVZn81w CQacwlgQgf / kA9qogMy3k2D8r zCN7YBvh
6N8aPXo3uYYB4kw+y XUCAI | IMCYEI OcHt x Py WHA/ ggkca09ni QcObQIMBUMBPt 6GTCvzX
sFyAgl 9gj ArBCAOQyluJakxAqpuGUg+Kw/ 7HI pgi Whzmt+ej Or cSzu7uj Wi CWh4wlgQg61
JI v53XhGg0AA9B120CQ+s 1JvoMeoU4DX9t xhJj 2QCA] yIJMCYEI O PLO3ngDvKULLGTY G
h81QugCKvR7bFr Ti KDt KTMXsdAgl 9gTAnMBCDI 0+OCKZRKXXw+zr qoBJRZcj T3Rbh@@Bj Xa
kOETShkX7Q CO9owlgQgl 8HqwoQFe GH69AdgpwBw+0Ul 08i SBGCGC36vT e Gk YsCAj sGM
CYEl LWPQN2I ZLnWhVr yPboEr GugGso6Vpnyxkr vr Cf eYi M AgJGhTAnMBCA6LZX3F yO Z
v5dXl | XBMENaFNNn5hwG6QYkk1i | 4dl KAl CTucwd gQvKcMhYPi 4NdxvYa9HBSZ6 SONVY
AadPH VxQYwg61VI CAkdz MCYEI Meor ZaniZ7UWPc Vi w8Voj 8eeHpl D1LcYMIbQOZoz X7Bd2
Agl / KTAmMBCDPQVEOEVNWN 1N r YNZPPZXI oPO7Z1vF5nbJ2Nr aaNUj Al CS5YwJgQg5Znpf

UETW3Y]j Q pl FSSr gt Kexl VRO4j YLTgFSGTTvRc CAj 5VMCYEI PRr KLcHW5z TeJ CWKqulLgp
SHz 90c NORMFkbwaHhAchc/ AgJLI j AnBCBp2Al 4s92uf ELX1TMCSI U ast bar 5/ bXLQ71 2
9xzi 83Q CP/ 4wdgQ@VFOEt Achl JaDaynm®hOU63B48+cpY5Ct zBt L/ 90ZgQwCAkr CMCYE
| Ds8UFqbt wcHs2cYpj Ey GW hv3Ai 5CLoKRUUx526BnAgl +Vz AmBCC7SbhJI nb/ 2L6zn]

g6FvqgWRsFRi 2TOBf wdr 20XA5p6Hg! CSEcwlgQh7y Y3t e3gl OLKK+l 3vA3XbbvEN97 X0
Moae/ +r wt VQSYCAKhFMCYEI KaVKX9r +hEBLoO/ v1nlwFj 2g+UWMéwcr j | t +yov3i sdLAgJ

GnDATBCBDk UOVPLGNTOK8zulYXpnbUm2MB8FAQuKh1lr f wAdyuvQ CQOOWIgQyIM?7/ t mnh
nE92zsVYz/ SBFWpCCf ci GM f NPdulMFQ2WCAKDRMCYEI G YKf RU3i 3BQOKNOnFHg5zuB
Cg3/ gh7POEt ol 8e1WI'ZAgl / / zZAMBCC2IM vUXv3/ zI| sU EkXyBohgyzf 03HTai k2EyJr |

g9uAl CTGowlgQy4hlxw2qVNaDf MH8Sf bBAwW5SFyps/ cMYmBuYxWeT4z RHKCAj bi MCYEI M

8ZhZ3ChbuEGMBUTFAEbNPINBPOGSNt Ag92M5F2i kdAgJ OB TANBCDdI eMvdsi bEFc MVDnw
v@EBadMXSLMBYQOF cri BNzgN2Ugl CTGYwIgQl | Y7gmDj FFvimpDIVKr g YKDs hKYKe pKYV |

CWB8C/ B+YCAKKZMCYEI Al QEQ7Skaj i aEj ZFxsnf OKwor oXAj VAXXaZ+hqgKj hDLAgJFyj

AMBCCTZe000gg10r pxb9RThmOPxVeBzywr s| CoVr Wy Xvz Vgl CTGswdgQy7mGTp/ zvl R]

bt Fy Xl ek SQ6HX®B8t f Spkot 3HMEOFLD+cCAj | eMCYElI FmaxCT52z YoJHpd1dt 2z PPYZDOy
i zbyVOMi t MLQ@BMyAgJI Qz AnBCACNX 31 oeoqgeqcl | ¢ XFSLMRHKQA2x 91 s Uc Chk QDUCI3Y
gl CQU8WIgQur & xGxi z9ef kspt ht CoyyMoj RsXXbMadl AEpuACdz YCA] 8r MCYEI GP/ gT
JbZBCFCt bEzBCsnf 9r Se+Ec9WL4| oYdo4LnzBf AgJJG AnBCCQRnycl xcMI42wDovHo2S
j azf cg7d5i r 3kKOdf CZQzMyl CP/ 4wdgQygeYSi | mj 9ASCOVGCvuj FMa3BNvJINn1JINzbd2C
Or7sXq/ QCAkaf MCYEI L71 OnzPqgj 6nmFyzSM cNOWB3Pc7cYj RIVbwsL(6j x5hyAgJCbj AnB
CBAUHuJhj t DBF7EBYqUf 8yxdFHLE2HKuNanb1li / hkSwaAl CRPYwWJgQyz Fnz5cke EYWFQG
kPhX4b05boAu00Z20g02i cx LW/f Ty UCAKO9MCYEI MMCMTi OVgi 9TCBHQUWE012+X/ | wnAn
uVsZdHDQGGEM Agl / / j AnBCBVz s23DRHs MUoMF48(ql j nbuvggLBSZh9vNVA4DonV5EgI C
RcowlgQyB/ budf ysl LESuj 91pUDFEdU UA6oON ORbWYL2I qCj 5sCAj 2AMCYEI | Jf egBny
EQIdTVGEY 8JvNoAXkCOOmoLi mbZAf / c5o0nVAgJJG AnBCCPi XNTbhCgHoBMS840c T2BDdP
pPK5KRI PrmLaPt sA i SbQ Cvy4wlgQuKke+YEYEGccTsOmMUgosckkCEQL pLdYH e/ y Ok +
wy VUCAKkX pMCYEI Ds@ouxgT6ZDTZ/ 2bf abpoQ UTI FI r VK5EoTwW BhszBAgJBpj AmBCCm
R&j mBGhz 6qX04Uy MO7s XE9dHwdZo/ ouzvcCzi +VEEgI CveswdgQgl r uz@bh7Kyt 8ugdU
Rl J3nJ6DI YeKQZ/ i vebzMHvJIvI CAl | 3MCYElI P5SHU9JNOUMGO0UP/ i | 81 yW sS20h2YEQQW
seOq7ncDUj AgJMaz AnBCCnowTNTOXdnORz g4 MN\k ¢ 8 1HHVo8 QRswr DoJ P+Zxnmk UEQ CQac

wJgQpOy7W uZPFoi K30xAPD7p6UHDWYVX16pt f n3xBla54 CAKNPMCYE! | xt pX4DFbCOC
M2/ b9v9Si j hehnvTUvqg4LTgRU3bx9i KAgJAOz AnBCDF7f Dp6ceTKPS6Q sr UBSapQX3b
EX7yDWcZN86CcRLr Q COOowlgQylCAvdZezesq8y SPTCt 5ZNv6Ul Ba+uubuUFhMJkhhd

k CAKGhMCYEI Pc/ PBxi j zP1QKI | hoEbynPypl NceWNKOxD1sKxJ3s+kl AgJJ&Gz AnBCB6C 1

A3Dd2J/ TRQKZSCKt t O 6Uz8I 80FRt t +E41bB+hAl CONl wigQnl 7yJ7eaz4l KHouQHOr v

TCLrj D6mMW X RRt 3G 79qZxs CAK4TMCYEI C185VSnj t R6l PTGhJITUj ek9GxHkMyk Ub8gaE
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I'i M Xk/ AgJGnDANBCBF11W XA+oi 6JUeBpnKzJzpl r 0h6aTVk4ApOr GUv6Yj Q CRCEWJg
QUHk0aa053NI b6r Bj XeCKaEVA3lI RWvRql YDZopKZBCUoCAj / / MCYEI OF QKLO6T2FsUw0
+REFT5ST8h23c0Us+gcf CWP3ASMTR2 AgJ Bpj AmBCADKyj XhHu/ uRO6nEl / 3u9w412q99l LN
2LM z6f HsocZgAl CQacwl gQgvHDCGBL+Cd9NkUo2cHt | Jo3hJLbXy TTj Nd4s6dy YVgECA
k4SMCYEI CSt nRIXJIw+3RykPvf aJhf ks PK1Opkw74l r 2qDpbwFeHAgJFy z AmBCA31pSCS3
abFXDvq3h5mL5hl 3myYABLt Xw URKShhvswdwl CTGowdgQyr W/ 41cnmBu63f 8W melLal +
ExKTLX0vbBxZesr yuNi | CAl ZZMCYEI EOCT8CNeyJuV+hOLnQYHoi KcHSRSQQ si SFj Z1f

bxykAgl 4i TAMBCDI Hz WM dC2XgK1XPEG6adAHZ41 HRi Jck8XYTV) d5kK5gl CTTOWIgQu
Sco5nBYFs3gheoNYZs4l MDOQChpWRI DpFCm06j TgO0CAkadMCYEl ¢/ Z5qEK Yl UZwWOF WJ
adglLZ9l ad ZJ| KvPsuUgA4DSH7 AgJ ESTAnMBCDVRT7YgJ F8aeHYi Bv TwWU+9pwWWAY9R94 ut

XV3Pl zWhpUQ CN7YWIgQK5JsQ pyQF wKf 9JECRj | G 31 gi mMLRzamd3LwDdWYj j 4CAk+6
MCYEI BYx/ 6] +5NoqnT2HXPLMz0UBNO8uUKs JNJOKmRNEYKuU8AgJ Puj AnBCCOScWKN4Kf i

i mLQyslccbxGF/ i vglEsxkoW DneTl w Q COvAWIgQyPi t | FGHuqCi E/ 5BngBr CxFdl g
RE 6SC5YuG To54y UCAKk+6MCYEI Ksj T+Ppck G+SNAI P/ OTFI mb XP5R ppvHW TqMIQUsS A
PAgl / KTAMBCCNWHEUR/ O dg1MC8XoBr Yvi 074IMCzDl w7/ | sTi rwOoqQ CTucwd gQgHCII

aJVEL6SdsD/ y50JuXTAVNnuDB/ n6gCemt+sZ6nUCAKJI5MCYEI BATnz 05nsK44WLXVU29N
zevnFGA hvWdUj bPLvwW5z 2] 9AgJA0j AnBCA415eRHer s YxqQa0SXt cpX+wBONbOdul X9GL
goRf D54Al CUl 0wJgQgJ904nbi hj Dz2Pe CAVMLWLM SqUFc QVI 1 pUf yOha3b1oCAKNOMCY
El | CJz1R1pWWOZN+D387t pVj g3r XMl i QF d3zBgr ni +041 AgJ OETANBCCc H3nFpvy HDBBr

rem23RAV1/ | 8aaPEKze7G j P7Jou6gl COnkwl gQy0CACOYOUI n6Ldi wi JdpIx6Gp50ZT/

CALU3uCOMd YO+ECAKkQ MCYEI CDQbuj oai LogH5KZZCBOO+nk 9vf Ny 3Wuht GhEcnD+4UAg
| +Vj ArBCA1VQg83/ VKW Uk/ 0z4MSS7Ehp1hx GDwdz Xe9R+saEWht Q CR3I wigQyJHON34h
41MF HG i +eBnReW / Swt OXVi kuJ/ LURj cOMCAKDTMCYEI AGZs Mk Sr wRb+Az5doCSAI TP
AWV7 1Vs2b4ASAzk QqF6j Agl xFj AmBCBnBCS94dydJj 0/ +9CQ 90g6nwHDQC YO02XCDO68
2b/ oAl COVOWI gQy9HMP840TzEJLHXN8NYe9aUcf YObxSS/ R/ | 9ybi j M5 wCAj vbMCYEI F
SR5FJEys| eE+a8x1JHYr aPdTNIZOOW kcnSDi 2ybeAgl 9gz AnBCCv O+Pf mb6hx V9j Qa
r bbZy XcwnSt bz UNLt 7Z22XgB8ThQ CTT4wdgQyHgJ SnD8hTubeocg5l SGN7s8JyoX/ Mow
KwPaMLS7HLACAK T2MCYEI F8hc Oz 0l / OGcxn5BHAdU TS sost zbG Fi vOGaef P8/ dJAgJFy
zAnBCB/ 8EMy4qi SVi b453cl xhnBOeFZuXQ yCECt t 9+kl hT9AI CQaYWJgQyS3| RDpPpt y
eaCOTeKbj pr OMOWY2J YpdPkNZCkz50x8MCAkJ5MCYEI BULhTXGAbyyAepysM3KsAoci 4
gqyJG-hVn69C0e XCW AgJHcj AmBCDU+5SF71ONTQXLMBXTwWi gbYf PgND+pRygqsWBTVBEZt

EAI CP/ 8wlgQl 7J07PCs50Yr j esPf +WS0KF4yM a8JDw3/ 1hLxK8Ux ACAk+4MCYEI Hul o
r KSwLycSnr 8Y8yt EBZ6r | JAI wnQF7zcHBEEXxg9XAgJAO0z AmBCAU24La6FbOESnhi SkoBE
€¢33SSf 5SIgUNcBVAYchj DHhwi CO9swJgQy/ QA7Deqgcy Hs3YQN3nYPhCWISVQTOc7zYoqJ
e5VYMYWECAKr CMCYEI K8r 5W sW/ SFugndT6T8Xs09Si 23P8sWh+6M: BFaEv5SMAgJLI zAm
BCDyd/ TBCIVSTJI xeBzZXnsj czukCkDN4oAevoURN+bVr 9Q CSe4w]gQO671Wmimy GDGx
BEXbf i 7aaXTXq6H w RGaMeBr LO+ wCAj i LMCYEI Ji TOvxYQZt ZVYOCdCOf gGr +ZHwReJL
9FBX3c6UyDUks 7Agl 3t j AmBCAM Og0g9v SHei 80i 3YREkvIKWDqyJK9q2B5x| kHTS78Al

CTT8WIgQgz3+Xr 1j zpHI6Z8t CSAyi f ouMa+YUWKCIkZaf qER/ | SMCAKUXMCYE! Nvi +QH+
i hPRAgKykN7Fj f hf hLEJzDj +CBOwWc4VBBTMAgl 72z AnBCCGgy NI qULLKk3DHOBYSI | k6Q
Pt Nmt 3W | F8Pb9PNj 088AI CQaYwJgQyo08PeHFONB2JpC8+76t cnkgzUMBphHAJj y DWOS
UBA3gCAKhHMCYEI FCOQeKNf j pJxoyi EC914Bqgj QKee7sgAj kOEp+Dzgf QAgJBpz AmBCA
Jen+vmdgPTAeDvDALT3s4BWC74pj 01Hybnr e+6Oz WD AI CONYWIgQy X8t Z5evt pTUHAXpl

Hi | wrvyu+l x SmuUFvdRMA/ ogl pACAK4PMCYEI Kw/ PXt 4Gn X7t sCOg9FSOF swPKe SLBt Ux
Bog10sg5SaFAgJJ7z AnBCAMBqGBg SmMY5V5qP89DOM QN8F+HYHIxI JEW8Y D) | L1Q CP/

8wlgQ4l mBhmLgxk5A0T2i cXWhds2EK@xASh1gDqCsphbzacoCAj 8qMCYEI NSMY+eQXI t

f MOBLgOPXRNAPI 87T+s| ge2NKTgzeOEDUAgJEI j AnBCBI gehaAgJ Sl pSnz/ 5qt 730Y1/ R
Aal r xsgf QBkTvI ZdwQ CT7swlgQuXzj EPbi gCsa7K0D2Qpgg3ai | 1ATyskzRQosLF6f qi
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3sCAknt MCYEI KhSAl C&xVLkNszRi 6\ G06i HPEz7YJobZc/ | ePpV7PAgJBpj AnBCAJ3k
Rgi X8r 7KR4/ NJ1FOni / 1Tsnag Pg59d06pBTf MRw COnowdgQgscxbuf r bZe OOPwx XGE4
XnyaggXcz3l wsl R5g+/ OKnxUCA] SFMCYEI G1LQy GSSOYE+r gnFDXpGAgVgSphx| ey 9Es Xo
m 6s/ CIBAgJHc TAMBCBXoKnU7 MAQCUt gxni73Uu660ApL5Z0sj EQt FOyEORj Jagl CT7owJ
gQ@8VAOROTRVH7vK72Bdf YTHy 2QUXEK OB7 X1gnoN8/ SKTOCAkadMCYEI | 8t alt zUf vf ca
DriljrrzNzGho60TqoaN3QuLgKhUOuAgJAOj AnBCA8Jsi 9r BUNIR3cJKEATddc1d2wHuv
aNrt R32zoye7ZNAl CQaYwJgQyf EHGAMDMY st p+sl 9r nvOnAmY+xz1XzyRh8t 3Q7ot Ul cC
AKNOMCYEI Gdd1t Er xsuk6+YQFyc08X80DVr | UsCgG nf / N7Gvhaj Agl / / TAMBCAr r / RhU
xkeBxnf E095YODmLW B1LonMwGCox2COYRz Al CSElI wlgQgEweJt vNQLIbj f 2i QQAWHYp
JHz CHghKf 7ac EDKCer nEYCAKGNMCYEI Ft 7DobpP6uCO36RRj vyl AgQQ 42j t r OR++MD4AQY
f bpd7AgJLI j AnBCDr 33bhYRLCgHf zhgqVA9hOCEUHFpMyGdf uD6YxUdv6Axgl CQL8wWIgQy
6kyL6peOm+TBOBPVMES CAqB+ANHF Bi QXnFG3Rv/ Ti YECAKhFMCYEI PH1EhAhYbq5k HXdp
r O2X9W Ngnmi 2Rs 3wl 5@8t f ecZ9AgJVhj AnrBCC26nQBM R6buqJ1zPGL2wKCsV01ngl KE
EXyM.i Xi SvaAl CPyswlgQ7xLqvkJLIgCAngBnbzkt ogFz0Cgf 6M 065Z+mel cod4CAku
VMCYElI AzZWDR+QpUgl kBwWLYXdI 1j +1S+at zi 3FUj | 6UpYOzr DkAgJEI j AmBCBSDLoPTTp
02| ThHr qC+EKh+d30ZYyl NVkl F+UB2nS4wl CPl cwdgQ@FcOQ | wrc VYCKL8pT8vW2u7EC
ays8aVCMs NOQ4nM qYCAI CVMCYEI Bl YLOTPW 30bVJi 6Dl oMA6Bj sEzHdHgpY578GgFqgJ
ENAgJ PuTANBCAt dSt aax5m+bf 0CKFCWahYk9h/ bXYThkbAgj d/ vr gl gl COnUwdgQv Qs
sn+BQYX8KI SqdWKRWABJ c JWWbWCUBDL 72 YWK+8d s CAk XIMCYEI E55GSoKFsJUZObwes| R
nNn6Sg/ 7qGrF72Jr QP54PR/ FAgJAOj AnBCAVRh8/ FWBFDyzhzx 9Dl T3EURc CuF&bkms
uEKVca4ngl CTT8wWJgQy/ 3HWZWK3k Cv SI gP353Rr znHM\pLuDYnhJFgOe4VFnUCAK GhMC
YEI CFngQ z17Hi FDt OzyzTGBbj WHJ8zW | EnhJDgl bK/ QBAgJ A0z AnBCAGLOHcH22DLx F
OKmut n3i W aB7y4p71vHkJI Tk Jvl Cawl CSe8wlgQVXaF+f | 9461 23YBM2yugi NBAOOgU
Kl MBNgj exct s4AWDCAKNNMCYEI En17f gWUHI / Ut 0396kcdMPes4P0I | unt 9GACGdzPx SdA
gJBpj AnBCCKNg9Q mbcRI SAeDyhsOFj 8uUuYt yZVFi WeuNEgQduKgl CSe4wlJgQFSyVTO
SZ+KAZuPnb Q) NLFAVM\IT j 0Jh1f DK/ sl j t 9PKCAkXKMCYEI Aj Rn4V9al10y808Uj / 6hFDv
Hr ZG Zzwej | AgWiBa4l gl AgJ SNz AnBCDbhYX9nms QBO7vzhPv3+Zi n553Duy P1Pk U9++WJ
f REZZQ CRPYWJgQy9eFpbDRspx| pYMbopguFl r RZMoLNI MaDgJZuPt mvxJOCAj yvMCYEI

BDUK87Hsf P++Nj 7DP5JT1Ku+4pKLsCbbZMWhUt | Et Zz95AgJBpz AnBCBAKEDWSeCi pOcgg9
gushL67+t k6gHbOf xuDbXr Vg+r 3wl CSsl wlgQyhxxpeQ0zW+6xbLY+i 2QNRI 6Kho006g
3k1vRgyKMCgs CAj 2CMCYEI F+D1t wA/ | 9ygl BXNg5TI GzweDj pFnivGnj w6 CEOs G3GVIAgJ F
yj AnBCBRZOPI g7j nBbxv9t ZLQJIIl dOPi Lf nvxLPf 8YY9y XDz pngl COnswlgQgl @4UBUMC
TShNDWNooyt ws2WjZCGHv ks HPIBUSQ GPUCAKNOMCYEI Mspqi 8R4vx0YcZr VCnoi KBa(B3
dgl SYdD20o0yW G3ULFAgJKwj AmrBCBT6JKpPDGqs6qGA4Mcont+zZp/ dOCEMOPanYSLI sl

5VAI CTGswlgQvz QAU GlI +t 3BxPhCyDBdUj / dGegABaxXn9U528y3FBoCAj i | MCYEI Edi

vwkozngnX0g+45qzbqg8l 4GuTRGX3qaHk77f / D82gAgJ KWTATBCCWAHI SOnlLFuFJ5sablt

2/ VUCNm+QP9pi NWBNTTz FCOAI CR3I wlgQyzNVM wCeeYi JOOKGIBMHI Kf t Ft j L8mw85r

kXhTpARZQCAKT2MCYE! | f +dxLYNLW EUUHEpknbxr dqSDYA] mVer | aqGul ZJhWAgJJG A
nBCC6J1 VZAn4XmVi nESDDCezTQ CnTe/ ToM Cgwsnyf 21 hwi CQnowdgQgj 91577Yt t WBJ
G f yAWSONMVB1KI R57072zKu7QQYl wX4CAl FgMCYEI AWWWWYNn5y3bzi yH aPr X5QTq6 AW
/ 6y9zn8l dSNf +XUAgJEI zAmBCAhvgOyHLZdJ0G 4gA0z6HL+1 | G Xpl UFbbZ5MeU233Sw
| CRAMMWIgQusaAW yw BudRzWAinRwWRI / +O7 SPDXOFT | dY6J Pni7 1z Rk CAkJ 7MCYEI Ongadk
Hv930oPy0zoX7WG+ZoX76Q LQ VUz2k7Ul QHI Agl +VDABCD8L1cC9aPe9b5Folef CR6a
+/ 94Ei 0ZJQONF/ t k/ 3gHAglI CQNI wWlgQgzbSJuYykxcB4D/ KCr mhGDVC7+Tron++UW FsY
SZECFWCAKNNMCYEI ENgVDz KBFO96u84kt f YN7nVDGTdaRl zkxc/ Z+syC2TPAgJE! j AnBC
Cgqgal HwNPi A2dukhMrKy| GLg4Enj 1CzBY+r PMYz AGNFQ CSs MM gQyPxuwlb1hJe TUKYF
W g9l maKXkXAr Ul HXBSBCQypf THKCAkKJ6MCYEI GZTSr HvZ2TJ03Zwvdu6nmeXvk6hBoHei

RLgYj 4Rf Ao7i AgJVhDATBCAT4X4Yt JQLqZgvi | WETXZ3WRk B/ MXz PDz Er Ec QZVzpagl CO
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9owJgQynl YBr q/ ADKOxSLWWZ6j sZ+nbv2yt WInEUYI / CAr G79gCAk4SMCYEI Cx OREr cH
5qr | Bu2QusFnv4gt kBm Vee31VXbcFgi r 5Agl 2Dz AnBCAB2Ar / cFcj mMNnZNcpszj RYOLz
xHj L3r KKD6 Qb Hk XvuAQ CRPUWI gQg+URpogPr 6t ZneDVKkkkRsr LoJz+s5vl ZUr j wn6ewS
Ci 4CAKnvMCYEI GDBA/ +EQeRf LSj 0SBV apGsr 4no0q6VP04gA061FGeEAgJ SNz AnBCBj n
f m@BBI gq8pEl dKJH 5N032PRKvu5+4pl Xai xvZp0Q CQOOwWJIgQyl Yut oj OYLEnkTLsol O
CsT1Ar 4f 6qdY5vp2p9Mn DxmXACAK GhMCYEI Jxd300dh+NGkzBs3MaJdt 410KeTkgv+sB
Kvf SmBnZTAgJA0j AnBCBhLWOKs T3LhN7Ludd/ vz GkQaZi AkuVhWKCRUdAy YLh3Q CP/ Ow
JgQgzXb8Swnj AJnNj 5ZFe10JVZels2bye+znmk Cf zVhOrbHYCAKXLMCYEI FI mRd4H/ v2g0
t NAShdz QJOnKwN6 U0/ e4i uyJ4H EA/ 0AgJRI DAnBCBn5t UkODOD3I UgZM ¢/ qupQ y9u6
/ hDkr 1Td/ vSCuaKQ CQacwlgQGHOr nmz+52gwi| kj 3DI Hkz9zwCz Br HGVJ3de520eeDi E
CAj 0zMCYEI P3r f r 6Bxvdy/ Si kb8t VOBASb1wPr 9q1a3JB2I r bnBI XAgl 6M AnrBCBwo(Kg
FCYLRX7NBr uVMNgCALr Gmtr 63aFYZVWVWN TkoAl CO owdgQy/ J2WVi x3t YZ+nf / 6eVc
BLod++R2HHKUgaccej UBRWCAKJS5MCYEI O2f Bhl 8+PH3wt E3wnXe5¢c78MeTEZy! / kyyi i W
J/ EOQCAgJDTj AnBCBVBCr BYol j 8pBdj PN +2MC WAVWKROI Zr eSSz 1Fl v2hgl CQO8wWIgQ
gcPcgpSFhOXx2bp6EZI h1Q TQawqa92f 6¢f HB+f r KAdACA] / / MCYEI JOXUM Fl j 1pyJna
g/ 1/ RS0Tsc1a5zCB7 QaAKvcwGe DAgl 7Bz AmBCDRy TSvv0GkOx4Dal LdBFw+29Y7HbUDT
3DhYUa8i udnHAlI CPyowJgQgv8z+XZ6YU qi 0+Cr En2zPPgHOVJhV50bNo05/ L6MGs MCA|
VbMCYEI Di zLs| r 8vnmvk QA Tpf Msc QTyk 3ueVKEev GNQgSZ2nJNbAg! 7Bj AnBCDz Nuv UQSg
Q 5283uMryenP9IB+BD+z XInCdg4NC5/ e0Dgl CQLAWIgQoH+CnPLGMQVTV2FP+W r ZJt T
yHEM 5Ch8i ETVI MMDVoCAkJ7MCYEI | 47k 3i bk Xt oi 9/t CcRwHI zMe4dk93Ns X77x6+3K
| gLAgl 9gTAMBCDM+6t qU S/ 87xVMVBRXUXxDW r LnF3z/ vpf GMa3/ b3VmAI CQskwJgQ9E
kgOnmb6CcwZAuPI vgl yhcee9OWkh7wPU 0c92doyJ8CA] SMMCYEI | sOcuOLf 9f Z4BAgVj |
QW | MUUGh8t 1ns| c9WZi NBbj +AgJHxz AmBCCCqf NU2@Bp20zvbV49ppglL Gy SFi | f uj V0o
ROM 0/t Ct gl CQsowldgQgj 8f mavD/ f bTW /| Pj S3DUeNuGqlf S+oBDad j gXcdGACAkkaM
CYEl | i xhEaYKj uSUnBDEmeLoJY5ew6+0OXl zMgmaj VOgK+LAAg! 5XTAMBCBbu1540vVhbe
MLAFpnhqpZQCFeN4J 3708 Tt j +t +C8YXQ CPl YwJgQyYX4PValu5Zl KcoLWh/ wKk XcdAeh
i Al / aE8Czt eMupVk CAKTO

B.2. Exanple ErikPartition

This object was retrieved fromhttps://m so.sobornost.net/.well -
known/ ni / sha- 256/ AZmw RKvBFv4DPI 2g51 AhMBBbDvVW# ZvgBLj ORCoXgM

M | xEgYLKoZIl hvcNAQKQATi ggj EBM | w RgPM AyNj AxNMDgy Mz Ay MDhaMAs GCWCGSAFI A
WQCATCCWMNswWgdEEI AFg/ 0CdwFaUyf P3Ey KSRMO+SH] EkKYpJO3VcFj €02/ uaAgl | pQQUf z
4LJ37j k15j 5K53hV/ HaVk PNSe UCAhHAGA8y VDI 2 VDEWODES MDALNVowf j B8Bggr BgEFBQC
wCAZwenNSbmvbLy 9y c @ pLnJpcGUubmvVOL3J1 c@zaXRvcenkv REVGQVWMWCB1Zi 9hMAEVE
YWt MREONy00ZDZj LWFhMTUt YTQYZWWHNzc2Zmli LzEvZnoOTEo3ansxNWb1SzUzaFZf S
GFXa1BOU2WLmLnmd DCBOQQyBNUf bUnOGecy CLt | B6SMMM3Pze AvVECkmuoPQ eKTqQgCAg
i | BBR/ yti d8b+Z028pDMPVDX57TQI1MM CF5¢cYDzl wN YWMTA4M AWMTEXW B+MHWGCCs
GAQUFBzALhnByc3l uYzovL3Jwa2kucm wZS5uZXQvcmvwb3Npd @y eSIERUZBVUX ULz UL
Lzl mOG xNi 0y CDORMLTQLMTI t Yj NK Yy OWMIVKOAYx Y] Ri NTAvMS9mOHI ZbnZHX21hTnZLU
XpEN3c4ZWMVENK VEOUbWZOM HRBCAHXXSuVDo4x| Jcp05FZyt pg4kj DF ghya82XREhZN
cQ@Dgl CB84EFHIRI oNOdC31RKgTBYxa®IPRZCGZAg! PKxgPM Ay N Ax MDgx CDAX Mz BaM4
wf AYl KWwYBBQUHMAUGCHIzeWbj O 8venBr aS5yaXBl Lnbl dC9yZXBvc2l 0b3J5LO0RFRKFV
TFQUMGEVYOTMANWFhLTFi Nzkt NGEWM 1hMDKky LTAXZW wivz YANGYWOS8X L2 YX RW nMLI wT
&EZWRXFWTUZgRnB3MVDI Gall aay5t ZnQawgdEEI Af ri bv7yl vTNOW 8J LM qQVV5J/ DDGHUE
cOr snf f 15r Agl HzgQUf 5Lf dhDwWSPQ79Ewz b UHGAMRV+80 CAhdPGA8y VDI 2 VDEWODI z VDE
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wMFowf j B8Bggr BgEFBQcwWCAZwenNSbmvBLY 9y c @& pLnJpc GUubnVOL3J1 c@zaXRvenkv
REVGQVWMWC8x Ny 810GI| Mgt MmYzNSO00Yz ZhLWFhNEt N2 Y3MMYONG 40TgyLzEvZ) VMZ
MRORHATUFE3OUV3emI VSEd3U Yt OE9JLmlnd DCBOQQyDI j Uj D6duUu0FKQv9y 051 BRf Ve
| 4+Kd1b9nDDI ns651 CAghgBBR/ UAd9Ldi nmehr ot gqvWi7NI KGi | uwi CF81 YDzl wi] YWMTA
4M | wWIrMwWY B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvcmvwb3Np
d@yeSIERUZBVUXULZ V] L2Mk YzFj ZS1l YTUSLTRKY2Yt Ym\j Yy0zZTdj YWRk ODhj Nz AvM
SOMVUFI ZI MeWKBub2E2 TGy MXJ 1el NKQWwWYnMubWZOM HRBCAaaMLZnt hus6l SP96g3J

D81Tog+3zOPZGZ8AuZHf 8HOQ CB84EFH | 1j t KWOBLX/ g8vysVJaMEd/ ZcAgl E/ BgPM A
yN AxMDgy MDAX VDI aMdwf AYl KwYBBQUHMAUGC HIzeWsj G 8venBr aSsyaXBl Lkl dC9y
ZXBvc2l 0b3J5L0RFRKFVTFQvZ] YvODFhN cyLWZI OTgt NGQzZi 05Y] gzLTJj Y] dhMIl 2Z
TQyZi 8xL2Yt UFdPMHBI UUVOZi 1EeVILeFVsb3dSMzl sdy5t ZnQngdEEI B+2r s4f nNPgl k
dC0Oxj 3Yr nH7gcOCVQ Ngl yUQdsj | 5Agl HzgQUf zP8ONLgMzu8e96r K9hZl UVMBWPECAgC
FGA8y MDI 2 MDEWODI z MDEx Mowf j B8Bggr BgEFBQcwCAZwenNSbmvbLY 9yc & pLnJpc GUu
bnmvOL3JI c@zaXRvcnkv REVGQVWWECIi NC82NW mANQ ZWwk ZCOOMBU2L TgOOWX Nzk30
TBkN ZkN2Qz LzEvZnpQOFFOTGINenWZTk2cks5aFps VULCd1BFLmLnd DCBOQQ! 6 Unmay
dl 8dJpPFLj +98hCRWW\ét bdCBs DVGh Xz Toe9s CAgf OBBR/ Kj K6Ghl oDc3Vj 2EB5ceuwwQ
Kewl CF7sYDzl wM YWMTAAMT YW A4W B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2ku
cml WZS5uZXQvecmvinwb3Npd @y e SOERUZBVUx ULz U1Lz EOMPUSZSO05NmMU2L TQBNGUE YWy Y
y Oy MmU2ZGYONTgO YWyv M9 meVO5dW JWFBMDAXWITT oQWYSHIzRl VDbkOubWZ0M HQBC
AwH+H HKA H39wWY9R5x Hx HhIvhb 6 GSHhpnVnmp CHVe ABFwW CB4MEFH8Qnr YWNX69x1 mBGTL
mKx hXpx MyAgFQGA8yY VDI 2IVDEWCODI z MDEONFowf j B8Bggr BgEFBQcwCAZwe nNsbmivbLY 9y
cQ& pLnIpcCGUubmVOL3JI cE@zaXRvcnkv REVGQVVM/C8x OC85NTAz MUt Yz V] Yi OONWI L
WEzZDKt Zj hi N NkZWRI NTZj LzEvZnhDZXRqQTFntj NHS1I FYVI 1WKIHRMVURXI vLmlnmdD
CBOQQM EX8bOW d FZa/ aGIQLOB1LoLp9UMB4CBaveQ gEJOCAgf OBBR/ VoneSnznal.8
6t dn4VGEFbMsZNgl CF7sYDz1 wiM YwWMT A4 M YWMTMWY B+MHWGCCs GAQUFBz ALhnBy ¢ 3l u
YzovL3Jwa2kucm wZS5uzZXQvcnvwb3Npd@&@y e S9ERUZBVUx ULz c 3Lz YOZDUMNSOY M AOL
TRKY2Et YTk1ZS04Y] UzNz| 10DRhY2 Qv MSOnMAWFKM2t wODUy aVIPcl hal UZSdWh Xek x HVF
kubWZOM HRBCAzPSRr i ngT6CeNH3060z UEaMS3WJaweEw4Z1 | 6p9Rol Q CB84EFH8Yi t q
1t VI 1 Hsrl I crmnkDl | ¢ 7MVAgI SKxgPM AyNi AxMDgy MTAx MrdaM4wf AYl KwYBBQUHMAUG
cHJzeWsj O 8vcnBraSsyaXBl Lkl dCOyZXBvc2l 0b3J5LORFRKFVTFQUVOTAVYTYLINTI yL
Wr3Yz Ut NDg3Yi 1i N2I 4LTJI NDYXNDEOMAFhNC8xL2Z4aUsycl cxVWINZXl zZ2h5YKNRT1
VoenN4VS5t ZnQagdEElI DZuH Y6ZnevFkBt Lu2X4/ vNGhnz QRDO3eUqg5!1 uTSA9I Agl HzgQ
Uf / F65Ue58mQe YFd/ 5VPdt vdJol cCAgT7GA8y MDI 2 MDEWODE2 VDEOMVowf j B8Bggr BgEF
BQwCAZwenNSbmivBLY 9y c Gt pLnJpcGUubnmVOL3J1 c@zaXRvcnkv REVGQVWMWCINNS8xX Y
mvhZj kt YmBYy00Zj dhLVEONMDQY YTQz ZmYy NWQONDdK Lz EvZI 9GN] WZTWbVFI WUZk Xz

VWUGROdRKbOI j Lmlnd DCBOQQ Q' APpgCOd1ACqy 0+8SCOWRThqT9Dddr WwyeDqQzL7bd8
CAghf BBR/ WKJSMgy8t QQu0TV3g6hl mAbBQ CF7sYDzl wM YwWMIA4MIUMMTEWWY B+MHWG
CCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvcmywb3Npd @y e S9ERUZBVUx UL
zNhLzl xZmJj YSO4AMEUWL TR OGM ODYyM 00ZTg2 YWQRNGY3Nz Qv MS9nMA 5aVVqSUL2TF
VOTHRFMAQO T29TSndHd1UubWzZOM HRBCBBea4t F3JE2my6g3bW5BcOnlws0GaLy JcVg8W
bXTnL3w CB4QEFH83coPXw WhPce9KAMXsnSPKF/ 3Agl Ar BgPM AyN AxVDgy MDAXMIJa
MHAWF AYl KwYBBQUHMAUCGC HIzeWsj G 8venBr aSsyaXBl Libl dC9yZXBvc2l 0b3J5LORFR
kFVTFQvOTI vM&ZhZGZj LWYOOW t NDNI OCLi Nj | xLTgz MAUy OTQDZj hmyS8xL2Z6ZH nOW
ZDTnr OXg3MHIneGV5ZEk4b1hf Yy5t ZnQangdEEI ELKBg9HoXTnEUNt GFf 0SAAVI wNI ZSY
GAPMsgnnb19i SAgl HzgQUf / yCWF32nBy UsWohky/ 8i 24z UVYCAhOT GA8y MDI 2IVDEWCDI z

VDEWNLowf j B8Bggr BgEFBQecwCAZwWenNSsbmVBLY 9y c Gt pLnJpcGUubnmVOL3Jl c@zaXRvc

nkvREVGQVVMWCII NC81 Mz Fk Ml t ZTE3MCOOONELL TgONMDQX OTJImNz NmNTZmyz Yy Lz Ev ZI

95QLdGvzJt M3l VcldwaG 5XzhpM R6VVZZL milmd DCBOQQyQxr KROGBEPFg8dSnJkqQgNX
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09JJzOf yMohP7VWhWCVB(BCAgqPBBR/ a9GTsEYl x XHYMPh4scAj gkdAj Al CBI 8YDzl wM Yw
MT A4 MT ¢ WM AWWY B+MHWGCCs GAQUFBz ALhnBy ¢ 31 uYzovL3Jwa2kucm wZS5uZXQvcnvnb
3Npd@yeSOERUZBVUXULZzQAL2J) Nj ZkNy OLN2Fi LTQBNWQX OTZi YSO40WN 2YzMyMZELYz
| vIMBOMvhZSc HI CROpj Vngy REQDZUx | QUKOSKhRSXcubWZ0M HRBCBGDFHS/ 6xyUnCj 8ZI

1U1k SOWP0gz CFREdGet c G3cLKMyl CB84 EFH8x KwnROp Dy VWCOXc 8Hy RgMXpZj Agl A5BgP
M AyN AxNMDgy MTAx Mz JaMiwf AYl KwYBBQUHMAUGCHIzeWsj G 8venBr aSsyaXBl Libl d
C9yZXBvc2l 0b3J5LORFRKFVTFQvYmWM | KYWVBLTI hMTrUt NDY2MS1hZj c4LTELIM JI' M

k2NGZj ZS8xL2Z6RXJDZEgy al BKWEFMWAR6d2ZKROF4Z\Wt TS5t ZnQaMydEEI EoZCODFpg9Q
Al ydweJ YDt nBKPMAVOH501 ZUGXPz ouWe/ Agl HzgQUF 1i 8CGQSONLFT6BWLZLAIU s5HkC
AhUOGA8y VDI 2IVDEWCDI z VDEWNI owf | B8Bggr BgEFBQcwCAZwenNsbmiVBLY 9y c Gt pLndpc
GUubmVOL3JI c@zaXRvcnkvREVGQVWMWECY| Yy81Mz ASMz M NTKkxNSO0ZmyYyLW xZj kt NT
Ax MGQMWYS OWE4 Lz Ev Zj Fp OENHUVVG Tkx GVDZCd0xaTE9KVW z NUhr Ll md DCBOQQySpT
McBOANI t | r Wkkgns UQoq7nb6KWBO7+LKbVI 4Ywz 8 CAgf OBBR/ HV] W.d1+R68hl v11S7P/

JnmIKgl CF7gYDz| wM YWMTA4MTcwMTALW B+MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3Jwa
2kucm wZS5uZXQvcmvnb3Npd@&@y e SOERUZBVUx ULz Lz I 5SMEE2MCO30TInL TQONz Ut YT
| MNCL1 M21 5ZTBi YWU2 YW v MB9nmeDFZM z ZGZr ZXZIWr 5ZFVi1el 95W VpU28ubWZOM H
RBCBUQ 7ggC2l Gral Qxbw+rir 1i | | 4x8LWY5ys/ snmbnmvy SQ CB84EFH WLkLAj hYBxFce
DYi j SaBQnepeAgl TQxgPM AyNj AxMDgx Nz Ax MINaVHAWF AYl KwYBBQUHVAUGC HIzeWsj O
i 8venBr aS5yaXBl Lnbl dC9yZXBvc?2l 0b3J5L0RFRKFVTFQUNzgvYj kzNGVI LWWDYnEt ND
MbMS04ME WL WU3NWEL ZWE4 ONZK VB8 X L2 YSVWKVRCc ONPRd | RVZ4NE5 pS05Kb0ZDZDZs NC5
t ZnQMydEEI FoFa8a2/ eS| NTCkJE9qPt t Qc C6+bFpdBs9LUTCE6t vYAgl HzgQUf +aLEi NL
1WNDAby W Ti q4neGCj 4CAgYnGA8y VDI 2 VDEWOD! wivDEWNLowf j B8Bggr BgEFBQewCAZwe
nN5bmVBLY9yc G pLnJpcGUubmV/OL3Jl c@zaXRvcnkv REVGQVWM/C84Yi 80YTEXMIEt OG
Yz Yy00ZWRnLW 3N2M MrzhM YzZMAj MzFj LzEvZi 1ThTEVp Tkwxd05EQM 5V3NUaXEObmV
HQ2o0LmLnd DCBOQQyXnHaL4UZ+i FqZDwh8JKj KcrmeBOTMCNz543yoQ w Mh8CAgf OBBR/

gBaj Mi0ydBzU/ / j OndssyDj 9xQ CBSsYDzl wM YWMTAAMIkw AxW B+NMHWGCCs GAQUFB
zALhnByc3l uYzovL3Jwa2kucm wZS5uZXQvcnmvwb3Npd @@y e SOERUZBVUx ULz Uz L2EONT
| 4YSO5MEU2LTRKOTEL YTUy Yy 1mivDex N2VhNDg 1Yz Yv MS9mNnd Xb 3p PTk 1u UWWk UF80CUo
ZYkxNZz Rf YLUubWZOM HRBCBI Bt j 8cbMiXpx/ CKEWYw 0+YZAZm OEai K+HcvU9/ M3AI C
CBgEFH8W)Cj sDat m nf W29TWWyr 4zeoAgl MKhgPM AyNj AxMDgy MTAXM haMwf Al K
WYBBQUHVAUGCHIzeWbj G 8venBr aS5yaxBl Lnbl dCOyzZXBvc2l 0b3J5LORFRKFVTFQV Y2
M/Y] EIM g2LWZKNGQX NDI nZS1hN | | LTdmYWRTNTBhMUz Ny 8xL2Z4YUFLT3dCOcTJhSlo
5V19i MJ5ZeXF2ak42Zy5t ZnQamdEElI Gd7MyCU/ x UEGZgKr HLXkqf N3RqCt G L1V9L8DQY
ALS1Agl HzgQUf 7UCE Tt / 0ol M+3Dkl GCLMyz CFc ECAgDQGA8Y VDI 2 VDEWCODE3 VDEZ NFowf

j B8Bggr BgEFBQcwWCAZwWenNsbmvBLY 9y c & pLnJpc GUubnVOL3Jl c@zaXRvcnkv REVGQV
VMVC85Ni 9hOTE4Y2I t M AONCO0Zj Fj LTk3MDAt OTMeMDFhMz RN JnlizEvZ) dVT2ZUdF8
wh2x NL TNEa2x HQOx NZ3p DRriNFL miL nd DCBOQQgb I NFg5ng BHt CC81 DP0Zxf JZsr SOBp8KO
JRHb520Lt pECAgf OBBR/ dzTf 6hl GVOEuq& dvHUEOTK/ eAl CEGKYDz | wiv] YWMT A4 MTcwMl
TI xW B+MAWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvemwb3Npd@yeS
9ERUZBVUxULzd| Lz YANDMYNCLI ZTFnLTQ®WZ] | t ODhkZi OxOTY5MzZ ESN) Jk M2 My MB9mvEM
wWy 1vU0JsZEIMeVWhUMR J4N2h ORXI 2M2cubWZOM HRBCBt 7xql dezi Nr WHHx ep3Ff wHOOP
g5nSVEST GBb8W.TWAW CB4QEFHBUz 0EDt 4Xz UEVESyY8f TJt wzj 9/ Agl QdxgPM AyN AxM
Dgx OTAx MDFaM#AwW AYl KwYBBQUHMAUGCHIzeWsj G 8venBr aS5yaXBl Lnbl dC9yZXBvc2
| Ob3J5LORFRKFVTFQVY] YvZj Y5ZGII LWOWNz Ut NDQz OCLi NTNi LWY2MTYwZmExZm wM 8
xL2Z4VE9nUU8zaGZOUVMAU3pMeDl NbTNET1Az OC5t ZnQngdEEI G6nUC r FXJF2aB9FoMk
5W nDuz4GdWr L+j K6x7dQe8Agl HzgQUf / sBFcSs3dQ0r cQHN4Byas/ AGrk CAgz EGA8y M
DI 2 MVDEWODES MDEX MWowf | B8Bggr BgEFBQcwCAZwenNsbmiVeLY 9y c Gt pLnJpc GUubmV/OL 3
JI c@zaXRvenkvREVGQVWMWCB2ME81M Y4ZniM Y2ZI ZSOOYWEALTK3Ymivt Y2J1 MDI wiNj Y
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1ZWZ1 LzEvZI 92k Zj UMz ZEcwe mNRSE40Qn| hc 19BR3Zr Lmlmd DCBOQQyb+08nmD6(0i U6
EnPhdWk7hQF 34aX7u8+Bt kN6WDnO8J ¢ CAgf OBBR/ t D3i N/ OLai hzi SMJI dJaLC7RqAl CF
00YDzl wM YWMTAAM AWMTT 1W B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS
5uZXQvemvnb3Npd Py e S9ERUZBVUX ULz ASL2Q0ZDEY YS1hY] Rl LTRKYnEt OTVKZS1i YzY
ZNz Ez MGRI Nmv MB9mN1 ESNGpmOUMyb29j NGt qQLNI ULldpd3UwWYW ubWZOM HRBCBzr SVA
19f NKYVSPFr f Nwul QMA6pxyA/ 3xBnt +1 L5h5xdAl CB84EFH+F6ZA1Q5f j bAypA6DG Miwn
v3NAgl D6hgPM Ay N AxNMDgy Mz Ay MDhaMH#4Awf AYl KwYBBQUHVAUGCHIzeWsj O 8venBr aS
5yaXBl Lnbl dC9yZXBvc2l 0b3J5LO0RFRK FVTFQv NWUv NGl MTc1LTU1ZDAt NDg0ZC04ZDE
XLThj OMQLODI zYnFk OS8x L2 YOWHBr RFZEbC1OcORLaORv TVI neDNDZV9j MC5t ZnQngdEE
I HMi rnnl DI5n+W 2Xvk540l 9Jbl b2bvBy3f Y7npA/ t r Agl HzgQUf zE2D/ wa/ V8dpn2BQ
E5GY1Et SW CAhVEGA8yY MDI 2 VDEWODE4 MDE1 MVowf j B8Bggr BgEFBQewWCAZwe nNsbnivBLy
9yc & pLnIpcGUubnVOL3JI c@zaXRvcnkv REVGQVWWCBY ZCOnZWY1ZGQx Mzhl ZS00YnM
1LTgyZmyt NTg0ZDc4YTI 1Zj hj LzEvZnpFMKRf d2Ff Vj hkc @y Q FFNUdZMUVOULdj Lnlm
dDCB0Qge+535dV/ T4f BendUeAcDJi i bSt HTOH8c dANzmBc00s QCAge EBBR/ i y GDW g6f
Xol CKnanbHz SULxgwl CAeAYDzI| wM YWMTAAMTYWMTA3W B+MAHWGCCs GAQUFBz ALhnBy c3
| uYzovL3JIwa2kucm wZS5uZXQvcnmvnb3Npd Py eSIERUZBVUXUL2@BLzc2Y2QMW 11 YWE
yLTQBN Ut OTR Zi 050GRi Y] YOMDIj ZGQv MS9mNHNoZz FpWJOUMIZKVGE wivhBlaDgwh ESj
YXMubWZOM HRBCCASGa4GEb+l Tv/ 4f Jr 94UgLuaT+| Sj kI KKAEKk HovxHM CB84EFH uP
zggc/ LD5PzP/ KOExbDNgmwmAgl Dj BgPM AyNj Ax MDgx Nz Ax MTdaMHAwf AYl KwYBBQUHVA
uCGcHJzeWsj G 8vcnBr aSbyaXBl Libl dC9yZXBvc2l 0b3J5L0RFRKFVTFQYYTcvOG&N) ZW
mLWY5ZmEt NGVMON LhZWALWN) YmzhNz MOM RhNy 8xL2Yt NFOPQDJ 6 OHNQa19NXz hv NFRG
c00y@RJIDWE5t ZnQagdEE! | Eg59MA+de5vhL+Al B9ZhUCn4d3FMAGs cEdEK2Ngb90Ag! Hz
gQUf xFBauGOsnf N79nmpFnNGspj i R6UYCAhe3GA8y MDI 2 VDEWCDI y MDEy OFowf | B8Bggr Bg
EFBQcwWCAZwWenNsbmvbLY 9y c G pLnJpc GUubmVOL3J1 cPzaXRvcnhkvREVGQVWMW/CByY Zi 8
2Yj 1 yZTgt MR} ZCOONGRKLTKIMIQX Nj cINmY3Yj Bj MGRi LzEvZnhGQrF1T1NuZk430Mw
RBOT3Nwam SN VZLmlnd DCBOQQug/ TeGB1EpvVQai S8Vood Y3CODgndkf ZI +6Qea(d
| cCAgeEBBR/ F7b5M mdWFCTOYczl Ov+Gyn5j Al CDzs YDzl wv YWMT A4 MTYwMT Uz W B+IVH
WGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvcnmvnb3Npd &y e SOERUZBVUxX
ULzMKL2N] MDI wMCLi VYj Jj LTQLZj Yt YWVBNSO04M c1NzdkZj hl ZGW MS9nme GUy LVRINVWEW
aFFr oudl TTVUcl 9oc3At WKcubWZOM HRBCCGMW VTGVLFMF f gmebFSD+i vU3zQM PxNpC
ZMyZaCMUAI CB84EFH8+CHSJ 71 OpQk1T+sl W kuQASgQOAgl XThgPM Ay N AxMDgy MDAX Mz
RaMH4wf AYl KwYBBQUHMAUGCHIzeWsj O 8venBr aS5yaxBl Lnbl dC9yZXBvc2l 0b3J5L0R
FRKFVTFQvYzYvYzJj OTl KLWNMOTEt NGRnYi O5NGRI LWE3Yz YZZDU2MTULNI 8xL2Z6NE! k
SW51STZs QLRWIDZ3aG] 1Uz QQQkt BNC5t ZnQagdEE! | 5DEJkg54e32y2/ B1WOy Dy ahz CEf
aERNpKc SA9PZdt HAgl HzgQUf +/ r OV+8ZRSHr KO9nQk 9Hg9Q+t CACAhe3GA8y VDI 2IVDEWCD
| x MDI wiNFowf j B8Bggr BgEFBQcwCAZwenNsbmvbLY 9y c G pLnJpcGUubmvOL3Jl cPzaXxXR
venkv REVGQWWMWECB5YS8y NmvimNj M Yj ¢y Zi 00Yj N LThkZmvt Mmlj ODQLMTkyM dhLzEv
Zi 1f ¢cj BWLThaU NI cks5bl Fr QUhnOVEt dENBLmMLnd DCBOQQj 2n88kmDKSPaKWIt 2cgl1P
gj q2c7bnt s/ AV3HIWKqqj kCAgeEBBR/ nRj Kt vHz XvGL5YPLKDnpt 0i x\WAI CFI 8YDzI| wM
YWMT A4 MTkwMTUOW B+MAHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQuvenv
Wwb3Npd@ye SOERUZBVUx ULz 2L2RmODImYSOXMThKLTQy MIkt YrmEXNi Ox YTk2ODN] OAQR
Y21 vIVBOMNW ZeXJi eDgxN3h0ZVdEeXI nNTZi ZEl zVimcubWZ0M HRBCCSk QUNIPCNn151nB
GBr BnHej 5r wdf vnsEEWFnAvyf M gl CBAQEFHIR3x3061 Z+QeXn+S3n+dHEDBVNAg! MoB
gPM AyN AxNMDgy MTAXMIT avHAW AYl KwYBBQUHMAUGCHIzeWbsj G 8venBr aSbyaXxBl Lib
| dC9yZXBvc2l 0b3J5LO0RFRKFVTFQvZmEVNWUSMz FL TUy Od t NGUWMM 1hZDY4LTZk OTAz
NWFIMMTUz NS8XxL2YxS&ZI ZI RvaG41Q VI Zj VMEWYIM=Zv TUZVMCSt ZnQangdEET Jdpko2c2
KOOM Cs7d25CWOp QB QX Tp8v4l ni OHEf st xvAgl HhAQUf wd Xwz GYHgQ dHE3NSf QOkoTVr
QCAhNe GA8y MDI 2IVDEWODES MDEz MLowf j B8Bggr BgEFBQewWCAZwenNSbmvBLY 9yc G pLnJ
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pcGUubmVOL3J1l c@zaXRvcnkv REVGQVWWMWCB30C80Zj k2Zj kt NTY5Zi O0OMzNj LW 5YTgt

NEyN EyZDQwZj UnLzEvZndkWHA6R1I | Z1FyZEhFMD5TZI E5a29UVnJRLmLnd DCBOQQyN
bFHY501eFl / JXr cZzLyJ1TdH3Z3csXzRzZi nE0Y5cCs CAgf OBBR/ TVkcl 60sald9f 30dTO
j rzul ZbAl CBhQYDz| wM YWMT A4 MITUMMTMLWY B+MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3J

wa2kucnm wZS5uZXQvemvinb3Npd @y eSOERUZBVUXULzN LzBkNj dhM 1i YZM2LTRi OTM

Yj YWNCLkNGY1YzkyZDkwOT Uv MS9mvDFa SENPd Ex Hb EhmADk 2 SFVEbz YAN3BXV3cubWZOM
| HRBCCnj XO+nhFRAnet 66pl ShQY9i j eKl n2Jj n8FzzN7RbFMaM CCBgEFH8Dof j DNP2/ S3
j e8MAB/ wSQ@Bf SwAgl XcxgPM Ay N AxMDgy MTAy MDBaMHAW AYl KwYBBQUHVAUGE HI zeWb
j O 8vcnBraSbyaXBl Lnbl dC9yZXBvc?2l 0b3J5LORFRKFVTFQVN YvM2ZI MAEWLVWR Z (X

NGJj NCLhYWUXLTI | ZTAWN) kOM 0Yi 8xL2Z3T2gt TUOWX2l 5TGVON3d4Vkxf QkpEZDl MQ
S5t ZnQngdEEl Ly g@Bf ZPYYOnTD8z MAwivh| kk XbFYZks+k KXt Cavj vupAgl HzgQUf 0QdI C
QM Gc7J5zJi r Nf 29f gl / UCAhNTGA8y MDI 2 MDEWODES MDELNLowf j B8Bggr BgEFBQcwCAZ
wenN5bmivBLY 9y c G pLnJdpc GUubnmVOL3J1 cGzaXRvcnkv REVGQVWIWCEY YS82 ONEWOWYt

NTgwOSOON U2LW zNTUt MTQZj | 1NGFj MTMkLz EvZj BPZGxDUWLf R2MBSj V6Sm y TniYy O
WZx b FOVLmMLnmd DCBOQQgvgX58Hkr AY/ Luf | VMJZ7Lzr WFSoZI hj bgUohc4Jj kACAgf OBB
R/ Q¢ J8l dqGx+n79Er g5WY89L4Cw CD1gYDz| wM YWMTAAMTYWM Az W B+MHWGCCs GAQU
FBzALhnByc3l uYzovL3Jwa2kucm wZS5uZXQvecmnwb3Npd @y e SIERUZBVUXUL2E5Lzk4
Yj AyNCOS5ZDhm. TQANj kt YTIhOSOWYWZi N2 Mz ZmJ miviz Av MSOmVEX TZKNI YWhz ZnAt X1JLN
EOW 21 QUFM QXMubWZOM HRBCC+S/ 81Xud1Pz UBFp/ HIM aahJK+j Qve1DYEVEVI a39uA
| CB84EFH JVqUr c1BKTx/ zRUcZkpen9d6dAgl LbhgPM AyN AxNMDgxNz Ax VDI aMH4ws AY
| KwYBBQUHMAUGCcHIzeWsj O 8vcnBr aSbyaXBl Lnbl dC9yZXBvc2l 0b3J5L0RFRKFVTFQ
YWEVNzFhY] YS5LTY5N Ut NG 3MCO5N hkLWIi NTdhNGVmMNz E1My 8x L2 Y4b FAwWU3R6 VUVWU
Ehf TkZSeGLTbDZmMINWMC5t ZnQaMydEEI L9gHDGaKh1R04cdl JLYS] t Kecl EypWIBTqgxV
51LzVOAg! | pwQUf 1Fer Q e7Zr Eyr xat KOLWS Z8Bs CAhf RGA8y MDI 2 VDEWOD!I z MDEOOVo
wf j B8Bggr BgEFBQeWCAZwenNSbmvBLY 9y c G pLnJdpcGUubnmVOL3J1 c@GzaXRvenkvREVG
QVWMWCOhNy81YzJhNTkt Nj AyNSOONMDBI LWFi M gt Zj BhNj | 0ZDQWOTEyLzEvZj FGZXJRb
GU3WNIFeXJ4YXRLMEXXR2ZaOEJ z Ll md DCBOQQyv 39HKT]j opi c7820ac6t Vy Al MPaCG
eYBa2nvVCuDKYCAggYBBR/ 40dZNU6Dz Bky AAEQnel t oPGnAAI CFBEYDz| wi] YWMTA4AMTg
WMTI Uy W B+MHWGCCs GAQUFBz ALhnBy c3l uYzovL3Jwa2kucm wZS5uZXQvcnvwb3Npd &y
eS9ERUZBVUXULZRj LzBj NzI OMyOxZnZi LTQEZDI t Yj Vj M51i NDAy ZThhMAQEMz Qv VB9t
URUV1RWI2c4d1pNZ09CRUoz aUx hRHhwdOEubWZOM HRBCC/ mDUwWr 8 XoN8QR3Vi 4bpdy Nf

prvcn9Z/t 23XZndp121 Q CBAQEFH9za4i gJATUMVEVdr V/ 1UEpoMre3Agl Xt xgPM AyN A
xMDgx OTAXM VaMiwf AYl KwYBBQUHMAUGC HIzeWsj G 8vcnBr aSsyaXBl Lkl dC9yZXBv
c2l 0b3J5LORFRKFVTFQvOTKkvMGYYNWNI LW 5Nzct NDg1MyO5ZWWe LTI | NTZj Yj U0ZnvVimN
y8xL2YzTnIpSOFr Qk5Rd1IMbIMWRYX1ZRU21nej U3Yy5t ZnQmydEEI Mz FRf x AeVWe8poS1U
kK08BGZ3h9a4z X7UpplhcBuxHYAgI | XwQUf yuobf eHi | 9vhZKoBqb/ 6] BGMHoCAhe/ GA8
y VDI 2 VDEWOD! wivDEX OFowf j B8Bggr BgEFBQewCAZwenNSbmvbLY 9y c G pLnJpc GUubnmvo
L3Jl c@zaXRvcnkvREVGQUWMWC82MC81ZTY30DYt N MBNy0OM | OLW hMDYt ZGVDNz Y5Z
WZmVWW1LzEvZnl 1b2JnmzUhpSTI 2aFpLb0Jx Yl 82akJHJdOhvLmLnmdDCBOQQz ZTr 9egKcv
XVZQai Avw]Iv7MZS6kvoBECP7s 1l npsFal CAgf OBBR/ 0YpqSZEMawz Hek RFK5Zt xhd Xz DQ

CF7wYDz| W YWMTA4AMTkwM Az W B+MHWGCCs GAQUFBz ALhnByc3l uYzovL3Jwa2kucm w
ZS5uZXQvemvinb3Npd @y e SOERUZBVUX UL2JhLz ASNDdmM Oy MiNhLTQ3 Y21 t ODl hZC0zZ
TUWYTVNIVDESOTgv MS9mOUd L YW t Uk RNTXgz Sk VSU3VXYMNZWFY4dz AubWOM HRBCDCOHe
e/ kKR7uuSXgV8NAdgQ T3r D5| 6+8gKpPCs QAl ock Al CB84EFHIK5X7mAKnFEB/ BSoel MOF
Qu6bt GAgl HCxgPM AyN AxNMDgy MIAxNThaMH4wf AYl KwYBBQUHMAUGCHIzeWsj O 8vcnBr

aSbyaxBl Lnbl dC9yZXBvc2l 0b3J5LO0RFRKFVTFQvMM vMITFmMYTQOLTg4Nzkt NGQxOS1i N
DY4ALTVi NWBOGY1 Mz YxZS8x L2 Ywe mx mdW nc WAVUUg4 Rkt oNl V6 UVZDN3 EWWS5t ZnQagd
EEI NQB8UTqGOQVUKy mhJF9l 032P1av GASHYUZCOz ZBI JUOpAgl Hz gQUf 2qOXVXCSYqCY2+
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Z+PyeMzZ4Hdx 4 CAhC8GA8y MDI 2IVDEWCDI x MDE1NI owf j B8Bggr BgEFBQcwC4AZwe nNsbnive
Ly9ycG pLnJpcGUubm/OL3Jl cPzaXRvcnkv REVGQVWM/CB83NCBYN2Zj ZTEt MIFj ZS00Y
TMyLVWE2NDKt ZTA3Nm 1MIcy MAFKLz EvZj IXTIhWAENTWKFDWIT t W 1QeVWNW Rl ZHgOLm
1nmdDCBOQQY1SEl zr r X16Q+poCGs2aDApHs XvKr gf pGoM enj 51 2W UCAgf OBBR/ HQ4yni7
Tp/ OF sSTIE7TZAL9STXvW CFZEYDz | wi] YWMTAAM AMMTMy W B+MHWGCCs GAQUFBz ALhnBy
c3l uYzovL3JIwa2kucm wZS5uZXQvcmvwb3Npd Py eSOERUZBVUX UL2Y3L2U2NTA2ZS03N
j 91LTQ4ZTct YTUAMYOy MAFMMVRRI ZThl ZTkv MS9meDBPTXBpLTA2ZnpuN095Uk8y U f Yk
UxNzgubWZOM HRBCDZ3cCnMLf 1TWIR! j N 6JJIMPxp4i 980C0Q i ByRh11U2bAl CB84EFH3
11a5Bf 0Xuh@XXbOghsO0xFg5SgAgl Q RgPM AyN AxMDgx Nz Ax MDVaM4wf AYl KwyBBQUH
MAUGcHJzeWsj O 8vcnBraSsyaXBl Lnbl dCOyZXBvc2l 0b3J5LORFRKFVTFQvZTYvYz UON
j di LTMBNj |t NG 3NCLhZTBKLTMINDc z YmvVB MAAMCB8X L2Z6WFZy a0Zf UmMJ2RkJkZHWVRCcU
d6VEVXRGXLQS5t ZnQngdEEI Ny SvZgi 93Y/ d9zNNx6gq0dxUnmQuVj 1t 4LKdJ+Xt T5eAgl

HhAQUf 35evWkac Xj cL/ BBsTUqt Hh25QCAhA] GA8y MDI 2 MDEWCODI x MDEX NFowf j B8Bggr

BgEFBQcWCAZwe nNSbmvbLYy 9y c G pLnJpc GUubmvVOL3J1 c@zaXRvcnkv REVGQVWMWCBYM
y9j MRU4ZWX NTk3YSO0ODVhLTKOYTM OTgy Y2Zi MeUSYW/I LzEvZj MLZXZXLW hY1hqYO
xf kJIzVFVxdEhoM VRLmMLnd DCBOQQRg4BXwWe 2t 3CY&ZHmeWJo+F2MEbMr sMpazuR20W
t t MpCAgf OBBR/ nDz9ybDZ48MeDr uB5vGxy73J5A1 CDZs YDzl wM YWMTA4M MMVITAWY B+
MHWGCCs GAQUFBz ALhnBy c 31 uYzovL3Jwa2kucm wZS5uzZXQvcnvinb3Npd&y e SOERUZBY
UxULzVi LzgyNDZI Yi 04NDY5LTQyZGYt YTA4Zi 05MGMDM FNTVhZA v MS9mNXRNX2Nt dz
JI UERI ZzY3Z2Vi eHNj dTI 5ZVEUbWZOM HRBCDj u+/ +a@\hL3xABcZCrmQwPl JsSt 9PVczu
i | 1LEhhOV9gl CB4AQEFH8pZI evj QDCX9df Vuzl oos1FQV1Agl @BBgPM AyNy AxNMDgy M Ax
Mz JaMwf AYl KwYBBQUHMAUCGCHIzeWsj O 8venBr aS5yaXBl Lnbl dC9yZXBvc2l 0b3J5L
ORFRKFVTFQvZDAVZTgwY] MeLTNi ZWut NDZI Yy 1i MeVKLWIhZj k1YTUWMNNXCS8xL2Z5bG
IVWNI 10QULKZ) ExOVe3TW paXpVVkJYVS5t ZnQagdEEI OhXNpf SOVASCGet VeKbv N OB6ql

5D1pQacHPcCY/ ZHi yAgl | GAQUf / AHP5qux GO +AyW2Yur 5hPL20CAg4nGA8y VDI 2 MDEw
ODE4NMDEXNFowf j B8Bggr BgEFBQcwWCAZwenNSbmvBLY 9y c & pLnJpcGUubnVOL3Jl c(9za
XRvcnkv REVGQVWM/C83NS8x ODZhMIgt NWBZi O0OM2VKLW WNEt Y2VhN2Vi Mz UWNTMBL z
EvZl 9HNEhQNXF1eEdPbC1BeVey WKVYy NWhQTDIvLmLnd DCBOQQy 7of z061BsU/ Hy5ui a4R
YPFpl Bkpgq5VsbWs8r t g3Ff 8CAgf OBBR/ F4+vZAH 83FuMXZFad9zHf WPI gl CEi 4YDz| w
M YwWMTA4AMTUWMMTAAW B+MHWGCCs GAQUFBz ALhnBy c 3l uYzovL3Jwa2kucm wZS5uzZXQvc
nMvwb3Npd @y e SOERUZBVUx ULz Y2LzFi Nzk20OC1j YTRKLTQLZj Q¢ Yj Y3MS0yZTdnNzgOOD
|| ZDWMB9MeGVQj JRQ R2Tnhi akYyU duZmNAMz Fge UkubWZOM HRBCDu2dj mK3gbyPB
gskEsLEV+na+Q 0G2TJur k/ 7Nc14YQQ CB84EFHBknbVEYgaD+Us4i nVRpopkk+0SAgl D
6xgPM Ay N AxMDgx ODAx NDBaMH4wW AYl KwYBBQUHMAUGCHIzeWsj O 8vcnBr aSbyaXBl L
nbl dC9yZXBvc2l O0b3J5LORFRKFVTFQvOG vIN2FhIVDRI LTQ4AMDct NDk4OCO5MIAzLTgoOM

MBN2Uz MDYOMy 8xL2Z25U2JsVWIpQrOQNVNGaUt kVkdt aWwLTVDAdSSS5t ZnQ=

Appendi x C. Producing a FQDN Snapshot

The following ternmnal transcript illustrates how one could prepare a
Prefetch Response for rpki.ripe.net using comon comand |ine
utilities.
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cd /var/cache/rpki-client/rpki.ripe.net/

export TMP="$(nktenp)"

find . -type f | xargs -r cat -- | gzip > "${TMP}"

mv "${TMP}" [var/ww/ ht docs/ eri k/ snapshot/rpki.ripe. net
unset TMP

cd /var/ww ht docs/ eri k/ snapshot/

I's -nl rpki.ripe.net
rwr--r-- 1 1000 0 98392415 Dec 12 15:59 rpki.ripe. net

'8 8 e

$ file rpki.ripe.net
rpki.ripe.net: gzip conpressed data, from Unix

$ gzcat rpki.ripe.net | openssl asnlparse -informDER | grep -c :d=0
109880

Appendi x D. Producing a Tine-Trimed Tail Queue
The following terminal transcript is an overly sinmplistic
illustration how one could prepare the 5min and 10mn tine-tri mred
tail queue Prefetch Responses using common conmand |ine utilities.

$ cd /var/cache/rpki-client/

$ export TMP="$(nktenp)"

$ find * -nmin -5 -type f | xargs -r cat -- | gzip > "${TMP}"
$ v "${TMP}" /var/ww/ htdocs/erik/tail/5mn

$find * -mmin -10 -type f | xargs -r cat -- | gzip > "${T™MP}"
$ mv "${TMP}" [var/wwi htdocs/erik/tail/10m n

$ unset TMP

$ cd /var/www htdocs/erik/tail/

$1s -nl 10nmn 5nin

-rWr--r-- 1 1000 0 946037 Dec 12 20:02 10m n
-rwr--r-- 1 1000 0O 642883 Dec 12 20:02 5min

$ gzcat 5min | openssl asnlparse -informDER | grep -c :d=0
206
$ gzcat 10m n | openssl asnlparse -informDER | grep -c :d=0
398
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