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Abst r act

Thi s docunment specifies the Erik Synchronization Protocol for use
with the Resource Public Key Infrastructure (RPKI). FErik
Synchroni zati on can be characterized as a data replication system
using Merkle trees, a content-addressabl e nam ng schenme, concurrency
control using nonotonically increasing sequence nunbers, and HTTP
transport. Relying Parties can conbine infornmation retrieved via
Eri k Synchronization with other RPKI transport protocols. The
protocol’s design is intended to be efficient, fast, easy to

i mpl ement, and robust in the face of partitions or faults in the

net wor k.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2026
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I nt roducti on

Thi s docunent specifies the Erik Synchroni zation Protocol for use
with the Resource Public Key Infrastructure (RPKI) [RFC6480]. FErik
Synchroni zati on can be characterized as a data replication system
using Merkle trees [ML987], a content-addressabl e nam ng schene

[ RFC6920], concurrency control using nonotonically increasing
sequence nunbers [ RFC0677], and HTTP transport [RFC9110]. Relying
Parties can conmbine information retrieved via Erik Synchronization
with other RPKI transport protocols ([ RFC5781] and [RFC8182]). The
protocol’s design is intended to be efficient, fast, easy to

i mpl ement [ RFC1925], and robust in the face of partitions or faults
in the network.
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The notion of cache-to-cache data replication of unvalidated data was

docunented in Section 3 of [RFC7115].

Val i dat ed caches may al so be created and nai ntai ned from ot her

val i dat ed caches. Network operators SHOULD take maxi num advant age

database. O course, the recipient relying parties should re-

|
| of this feature to mininmze |oad on the global distributed RPKI
I
| validate the data.
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I
| -- RFC7115, section 3

Hi storic records show that experinments have been perforned in this
space using, for exanple, peer-to-peer file sharing technol ogy (see
[ P2P]), but no standardi sed and wi del y-depl oyed nechani sm for cache-
to-cache replication enmerged since then. The authors hope that the
Eri k Synchronization protocol mght be suitable to fill this gap and
i mprove propagati on speed of validly signed repository data as well
as help reduce | oad on the gl obal RPKI.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Rel ated Wrk

The reader is assuned to be familiar with the terns and concepts
described in "Mintenance of duplicate databases" [RFC0677], "An
Infrastructure to Support Secure Internet Routing" [RFC6480], "The
RPKI Repository Delta Protocol (RRDP)" [RFC8182], "Manifests for the
Resource Public Key Infrastructure (RPKI)" [RFC9286], "A Digital

Si gnature Based on a Conventional Encryption Function" [ML987].

1.4. dossary
This section describes the terninology and abbreviations used in this
docunent. Though the definitions mght not be clear on a first read,

later on the terns will be introduce with nore detail.

Erik relay An internediate between CA publication repositories and
Rel ying Parti es.

FQDN The fully qualified domain name of a RPKI repository instance
referenced in an end-entity certificate’ s Subject Information
Access (SIA) extension’'s id-ad-signedObject accessDescription

Hash A nessage digest calculated for an object using the SHA-256
al gorithm

Eri klndex The relay’s Merkle root for a given FQDN. An Eriklndex is
an ordered listing of ErikPartition object hashes.

Eri kPartition An ordered listing of the nanifest objects’ hashes,

Snijders, et al. Expi res 31 August 2026 [ Page 4]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI February 2026

2

mani f est Nunber val ues, thisUpdate values, and their certificates
SI A extension val ues.

I nformal Overview

Eri k Synchronisation is an architecture to reliably distribute RPKI
repository data fromcache to cache using so-called Erik rel ays.
Rel ays maintain a validated cache thensel ves and can be clients of
other relays. Wiile this property suggests that a group of relays
shoul d converge to the exact sanme state, the distributed nature of
the RPKI prevents relays fromachieving strict synchronization

In this synchronization protocol, Merkle trees are used to determ ne
whet her differences exist between client and relay. Merkle trees are
hi erarchical data structures: the hash value of each node is conputed
recursively by hashing the concatenated hash val ues of the node's
children. The hash of the Eriklndex represents the entire dataset
related to a given FQDN. If the Eriklndex hash is not the sane
between two replicas, the relay provides the client with hashes of
smal l er and smaller portions of the to-be-replicated dataset unti

the exact list of out-of-sync or mssing objects is identified.
Sequence nunbers are then used to determ ne whether these differences
are rel evant enough for the client to fetch. Al data, except for
Eri kl ndex objects, is fetched using static addresses derived from

obj ect hashes. This approach reduces unnecessary data transfer

bet ween caches which contain nostly simlar data.

The client starts by querying an Erik relay for the relay’s current
Eri klndex for a given FQDN. If the Eriklndex is different conpared
to the previous run (or conpared to the Index calculated fromthe

| ocally cached objects). Wth the Eriklndex in hand, the client can
determ ne which ErikPartition are mssing and fetch accordingly. The
client then can conpare the _manifestNunber_ sequence nunber and
_thisUpdate_ for each manifest listed in the ErikPartition, and
proceed to fetch (purportedly) newer versions of nanifests of
interest. Wenever a relay has manifests with a | ower sequence
nunber on offer, the client can ignore those. The client now has
sufficient information to proceed to fetch any missing Certificates,
Signed objects, and CRLs. Wth the information contained within

mani fests, clients can fetch addressed by content (by hash) and store
by name (or sone ot her schene).

Eri k Synchroni zati on Data Structure Definitions

In this synchronization protocol the _signal |ayer_ nakes use of DER-
encoded nessages [ X. 690].
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_Design note: DER encoding was selected for its canonical properties
and because RPKI cache inplenmentations already support ASN. 1
encodi ng. _

Rpki Eri kSynchroni zati on- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0)
i d- mod- r pki Eri kSynchroni zati on-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS
CONTENT-TYPE, Di gest, DigestAl gorithm dentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

AccessDescription, Keyldentifier

FROM PKI X1l npl i cit-2009 -- in [ RFC5912]

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-npd(0) id-nod-pkixl-inplicit-02(59) }

’

ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
cont ent [0] EXPLICIT
CONTENT- TYPE. &Type({ Cont ent Set } { @ont ent Type}) }
Cont ent Set  CONTENT- TYPE :: = {
ct-rpki Eri klndex | ct-rpkiErikPartition, ... }

ct-rpki Eri kl ndex CONTENT-TYPE :: =
{ TYPE Erikl ndex | DENTIFI ED BY id-ct-rpkiEriklndex }

i d-ct-rpkiEriklndex OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smne(16) id-ct(1l) erikindex(55) }

ct-rpki Eri kPartition CONTENT-TYPE :: =
{ TYPE ErikPartition | DENTIFIED BY id-ct-rpkiErikPartition }

id-ct-rpkiErikPartition OBJECT | DENTIFIER :: =

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smine(16) id-ct(1) erikpartition(56) }
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Eri kl ndex ::= SEQUENCE {

versi on [ 0] | NTEGER DEFAULT O,

i ndexScope | A5St ri ng,

i ndexTi nme General i zedTi ne,

hashAl g Di gest Al gorithm dentifier,

partitionList SEQUENCE (Sl ZE(1..ub-Partitions)) OF PartitionRef
}
ub-Partitions | NTEGER ::= 256
PartitionRef ::= SEQUENCE ({

hash D gest,

si ze | NTEGER ( 100.. MAX) }
Eri kPartition ::= SEQUENCE {

version [ 0] | NTEGER DEFAULT O,

partitionTinme General i zedTi ne,

hashAl g Di gest Al gorithm dentifier,

mani f est Li st SEQUENCE (Sl ZE(1..MAX)) OF ManifestRef }
Mani f est Ref :: = SEQUENCE {

hash Di gest,

si ze | NTEGER (1000. . MAX) ,

aki Keyl dentifier,

mani f est Nurmber I NTEGER (0. . MAX),

t hi sUpdat e Gener al i zedTi e,

| ocati ons SEQUENCE (Sl ZE(1..MAX)) OF AccessDescription }
END

3.1. General Syntax

At the top level the content of an Erik object is an instance of
Cont ent | nf o.

3.1.1. contentType
The content Type is an O D specifying the type of payload in the
object, in this profile either id-ct-rpkiEriklndex or id-ct-
rpki Eri kPartition.

3.1.2. content

The content field contains an instance of Eriklndex or ErikPartition.

Snijders, et al. Expi res 31 August 2026 [ Page 7]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI February 2026

3. 2. Eri kl ndex

An Eriklndex represents all current mani fest objects avail abl e under
a given FQDN and thus the conplete state of the repository as it is
known to the rel ay.

3.2.1. The version field
The version nunber of the Eriklndex object MJST be O.
3.2.2. The indexScope field

The i ndexScope field contains the fully qualified domain nane of the
Signed (bject location of the manifests referenced through this
particul ar Eriklndex. The FQDN MJST be in the "preferred name
syntax", as specified by Section 3.5 of [RFC1034] and nodified by
Section 2.1 of [RFC1123].

3.2.3. The indexTine field

The indexTine is the nost recent partitionTime val ue anong the
ErikPartitions referenced fromthis Eriklndex. The field s value
roughly indi cates when the Eriklndex was generated and can be used
for troubl eshooting and neasurenment purposes.

For the purposes of this profile, GeneralizedTi ne values MIST be
expressed UTC (Zul u) and MJST include seconds (i.e., tines are
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].

_Design note: using the nmost recent partitionTinme, rather than the
| ocal systemis notion of "now', helps reduce churn in distributed
systens. _

3.2.4. The hashAlg field
This field contains the O D of the hash al gorithmused to hash the
Eri kPartitions. The hash al gorithmused MIST conformto the RPK
Al gorithns and Key Size Profile specification [ RFC7935].

3.2.5. The partitionList field

This field is a sequence of PartitionRef instances. There is one
Partiti onRef for each current ErikPartition. Each PartitionRef is a
tupl e consisting of the hash of the partition object and the size of
the partition object.
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Information el enents are unique with respect to one another and
sorted in ascendi ng order of the hash.

3.3. FErikPartition

An ErikPartition represents a subset of nanifest objects available
under a given FQDN. Each ErikPartition is an ordered listing of the
mani f est obj ects’ hashes, manifestNunber val ues, thisUpdate val ues,
and their end-entity certificates’ SIA extension val ues.

3.3.1. The version field
The version nunber of the ErikPartition object MJST be O.
3.3.2. The partitionTime field

The partitionTinme is the nost recent thisUpdate val ue anong the
mani fests contained within this ErikPartition. The field s value
roughly indicates when the ErikPartiti on was generated and can be
used for troubl eshooting and measurenent purposes.

For the purposes of this profile, GeneralizedTi ne values MJST be
expressed UTC (Zul u) and MJST include seconds (i.e., tines are
YYYYMVDDHHMVSSZ) , even where the number of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].

_Design note: using the nobst recent manifest thisUpdate val ue, rather
than the | ocal systemis notion of "now', helps reduce churn in
distributed systens. _

3.3.3. The hashAlg field

This field contains the O D of the hash algorithmused to hash the
mani f est objects referenced in this ErikPartition. The hash

al gorithm used MJUST conformto the RPKI Al gorithns and Key Size
Profile specification [ RFC7935].

3.3.4. The manifestList field

This field is a sequence of ManifestRef instances. There is one
Mani f est Ref for each current manifest. A manifest is nomnally
current until the time specified in nextUpdate or until a manifest is
issued with a greater manifestNunber, whichever comes first (see
Section 4.2.1 of [RFC9286]).
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5.

A Mani festRef is a structure consisting of the hash of the manifest
object, the size of the manifest object, the manifest issuer’s key
identifier, the manifestNunber, and the thisUpdate contained within
the object, and a sequence of AccessDescription instances fromthe
mani fest’s End-Entity certificate's Subject Infornation Access

ext ensi on.

Information el enents are unique with respect to one another and
sorted in ascendi ng order of the hash

Client-side Processing

Clients start by acquiring and processing an Eriklndex, which

represents the relay’'s current Merkle tree head for a given FQDN. A
client MIUST verify the requested FQDN exactly matches the indexScope
value in the Eriklndex, and if not proceed to use a different relay.

Then, clients can decide whether or not to fetch ErikPartition
objects listed on the Eriklndex, for instance, by checking whether
the object associated with the hash was already fetched at some point
in the client’s past.

Before using a ErikPartition, the client MJST verify that all URIs in
the accesslLocations in the id-ad-signedObject accessMethod instances

in the ErikPartition are enconpassed in the requested i ndexScope. A

client can then deci de whether or not to fetch a given manifest

obj ect, by conparing the manifestNunber and thisUpdate with what’s

| ocally cached and what's offered by the renote rel ay.

A client can conpute which products listed in the manifest’s fileList
need to be fetched fromone relay or another in order to achieve a
successful fetch. A client MJST verify that the URI in the
accessLocation in one of the id-ad-signedObject accessMethod
instances in the manifest’'s Subject Information Access (SIA) is
enconpassed in the requested i ndexScope.

As there is no concept of 'sessions’ (like in RRDP), clients can

i nterchangeably use different Erik relays. Wen one Erik relay
generates a HITP error, the client can try fetching the requested

obj ect fromanother Erik relay. To inprove reliability, clients
shoul d alternate anong different relays in successive query and fetch
attenpts.

Clients SHOULD use HTTPS, unless the local systemis unable to
establish TLS connections to any of its configured Erik rel ays.

Querying an Erik Rel ay
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5.1. Fetching objects by hash

Thi s specification uses "Naned Information" identifiers napped to
.wel | -known HTTP/ HTTPS URLs for object retrieval, as described in
[ RFC6920] .

For exanple, issuance #54 of ripe-ncc-ta.nft has the foll owi ng SHA256
di gest:
c2d0427bc5a32c42eealab5663d592b1f c29c7d4ef 16ab0b5e1d631d039dcc21

To fetch the aforenenti oned object froman relay hosted at

rel ay. exanple.net, a client would access the follow ng HTTP URL:
https://rel ay. exanpl e. net/.wel | - known/ ni / sha- 256/

wt BCe8W LELuoat WIOWSsT wpx9TvFqsLXh1j HQOdz CE

Responses to requests for paths starting with /.well-known/ni/ are
i mut abl e.

5.2. Fetching Eriklndex objects

The URIs to fetch Eriklndex objects can be constructed using the
following Wll-Known URI tenplate with the relay’s hostnane as
authority, the erik keyword as suffix, the string /index/, followed
by a FQDN as paraneter, i.e.: https://{relay_hostnane}/.well -
known/ eri k/ i ndex/ { FQDN} .

As an example, the URI to fetch an Eriklndex for the rpki.ripe.net
FQDN froma relay at rel ay. exanpl e. net woul d be
https://rel ay. exanpl e. net/.wel | -known/ eri k/i ndex/rpki.ripe.net.

A client MAY use the If-Mdified-Since HITTP header when fetching
Eri kl ndex obj ects.

Responses to requests for paths starting with /.well-known/erik/
i ndex/ are nutabl e.

6. Prefetching Objects in Bulk
hj ect prefetching is a bulk distribution mechanismfor data that
clients mght need in the near future. Prefetching is useful for
efficiently bootstrapping enpty caches and for clients to catch up on
recently discovered objects with a single bulk request.

This section outlines the general structure of prefetch request
responses and defines various .well-known/erik/ endpoints.
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6.1. Ceneral Structure of Prefetch Responses

In this protocol, a Prefetch Response (PR) is sinply a concatenated
sequence of zero or nore DER-encoded objects in gzip [ RFC1952]
conpressed form Because DER-encoded objects are self-delimting, no
mar ker is used between the objects and there is no end-of -sequence

i ndi cat or.

A Prefetch Response is non-deterministic: objects contained within
the PR may appear in arbitrary order or in duplicate. A PR may
contain RPKI signed objects, Eriklndex objects, and ErikPartition
objects. The set of objects in a PR need not be self-consistent or
complete fromthe perspective of top-down validation. PRs nerely
serve to reduce network traffic by prefill unvalidated cache areas.

Different prefetching strategies have different trade-offs in terns
of coverage and accuracy. On the one hand aggressive prefetching

m ght waste bandwidth (i.e. clients downl oad data they m ght not end
up using, or data they had al ready cached), on the other hand,
sendi ng many indi vi dual requests for each and every object increases
networ k overhead and |latency. As a rule of thunmb: FQN Snapshots
(Section 6.2) are useful for clients with no prior state and
Time-trimed Tail Queues (Section 6.3) are useful in the steady state
(when synchroni zi ng every few m nutes).

For efficiency, relay inplementations are RECOWENDED to conbi ne as
many DER- encoded objects into as few gzip menbers as possible (see
Section 2.3 of [RFC1952] for information on gzip nenbers).

6.2. Prefetching FQDN Snapshots

A snapshot contains all RPKI & Erik objects a relay associated with a
given FQDN as of the time of the snapshot’s production. Snapshots
are not necessarily produced in |ockstep with updates to the relay’s
merkl e trees, therefore clients MJST performa tree conparison after
fetching a snapshot.

As an example, the URI to fetch a snapshot for the rpki.ripe.net FQDN
froma relay at rel ay. exanpl e.net woul d be

https://rel ay. exanpl e. net/.wel | -known/ eri k/ snapshot/rpki.ripe. net.
Responses to requests for paths starting with /.well-known/erik/
snapshot/ are nutabl e.

See Appendix C for an exanple how to construct a FQDN snapshot .
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6.3. Prefetching Tine-trimred Tail Queues

Arelay’ s time-trimmed tail queues are buffers that contains all RPKI
& Erik objects that relay discovered in the last 5 and 10 mi nutes,
respectively. Such buffers are not necessarily produced in | ockstep
with updates to the relay’s merkle trees, therefore clients MJST
performa tree conparison after fetching a tail queue buffer

As an example, the URI to fetch the 5 minute tail froma relay at

rel ay. exanpl e.net would be: https://rel ay. exanple.net/.well -
known/erik/tail/5mn. Responses to requests for paths starting with
/.well-known/erik/tail/ are mutable.

See Appendix D for an exanple how to pre-cal cul ate Prefetch Responses
using a tinme-trimed tail queue concept.

7. Transport Error Detection and Handl i ng

The client MJST cal cul ate the hashes of fetched objects and verify
they are the sanme as the expected hashes (which are enbedded in the
URI s through which the objects were retrieved). |If there is a hash
m smatch, the client may try fetching the object froma different
Erik relay or treat this as a failed fetch_(see Section 6.6 of

[ RFC9286]) and try again at a later point in tine in a next

val i dation run.

8. Setting Up an Erik Rel ay

Erik relays can be operated by any party, w thout pernission fromor
coordination with publication point operators or CAs. Relays are
made accessible via either HTTP or HTTPS or both.

Rel ays generate and make accessi bl e Eriklndexes and Eri kPartitions
derived fromtheir current validation state, the client then cherry-
pi cks which objects (if any) it wishes to fetch. |In turn, relays
fetch fresh data fromother relays, or from CA-designated publication
poi nts accessible via Rsync ([RFC5781]) and RRDP ([ RFC8182]).

_Design notes: a decision nust be nade on a determnistic "manifest-
to-partition" assignnent schene. Job’s proof-of-concept relay (see
Appendi x A) uses the first few octets of the the Manifest’s AKI as a
stable partition assignment schene. Qher strategies could be to
assign manifests to ErikPartitions based on the "hour-of-day" of the
CMB signing timestanp, or the first few octets of the SHA-256 of the
mani f est object. _
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9. Conparison with other RPKI transport protocols

I gnoring obvious nmechanical "on the wire" differences between Erik,
Rsync, and RRDP; there are a nunber of concept differences between
the protocols. Rsync and RRDP can be described as "general purpose"
synchroni sati on protocols: they could be used to transfer any
arbitrary set of files, on the other hand the Erik protocol is RPKI-
specific: part of its signaling |ayer are RPKI manifest objects,
which RPs require as recourse for validation anyway. This property
by itself causes a snmall deduplication in the data to be transferred.

9.1. Conparison with Rsync

In Rsync, the server and the client construct and transfer a ful
listing of all available objects, and then transfer objects as
necessary. In effect, this allows clients to "junp’ to the |atest
repository state, regardl ess of the state of the |ocal cache.

A maj or downside of Rsync is that the list of files itself can becone
a burden to transfer. As of June 2025, in order to nmerely establish
whether a client is synchronized or not with the RIPE NCC repository
at rpki.ripe.net, as much as 5.8 negabytes of data are exchanged

wi t hout exchangi ng any RPKI data.

Experi mentati on suggests that when synchronizing once an hour, Erik
consunmes | ess network traffic than Rsync generally woul d consume
which, in turn, is less network traffic than RRDP woul d.

9.2. Conparison with RRDP

The key concept in RRDP is that the client downl oads a "journal",
containing all add/update/del ete operations and replays this journa
to arrive at the current repository state.

A maj or downside of RRDP is that (depending on the RRDP polling
interval) clients end up downl oadi ng data whi ch has become out dat ed.
I mgi ne a hypothetical CA which issues and revokes a ROA every 10

m nutes and a client that synchroni zes every 60 mnutes; in effect
the client nust fetch 5 outdated states, wasting bandw dth.

Experi mentation suggests that when synchronizing every 15 mi nutes,

Eri k consunes |less network traffic than RRDP generally woul d consune
which, in turn, is less network traffic than Rsync woul d consure.
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9

10.

10.

10.

11.

.1. Garbage Coll ection

In contrast to RRDP, the Erik protocol has no concept of server-
specific "stateful" sessions that persist across polling attenpts.
This obviates the need for withdraw i nstructions as part of the
protocol exchange: clients can sinply delete objects that are no

| onger referenced fromtheir current validation state and refetch
themlater on if needed.

Qper ational Considerations
1. Scaling considerations

As of July 2025, the global Internet’s RPKI churn rate appears to be
2 new objects per second. The ecosystemis estimted to be conposed
of ~ 5000 RPKI cache instances and ~ 50 repository servers. Assum ng
10 mnute fetching intervals and 150 netadata requests per
synchroni zati on run (for exchange of Merkle tree data), an Erik relay
serving all the Internet’s RPKI cache instances woul d probably need
to be able to sustain serving an average of at |east 11,000 HTTP
requests per second. This order of nmagnitude in terns of scaling
requirenents can easily be handled by a single commodity server

2. HTTP Conpression

Usi ng gzi p conpression on average tends to yield a 20% reduction in
RPKI obj ect size when fetching individual objects, therefore it is
RECOMVENDED for clients and relays to offer support for conpressed
content coding, as described in Section 8.4.1 of [RFC9110]. Prefetch
responses (Section 6) are always in gzip conpressed form

Using a previous version of a RPKI object as a conpression dictionary
for a newer version enables delivery of a delta-conpressed version of
the changes, usually resulting in significantly snaller responses
than what can be achi eved by conpression alone. dients can
facilitate delta conpressi on by sending an Avail abl e-Di cti onary
request header, using a previously fetched version of the RPKI object
as the dictionary. It is RECOWENDED for clients and rel ays to nake
use of Conpression Dictionary Transport ([RFC9842]).

Security Considerations

Thi s docunent nakes no changes to RPKI certificate validation
pr ocedures.

Par aphrasi ng Section 11 of [RFC6810]: The RPKI relies on object, not
server or transport, trust. That is, the Regional Internet Registry
root trust anchors are distributed through sone out-of-band neans,
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12.

12.

12.

12.

and can then be used by each relying party to validate certificate
chains and Signed Objects. The inter-cache relationships are based
on this object security nodel; hence, any cache-to-cache transport is
assuned to be unreliable at tines. See Section 5 of [RFC8182] for
nore security considerations.

To avoid certain forns of replay attack, clients MJST verify
pur ported i ndexScope, ManifestRef |ocation values, and manifest
Subj ect Informati on Access (SIA) extensions match the expected FQDN.

Byzantine events or faults in relay-to-client comunication can be
overcone by the client rotating requests for objects anmong different
Erik rel ays.

| ANA Consi der ations
1. S/MME Module Identifier

The 1ANA is requested to add an itemto the "SM Security for S/M ME
Modul e Identifier" registry as foll ows:

Deci mal Description Ref er ences

TDB i d- nod- r pki Eri kSynchroni zation-2025 [this-draft]

2. SM Security for SIMME CM5 Content Type
(1.2.840.113549.1.9.16.1)

The |1 ANA has all ocated for this specification in the "SM Security
for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)" registry as
fol | ows:

Deci mal Description Ref er ences
55 i d-ct-rpkiErikl ndex [this-draft]
56 id-ct-rpkiErikPartition [this-draft]

Upon publication of this docunent, 1ANA is requested to reference the
RFC publication instead of this draft.

3. Well-Known UR
An URI Suffix in the Well-Known URIs registry specific to Erik

synchroni zation will be requested. See https://github.com protocol -
registries/well-known-uris/issues/67 for the request.
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The proposed suffix is erik.
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Appendi x A. I nplenentation status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the I ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experimentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

A few experimental Erik relays are avail able, each running on
slightly different schedules. dient inplenenters are encouraged to
round-robin between these instances to observe results.

http://relay.rpki-servers.org/ Dublin, Osaka, Sydney - anycasted
di stributed conputing cluster
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http://dub. rpki-servers.org/ Dublin, Ireland, - distributed
computing cluster (6 machines, NFS backend)

http://atl.rpki-servers.org/ Atlanta, USA, - distributed conputing
cluster (2 machi nes, NFS backend)

http:// m so. sobornost.net/ Amsterdam NL, single node
http://nyc.rpki-servers.org/ New York, USA, - single node

http://fnllwyoupfrhso6643whntl pkgsftjtcécrpehmyz2o07pffirnqy7rad. on
ion/ Erik relay service via Tor

An experimental Erik static content generator was devel oped by Job
Snijders in the formof [rpkitouch] using C

Appendi x B. Exanpl e objects

Included in this section are an Eriklndex for rpki.ripe.net and an
Eri kPartition referenced fromthe aforenenti oned Eri kl ndex, both
Base64 encoded.

B.1. Exanple Eriklndex

This object was retrieved fromhttp://n so. sobornost. net/.well -
known/ eri k/ i ndex/ rpki . ri pe. net.

M | oRgYLKoZI hveNAQKQATeggi g1M | oMRYNcnBr aS5yaXBl Lnbl dBgPM AyNj AxMDgy M
z| WNTRaMAs GCWCGSAFI AWQCATCCKAAWI gQut e OE8pPUend8k URGqLy VUIWS8GNgx uv 9u
J7hNLi 8kYCAkJANCYEI Har aMXnj cDabOQl kh+26R7qgymR+xJG AAANB7i DzekAgJl Rj A
nmBCD7A2ey MRTChBOm+Klawbl Df SI WDq Ef x2wwnH ssCQcabgl CQNEwJg(Qy6r 3dpoqqt P18
48s1V2l | 7e6xQLbOLI eJ5dWQHh4r 6¢c CAkr BMCYEI CMCIi / TWPWOHAJ g X3dv NATS8+nmBa8
uCf cpHckghKzq49Ag! +Vz AnBCBdf +oy9h60Yy7Ni 1FLcj E/ FT55ZAVKbphxoAd6uAu5CQ
I CThMM gQ@x Y] eLOzCuVG37kP71 x6t EOt zp9MBU/ NxSOpOa+5Z1 b4CAKNOMCYE! Bd1/ 77
YpybBi JDI W1t x6qFg3HD7zUg9oKr gWI'I 6F6JAgJLI j AnBCAsngS1P20sDJf K8j zBye8a
gUSt Hxj RT6V] vawt mbHhHgl CS5YwlgQgzl GoVkadYr i Qoc BRRIt n+opJ0x90s Sa9RSk +x
Jb2f W CAK4SMCYEI LYFTuRI i f Kf 922Si Nt mPnVWHLNnun2RSe2vFvhSeoDsAgl 7BzAnBC
CWkyd1oQFMenpKUB8Dg 7 TEP8WOsxH20r nPAr oel JbTKQ CSRowJd gQgDBy Ps Qb QE9DcyeK
Lu27VI CKrt BMkJk/ OygYTvvVZy KACA] 5TMCYElI HVAXDS5x BnppLv2EuLnuRbkt X9f 58Zyu
ONZw4Bj 5En1TAgJNPz AnBCDk EMTCGgA] sZPkf Unbi Ot nDua7r EHvJcYa95f S68ZQuw CR
PYwJgQuqi Rd4u6+mbQT7maVQnuek/ 2k2X8a9sWs7/ 6+CehXi gCAKG MCYEI E4SnNsvI 4
r1 XxOR5ZEe/ Pwt 6bj nSaoCi f 7ab5Hbj v+AgJ GhDAnBCBnKBJTmC3J/ S) 7NnFWZk 7234
ri aaxXykvRD20ot y0Zqgl CRp8wWIgQg5Fgf ag3shl S+j ndPySCaGhL3MRLHt j gK4esqgni nD
2VUCAKTLIMCYEI Hr t hf Z3L6haWwjUGgunMAWPYaN3CB9Fi 5kHj f gOMX®bRAgJGnj AnBCBG

seJNUXkpN6OVKV2CEBvsqi 7SWBs| e69xCg8pY6a0Al CVbl wlgQgFOORPc 624w Wer kOI 2
GN\ZUI 5Ydqg2i 94uj 0a6LpOKR50CAKhHMCYEI DogoD9JghB/ qYYJOI kOOt 20VWe0KAku6dR
AOPDhp5t wAgJLI TAMBCBRp1g9Jj h8HPt r CdJuoH ZSmlesaM#4gnCgbbSz RLwggl CUj Uw
JgQy2x86J1 INVWZOI sw2G81u/ TFl acQMJIP5KY+70BW.nAus CAj | cMCYEI N6al d+l seUkl
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f TohACppwLpSg/ sC0o/ vpFt bj 3Rj i 5pAgJSM AnBCBU7 TRMN\2A 5Ms 4N6KRI / 2BAChpl

EAnx50i nt DBk XkHM CUj QndgQgae2HBm6EvT 2f JT/ y7XbnuWb6NUXN3nYDT3g/ zs GT9M)
CAKkQ MCYEI L20HI nTl cf Jct beuOVf AzY/ KFwFPht t Eoze CqAVg8| dAgJ OEj AnBCDAI 869
bt t FOBYGOMK/ kkf 7npDCi nl Mpu3j ej hVg77avi CSewwd gQgdV5dr 99MesnB2uSSaTr 5f

| agj DpXA8S+asnR74SKi t WCAKXpMCYEI K3vJ8i cNdxK9gqgl g9ad3ki z/ hUf | P4debZo8wW
TDBI ubAgJJ Gz ABCAYNDT9Jr yRbi j vENnKOc9ng9DXxN9J1K98(KcgzaMrD5w CSe4wdgQ
gf cDoA5zq2u3l Jj QMdLoe7Psr hYewAdVkR3qj Ft 4e78CAj yt MCYElI KW W2RI bdezwJd

YWW6LT RpcPj s1V+A8+j 0GG3aT/ NoAgl 9gj AnBCBpdyBW ebD4i GbFSVavuuoWf p89943
RBgi f oXP6gxhwi CU90wJgQyq8PPWIFc KSHRSWExdQ JKGC1ER3PAW.c2GQHL7R851 CAj

2DMCYElI OBd1sApCCGkBXz/ 06+eCwygPBTa/ | aCEYxSXgc/ Uf c QLAgJ Fy DAmMBCCSK5WYx B4
huédol MoLr f 1 9vKZI Gy VWKLUQGrqpyVZn81w CQacwlgQyf / kA9qoqMy3k2D8r zCN7YBvh
6N8aPXo3uYYB4kw+y XUCAI | IMCYEI CcHt x PyWHA/ ggkca09ni QcObQIMBUMBPt 6 GTCvz X
sFyAgl 9gj AmBCAOQyluJakxAqpuGUg+Kw/ 7HI pgi Whzmit+ej Or cSzu7uj Wi CWh4wlg(Qg61
JI v53XhGg0AA9B120CQ+s 1JvOoMsoU4ADX9t xhJj 2QCA] yIJMCYEI O PLO3ngDvKULLG7 G
h81QugCKVvR7bFr Ti KDt KTMXsdAgl 9gTAMBCDI 0+OCKZRKXXw+zr qoBJRZcj T3Rbh@j Xa
KOETShkX7Q CO9owJgQgl 8HqWIQFe GH69AdgpwBw+0Ul 08i SBGCGC36vT e Gk YsCAj sGM
CYEl LWPQN21 ZLnWhVr yPboEr GugOso6Vpnyxkr vr Cf eYi M AgJGnTAnMBCAGLZX3Y yO Z
v5dXl | XBMENaFNn5hwG6QYkk1i | 4dl KAI CTucwd gQgv KevhYPi 4Ndxv Ya9HBSZ6 SONW) Y
AadPHt VxQywg61VI CAkdz MCYEI Meor Zanz7UWPc Vi wdVoj 8eeHpl D1LcYMiIbOZoz X7Bd2
Agl / KTAmBCDPQVEOEVNWN LNr r YNZPPZXI oPO7Z1vF5nbJ2Nr aaNUp Al CS5YwJgQg5Znpf

UETW3Y] Q pl FSSr gt Kexl VRO4j YLTgFSGTTv Rc CAj 5VMCYEI PRr KLcHW5z TeJ CWKquLgp
SHz 90c NORMFkbwaHhAchce/ AgJLI j AnBCBp2Al 4s92uf ELX1TMCSI U ast bar 5/ bXLQ7| 2
9xzi 83Q CP/ 4wlgQVvFCEt Achl JaDaynmdhQU63BU8+cpY5Ct zBt L/ 90ZgQwCAkr CMCYE
| Ds8UFqbt wcHs2cYpj Ey GW hv3Ai 5C1oKRUUx526BnAgl +Vz AnBCC7ShJI nb/ 2L6zn;j

g6FvqgWRsFRi 2TO8f w3r 20XA5p6Hgl CSEcwlgQh7y Y3t e3gl OLKK+ 3vA3XbbvENI7X0
Moae/ +r wt VQSYCAKhFMCYEI KaVKX9r +hEBLo/ vinlwFj 2g+UUWewcr j |t +yov3i sdLAgJ
GnDANMBCBDKk UOMPLGNTOK8zulYXpnbUnm2MB8F4QuKhilr f wAdyuvQ CQOOWIgQ9IM7/ t mwh
nE92zsVYz/ SBFWpCCf ci GM f NPdulMFQ2WCAKDRMCYEI G YKf RU3i 3BQOKNOnFHg5zuB
Cg3/ qh7PCEt ol 8e1WIZAg! / / zAMBCC2JM vUXv3/ zI sUi EkXyBohgyzf 03HTai k2EyJr |

q9uAl CTGowd gQg4hixw2qVNaDf MHBSf bB4wWSFyps/ cMYmBuYxWeT4z RHK CAj bi MCYEI M

8ZhZ3ChuEGMBUTFAEbNPINBPoGSNt Ag92MH5F2i kdAgJ 6 TANBCDdI eMrdsi bEFc MvDnw
vGEBadMXSLMBYQOF cr i BNzgN2Ugl CTGYwJgQ! | Y7gmDj FFvmpDIVKr q YKDs hKYKce pKYv

CW/B8C/ B+YCAkkZMCYEI Al QEQ7Skaj i aEj ZFxsnf OKwor 0XAj VAXXaZ+hgKj hDLAgJFyj

AMBCCTZe000gg10r pxb9RThmOPxVeBzywr s| CoVr Wy Xvz Vgl CTGswdgQy7nGTp/ zvl R]
bt Fy Xl ek SQ6HQB8t f Spkot 3HMzoFLD+c CAj | eMCYElI FmaxCT52z YoJHpd1dt 2z PPYZDOy
i zbyVI9Mhi t mML@BMAgJI QzAMBCACNX 31 oeoqeqc! | ¢ XFSLNRHKQA2x 91 sUc Chk QDUO3Y
gl CQU8WIgQur & xGxi z9ef kspt ht CoyyMoj RsXXbMadl AEpuACdz YCA] 8r MCYEI GP/ gT
JbZBCFCt bEzBCsnf 9r Se+Ec9WL4] oYdo4LnzBf AgJJG AnBCCQRnycl xcMI42wDovHo2S
j azfcg7d5i r 3kKOdf CZQzMgl CP/ 4wdgQggeYSi | mj 9ASCOVGCvuj FMa3BNvJIn1JNzbd2C
O7sXqg/ QCAkaf MCYEI L71 OnzPqj 6nfFyzSM cNOVB3Pc7cYj RIVbwsLQ6j x5hyAgJO56j AnB
CBAUHUJhj t DBF7EBYqUf 8y xdFHLE2HKuNanb1li / hk SwaAl CRPYWJgQgzFnz5cke EYWFQG
kPhX4b05boAu00Z20g02i cx LW/'f Ty UCAKO9MCYEI MMCMTi OMgi 9 TCBHQUWE012+X/ | wnAn
uVsZdHDQGGENT Agl / / j AnBCBVzs23DRHsMJoMF48ql j nbuvggLBSZh9vNVA4DonV5Eg] C
RcowdgQB/ budf ysl LESuj 91pUDFEdU/ UA60N] ORbWYL2I qG 5sCAj 2AMCYEI | Jf egBmry
EQIdTVGEY 8JvNoAXkCOOmLi mhZAf / c5onVAgJJG ArBCCPi XNThCgHbBMS840¢ T2BDdP
pPK5KRI PniaPt sA i ShQ Cvy4wlgQyKke+YEYEGcc TsOMUgosckkCEQ pLdYH e/ yOk+
wy VUCAKX pMCYEI Ds @ouxgT6ZDTZ/ 2bf abpoQ UTI FI r VK5EoTwj BhszBAgJBpj AnBCCm
R&8j m5Ghz6gX04 Uy MO7s XE9dHwdZo/ ouzve Czi +VEgI CMeswdgQgl r uz@Bbh7Kyt 8ugdU
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Rl J3nJ6DI YeKQZ/ i v6bzMivJvIl CAl | 3MCYElI PSHU9JNOUWMbO0UP/ i | 81 yW sS20h2YECpW
seOq7ncDUj AgJMaz AnBCCnowTNTOXdnORz g4 MN\k ¢ 8 1HHVo8 QRswr DoJ P+Zxnmk UEQ CQac
wJgQpOy 7W uZPFoi K30x APD7p6 UHDWYVX16pt f n3xB1la54 CAKNPMCYE! | xt pX4DFbCC
M2/ bOv9Si j hehnvTUvqg4LTgRU3bx9i KAgJAOz AnBCDF7f Dp6ceTkPS6Q sr UBSapQX3b
EX7yDWCcZN86CcRLr Q CORowlgQylCvdZezesq8y SPTCt 5ZNv6Ul Ba+uubuUFhMJkhhd
k CAKQhMCYEI Pc/ PBxi j zP1QKI | hoEbynPypl NceWANKOxD1sKxJ3s+kl AgJJGz AnBCB6CI 1
A3Dd2J/ 7TRQKZSCKt t O 6UZ81 80FRt t +E41bB+hAl CQNl wWigQgnl 7yJ7eaz4l KHouQHOr v
TCLrj D6MWXRRt 3G 799ZxsCAK4TMCYEI C185VSnj t R6l PTGhJTU ek9GxHkMgk Ub8gaE
I'i M Xk/ AgJGnDAMBCBF11W XA+0i 6JUeBpnKzJzpl r 0h6aTVk4ApOr GUv6Yj) Q CRCEWIg
QUHk0aa053NI b6r Bj XeCKaEVA3| RWvRql YDZopKZBCUoCAj / / MCYEI OF QKLO6 T2Fs UwO
+REFT5ST8h23c0Us+qcf OWMP3ASMTRAgJ Bpj AnBCADKYj XhHu/ uRO6El / 3u9w412q9l LN
2L M z6f HsocZgAl CQacwlgQvHDCBL+CA9NKkUo2cHt | Jo3hJLbXy TTj Nd4s6dy YVQECA
k4SMCYEI CSt nRIXIw+3RykPvf aJhf ksPK10pkw74I r 2gDpbwFeHAgJFyz AnBCA31pSCS3
abFXDvg3h5nmil5hl 3myABLt Xw URKShhvswdwl CTGowlgQyr W/ 41cnmBu63f 8W nleLal +
ExKTLX0vbBxZesr yuNi | CAl ZZMCYEI EOCT8CNeyJuV+hOLnQYHoi KcHSRSQQ si SFj Z1f
bxykAgl 4i TAMBCDI Hz WM dC2XgK1XPEGC6adAHZ41 HRi Jck8XYTV) d5kK5gl CTTOWIgQu
Sco5nBYFs3gheoNYZs4l MDOQChpWRI DpFCnD6j TgQOCAkadMCYEI C/ Z5qEK Yl UZwOF WQJ
adglLZ9l ad ZJ1 KvPsuUqA4DSH7 AgJESTANMBCDVRT7YgJ F8aeHYi Bv TWH9pwWWWA)9R94ut
XV3Pl zWhpUQ CN7YWJIgQuK5JsQ pyQF wKf 9JEcR | G 3l gi mLRzamd3LwDdWYj j 4CAk+6
MCYEI BYx/ 6j +5NoqnT2HXPLM/z0UBNO8uKsJNJOKmRNnEYKu8AgJPuj AmBCCIScwWKN4Kf i
i mLQyslccbxGF/ i vglEsxkoW Dne Tl w Q COvAwWIgQyPi t | FGHuqCi E/ 5BngBr CxFdl g
RG 6SC5YuG To54y UCAK+6MCYEI Ksj T+Ppck G+SNAI P/ OTFlI mbXP5RI ppvHW TgMI9Us A
PAgl / KTAMBCCNWEUR/ O dg1MC8XoBr Yvi 074JMCzDl w7/ | sTi rwO0gQ CTucwJgQyHC9I
aJVEL6SdsD y50JuXTAVNnuD@B/ n6gCemts Z6nUCAKJSMCYElI BATnz05ns K44WLXVU29N
zevnFGA hvwdy bPLvwW5z2] 9AgJA0j AnBCA415eRHer s YxqQa0SXt cpX+wBONbOdul X9GL
goRf D54Al CU 0wJgQyJ904nbi hj Dz2Pe CAVMLWLM SqUFc QM 1pUf yOha3b1oCAkNOMCY
El | CJz1R1pWWOZN+D87t pVj g3r XMl i QF d3zBgr mi +041 AgJ OETANBCCc H3nFpvy HDBBr
rem23RAV1/ | 8aaPEKze7G j P7Jou6gl COnkwl gQg0CACOYOUI n6Ldi Wi JdpIx6Gp50ZT/
CALU3uCONndY9+ECAKQ MCYEI CDQbuj oai LogH5KZZCBOO+nk 9vf Ny 3Wht GhEcnD+4UAg
| +Vj AnBCA1V(q83/ VKW Uk/ 0z4MSS7Ehp1lhx CDwaz Xe9R+saEWht Q CR31 wlgQyJHON34h
41MF HG i +eBnReW / Swt OXVi kuJ/ LURj c9MCAKDTMCYEI AGZs Mk Sr wRb+Az5doOSAl TP
AWN7 1Vs2b4ASAzk QqF6j Agl xFj AnBCBnBCS94dydJj 0/ +9CQ 90q6nwHDQC Y002 XCDCE8
2b/ oAl COVOWI gQy9HMP840TzEJLHXN8NYe9aUcf YObxSS/ R/ | 9ybi j M wCAj vbMCYEI F
sSR5FJEys| eE+a8x1JHYr aPdTNIZOOW kcnFSDi 2ybeAgl 9gz AwBCCv O+Pf mmb6hx V9j Qa
rbbZy XcwnSt bz UNLt 7Z22XgB8ThQ CTT4wJgQyHqJ SnD8hTubeocg5l SGN7s8JyoX/ MOW
KwPaMLS7HLACAKT2MCYEI F8hc Oz 0l / OGcxn5BHAdUTf sost zbG Fi vOGaef P8/ dJAgJFy
zABCB/ 8EMy4qi SVi b453cl xhnBOeFZuXQ yCECt t 9+k| hT9AI CQaYwJgQyS3! RDpPpt y
eaCOTeKbj pr OMOWY2J YpdPkNZCk z50x 8MCAKJSMCYEI BuLhTXGnbyyAepysMBKsAoci O4
gy JGFhVn69C0e XCW AgJHcj AmBCDU+5SF7 1ONTQXLMBXTwi gbYf PgND+pRyqsWBTMVBEZt
EAI CP/ 8wlgQl 7Jo7PCs50Yr j esPf +WB0KF4yM a8JDw3/ 1hLxK8Ux ACAK+4MCYEI Hul o
r KSwLycSnr 8Y8yt EBZ6r | JAI wwQ7zcHBEEXg9XAgJ A0z AnBCAU24La6FbOESnhi SkoBE
¢33SSf 5SIgUNcBVAYchj DHhwi CO9swJgQg/ QA7DeqcyHs3YON3nYPhCWISVQTOc7zYoqJ
e5VYMYWECAKr CMCYEI K8r 5W sW SFugndT6 T8 Xs09Si 23P8sWh+6M: BFaEvSMAgJLI zAm
BCDyd/ TBCIVSTJI xeBZXnsj czuk CkDN4AoAevoURN+bVr 9Q CSe4w] gQgO671WYmy GDG
BEXbf i 7aaXTXq6H w RGaMeBr LO+j wCAj i LMCYEI Ji TOvxYQZt ZVYOCdOF gG +ZHwReJ L
9FBX3c6UyDUks 7Agl 3t j AmBCAM Og0g9v SHei 80i 3YREkVIKWDqyJK9q2B5x| kHTS78Al
CTT8WIgQyz3+Xr 1j zpHI6Z8t CSAyi f ouWa+YUWKCIk Zaf qER/ | SMCAKUXNMCYEI Nvi +QH+
i hPRAgKykN7Fj f hf hLEJzDj +CB9wWCc4VBBTMAgl 72z AmBCCGqy NI qULLK3DHO5Ys| | k6Q
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Pt Nt 3W 1 F8BPb9PNj O88AI CQaYwJgQyo08PeHFONB2JpC8+76t cnkgz UMBphHAJj y DWOS
UuBA3gCAKhHMCYEI FCOQ@eKNf j pdxoyi EC914Bqgj QKee7sgAj kOEp+DZgf OAgJBpz AnBCA
Jen+vmdgPTAeDvDALT3s4BwWC74pj 01Hybnr e+60z WAl COMWYWI gQgX8t Z5evt pTUHAXpl

H | wnvyu+l xSmuUFvdRMA/ ogl pACAK4PMCYEI Kw/ PXt 4GnX7t sCOg9FSOF swiPKe SLBt Ux
Bog10sg5SaFAgJJ 7z AmBCAMBqGBqSMY5V5gP89DOQM QNSF+HYHIxI JEW8YDj | L1Q CP/

8wJgQy4l nBhmLgxk5A0T2i c XWhds2EKQ@2xASh1qgDgOspbzacoCAj 8qMCYEI NSMY+eQXI t

f MOBLgOPxRNAPI 87T+s| ge2NKTgzeOEDUAgJEI j AmBCBIl gehaAgJSl pSnz/ 5qt 730Y1/ R
Aal r xsgf QBkTvI ZdwQ CT7swlgQyXzj EPbi gCsa7K0OD2Qpgg3ai | 1ATyskzRQpsLF6f qi

3sCAknt MCYEI KhSAl CG3xVLKkNszRi 6V 2@06i HPEz7YJobZc/ | ePpV7PAgJBpj AnBCAJ 3k
Rgi X8r 7KR4/ NJ1FOm / 1TsnaQ Pg59d06pBTf MRw COnowdgQgscxbuf r bZe OOPwx XGE4
XnyaggXcz3l wsl R5g+/ OKnx UCA] sFMCYEI GLQy GSS9YE+r gnFDXp&AgVgSphx| ey 9Es Xo
m 6s/ CIBAgJHc TAnMBCBXoKnU7 MAQCUt gxni¥3Uu660ApL5Zosj EQX FOYEOR] Jagl CT70owd
gQ8vACROTRVH7vK72Bdf YTHy 2QuXEk OB7 X1qnpN8/ SKTOCAkadMCYEI | 8t aUt zUf vf ca
DrljrrzNzGo60TqoaN3QRuLgKhU9uAgJAQj AnBCA8Jsi 9r BUN1R3cJKEATddc1d2wHuv
aNrt R32zoye7ZNAl CQaYwJgQyf EHGADMY st p+sl 9r nvOnAmY+xz1XzyRh8t 3Q70ot Ul cC
AKNOMCYEI Gdd1t Er xsuk6+YQFyc08X80DVr | UsCgG nf / N7Gvhaj Agl / / TAMBCAr r / RhU
xkeBxnf E095YODnLW B1lLonMwGCox2COYRz Al CSEl wigQgEweJt vNQLIObj f 2i @AWY p
JHz OHghKf 7ac EDKCer nEYCAK GAMCYEI Ft 7DobpP6uC036RRj yI AgQQ 42j t r OR++MDAQY
f bpd7AgJLI j AnBCDr 33bhYRLCqHf zhqVA9hOOCEUHFpMyGdf uD6Yx Udv6Axgl CQO8wWIgQg
6kyL6peOm+-TBOBPVMESCAgB+ANHF Bi QXn-GB8Rv/ Ti YECAKhFMCYEI PHLEhAhYbg5kHXdp
r 2X9W Ngnmm 2Rs3wl 5@t f ecZ9AgJVhj AmBCC26n(BM R6bugJ1zPGL2wWKCsVO1ngl KE
EXyM.i Xi SvaAl CPyswlgQ7xLqvkJLIgCAngBnbzkt ogFz0Cgf 6M 065Z+mel cod4CAku
VMCYElI AzZWDR+QoUgl kBwWLYXdI 1j +1S+at zi 3FUj | 6UpYOzr DKAgJEI j AmBCBSDmLoPTTp
02| ThHr qC+EKh+d30ZYy| Nkl F+UB2nS4wl CPl cwJgQFcOQ | wnt VYCKL8pT8vVW2u7EC
ays8aVCMsNOUANM gqYCAl CMVCYEI BI YLOTPW 30bVJi 6Dl oMA6Bj sEzHdHgpY578GgFqJ
ENAgJPUTAMBCAt dSt aax5m+-bf OCkFCWlahYk9h/ bXYThkbAqgj d/ vr gl gl ConUndgQgv QS
sn+BQYX8KI SqdWKRWW8J c JVWWbWCUBD72YWK+8GA s CAkXJMCYEI E55GSoKFs JUZObwes| R
nNn6Sg/ 7qGTF72Jr QP54PR/ FAgJAQj AnBCAvRh8/ FWBFDyzhzx 9Dl T3EURc CuF&Qbkms
uEKVca4dngl CTT8WIgQy/ 3HWZWK3kCv SI gP353Rr zmQHMpLuDYnhJFgQe4VFnUCAK GhMC
YEI CFngQ z17Hi FDt Ozyz TGBbj W+J8zW | EnhJDgl bK/ QBAgJ A0z ATBCAGLOHc H22DLx F
OKmut n3i W aB7y4p71vHkJ Tk Jvl Cawi CSe8wlgQyVXaF+f | 9461 23YBM2yugi NBAOOgU
Kl MS5Ngj exct sS4AWDCAKNNMCYEI En17f gWUHI / Ut 0396kcdMPes4 POl | unt 9GACGdzPx SdA
gJBpj AnBCCKNg9Q nbcRI SAeDyhsOFj 8uUuYt yZVFi WeuNEgQuKgl CSe4wlJgQgFSyVTO
SZ+KAZUPb Q) NLFAVMWIf j 0Jh1f DK/ sl j t 9Pk CAkK XKMCYEI Aj Rw4V9al10y808Ujj / 6hFDv
Hr ZG Zzwej | AgWiBa4l gl AgJ SNz AnBCDbhYX9ns QB0 7vzhPv3+Zi nS53DuyP1Pk U9++WJ
f REZZQ CRPYWJgQy9eFpbDRspx| pYMbopguFl r RZMoLN MaDgJZuPt mvxJOCAj yvMCYEI

BDUK87Hsf P++Nj 7DP5JT1Ku+4pKLsCobZVhUt | Et z95AgJBpz AmBCBAKEDWSeCi pCcgg9
gushL67+t k6gHbOf xuDbXr Vg+r 3wl CSsl wlgQghxxpeQ0zW+6xbLY+i 2QNR 6Kho006g
3k1vRgy KMCgs CAj 2CMCYEI F+D1t wA/ | 9ygl BXNg5TI GzweDj pFnvGn) w6 CEOs G3GVAgJF
yj AmBCBRZOPI g7j nBbxv9t ZLQJI dOPi Lf nvxLPf 8YY9y XDz pngl COnswlgQyl QD4UBUMC
T5hNDMWWNooyt ws2WjZGHv ks HPI BUS Q) GPUCAKNOMCYEI Mspqi 8R4vx0YcZr VCnoi KBa(@B
dgl SYdD2o0yW G3ULFAgJKwj AnBCBT6JKpPDGgs 6qGA4Mcont+zZp/ dOCEMOPamySLI sl

5vAI CTGswdgQvzO4Ui Gll +t 3BxPhCyDBdUj / dGegABaXn9U528y3FBoCAj i | MCYEI Edi

vwkoznmgnX0g+45qzbq81 4GuTRGX3gaHk77f / D82gAgJ KWTAnMBCCWAHI S9mlLFuFJ5sabt

2/ VUCTNmM+QP9pi NWBNTTzFCOAI CR31 wlgQyzNVM wCeeYi JOOKGA BVHI Kf t Ft j L8Bmn85r

kXhTpARZQCAKT2MCYEI | f +dxLYNLW EUUHEpknbxr dqSDYA] mVer | aqGul ZJhWAgJJG A
mBCC6JI VZAn4XnmVi nESDDCez TQ CnTe/ ToM Cgwsnyf 21 hwi CQnowdgQgj 91577Yt t W\8J
G f yAWCONMVB1KI R5707z Ku7QQYl wX4CAl FgMCYEI AhVWwwWYn5y3bzi yH aPr X5QTq6 AW
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/ 6y9zn8l dSNf +XUAgJEI z AnBCAhvgOyHLZdJ0G 4gA0z6H1+1 | G Xpl UFbbZ5MeU233Sw
| CRBMMWI gQgsaAW ywl BudRzWhmRWRI / +O7 SPDXOFr | dY6JPnv 1z Rk CAkJ7MCYEI Ongadk
Hv93QoPy0zoX7WG+ZoX760 LQ VUz2k7Ul QHI Agl +VDAnBCD8L1cC9aPe9b5Folef CR6a
+/ 94Ei 0ZJONF/ t k/ 3gHAg!I CQNI wigQgzbSJuYykxcB4D KCr mhGDVC7+Tron++UW FsY
SZECFWCAKNNMCYEI ENgVDz KBFOO6u84kt f YN7nVDGTdaRIl zkxc/ Z+syC2TPAgJEI j AnBC
Cgqgal HwNPi A2dukhMrKyl GLg4Enj 1CzBY+r PMYz AGNFQ CSs MM gQyPxuwlb1hJe TUKYF
W q9l maKXk XAr Ul HXBSBCQgpf THK CAkJ6MCYEI GZTSr HvZ2TJ03ZwWdu6nmeXvVk6hBoHei
RLgY] 4Rf Ao7i AgJVhDATBCAT4X4Yt JQLgqZqgvi | WETXxZ3WRkB/ MXz PDz Er Ec QZVzpagl CO
9owJgQnl YBr g/ ADKOXSLWWZ6j sZ+nbv2yt WInEUYI / CAr G79gCAk4SMCYEI Cx OREr cH/
5qr | Bu2QusFnv4gt kBm Vee31VXbcFgi r 5Agl 2Dz AnBCAB2Ar / cFcj mMNnmZNcpszj RYOLz
xH L3r KKD6QHk XvuAQ CRPUWIgQ+URpogPr 6t ZneDVkkkRsr LoJz+s5vI ZUr j wn6ewS
G 4CAknvMCYEI GDBA/ +EQeRf LSj 0SBV] apGsr 4no0g6VP04qA061FGeEAgI SNz AnBCBj n
f Mm@BBI q8pEl dKIH 5N032PRKvu5+4pl Xai xvZp0Q CQOOwWJgQ! Yut oj OYLEnkTLsol O
CsT1Ar 4f 6qdY5vp2p9MhDxmXACAK GhMCYEI Jxd300dh+NGQkzBs3MaJdt 410KeTkgv+sB
Kvf SnBaZTAgJA0j AnBCBhLWOKs T3LhN7Ludd/ vzGkQazZi AkuVhWKCRUdAy YLh3Q CP/ Ow
JgQ@zXb8Swnj AJnN 5ZFe10JVZels2bye+zmk Cf zVhOrbHYCAKXLMCYEI FI mRd4H v2g0
t NAShdz QI nKwN6UO/ e4i uyJ4H EA/ 0AgJRI DABCBn5t UkODOD3I UgZM ¢/ qupQ@ youe
[ hDkr 1Td/ vSCuaKQ CQacwJgQyGHOr niz+52gwL| kj 3Dl Hkz9zwCzBr HGVJ3de520eeDi E
CAj ozMCYE! P3r f r 6Bxvdy/ Si kb8t VOBASb1wPr 9q1a3JB2I r bnBI XAgl 6M AnBCBwo(Kg
FCYLRx7NBr uVMNgCALr Gmtr 63aFYZVVWVWN TkoAl COt owdgQy/ J2Wi x3t YZ+nf [ Q6eVc
BLod++R2HHKUgaccej USRWCAKJ5SMCYEI Q2f Bhl 8+PH3wt E3wnXe5¢c78MeTEZy! / kyyi i W
J/ EOQCAgJDTj AmBCBVBCr BYol j 8pBdj PN/ +2MCj WAVWKROI Zr eSSz 1Fl v2hgl CQ8wWIgQ
gcPcgpSFhOXx2bp6EZI h1Q TQawga92f 6cf HB+f r KAdACA] / / MCYEI JOXUM Fl j 1pyJna
g/ 1/ RS0Tscla5zCB7GaAKvcwGe DAgl 7Bz AnBCDRy TSvv0GkOx4Dal LdBFw+29Y7HbUDT
3DhYUa8i udnmHAI CPyowdgQgv8z+XZ6YU qi 0+Cr En2z PPgHOvJhV50bNo05/ L6MGs MCA|
VDBMCYEI Di zLsl| r 8vnivkTpf M5c QTyk 3ueVWKEev GNQSZ2nJNbAgl 7Bj AmBCDz Nuv UQSg
Q 5283uMryenP9B+BD+z XImCdq4NC5/ e0Dgl CQLAWIgQuoH+CnPLGMQVTV2FP+W r ZJt T
yHEM 5Gh8i ETVI MMDVoCAkJ 7MCYEI | 4ZKI 3i bk Xt 0i 9/t CcRwHI zMe4dk93Ns X77x6+3K
| qLAgl 9gTANBCDmM+6t qUI S/ 87X VIMWBRXUXDW r Ln=3z/ vpf GWa3/ b3VmAl CskwlgQ9E
kgOnb6CcwZAuPI vgl yhcee9OWKh7wPUl 0c92doyJ8CAj SMMCYEI | sOcuOLf 9f Z4BAqVj |
QN | mMUUGh8t 1ns| c9WZi NBbj +AgJHxz AnBCCCqf NU2@Bp20zvbV49ppqL Gy SFi | f uj V0o
ROM 0/t Ct gl CQsowldgQgj 8f mavD/ f bTW /| Pj S3DUeNuGqlf S+oBDad j gXcdGACAkkaM
CYE!l | i xhEaYKj uSUBDEMeLoJY5ew6+0OXl zMgmaj VOgK+LAAgl 5XTATBCBbul540vVhbe
MLAFpnhqpZQCFeN4J 3708 Tt j +t +C8YXAQ CPl YwJgQyYX4PValu5Zl KcoLWh/ wKk XcdAeh
i Al / aE8Czt eMupVKkCAKTO

B.2. Exanple ErikPartition

This object was retrieved from https:// m so.sobornost.net/.well -
known/ ni / sha- 256/ AZmw RKvBFv4DPI 2g51 AhMBBbDvVW ZvgBLj ORCoXgM

M | xEgYLKoZI hvc NAQKQATI ggj EBM | w RgPM AyN AxMDgy Mz Ay MDhaMAs GOWCGSAFI A
WQCATCCMNswWgdEEI AFg/ 0CdwFaUyf P3Ey KERMO+SHj EkYpJO3VceFj e02/ uaAgl | pQQUf z
4LJ37j k15j 5K53hV/ HaWk PNSe UCAhHA GA8y VDI 2 VDEWODES VDAL NVowf j B8Bggr BgEFBQC
wCAZwenNsSbmVBLY 9y c Gt pLnJdpc GUubmVOL3J1 c@zaXRvenkv REVGQWMWC81Zi 9hM3aVb
YWt MEONy00ZDZj LWFhMTUt YTQyZWWANzc2Zmli LzEvZnoOTEo3ansxNW1SzUzaFZf S
GFXal1BOU2VWVLnilmd DCBOQQyBNUf bUn0OGcy CLt | B6SMW3Pze AvWECkmuoPO eKTgQCAg
i | BBR/ yti d8b+Z028pDMPVDx57TQI1MM CF5¢ YDzl WM YWMTA4M AMMVITEX W B+MHWGCCs
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GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvcmvwb3Npd Ry e S9ERUZBVUX ULz UL
Lzl mOG xNi Oy ODRLTQLMII t Y] NKYyOwWMIVKOWYx Y] Ri NTAvMS9nOHI ZbnmZHX21hTnZLU
XpEN3c4ZWMVENK VEOUbWZOM HRBCAHXXSuVDo4x| Jcp05FZyt pg4kj D/ ghya82XREhZN
c(QDgl CB84EFHIRI oNOdC31RKgTBYxa®PRZCGZAg! PKxgPM AyN Ax MDgx ODAx Mz BaM4
wf AYl KwYBBQUHMAUGCHI zeWsj G 8venBr aS5yaXBl Lnbl dCOyZXBvc2l 0b3J5LO0RFRKFV
TFQVMEEVOTMANWFhLTFI Nzkt NGEWM 1hMDKy L TAXZW wivk YANGYWOS8X L2 YXRW nMLI wT
&ZWRXFWTUZgRnB3MDI Gall aay5t ZnQagdEEI Af ri bv7yl vTNOW 8JLM qQvV5J/ DDGHUE
cOr snf f 15r Agl HzgQUf 5Lf dhDwWSPQ7 9 Ewz b UHGAMRV+80 CAhdPGA8y VDI 2 VDEWODI z VDE
wiMFowf j B8Bggr BgEFBQcwCAZwenNsSbmvBLY 9y c & pLnJpc GUubnVOL3J1 c@zaXRvenkv
REVGQVWMW/CBx Ny 810GI|I Mgt MmyzNS00Yz ZhLWFhNnEt N2Y3MYONG 40TgyLzEvZj VVZ
nRoRHA TUFE3QUV3end VSEd3U Yt OE9JLnilnmdDCBOQQDI j Uj D6duUu0FKQv9y 051 BRf Ve
| 4+Kd1b9nDDI ns651 CAghgBBR/ UAd9Ldi mehr ot quWi7NI kGi | uwi CF81 YDzl w YWMTA
4M 1| WWITMWY B+MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3Jwa2kucm wZS5uZXQvecnmvwb3Np
d@yeS9ERUZBVUx ULz V] L2MkYzFj ZS1l YTUSLTRkY2Yt YnNj Yy0zZTdj YWRKCODhj NzAvM
SOMMUFI ZI MeWKBub2E2TGRy MXJ 1el NKQWOWYnMubWZOM HRBCAaaMLZnt hus6l SP96g3J
D81Tog+3z0OPZGZ8AuZHf 8HOQ CBB4EFH j 1j t KWOBLX/ g8vysVJaMEd/ ZcAgl E/ BgPM A
yN AxNMDgy MDAXMDI aMH#4wf AYl KwYBBQUHMAUGCHIzeWsj O 8venBr aSbyaXBl Lkl dC9y
ZXBvc2l 0b3J5LORFRKFVTFQvZj YvODFhN cyLWZI OTgt NGQzZi 05Yj gzLTJj Yj dh\vel 2Z
TQyZi 8xL2Yt UFdPMHBI UUVOZi 1EeVILeFVsb3dSMzl sdy5t ZnQagdEEI B+2r s4f nNPgl k
dC0Oxj 3Yr nH7gcOCVQ Ngl yUQdsj | 5Agl HzgQUf zP8ONLgMzu8e96r K9hzl UMBWPECAgC
FGA8y MDI 2 VDEWCDI z MDExMWowf j B8Bggr BgEFBQewWCAZwe nNSbmvbLy 9y cG pLnJpcGlu
bmVOL3JI c@zaXRvcnkv REVGQVWM/CIi NC32NWI mviAt ZWwk ZCOOMBU2L TgOOWX Nzk30
TBkNj ZkN2QzLzEvZnpQOFFOTGAdNenW4ZTk2cks5aFps VUL Cd1BFLmLnmd DCBOQQ ! 6 Unay
dl 8dJpPFLj +98hCRWW\ét bdCBs DVGh Xz Toe9s CAgf OBBR/ Kj K6Chl oDc3Vj 2EB5ceuwQ
Kewl CF7sYDzl w YWMTA4AMTYw] A4W B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2ku
cml WZS5uZXQvemvinb3Npd Xy e SOERUZBVUx ULz U1Lz EOMRUSZSO5NmMU2L TQBNGUE YWy Y
y Oy MU2ZGYONTgO YWYv M9 meV@5dW JWFBMDAXWITT oQW/YSHIzRl VDbkOubWZOM HQBC
AnHH HKA H39WYIR5x HX HthIMhb 6 GSHhpnVimp CHVe ASFwi CB4MEFHBQnr YWNX69xi mBGTL
mKx hXpx MyAgFQGA8Y MDI 2 MDEWODI z MDEONFowf j B8Bggr BgEFBQcwWC4Zwe nNsbniveLy 9y
cG pLnIpcGUUbmMVOL3JIl c@zaXRvcnkv REVGQVWM/CBXx OCB5NTAz MAUt Yz V] Yi OONWI L
WEz ZDkt Zj hi N NkZWR NTZj LzEvZnhDZXRqQTFntj NHS1I FYV 1WKIHRmVURXI vLmlndD
CBOQQM EX8bOW d FZa/ aGIQLOB1LoLp9uUdB4CBave gEJOCAgf OBBR/ VoneSnznal 8
6t dn4VGEFbMsZNgl CF7sYDz| wiM YWMT A4 MTYWMT MWY B+MHWGCCs GAQUFBz ALhnByc 31 u
YzovL3JIwa2kucm wZS5uZXQvcnmvnb3Npd &y eS9ERUZBVUx ULz c3Lz YOZDUWNSOYM AOL
TRKY2Et YTk1ZS04Yj UzNz| 10DRhY2Qv MS9mMAFKM2t wODUy aVIPc| hal UZSdWh Xek x HVF
kubWZOM HRBCAzPSRr i ngT6CeNH3060z UEaMS3WJawEw4ZI | 6p9Rol Q CB84EFHBYi t q
1t VI Hsrl |l cmnk Dl | c7MVAgl SKxgPM Ay Nj AxVDgy MTAXMIrdaMH#4wf AYl KwYBBQUHMAUG
cHlzeWsj O 8vcnBraSs5yaXBl Lnbl dCOyZXBvc2l 0b3J5LO0RFRKFVTFQVOTAVYTYLINTI yL
Wr3Yz Ut NDg3Yi 1i N2I 4LTJI NDYXNDEOMAFhNC8xL2Z4aUsycl cxVWINZXl zZ2h5YKNRT1
VoenN4VS5t ZnQadEEI DZuH Y6ZnevFkBt Lu2X4/ vNGhnz QRDO3eUqg5! uTSA9I Agl HzgQ
Uf / F65Ue58ne YFd/ 5VPdt vdJol cCAgT7GA8y MDI 2 VDEWCDE2 VDEOMVowS j B8Bggr BgEF
BQcwCAZwenNsbniVBLY 9y c Gt pLnJdpc GUUbmVOL3JI c P zaXRvcnkv REVGQVWIWCIhNS8x Y
mMAZj kt YmBYy00Zj dhLWEOMDQ YTQz ZnmYy NWQONDdk Lz EvZI 9GN VWZTU4bVFI WUZk Xz
VWUGROdANRKbOI j Ll md DCBOQQyQ APpgCd1ACqy 0+8SOOVRMhgT9Dddr WoyeDqQzL7bd8
CAghf BBR/ WKJSMgy8t QOu0TV3g6hl mAbBQ CF7sYDzl wM YwWMIA4MIUMMTEWWY B+MHWG
CCs GAQUFBz ALhnByc3l uYzovL3JIwa2kucm wZS5uZXQvcmymb3Npd @y e S9IERUZBVUx UL
zNnLzl xZmJj YSOAMGUW.TRi OGMt CDYyM 00ZTg2 YWRNGY3Nz Qv MS9nWAI 5aVVqSUL2TF
VOTHRFMAQOT29TSnmdHd1UubWZOM HRBCBBea4t F3JE2my6g3bW5BcOnlws 06y JcVg8W
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bXTnL3wl CB4QEFH83coPXwj WhPce9KAMXsnSPKF/ 3Agl Ar BgPM AyN AxNMDgy MDAXMTJa
MHAwWF AYl KwYBBQUHMAUGC HIzeWsj G 8vcenBr aSsyaXBl Lkl dC9yZXBvc2l 0b3J5LORFR
kFVTFQvOTI vMZhZGZj LWOOW t NDNI OC1i Nj | xLTgzMAUy OTQ0Zj hmYS8xL2Z6ZH nOW
ZDTrr OXg3MHIneGV5ZEk4b1hf Yy5t ZnQngdEEI ELKBg9Ho XTnEUNMt GFf 0SAAVI WNI ZSY
APMsgnnb19i SAgl HzgQUf / yCWF32nBy UsWohky/ 8i 24z UVYCAhOTGA8y MDI 2 VDEWCDI z
VDEWNLowf j B8Bggr BgEFBQecwCAZwWenNSbmvVBLY 9y c Gt pLnJpcGUubmOL3J1 c@zaXRvc
nkv REVGQVWMWCII NC81 Mz Fk M t ZTE3MCOOOVELL TgOMDQX OTJImNz NNTZmYz Yy Lz EvZI
95QLdGVEzJt MBI VcldwaG 5XzhpM R6VVZZLnilnd DCBOQQyQxr KROGBEPFg8dSnJkgQyNX
gqJJzCOf yMohP7WhACWB(@BCAggPBBR/ a9GTsEYl x XHYMPh4scAj gkdAj Al CBI 8YDzl wM Yw
MTA4AMTcWMTAWWY B+MHWGCCs GAQUFBz ALhnBy c 3l uYzovL3Jwa2kucm wZS5uZXQvecmvnb
3Npd@yeSIERUZBVUXULZzQAL2J] Nj ZKNyOLN2Fi LTQBNWQX OTZi YSO40WN 2YzMyMZELYzZ
I viVBINVWhZSc HICROpj Vngy REQDZUx |1 QUkO0SKkhRSXcubWZ0M HRBCBGDFHS/ 6xyUhCj 8ZI
1U1k SOWP0gz CFREdGet c G3c LKWyl CB84EFH8x KwnR9p Dy VWCIXc 8Hy RgMXpZj Agl A5BgP
M AyN AxNMDgy MrAx Mz JaMHwf AYl KwYBBQUHMAUGCHIzeWsj O 8venBr aS5yaXBl Lnbl d
C9yZXBvc2l Ob3J5LORFRKFVTFQvYmWM | KYWVBLTI hMTUt NDY2Ms1hzj c4LTELM JI M
k2NGZj 2S8xL2Z6RXJIDZEgy al BKWEFMWAR6d2ZKROF4Z\Wt TS5t ZnQamydEEI EoZODFpg9Q
Al ydweJ YDt nOKPMAVOH501 ZUGXPz ouWe/ Agl HzgQUf 1i 8CGQSONLFT6BWLZLAJU s5HkC
AhUOGA8Y VDI 2 VDEWODI z MDEWNI owf j B8Bggr BgEFBQcWCAZwenNsbmVBLY 9y c G pLndpc
GUubmV/OL3J1 c@zaXRvcnkv REVGQVWWMWC9j Yy 81 Mz ASMz M NTkxNSOOZmYyLW xZj kt NT
Ax MSQMWY5OVNE4 Lz EvZj FpOENHUVVB Tkx GVDZCdOxaTE9KVW z NUhr Lmlnd DCBOQQgSp T
McBOANI t | r Wkkgnms UQoq7nb6KWBO7+LKbVI 4Ywz 8CAgf OBBR/ HV] W.d1+R68hl v11S7P/
JnmIKgl CF7gYDz!l wM YWMTA4MIcwWMTALW B+MHWGECCs GAQUFBz ALhnByc 3l uYzovL3Jwa
2kucm wWZS5uZXQvcmvwb3Npd @y eSIERUZBVUx ULz 2Lz 5SMEE2MC030TI L TQONz Ut YT
I MNC1I M21 5ZTBi YWU2YW v MSOne DFZMKz ZGZr ZXZIWr 5ZFV1el 95W VpU28ubWZOM H
RBCBUQ 7ggC2l G al Qxbw#rirli |l 4x8LWy5ys/ snbnvySQ CB84EFH W.KLAj hYBxFce
DYi j SaBQnepeAgl TQxgPM AyN AxMDgx Nz Ax MTNaMHAwf AYl KwYBBQUHMAUGC HIzeWsj O
i 8venBr aSsyaXBl Lnbl dC9yZXBvc2l 0b3J5LORFRKFVTFQUNzgvYj kzNGVI LWWDYnEt ND
Vb MS04ME WL WUSNWELZWE4 ONZK MB8X L2 YSVWKVRC ONPRd | RVZ4NE5 p S05Kb0ZDZDZs NC5
t ZNQWgdEEI FoFa8a2/ eSI NTCkJE9qPt t Qc C6+bFpdBs9LUTCE6t vYAgl HzgQUf +aLEi NL
1WNDAby W Ti q4neGCj 4CAgYnGA8y VDI 2 VDEWOD! wivDEWNLowf j B8Bggr BgEFBQewC4AZwe
nN5bmVBLY9yc G pLnJpcGUubm/0L3J1 cPzaXRvcnkv REVGQVWM/C84Yi 80YTEXMIEt OG
Yz Yy00ZWRmLW 3N2M MizhM YzMAJj MzFj LzEvZi 1hTEVpTkwxd05EQM 5V3NUaXEOb v
HQ2oO0Lmlnd DCBOQQgXnHalL4UZ+i FqZDwh8JKj KcmmeBOnCNz543yoQ w Mh8CAgf OBBR/
gBaj MA0ydBz U/ / j OndssyDj 9xQ CBSsYDz| wM YWMTIA4MTkw AxW B+MHWGCCs GAQUFB
zALhnByc3l uYzovL3Jwa2kucm wZS5uZXQvcnmvwb3Npd @y eSIERUZBVUX ULz Uz L2EONT
I 4YSO5MBU2LTRKOTEt YTUy Yy 1mivVDex N2VhNDg 1Yz Yv MS9 miNmd Xb3p PTk 1 uUWWK UF800Uo
zYkxNZzRf YAUubWZOM HRBCBI Bt j 8cbMiXpx/ CKEWYw 0+YZAZm CEai K+HcvU9/ MBAI C
CBgEFH8W)C sDat m nf W29TWWyr 4zeoAgl MKhgPM AyNj AxMDgy MTAXM haMdws Al K
wYBBQUHMAUGCHIzeWbsj O 8venBr aS5yaxBl Lnbl dCOyZXBvc2l 0b3J5L0RFRKFVTFQvY2
M/Y] EIM g2LWZKNGQX NDI mZS1hN | | LTdmYWRTINTBhMUz Ny 8xL2Z4YUFLT3dOc TIhSlo
5V19i MbZeXF2ak42Zy5t ZnQMydEEI Gd7MyCU/ x UEGZgKr HLXkgf N3RqCt G/ L1VIL8DQY
A1S1Agl HzgQUf 7UCEF Tt / 0ol M+3Dkl GCLMyz CFc ECAgDQGA8Y MDI 2 MDEWCODE3 MDEZ NFowf
j B8Bggr BgEFBQcwCAZwenNsbmiVbLY 9y c Gt pLnJ pcGUubnmVOL3J1 c@zaXRvcenkv REVGQV
VMWCB5Ni 9hOTE4Y2l t M AONCO0Zj Fj LTk3MDAt OTM2MDFhMz RN Iz EvZj dVT2ZUdF8
wb2x NLTNEa2x HQOx NZ3 p DRiNFL mil nd DCBOQQybJ NFg5ngBHt CC81 DP0Zxf JZsr SOBp8KO
JRHb520Lt pECAgf OBBR/ dzTf 6hl GVOEuqG& dvHUEOTK/ eAl CEGKYDz 1 w YWMT A4 MTcwM
TI xW B+MWGCCs GAQUFBz ALhnBy ¢3! uYzovL3Jwa2kucm wZS5uZXQvemvnwb3NpdX®yeS
9ERUZBVUxULzdI Lz YANDMyNCLI ZTFmLTQWZj | t ODhkZi OxOTY5Mz ESN) Jk M2 My MSOniveM

Snijders, et al. Expi res 31 August 2026 [ Page 26]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI February 2026

wMy 1vU0J s ZEIMeVhuMR I AN2h ORXI 2M2cubWZOM HRBCBt 7xql dezi Nr WHHx ep3Ff wHOOP
g5nSVEST GBb8W.TWAW CBA4QEFHBUz 0EDt 4Xz UEVEsy8f TJt wzj 9/ Agl QdxgPM AyN AxM
Dgx OT Ax MDFaMH#AwW AYl KwYBBQUHMAUGCHIzeWsj O 8venBr aSsyaXBl Lnbl dC9yZXBvc2
| Ob3J5LORFRKFVTFQVY] YvZj Y5ZGI| LWOWMNz Ut NDQz OCLi NTNi LWY2MTYwZnExZm wM 8
xL2Z4VE9nUUBzaGZOUWMAU3pMeDl NoTNET1Az OC5t ZnQMydEEI GenUG) r FXJF2aB9FoMk
5W mDuz4CGdU4r L+j K6x7dQe8Agl HzgQUf / sBFcSs3d0r cHN4Byas/ AGvk CAgz EGASyM
DI 2 MDEWODES MDEX Mowf j B8Bggr BgEFBQcwCAZwenNSbmvBLY 9y c G pLnJpcGUubmv/OL3
JI c@zaXRvcnkv REVGQWMWCB2MS81M Y4ZmM Y2ZI ZSOOYWEALTk3Ymyt Y2J1 MDI wij Y
1ZWzl LzEvZl 92k Zj U3Mz ZEcwe mNRSE40n| he19BR3Zr Lmlnd DCBOQQgb+08nmD6 (i U6
EnPhdWk7hQ¥ 34aX7u8+Bt kN6WDmOB8J ¢ CAgf OBBR/ t D3i N/ OLai hzi SMJI dJaLC7RqAl CF
00YDzl wM YWMTAAM AWMMTT 1W B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS
5uZXQvenmvnb3Npd @y e SOERUZBVUXULZ A5L2Q0ZDEY YS1hYj R LTRKYnEt OTVKZSL1i YzY
ZNz Ez MGRI Nmv MS9mN1 ESNGpmOUMyb29j NGt qQLNI ULldpd3UwYW ubWZOM HRBCBzr SVA
19f NKYVSPFr f Nwul QA6pxy A/ 3xBnt +1 L5h5xdAl CB84EFH+F6ZA1Q6f j bAypA6DA Miwn
v3NAgl D6hgPM Ay N AxNMDgy Mz Ay MDhaMHAwf AYl KwYBBQUHVAUGCHIzeWsj O 8venBr aS
5yaXBl Lnbl dC9yZXBvc2l 0b3J5LORFRK FVTFQv NWUVv NGl MTc1LTU1ZDAt NDg0ZC04ZDE
XxLThj OMILODI z YnFkOS8xL2YOWHBr RFZEbC1OcORLaORv TVI neDNDZV9j MC5t ZnQaMydEE
I HMi rnnl DI5n+W 2Xvk540l 9Jbl b2bvBy3f Y7npA/ t r Agl HzgQUf zE2D/ wa/ V8dpn2BQ
E5GY1Et SW CAhVEGA8yY MDI 2 VDEWODE4NDEL Mowf j B8Bggr BgEFBQeWCAZwenNsbmvBLYy
9ycG pLnIpcGUubmVOL3J1l c@zaXRvcnkv REVGQVWMWCBY ZCOnZWY1ZGQx Mzhl ZS00YnM
1LTgyZmyt NTg0ZDc4YTI 1Zj hj LzEvZnpFMRF d2Ff Vj hkc @y Q@ FFNUdZMUJVOULdj Limlm
dDCB0Qe+535dV/ T4f BendUeAcDJi i bSt HTOH8cdANz m8c00s QCAge EBBR/ i y GDW g6f

Xol OKnanbHz SULxgwl CAeAYDzI wM YWMT AAMI YWMTA3W B+MHWGCCs GAQUFBz ALhnByc3
| uYzovL3JIwa2kucm wZS5uZXQvcnmvnb3Npd Py eSIERUZBVUXUL2@BLzc2Y2QmMW 11 YWE
yLTQBN Ut OTRI Zi 050GRi Yj YOMDJj ZGQv MS9nNHNoZz FpWJ9uMIZKVAE wivhBlaDgwh ES)

YXMubWZOM HRBCCASGa4CGEb+| Tv/ 4f Jr 94UgLuaT+! §j kI KKAdEKkHovxHM CB84EFH uP
zggc/ LD5Pz P/ KOExbDNgmavmAgl D BgPM Ay Ni Ax MDgx Nz Ax MrdaM4wf AY1 KwYBBQUHVA
uGcHJzeWsj O 8venBr aS5yaXBl Lnbl dC9yZXBvc2l 0b3J5LORFRKFVTFQY YTcv OGN ZW

mLWY5ZmEt NGMON LhZWALWN) YmzhNz MOM RhNy 8xL2Yt NFOPQDJ 6 OHNQa19NXz hv NFRG
c00y QR JDWS5t ZnQMdEEI | Eq59MA+de5vhL+Al B9ZhUCn4d3FMAGs cEdEk2Ngb90Ag! Hz

gQUf xFBauGsnf N79nmpFnNGs pj i R6 UYCAhe 3GA8y MDI 2 VDEWCDI y MDEy OFowf j B8Bggr Bg
EFBQcWCAZWenNSbmVBLY 9y c Gt pLnJpcGUubm/0L3J1 cPzaXRvcnkv REVGQVWMW/C8y Zi 8
2Yj 1 yZTgt MR ZCOONGRKLTKIMIQx Nj ¢ 1Nmy3Yj Bj MCRi LzEvZnhGQmF1T1NuZk430Mw
RbOT3Nwam SN VZLmlnd DCBOQQug/ TeGB1EpvVQai S8Vood Y3CODgndkf ZI +6Qea®d
| cCAgeEBBR/ F7b5M mdWFCTOYczl Ov+Gyn5j Al CDzs YDzl w YWMT A4 MTYwWMT Uz W B+IVH
WGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm wZS5uZXQvcnmvwb3Npd &y e SOERUZBVUx
ULzMKL2Nj MDI wMCLi Yj Jj LTQLZj Yt YWVBNS04M c1NzdkZj hl ZGW MS9me GUy LVRINVWGW
aFFr Qudl TTVUcl 90c3At WKcubWZ0OM HRBCCGW VTGVLFM-f f gmebFSD+i vU3z QM PxNpC
ZMy ZaCMUAI CBB4EFH8+CHSJ 71 OpQk1T+s| W kuOASgOAgl XThgPM Ay N Ax MDgy MDAX Mz

RaMH#4wf AYl KwYBBQUHMAUGCHIzeWsj O 8venBr aS5yaxBl Limbl dCOyZXBvc2l 0b3J5L0R
FRKFVTFQvYzYvYzJj OTl KLWNNOTEt NGRnYi O5NGRI LWE3YZz YZZDU2MTULNI 8xL2Z6NE!l k

SW51STZs QLRWIDZ3aG] 1Uz QQQkt BNC5t ZnQagdEE! | 5DEJkg54e32y2/ B1WOy Dy ahz CEf

aERNpKc SA9PZdt HAgl HzgQUf +/ r 0V+8ZRSHr K9nQk 9Hg9Q+t CACAhe3GA8y VDI 2 MDEWCOD
I xMDI wNFowf j B8Bggr BgEFBQcwWCAZwenNSbmVBLY 9y c & pLnJpcGUubnVOL3Jl c@zaXxXR
venkv REVGQUWMWECB5YS8y NmvimNj M Y] ¢y Zi 00Y] N LThkZnivt Mmlj ODQLMTky M dhLzEv

Zi 1f ¢cj BALThaU NI cks5bl Fr QUhnOVEt dENBL ML DCBOQQj 2n88k nDKSPaKWIt 2cglP
gj g2c7bnt s/ AV3HIWKqqj kCAgeEBBR/ nRj Kt vHz XvGL5YPLKDnpt 0i x\WWAI CFI 8YDz| wM

YWMTAAMTkwMTUOW B+MHWGCCs GAQUFBz ALhnBy c 3l uYzovL3Jwa2kucm wZS5uZXQvenmv
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Wb3Npd @y eSIERUZBVUXULz| 2L2RnODImYSOX MThkLTQy MTkt YIEXNI Ox YTk2ODNj ONMR
Y21 vIVBOMNW ZeXJi eDgxN3h0ZVdEeXI nNTZi ZEl zVimcubWZ0M HRBCCSk QUNIPCn151nB
GBr BnHej 5r wdf vnsEEWHNAvyf M gl CBAQEFHIR3x3061 Z+QeXn+S3n+dHEDBVNAgI MoB
gPM AyN AxNDgy MTAXMTT aMHAwf AYl KwYBBQUHMAUCGC HIzeWsj G 8vcnBr aSsyaXBl Lib
| dC9yZXBvc2l 0b3J5LO0RFRKFVTFQvZmEVNWUSMz FL TUy Od t NGUWM 1hZDY4LTZk OTAz
NWFMMTUz NS8xL2Yx S&ZI ZI RvaG41Q M Zj VMEWYIMXZv TUZVMCSt ZnQagdEET Jdpko2c2
KOOM Cs7d25CVWOp QB QX Tp8v4l ni OHEf st xvAgl HhAQUF wd Xwz GYHgQ dHE3NSf QOkoTVr

QCAhNe GA8y MDI 2IVDEWODES MDEz MLowf j B8Bggr BgEFBQcwWCAZwenNSbmvbLY 9y c & pLnd
pcCGUubmVOL3Jl c@zaXRvcnkvREVGQVWM/CB30C80Zj k2Zj kt NTY5Zi OOMzN LW 5YTgt

NnEyN EyZDQanZj UMz EvZndkWHA6R1I | Z1FyZEhFMI5TZI E5a29UVnJ RLmMLnd DCBOQQgN
bFHY501eFI / IJXr cZzLyJ1TdH3Z3csXzRzZi nEQY5c Cs CAgf OBBR/ TVkcl 60saUd9f 30dTO
j rzul ZbAl CBhQYDzI WM YWMT A4 MIUMMTMLW B+MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3J
wa2kucm wZS5uZXQvcmvnb3Npd@y e SOERUZBVUxULzN LzBkNj dhM 1i YzZM2LTRi OTM

Yj YWNCLkNGY1YzkyZDkwOT Uv MS9mVDFa SENPd Ex Hb EnmADk 2 SFV6bz YAN3BXV3c ubWZ0M
| HRBCCnj XO+nhFRAnet 66pl ShQY9i j eKl n2Jj n8FzzN7RbFMM CCBgEFH8Dof j DNP2/ S3
j e8MAB/ wSQ@Bf SwAgl XexgPM Ay N AxNMDgy MTAy MDBaMHAW AYl KwYBBQUHVAUGC HI zeWb
j G 8vcnBraS5yaXBl Lnbl dC9yZXBvc?2l 0b3J5LO0RFRKFVTFQVN) YvM2ZI MAEWLWWWR ZnXt

NGIj NCLhYWUXLTI | ZTAM\j KOMM 0Yi 8xL2Z3T2gt TUOWX2| 5TGVON3d4Vkxf GkpEZDI MQ
S5t ZnQngdEEl Ly g@f ZPYYOnT{D8z MAwivh| kk XbFYZks+k KXt Cavj vupAgl HzgQUf 0CdI C
QM Gc7J5zJi r Nf 29f gl / UCAhNTGA8y MDI 2 VDEWODES MDE1N1owf j B8Bggr BJEFBQwWCAZ
wenNSbmivBLY 9y c G pLnJpcGUubmVOL3J1 c@zaXRvcnkv REVGQVVIMWC8yY YS82 ONEWOWYt

NTgWOSOON) U2LW zNTUt MTQRZj | INGFj MTMkLz EvZj BPZGxDUWLf R2MBSj V6Sm y TniYy O
WZxbFOVLLmd DCBOQQyvgX58Hkr AY/ Luf | VMbJIZ7Lzr WFSoZI hj bgUohc4Jj KACAgf OBB
R/ Q J8I dqGx+n79Er g5W Y89L40OM CD1gYDz| WM YWMTAAMIYW Az W B+NMHWGCCs GAQU
FBzALhnByc3l uYzovL3Jwa2kucm wZS5uZXQvcnmvwb3NpdGye SOERUZBVUXUL2ESLzk4
Yj AyNCO5ZDhmLTQAN kt YTIhOSOWYWZi N2 Mz ZmJ miviz Av MSOmMVEX TZKNI YWhzZnAt X1JLN
E9W 21 QUFM QXMubWZOM HRBCC+S/ 81 Xud1Pz UBFp/ HLM aahJK+j QvelDYEVEVI a39uA
| CB84EFH JVqUr c1BKTx/ zRUcZkpen9d6dAgl LbhgPM AyN AxNMDgx Nz Ax VDI aMH4wf AY
I KwYBBQUHMAUGCHIzeWsj G 8venBr aSbyaXBl Libl dC9yZXBvc2l 0b3J5L0RFRKFVTFQY
YWEVNzFhY] YSLTY5N) Ut NG 3MCO5N] hkLWIi NTdhNGVniNz E1 My 8x L2 Y4bFdwU3R6 VUVWU
Ehf TkZSeGLTbDZmMINwMC5t ZnQagdEE! L9gHDGaKh1R04cdl JLYS) t Kecl EypWIBTqgxV
51LzVOAg! | pwQUf 1Fer Q e7Zr Eyr xat KOLWG Z8Bs CAhf RGA8y MDI 2 VDEWCDI z VDEQOOVo
wf j B8Bggr BgEFBQcwCAZwe nNSbmvBbLY 9y c G pLnJpc GUubmvVOL3J1 c@zaXRvenkvREVG
QVWMWCOhNy81YzJhNTkt Nj AyNSOONMDBI LWFi M gt Zj BhNj | 0ZDQWOTEyLzEvZj FGZXJRb
GUSWIIFeXJ4YXRLVEXXR2ZaOEJ z Lnilnd DCBOQQyv 39HKT] opi c7820ac6t VAl MNDPaCG
eYBa2nvVCuDKYCAggYBBR/ 40dZNU6Dz Bky A4EQnel t oPGnAAI CFBEYDzI w] YWMTA4MTg
WM Uy W B+MHWGCCs GAQUFBz ALhnBy c 31 uYzovL3Jwa2kucm wZS5uZXQvcnivnb3Npd &y
eS9ERUZBVUXULZRj LzBj NzI OMyOxZnZi LTQ6ZDI t Y] Vj M51i NDAy ZThhMAQG Mz Qv MS9mL
URUV1RWI2c4d1pNz09CRUoz aUxhRHhwdO0EubWZOM HRBCC/ mDUw 8 XbN8QR3vi 4bpdy Nf

prvcn9Z/t 23XzZndp121 Q CB4QEFH9za4i gJATUVEVdr V/ 1UEpoMre3Agl Xt xgPM AyN A
xMDgx OTAXM VaM#éwf AYl KwYBBQUHVAUGCHIzeWsj O 8vcenBr aS5yaXBl Lnbl dC9yZXBv
c2| 0b3J5LORFRKFVTFQvOTkv MGYy NN LW 5Nzct NDg1MyO5ZWWvE LTI | NTZj Yj U0ZnvnN
y8xL2YzTnIpSOFr k5RA1MBMRYX1ZRU21nej U3Yy5t ZnQagdEEI Mz FRf x AeVWe8poS1U
kK08BG&Z3h9a4z X7UpplhcBuxHYAg! | XwQUf yuobf eHi | 9vhZKoBqb/ 6] BGMHoCAhe/ GA8
y MDI 2 VDEWODI wivDEX OFowf j B8Bggr BgEFBQewWCAZwenNSbmVBLY 9y c Gt pLnJpc GUubnmvO
L3Jl c@zaXRvcnkvREVGQWMWC82MC81ZTY3ODYt Ny MBNy0OM | OLW hMDYt ZGVDNz Y5Z
WZmMWAY 1Lz EvZnl 1b2JnmzUhpSTI 2aFpLb0Jx Yl 82akJHJOhvLmLnd DCBOQQQz ZTr 9egKev
XVZQai Avwlv7MZS6kvoBECP7s 1l npsFal CAgf OBBR/ 0YpqSZEMaz Hek RFKS5Zt xhd Xz DQ
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CF7wWYDz| wM YWMTAAMTkwM Az W B+MHWGCCs GAQUFBz ALhnByc 3l uYzovL3Jwa2kucm w
ZS5uZXQvemvinb3Npd @y e SOERUZBVUX UL2JhLz ASNDAniM Oy MNhLTQBY2I t ODI hZC0zZ
TUWYTVIVDES OTgv MSOmOUdL YW t Uk RNT Xgz Sk VSU3VXYmNZWFY4dz AubWZOM HRBCDOHe
e/ kR7uuSXgV8NAdgQ T3r D51 6+8gKpPCs QAl ock Al CB84EFHIKS5 X7mAKnFEB/ BSoel MDF
Qu6t GAgl HCxgPM Ay Nj AxMDgy MTAXNThaM-H4wf AYl KwYBBQUHMAUGCHIzeWbj O 8venBr

aS5yaXBl Lnbl dC9yZXBvc2l 0b3J5LORFRKFVTFQY M vMIFMYTQOLTg4Nzkt NGQkCS1i N
DYALTVI NWQBOGY1 Mz YxZS8x L2 Ywe mx mdW nc WAVUUg4 Rkt oNl V6 UVZDN3 EwMS5t ZnQugd
EEI NQB8UTqGOQVUKy mbJF91 032P1avGASHYUZOz ZBI JUOpAg! Hz gQUf 2qOXVXCSYqCY2+
Z+PyeMzZ4Hdx 4 CAhC8GA8y VDI 2IVDEWCODI x MDELNI owf | B8Bggr BgEFBQcwC4AZwe nNsbivb
Ly9ycG pLnIpcGUubmVOL3JIl c@zaXRvcnkv REVGQVWMWCB3NC8YN2Zj ZTEt MTFj ZS00Y
TMyLVWE2NDKt ZTA3Nm IMIcy MAWFKLZEvZj IXTIhWAENTWKFDWIT t W 1QeVWNW RI ZHgOLm
1mdDCBOQQY1SE! zr r X16Q+poCs2aDApHs XvKr gf pGoM enj 51 2W UCAgf OBBR/ H4y L7
Tp/ O s7TIE7ZA.9sTXvw CFZEYDz| w YWMTA4M AWMMT My W B+MHWGCCs GAQUFBz ALhnBy
c3l uYzovL3Iwa2kucm wZS5uZXQvcmvinb3Npd @y e SOERUZBVUX UL2Y3L2U2NTA2ZS03N
j 91LT4ZTct YTUAMy Oy MAFMVRRI ZThl ZTkv MS9meDBPTXBpLTA2ZnpuN095Uk8y U f Yk
UxNzgubWzZOM HRBCDZ3cCnMLf 1TWIRI j N 6JIMPxp4i 98C0Q i ByRh11U2bAl CB84EFHS
11a5Bf 0XuhQXXbOghs0xFg5SgAgl Q RgPM AyN| Ax MDgx Nz Ax MDVaM-HAwf AYl KwYBBQUH
MAUGCHIzeWsj O 8venBr aSsyaXBl Lkl dC9yZXBvc2l 0b3J5LORFRKFVTFQvZTYvYz UON
j di LTMBNj |t NG 3NCLhZTBKLTMDNDc z YmvVBE MAAMC8X L2Z6WFZy a0Zf UmJ2RkJkZHVRcU
d6VEVXRGXLQS5t ZnQngdEEI Ny SvZgi 93Y/ d9zNNx6gq0dxUnmQuVj 1t 4LKdJ+Xt T5eAgl

HhAQUF 35evWrkac Xj cL/ BBs TUqt Hh25QCAhA] GA8y MDI 2 MDEWCODI x MDEX NFowf j B8Bggr

BgEFBQWCAZWenNSbmiVBLY 9y c Gt pLnJpcGUubmVOL3J1 c@zaXRvcnkv REVGQVWMWC8Y M
y9j MUAZWQ NTKk3YSO0CODVhLTKOYTM OTgy Y2Zi MeUsSYW/I LzEvZ] MLZXZXLW hY1hqgYO
xf &xJzVFVxdEhoM VRLnLmd DCBOQQy4BXwWc 2t 3CY&ZHmeWo+F2MGb Ml s MpazuR20WL
t t MyCAgf OBBR/ n0z9ybDz48MeDr uB5vGxy73J5A1 CDZs YDzl wiv YWMTAAM MMMTAWWY B+
MHWGCCs GAQUFBz ALhnBy c31 uYzovL3Jwa2kucm wZS5uzZXQvecnmvnb3Npd &y e SOERUZBV
UxULzVi LzgyNDZI Yi 04NDY5LTQyZGYt YTA4Zi 05MGMDM FniNTVhZAd v MS9mNXRNX2Nt dz
JI UERI ZzY3Z2Vi eHNj dTI 5ZVEubWZOM HRBCDj u+/ +aQ\NhL3xABcZCnQMPl JsSt 9PVezu
i | 1LEhhOV9gl CB4QEFH8pZI evj QDCX9df Vuzl 00s1FQV1Agl BBgPM AyNj AxMDgyM Ax
Mz JaMHwf AYl KwYBBQUHMAUCGCHIzeWsj G 8venBr aSbyaXBl Libl dC9yZXBvc2l 0b3J5L
ORFRKFVTFQUZDAvZTgwYj MzLTNi ZWJt NDZI Yy 1i MeVKLWhZj k 1YTUWMNMOXxOS8xL2Z5bG
IVNI 10QULKZ] ExOVE3TW paXpVVKkJIYVS5t ZnQagdEEI ChXNpf SOVASGet VeKbv N OB6ql

5D1pQacHPcCY/ ZHi yAgl | GAQUf / GAHP5quxGA +AyW2Yur 5hPL20CAg4nGA8y MDI 2 VDEW
ODE4MDEXNFowf | B8Bggr BgEFBQcwWCAZwenNsbmvBLY 9y c G pLnJpc GUubnVOL3Jl cX@za
XRvcnkv REVGQVWMWCB3NS8x ODZhMrgt NWQBZi 00M2VK LW WNrEt Y2VhN2Vi Mz UMNTMBL z
EvZl 9HNEhQNXF1eEdPbC1BeVeyWKVy NWhQTDJ v Ll nd DCBOQQy 7of zO61BsU Hy5ui a4R
YPFpl Bkpgq5VsbWs8rt g3Ff 8CAgf OBBR/ F4+vZAH 83FuMXZFad9zHf WPI gl CEi 4YDz| w
M YWMT A4 MIUMVTAAW B+MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3Jwa2kucm wZS5uZXQuvc
mMvwb3Npd @y e SOERUZBVUx ULz Y2LzFi Nzk20OC1j YTRKLTQLZj X Y] Y3MS0yZTdnNzgOOD
| j ZDWNMB9MeGVQxj JRQ R2Tnhi akYyUl duznNAMz FgeUkubWZOM HRBCDu2dj nK3gby PB
gqskESLEV+na+OQ 0&TJur k/ 7Nc14YQQ CB84EFH8knbVEYgaD+Us4i nVRpopkk+0SAgl D
6xgPM AyN AxMDgx CDAX NDBaMH#wWf AYl KwYBBQUHVAUGCHIzeWsj O 8vcnBr aS5yaXBl L
nbl dC9yZXBvc2l 0b3J5LORFRKFVTFQvOG vIN2FhIVDRI LTQ4AMDct NDk4OC05MIAzLTgoOM

MBN2Uz MDYOMy 8xL2Z5U2JsVWIpQroQNVNGaUt kVkdt aWLTVDASSS5t ZnQ=
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Appendi x C. Producing a FQDN Snapshot

The following terminal transcript illustrates how one could prepare a
Prefetch Response for rpki.ripe.net using comopbn comand |ine
utilities.

$ cd /var/cache/rpki-client/rpki.ripe.net/

$ export TMP="$(nktenp)"

$ find . -type f | xargs -r cat -- | gzip > "${TMP}"

$ v "${TMP}" /var/wwi ht docs/ eri k/ snapshot/rpki.ripe. net

$ unset TMWP

$ cd /var/ww ht docs/ eri k/ snapshot/

$ Is -nl rpki.ripe.net

rwr--r-- 1 1000 0 98392415 Dec 12 15:59 rpki.ripe. net

$ file rpki.ripe.net
rpki.ripe.net: gzip conpressed data, from Unix

$ gzcat rpki.ripe.net | openssl asnlparse -informDER | grep -c :d=0
109880

Appendi x D. Producing a Tine-Trimed Tail Queue
The following terminal transcript is an overly sinmplistic

illustration how one could prepare the 5min and 10mn tine-tri mred
tail queue Prefetch Responses using common conmand |ine utilities.

&+

cd /var/cache/rpki-client/

$ export TMP="$(nktenp)"

$ find * -nmin -5 -type f | xargs -r cat -- | gzip > "${TMP}"
$ v "${TMP}" /var/ww/ htdocs/erik/tail/5mn

$find * -mmin -10 -type f | xargs -r cat -- | gzip > "${T™MP}"
$ mv "${TMP}" [var/wwi htdocs/erik/tail/10m n

$ unset TMP

$ cd /var/www htdocs/erik/tail/

$1s -nl 10nmn 5nin

-rWr--r-- 1 1000 0 946037 Dec 12 20:02 10m n
-rwr--r-- 1 1000 0O 642883 Dec 12 20:02 5min

$ gzcat 5min | openssl asnlparse -informDER | grep -c :d=0
206
$ gzcat 10m n | openssl asnlparse -informDER | grep -c :d=0
398
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