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Abstract

Thi s docunent specifies a Canonical Cache Representation (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). CCR is a Distinguished Encoding Rul es (DER) encoded data

i nt erchange format which can be used to represent various aspects of
the state of a validated RPKI cache at a particular point in tine.
The CCR profile is a conpact and versatile format, well-suited for a
variety of applications, for exanple, audit trails, analytics

pi pel i nes, and validated payl oad di ssem nation
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1. Introduction

Resource Public Key Infrastructure (RPKI) [RFC6480] operators often
wi sh to analyze Certification Authority (CA) and Relying Party (RP)
behavi ors by inspecting validation outcomes. To this end, Canonica
Cache Representation (CCR) was devel oped to capture and archive RPK
validation states in a standardi zed data representation

CCR offers a conpact and versatile format well-suited for
applications such as audit trails, analytics pipelines, and validated
payl oad di ssem nation. A validated cache contains all RPKI objects
that the RP has verified to be valid according to the rules for

val idation (see [ RFC6487], [RFC6488], and [ RFC9286]). CCR is a data
i nterchange format using Distinguished Encodi ng Rul es (DER) [ X. 690]
whi ch can be used to represent various aspects of the state of a
val i dated cache at a particular point in tinme in a reproducible
manner .

Thi s docunent fornally specifies the CCR content type for use with
the RPKI and provides test vectors.

1.1. History

The format was initially designed to support conparative anal ysis of
multiple RP instances using a variety of RPKI transport protocols
([ RFC5781], [RFC8182], and [I-D.ietf-sidrops-rpki-erik-protocol]).

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. The Canoni cal Cache Representation (CCR) Content Type

The content of a CCRfile is an instance of the Cryptographi c Message
Syntax (CvB) [ RFC5652] Contentl nfo.

The content Type for a CCRis defined as id-ct-

r pki Canoni cal CacheRepresentation, with Object Identifier (O D)
1.2.840.113549.1.9.16. 1. 54.
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The content field contains an instance of
Rpki Canoni cal CacheRepresentati on, defined in Section 3.

3. The Canonical Cache Representation Content
The content of a CCRis formally defined as foll ows:
<CODE BEGQ NS>

Rpki Canoni cal CacheRepr esent ati on-2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) snine(16) nod(0) id-nod-rpki CCR 2025(TBD1) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE, Di gest, DigestAl gorithmdentifier,
Subj ect Keyl denti fi er
FROM Crypt ogr aphi cMessageSynt ax-2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) }

ASI D, RQAI PAddr essFarmi |y
FROM RPKI - ROA- 2023 -- in [ RFC9582]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) smine(16) nod(0) id-nod-rpki ROA-2023(75) }

CAS, PAS
FROM RPKI - ASPA- 2023 -- in [draft-ietf-sidrops-aspa-profile]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smime(16) nodul es(0) id-nod-rpki-aspa-2023(TBD2) }

CertificateSerial Nunber, SubjectPublicKeylnfo
FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }

AccessDescri ption, Keyldentifier
FROM PKI X11 npl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-inmplicit-02(59) }

ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
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cont ent [0] EXPLICIT
CONTENT- TYPE. &Type({ Cont ent Set } { @ont ent Type}) }
Cont ent Set  CONTENT- TYPE :: = {
ct - r pki Canoni cal CacheRepresentation, ... }

ct - r pki Canoni cal CacheRepresent ati on CONTENT- TYPE :: =
{ TYPE Rpki Canoni cal CacheRepresentati on
| DENTI FI ED BY i d- ct - r pki Canoni cal CacheRepresentation }

i d-ct-rpki Canoni cal CacheRepresentati on OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smnme(16) id-ct(1) ccr(54) }

Rpki Canoni cal CacheRepresentati on :: = SEQUENCE {
ver si on [0] I NTEGER DEFAULT O,
hashAl g Di gest Al gorithm dentifier,
pr oducedAt General i zedTi ne,
nfts [1] ManifestState OPTI ONAL,
VI ps [ 2] ROAPayl oadSt ate OPTI ONAL,
vaps [ 3] ASPAPayl oadSt at e OPTI ONAL,
tas [4] Trust Anchor State OPTI ONAL,
rks [ 5] RouterKeyState OPTI ONAL,
o}
-- at least one of nfts, vrps, vaps, tas, or rks MJST be present
( WTH COWONENTS { ..., nfts PRESENT } |

W TH COVPONENTS { , vrps PRESENT } |
W TH COVPONENTS { ..., vaps PRESENT } |
W TH COVPONENTS { ..., tas PRESENT } |
W TH COVPONENTS { , rks PRESENT } )

Mani fest State ::= SEQUENCE {
m s SEQUENCE OF WMani f estlnstance,
nost Recent Update General i zedTi ne,
hash Di gest }
Mani f est | nstance ::= SEQUENCE {
hash Di gest,
si ze I NTEGER (1000. . MAX),
aki Keyl dentifier,
mani f est Nunber | NTEGER (0. . MAX),
t hi sUpdat e General i zedTi ne,
| ocations SEQUENCE (SI ZE(1.. MAX)) OF AccessDescription,
subor di nat es SEQUENCE (Sl ZE(1..MAX)) OF SubjectKeyldentifier
OPTI ONAL }
ROAPayl| cadSt at e :: = SEQUENCE ({
rps SEQUENCE OF ROAPayl oadSet,
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hash Di gest }
ROAPay| oadSet = SEQUENCE ({
as| D ASI D,
i pAddr Bl ocks SEQUENCE (Sl ZE(1..2)) OF ROAI PAddressFam |y }
ASPAPayl oadSt ate ::= SEQUENCE {
aps SEQUENCE OF ASPAPayl oadSet ,
hash Di gest }
ASPAPay| oadSet = SEQUENCE {
cust onmer ASI D CAS,
provi ders SEQUENCE (Sl ZE(1..MAX)) OF PAS }
Trust Anchor State :: = SEQUENCE ({
ski s SEQUENCE (Sl ZE(1..MAX)) OF SubjectKeyldentifier,
hash Di gest }
Rout er KeySt ate ::= SEQUENCE {
rksets SEQUENCE OF Rout er KeySet ,
hash Di gest }
Rout er KeySet ::= SEQUENCE ({
asl D ASI D,
rout er Keys SEQUENCE (Sl ZE(1..MAX)) OF RouterKey }
Rout er Key :: = SEQUENCE ({
ski Subj ect Keyl denti fi er,
spki Subj ect Publ i cKeyl nfo }
END
<CODE ENDS>

3.1. version

The version field contains the format version for the
Rpki Canoni cal CacheRepresentation structure. 1In this version of the
specification, it MJST be O.

3.2. hashAl g
The hashAl g field specifies the algorithmused to construct the
message digests. This profile uses SHA-256 [SHS]. Therefore, the

O D MUST be 2.16.840.1.101.3.4.2.1 and the parameters field MIST be
absent (Section 2 of [RFC5754]).
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3.3. producedAt

The producedAt field contains a GeneralizedTine and indicates the
nmoment in time when the CCRis finalized.

3.4. State aspect fields

Each CCR MJST contain one or nore fields representing particul ar
aspects of the cache’s state.

I mpl enenters should note the ellipsis extension nmarker in the
Rpki Canoni cal CacheRepresentati on ASN. 1 notation and anticipate future
changes as new signed object types are standardi zed.

Each state aspect generally consists of a sequence of details
extracted from RPKI (bjects of a specific type, along with a di gest
conmput ed by hashing the aforenenti oned DER-encoded sequence, and
optionally including some netadat a.

3.4.1. ManifestState

An instance of ManifestState represents the set of valid, current
Mani fests ([ RFC9286]) in the cache. It contains three fields: ms,
nmost Recent Updat e, and hash.

3.4.1.1. Manifestlnstance
The mis field contains a SEQUENCE of Manifestlnstance. There is one
Mani f est I nstance for each current nanifest. A nanifest is nonminally
current until the time specified in nextUpdate, or until a manifest
is issued with a greater manifestNunber (see Section 4.2.1 of
[ RFC9286]), or until a new manifest is issued with a new fil ename per
the process described in Section 2 of [RFC9981].
A Mani festlinstance is a structure consisting of the follow ng fields:
hash: the hash of the represented DER-encoded nanifest object
size: the size of the represented DER-encoded mani fest object
aki: the manifest issuer’s key identifier

mani f est Nunber: the mani fest nunber contained within the nmanifest’'s
eContent field

thisUpdate: the thisUpdate contained within the manifest’s eContent
field
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| ocations: a sequence of AccessDescription instances fromthe
mani fest’s End-Entity (EE) certificate' s Subject I|nformation
Access (SIA) extension

subordi nates: an optional non-enpty SEQUENCE of SubjectKeyldentifier

The subordinates field represents the key pairs associated with the
set of non-revoked, non-expired, validly signed, CA resource
certificates subordinate to the nmanifest issuer. Each

Subj ect Keyl dentifier is the 160-bit SHA-1 hash of the value of the
DER- encoded ASN. 1 bit string of the resource certificate' s Subject
Public Key, as described in Section 4.8.2 of [RFC6487]. The sequence
el ements of the subordinates field MIUST be sorted in ascendi ng order
by interpreting each SubjectKeyldentifier value as an unsi gned
160-bit integer and MJST be unique with respect to each other

The sequence elenents in the ms field MUST be sorted in ascendi ng
order by the value of the hash field contained in each instance of
Mani f est | nstance and MJST be unique with respect to the other

i nstances of Mani f estl| nstance.

3.4.1.2. nostRecentUpdate

The nost RecentUpdate is a netadata field which contains the nost
recent thisUpdate anongst all current manifests represented by the
Mani f estl nstance structures. |If the ms field contains an enpty
sequence, the nost Recent Update MJST be set to the POSI X Epoch
("19700101000000Z") .

The above and the requirenents in Section 6.3 of [RFC9286] inply that
nmost Recent Updat e MUST precede or be equal to producedAt
(Section 3.3).

3.4.1.3. hash

The hash field contains a nessage digest conputed using the ms val ue
(encoded in DER format) as input nessage.

3.4.2. ROAPayl oadSt at e

An instance of ROAPayl oadState contains a field naned rps which
represents the current set of Validated ROA Payl oads (VRPS)
(Section 2 of [RFC6811]) encoded as a SEQUENCE of ROAPayl oadSet
i nstances ordered by ascendi ng asl D

The ROAPayl oadSet structure is nodel ed after the

Rout eOrigi nAttestation (Section 4 of [RFC9582]). The asID value in
each instance of ROAPayl oadSet MJST be uni que with respect to other
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i nstances of ROAPayl oadSet. The contents of the ipAddrBlocks field
MJUST appear in canonical formand ordered as defined in Section 4.3.3
of [ RFC9582].

The hash field contains a nessage digest conputed using the rps val ue
(encoded in DER format) as input nessage.

3.4.3. ASPAPayl oadSt at e

An instance of ASPAPayl oadState contains an aps field which
represents the current set of deduplicated and nerged Autononous
System Provi der Authorization (ASPA) payl oads
([1-D.ietf-sidrops-aspa-profile]) encoded as a SEQUENCE of

ASPAPay| oadSet instances ordered by ascendi ng custonmer ASID. The
customer ASI D val ue in each instance of ASPAPayl oadSet MJST be uni que
with respect to other instances of ASPAPayl oadSet.

The ASPAPayl oadSet structure is nodel ed after the Provi der ASSet
(Section 3.3 of [I-D.ietf-sidrops-aspa-profile]). The elenents of
provi ders MJST be ordered in ascendi ng nunerical order and MJST be
unique (wWith respect to the other elenents of providers). A PAS
value of 0 can only be encoded in the providers field as a single
itemlist, i.e., an elenment for AS 0 MJUST NOT appear al ongsi de any
ot her el ements.

The hash field contains a nmessage digest conputed using the aps val ue
(encoded in DER format) as input nessage.

3.4.4. TrustAnchorState

An instance of TrustAnchorState represents the set of valid Trust
Anchor (TA) CA resource certificates used by the RP when producing
the CCR

Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the val ue of
the DER-encoded ASN. 1 bit string of the TA's Subject Public Key, as
described in Section 4.8.2 of [RFC6487]. The skis field contains a
sequence of Subject Key ldentifiers (SKI) sorted in ascendi ng order
by interpreting the SKI val ue as an unsigned 160-bit integer

The hash field contains a nessage di gest conputed using the skis
val ue (encoded in DER format) as input nessage.
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3.4.5. RouterKeyState

An instance of RouterKeyState contains an rksets field which
represents the current set of valid BGPsec Router Keys [RFC8205]
encoded as a SEQUENCE of RouterKeySet instances. The aslD value in
each instance of RouterKeySet MJST be unique with respect to other

i nstances of RouterKeySet. Instances of RouterKeySet are sorted by
ascendi ng value of aslID. Instances of RouterKey are sorted by
ascendi ng val ue of ski by interpreting the SKI value as an unsigned
160-bit integer.

The hash field contains a nessage digest conputed using the rksets
val ue (encoded in DER format) as input message.

4, Use Cases

Thi s section describes a nunber of applications for the CCR fornmat
across different contexts.

4.1. Constructing Consistent Views on Distributed Data

This section describes a use case for CCRs in the context of
di stributed systens.

Assumi ng CAs issue Manifests in accordance with Section 5 of

[ RFC9286], a Manifestlnstance can be considered a state-based
Conflict-free Replicated Data Type ([ CRDT]), meaning that

Mani f est I nstance sets contain sufficient information to forma
nmonot oni ¢ semi | atti ce.

The inplication is that ManifestState instances frommultiple CCRs
produced by nultiple different RPs at different times can safely be
merged in order to construct an internally consistent view of the
RPKI di stributed database.

The reconciled nmerge result can be useful, for exanple, as a backend
for Erik Synchronization relays
([1-D.ietf-sidrops-rpki-erik-protocol]) which execute separate
val i dation processes for different Trust Anchors and varyi ng maxi mum
certificate chain depths
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4.

5

5

5.

5

2. Data Collection

Qperators have an interest in determ ning how the global RPKI is
viewed fromthe perspectives of several different |ocations around
the Internet. As CCR allows for point-in-tinme capture and | ater
reconstruction and analysis, it found use in nulti-perspective
col l ector nethods such as described in RPKI SPOOL

[1-D. snijders-rpkispool-format].

An exanpl e of a |arge-scale CCR-based RPKI data archival project is
[ RPKI Vi ews] .

Oper ational Considerations
1. CCR File Integrity

The integrity of a CCR file can be checked by confirm ng whether the
hash val ue enbedded i nside each state aspect matches the conputed
hash val ue of the respective state aspect payl oad structure. Readers
MUST verify the integrity of CCR files and stop further processing on
failure.

2. Timng Analysis

The producedAt tinestanp is not necessarily the current tine used by
the RP for the purposes of validating the RPKI content. |In practice,
most RPs interl eave fetching and validation operations, with
validation occurring with respect to whatever the tinme happens to be
at that point (i.e., wall clock tine). This neans that it is
possible for a CCR to include information that woul d have been
excluded if validated at the tinme indicated by the producedAt

ti mest anp.

If a CCRis produced right after all relevant repository content was
received and validated by an RP, then conparing the ManifestState
nmost Recent Update tinmestanp (Section 3.4.1.2) value with the CCR
producedAt timestanp (Section 3.3) might help offer insight into the
timng and propagation delays of the RPKI ecosystem

3. Storage Efficiency

CCRs conpress very well due to its data |layout characteristics: the
content contains repetitive sequences, does not contain high entropy
data such as public keys, and is consistently ordered. Readers and
witers of CCR data are RECOMVENDED to support data conpression using
&ip ([RFC1952]) in context of durable storage.
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6

7

7

7

Security Considerations

The CCR format utilizes a structure that can store information about
the state of a given RPKI cache at a particular nonent in tinme. The
fields defined in this specification are of a descriptive nature and
provide information that is useful to facilitate the anal ysis of RPKI
data. As such, these fields do not in thenselves create additiona
security risks, since the fields are not used to induce any
particul ar behavior by the recipient application

Readers MJUST check contextual bounds on all fields appropriately and
stop further processing on failure. For exanple, the maxLength

el ement in a ROAlI PAddress cannot contain an integer smaller than the
I ength of the acconpanying prefix, the manifestNunber field is cannot
be |l onger than 20 octets, etc.

The CCR format contains no executable code, and it does not define
any extensible areas that could be used to store such code.

CCRs are not signed objects. RPKI information is normally public and
does not call for confidentiality protection. Ascertaining the
provenance (and thus authenticity) of any given CCR is out of scope
for this docunent.

| ANA Consi der ati ons

1. SM Security for S/MME CMB Content Type (1.2.840.113549.1.9.16.1)

| ANA has allocated the following in the "SM Security for S/M ME CMS
Content Type (1.2.840.113549.1.9.16.1)" registry under "Structure of
Management |nformation (SM) Nunbers (M B Mdul e Regi strations)"
registry group:

[ sl sl el
| Deci mal | Description | References |
| 54 | id-ct-rpki Canoni cal CacheRepresentation | [this_document] |
R, oo e m e e e e e e e e e e e e e e e e e ma o - o e e e oo +

Table 1
2. RPKI Repository Name Schenes

I ANA is requested to add the Canonical Cache Representation file
extension to the "RPKI Repository Name Schenes" registry under the
"Resource Public Key Infrastructure (RPKI)" registry group as
fol | ows:
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| Filenane Extension | RPKI Object | Reference |
[ gt ————————— Ll ———————————— s —p—p—————r
| .ccr | Canonical Cache | [this_docunment] |
| | Representation | |
- . R +

Table 2

7.3. SM Security for SSMME Mdule ldentifier
(1.2.840.113549.1.9.16.0)

I ANA is requested to allocate the following in the "SM Security for
S/M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry under
"Structure of Management Information (SM) Nunbers (M B Mdul e

Regi strations)" registry group:

[ e b oo et e
| Decimal | Description | References |
[ e ool ool sl ]
| TBD1 | id-nod-rpki CCR-2025 | [this_docunent] |
+---- - - - T i I i T +

7.4. Media Types

I ANA is requested to register the nedia types "application/rpki-ccr”
and "application/rpki-ccr+gzip" in the "Media Types" registry as
fol | ows:

7.4.1. application/rpki-ccr Media Type

Type name: application
Subt ype name: rpki-ccr
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: This nedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: [this_docunent]
Applications that use this nmedia type: RPKI operators
Fragment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Canoni cal Cache Representation object, as defined in
[this_docunent].
Magi ¢ nunber(s): NA
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File extension(s): .ccr
Maci ntosh file type code(s): NA
Encodi ng considerations: CCRis a binary
encodi ng
Person & enmil address to contact for further information: Job
Sni jders (job@sd.nl)
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: | ETF
Change controller: |ETF

7.4.2. application/rpki-ccr+gzip Media Type

Type name: application

Subt ype name: rpki-ccr+gzip

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: This nedia type contains no active content.
Interoperability considerations: NA

Publ i shed specification: [this_docunent]

Applications that use this nmedia type: RPKlI operators
Fragrment identifier considerations: NA

Addi tional infornmation:

Content: This nedia type is a &ip
compressed RPKI Canoni cal Cache Representation object, as
defined in [this_docunent].

Magi ¢ nunber(s): The first two bytes are
Ox1f, 0x8b.

File extension(s): .ccr.gz

Maci ntosh file type code(s): NA

Ref erences: RFC1952, RFC6713

Encodi ng consi derations: &zip conpressed
CCR is a binary encoding

Person & enmil address to contact for further information: Job
Sni jders (job@sd.nl)

I ntended usage: COMVON

Restrictions on usage: NA

Aut hor: | ETF

Change controller: |ETF
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Appendi x B. Exanple CCR
Thi s section provides a Base64-encoded exanpl e CCR obj ect.

This test vector denonstrates various features of the CCR format, for
exampl e, the tree-like structure follow ng from Trust Anchor State and
Mani fest State, nultiple authorizations for the same prefix in a
ROAPayl oadSt at e, an ASPAPayl oadState with AS 0 as provider.

M | FOAYLKoZI hveNAQkQATagggX M | F3zALBgl ghkgBZQVEAgGEYDz| wV] YWNTELMDAWM
DEWWGCAt UMggLRM | Cnj CBmMAQuKF602z gHHRNMQSUXc s Ac APB2¢ B7kv ToOWUF60GADIuGh
ECAgPpBBSi 3wQv6LAAYxHol | UawRQRVHE gQM CEyEYDz | W] YWNTELNVDAWMVDASW BFNVEM
GCCs GAQUFBz ALhj dyc 3l uYzovL2VAYWLwh GUubmVOL2NNNCORa3Ni UVpNQzdZV3NCel JF
dDRs NCRXQVEXxcOUubWZOM GYBCAS8Tf zi 045g3wS16t i KY4Mkr i wOP0eQx7IMBI KzL/ 1DV |

wl CB/ gEFPr LOCykf j vZZm L2COzf e3QvO4AAgl CAXgPM Ay N A1MTIUMVDAWMVDd a VEUWQW
YI KwYBBQUHMAUGNBJ zeWsj G 8vZXhhbXBsZS5uZXQv Y2EyL3owbnpWJzdTTOJf OXk2dGF
WSGs3LVI 1S2t t OC5t ZnQMyZgEl L3nuZvot hSocx8JXZLAt i FOFpVXBx1bt wf KgDJ5Pv16
Agl PmnvQU5 z FepRXXwgU4aBJ J0+MNZ3¢c W YUCAgUI GA8y VDI 2 VDUx NT AMVDAWOFoWRT BDB
ggr BgEFBQcwWCAY3cnNsbmvbLYy 91 eGFt cGxI Lbl dC9j YTMyc2JoRnp6NHAUc XNGbz JOVI

JNOGLXZnNQkt RLmLndDCBxgQg48JkKNPG z SW kALB4r Fbakt XGSFaAV5qj 0gj 7z CCFY
CAgbBBBQ +Mz878BG2Nz QD8Dk ROCge3k Pl gl CAQEYDzI wiv YWINTE1 MDAWVDA2W BFMVEMG
CCs GAQUFBz ALhj dyc3l uYzovL2VAYWLwb GUubnVOL2NhMSOPYVZVTOI EU2FMel Vi ZW 6N
| ZQb2dYe HNLNVBubWZOMOWEFKLf BC/ 0sABj Eei UhRr BFBEwe2BDBBTnW6I Fdf CBThoEk
nT4wlndxYl hRgPM AyN A1MIUMVDAWMVDI aBCBj j UCOSM W/ 8DNHb9zxwi 1k6YgLCAhpk4
aphOpqi dsEqKBoTCBnj B6 VBUCAQAWEDAOBAI AATAI MAYDBADAAAI wi.Q DAQAAMCYWEQQC
AAEWCZz AJ AWQAX | Nk Ag Ec MVBEEAgACVAS WCQVHACABDbg AADAYAgVBAAAWETAPBAI AA] AJM
Ac DBQA/ / wAANMBg CAWEADz ARVAS EAg ACVAKWBWIVFADY / AAAEI A+x1 5G ¢ XowbsuSqngGDQ
5WKXj / uQv/ | RMRAXr HxOx 601 MMITAt MAWCAWD7/ z AFAgVA+ AWEQ DAQAAMAOC CAWEABA

DAQAI MAOCAWEAD] ADAgEABCANNI8Qy SyKCzUl PnxJJT5i Gr RQCLLbvCDdt 4esCy UUUBRS
MFAWLAQUIf j M O ARt j cOA/ ASETgqnt 5D5YEFPr LOCykf j vZZm L2COzf e3Qu O4ABCACG
kLEyVHAbH17eMAESI f 9gYYela99Af Wrq44/ j dc DEaWCAZcwggGTM | BbTCB7gl DAQAGM

HMVHEEFI | F3i | aMhbWhpu3Rpv Ubvl y3j Ks MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQgA
E64mxt NmdKd1bx! j gW GJut r 11LDeA56L8ccINLL/ WNORZ+r bi +GA4r FSvfr Ej xzRPt 6t ¢
NWhgEI Ng7t OR7J5dAj BxBBS+FUudOEPS98/ j CYYs CSpRX37+J+] BZVMBMEBY  GSMA9AgEGC
CqGSMA9AWEHAOI ABCobkzaMJi yt 1JyzDY9gHTf +bJOUI E52Fi uXvyXnypSTxRcZgazl 1k
MooOUARRDr Oxr Syy GQW KeCv 7vKNvw+I owegl DAQAPMHMAM QQURgK2I bAXaB5h7h9KXvw
dAs QObywW\ITATBgcghkj OPQ BBggghkj OPQVBBWNCAAThe3r 51ECCOYf RBWZeVVQ+dO0l 5f

LOUxyxyj paSuM/ 02hf gBhgqERKAKbr vGQEr hnGE8J1 EVYv Gof xy BP8+C+X3j BCDns FgUz
dMBPj uUngt vKTI / nySRdV79040VI uASW.UawQ==

It decodes as fol |l ows:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

File: exanpl e. ccr

Hash identifier: qChLcuAmevad4qYAJr JO4E/ wLi Pj VUBXTKi DI gy7948=
CCR produced at: Fri 15 May 2026 00: 00: 10 +0000

Mani f est state hash: Y41Aj kpi Fr/ AzR2/ c8cl t ZOm Owul aZOGgYdKaonbBI =

Mani f est | ast updat e: Fri 15 May 2026 00: 00: 09 +0000
Mani f est i nstances:

hash: 48JkKNPG zSW kALB4r Fbakt XGSFaAvV5qj 0gj 7z\
CCFY= size: 1729 aki : 25F8CCFCEFC046D8DCDO0FCOE444E0AA7B790F96 seqnum \
0101 thi supdate: 1778803206 si a: rsync://exanpl e. net/cal/ CaVUO DSalzUb\
ei z6VPogXxsK50. nft subor di nat es: A2DF042FE8B0006311E894851AC11411307B\
6043, E7315EA515D7C20538681249D3E30D6777162585

hash: KF60zgHHRNnQSUXcs Ac APB2c B7kv ToWJF60GADJ\
UGHE= size: 1001 aki: A2DF042FE8B0006311E894851AC11411307B6043 seqgnum \
1321 thi supdat e: 1778803209 si a: rsync://exanpl e. net/ ca4/ ksbhQZMC7YWs N\
r REt 41 4dWAQLSE. nft

hash: vee5m+i 2FKhzHwW dksC2l XOW Vc HHVU3B8gAMhK\
+/ Xo= si ze: 3995 aki: E7T315EA515D7C20538681249D3E30D6777162585 seqnum \
0508 t hi supdat e: 1778803208 si a: rsync:// exanpl e. net/ ca3/ sbhFzz4wTqgsFo\
2NVRMBMA s PBKQ. nf t

hash: PH84t OOYNSEt er Yi mODMVa4sDj 9HKMey TNy Csy/ 9\
Q 48= si ze: 2040 aki : FACBD02CA47E3BD9666FCBD823B37DEDDOBCEEOO segnum \
0203 t hi supdat e: 1778803207 si a: rsync://exanpl e. net/ca2/ z0nzVS7SOB_9y\
6t apHk7- YuKknB. nf t
ROA payl oad state hash: D7GXkab9xej DnbKgaoYNDnApeP+5BX/ 9ExXEBesf HTHo=
ROA payl oad entri es:

192.0.2.0/24 AS O

198. 51. 100. 0/ 24- 28 AS 65536

2001: db8:: /48 AS 65536

3fff::/32 AS 65550

3fff::/32 AS 65551
ASPA payl oad state hash: Jzf f EMksi gs1JT58SSU+YhgOUAI y27wg3beHr Asl FFME=
ASPA payl oad entri es:

custoner: 64511 providers: 64496

custoner: 65536 providers: 65540, 65544

customer: 65550 providers: O
Trust anchor state hash: DuZCxM R+Gx9e3j ABEpX/ YGGHt W QH1vquOP43XAXE=
Trust anchor keyi ds: 25F8CCFCEFC046D8DCDO0FCOE444E0AATB790F96, FA\
CBD02CA47E3BD9666FCBD823B37DEDDOBCEEQO
Rout er key state hash: 57BYFM3TNz47| J6r bykyP58kkXVe/ dOKFSLgOVi 1GsE=
Rout er keys:

asi d: 65542 ski : 88C5DE295A3276D69E9BB7469BD46\
EF972DE32AC pubkey: MFkwEWYHK0ZI zj 0CAQYI KoZl zj 0DAQc DQgAE64mxt NmdKd1bx\
) gW Glutr 11LDeA56L8cc1NLL/ WWRZ+r bi +G4r FSvf r Ej xzRPt 6t cNWhgEl Ng7t OR7\
J5dAg==

asi d: 65542 ski : BELI6E74E10F4BDF3F8C2618B024 A9\
457DFBF89FA pubkey: MFkwEwYHKoZI zj 0CAQYI KoZl zj 0DAQc DQUAEK] g TNox SLK3Un\
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LMNj 2AdN 5sk5SI TnYWK5e/ JebKl JPFFxnBr OXWQyi j RQBFFus7G LLI ZBYgp4K/ u8o2\
[ D4i g==

asi d: 65551 ski: 4602B621B017681E61EE1F4ASEFCI\
D02C3B46F2C pubkey: MFkwEWYHK0ZI zj 0CAQYI KoZl zj 0DAQc DQgAEAXt 6+dRDhj nHO\
QVmXl UPndJeXyzl Mcsco6Vkr j Bf 6NoX6gYahESgCn67xkBK4zZxhv CZRFW.xqH8cg T/ Pg\
vl 94w==
Val i dat i on: N A

B.1. Real world exanple
This section is to be renoved before publishing as an RFC

For a nore el aborate exanpl e based on the global RPKI, see the URL in
Appendi x C

Appendi x C. Inplenentation Status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

* Exanple .ccr files were created by Job Snijders. A current
exanpl e CCR (regenerated every few mnutes) is avail able here:
https://consol e.rpki-client.org/rpki.ccr

* A CCR serializer and deserializer inplenentation based on
[rpki-client] was provided by Job Snijders and Theo Buehl er

* Another CCR serializer, deserializer, and CRDT effector
i mpl ement ati on based on [rpkitouch] was provided by Job Snijders.
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* A CCR encodi ng and decoding inplenmentation in Java library
[ rpki -conmons] was provided by RI PE NCC.

* A CCR encodi ng and decoding inplenentation in Go was devel oped by
Ben Cartwri ght - Cox.

Aut hors’ Addresses

Job Snijders

BSD Software Devel opnent
Anst er dam

Net her | ands

Emai | : j ob@sd. nl

URI : htt ps://ww. bsd. nl

Bart Bakker

RI PE NCC

Net her | ands

Emai | : bbakker @i pe. net

Ti m Bruijnzeel s

Rl PE NCC

Net her | ands

Emai | : tbruijnzeel s@i pe. net

Theo Buehl er

OpenBSD

Swit zerl and

Emai | : t b@penbsd. org
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