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Abstract

Thi s docunent specifies a Canonical Cache Representation (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). CCR is a DER-encoded data interchange format which can be
used to represent various aspects of the state of a validated cache
at a particular point intine. The CCR profile is a conpact and
versatile format well-suited for a diverse set of applications such
as audit trail keeping, validated payl oad di ssenination, and

anal ytics pipelines.
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1.

1.

I nt roducti on

Thi s docunent specifies a Canonical Cache Representati on (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). A validated cache contains all RPKI objects that the Relying
Party (RP) has verified to be valid according to the rules for

val idation (see [ RFC6487], [RFC6488], [RFC9286]). CCR is a data

i nt erchange format using Distingui shed Encodi ng Rul es (DER, [ X 690])
whi ch can be used to represent various aspects of the state of a
val i dated cache at a particular point intime. The CCR profile is a
conpact and versatile format well-suited for a diverse set of
applications such as audit record keeping, validated payl oad

di ssemination, and anal ytics pipelines.

The format was primarily designed to support conparative anal ysis of
uniformties and differences anong multiple RP instances using
different RPKI transport protocols (such as [RFC5781], [RFC8182], and
[1-D.ietf-sidrops-rpki-erik-protocol]).

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The Canoni cal Cache Representation content type

The content of a CCR file is an instance of Contentlnfo.

The content Type for a CCRis defined as id-ct-

r pki Canoni cal CacheRepresentation, with Object Identifier (O D)
1.2.840.113549.1.9.16. 1. 54.

The content field contains an instance of
Rpki Canoni cal CacheRepr esent ati on

The Canoni cal Cache Representation content

The content of a Canonical Cache Representation is formally defined
as foll ows:
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Rpki Canoni cal CacheRepr esent ati on-2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0) id-nod-rpki CCR-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE, Digest, DigestAlgorithmdentifier,
Subj ect Keyl denti fi er
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

ASI D, RQAI PAddr essFami |y
FROM RPKI - ROA- 2023 -- in [ RFC9582]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) snine(16) nod(0) id-nod-rpki ROA-2023(75) }

CertificateSerial Nunmber, SubjectPublicKeylnfo
FROM PKI X1Explicit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }

AccessDescri ption, Keyldentifier
FROM PKI X1 npl i ci t-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-inplicit-02(59) }

’

ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
cont ent [0] EXPLICIT
CONTENT- TYPE. &Type({ Cont ent Set } { @ont ent Type}) }
Cont ent Set  CONTENT- TYPE :: = {
ct - r pki Canoni cal CacheRepresentation, ... }

ct - r pki Canoni cal CacheRepresent ati on CONTENT- TYPE :: =
{ TYPE Rpki Canoni cal CacheRepresentati on
| DENTI FI ED BY i d- ct - r pki Canoni cal CacheRepresentation }

i d-ct-rpki Canoni cal CacheRepresentati on OBJECT | DENTIFIER :: =

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smne(16) id-ct(1) ccr(54) }
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Rpki Canoni cal CacheRepresentati on ::= SEQUENCE {
version [0] | NTEGER DEFAULT O,
hashAl g Di gest Al gorithm dentifier,
pr oducedAt Gener al i zedTi ne,
nfts [1] ManifestState OPTI ONAL,
VI ps [ 2] ROAPayl oadSt ate OPTI ONAL,
vaps [ 3] ASPAPayl oadSt at e OPTI ONAL,
tas [4] Trust Anchor State OPTI ONAL,
rks [5] RouterKeyState OPTI ONAL,
o}
-- at |east one of nfts, vrps, vaps, tas, or rks MJIST be present
( WTH COVPONENTS { ..., nfts PRESENT } |

W TH COVPONENTS {
W TH COVPONENTS {

vrps PRESENT } |
vaps PRESENT } |

W TH COVPONENTS { .... tas PRESENT } |

W TH COVPONENTS { rks PRESENT } )
Mani fest State ::= SEQUENCE {
ms SEQUENCE OF WMani f estlnstance,
nmost Recent Update General i zedTi e,
hash Di gest }
Mani f est ] nstance ::= SEQUENCE {
hash D gest,
si ze I NTEGER (1000. . MAX),
aki Keyl dentifier,
mani f est Nunber I NTEGER (0. . MAX),
t hi sUpdat e Gener al i zedTi ne,
| ocati ons SEQUENCE (Sl ZE(1..MAX)) OF AccessDescription,
subor di nat es SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier
OPTI ONAL }
ROAPayl| oadSt at e :: = SEQUENCE ({
rps SEQUENCE OF ROAPayl oadSet,
hash Di gest }
ROAPayl oadSet ::= SEQUENCE {
asl D ASI D,
i pAddr Bl ocks SEQUENCE (Sl ZE(1..2)) OF ROAI PAddressFam |y }
ASPAPayl oadSt ate :: = SEQUENCE {
aps SEQUENCE OF ASPAPayl oadSet ,
hash Di gest }
ASPAPay| oadSet ::= SEQUENCE {
cust omer ASI D ASI D,
provi ders SEQUENCE (Sl ZE(1..MAX)) OF ASID }
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Trust Anchor State :: = SEQUENCE ({
ski s SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier,
hash Di gest }
Rout er KeySt ate ::= SEQUENCE {
rksets SEQUENCE OF Rout er KeySet ,
hash Di gest }
Rout er KeySet ::= SEQUENCE ({
as| D ASI D,
r out er Keys SEQUENCE (Sl ZE(1..MAX)) OF RouterKey }
Rout er Key ::= SEQUENCE {
ski Subj ect Keyl denti fi er,
spki Subj ect Publ i cKeyl nfo }
END

3.1. version

The version field contains the format version for the
Rpki Canoni cal CacheRepresentation structure, in this version of the
specification it MJST be 0.

3.2. hashAl g

The hashAl g field specifies the algorithmused to construct the
message digests. This profile uses SHA-256 [SHS], therefore the QD
MJST be 2.16.840.1.101.3.4.2.1

3.3. producedAt

The producedAt field contains a GeneralizedTine and indicates the
monent in tinme the CCR was gener at ed.

3.4. State aspect fields

Each CCR contains one or nore fields representing particular aspects
of the cache’s state. Inplementers should note the ellipsis
extensi on marker in the Rpki Canoni cal CacheRepresentati on ASN. 1
notation and anticipate future changes as new si gned object types are
st andar di zed.

Each state aspect generally consists of a sequence of details
extracted from RPKI Objects of a specific type, along with a di gest
conmput ed by hashing the aforenenti oned DER-encoded sequence,
optionally including sone netadat a.
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3.4.1. ManifestState

An instance of ManifestState represents the set of valid, current
Mani fests ([ RFC9286]) in the cache. It contains three fields: ms,
nost Recent Updat e, and hash

3.4.1.1. Mani f est | nst ance

The ms field contains a SEQUENCE of Manifestlnstance. There is one
Mani f estl nstance for each current nanifest. A nanifest is nonmnally
current until the time specified in nextUpdate or until a manifest is
i ssued with a greater nanifestNunber, whichever cones first (see
Section 4.2.1 of [RFC9286]).

A Manifestinstance is a structure consisting of the follow ng fields:
hash the hash of the represented DER-encoded mani f est object

size the size of the represented DER- encoded mani fest object

aki the manifest issuer’s key identifier

mani f est Nunber the mani fest nunber contained within the manifest’s
eContent field

thisUpdate the thisUpdate contained within the manifest’s eContent
field

| ocati ons a sequence of AccessDescription instances fromthe
mani fest’s End-Entity certificate' s Subject Information Access
ext ensi on

subordi nates a optional non-enpty SEQUENCE of SubjectKeyldentifier

The subordinates field represents the keypairs associated with the
set of non-revoked, non-expired, validly signed, certification
authority (CA) resource certificates subordinate to the nanifest

i ssuer. Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the
val ue of the DER-encoded ASN. 1 bit string of the resource
certificate's Subject Public Key, as described in Section 4.8.2 of

[ RFC6487]. The sequence el enents of the subordinates field MIST be
sorted in ascending order by interpreting each SubjectKeyldentifier
val ue as an unsigned 160-bit integer and MJST be unique with respect
to each ot her.
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The sequence elenments in the mis field MUST be sorted in ascendi ng
order by hash val ue contained in each instance of Manifestlnstance
and MJST be unique with respect to the other instances of

Mani f est | nst ance.

3.4.1.2. nostRecentUpdate

The nost RecentUpdate is a netadata field which contains the nost
recent thisUpdate anongst all current manifests represented by the
Mani f estl nstance structures. |If the ms field contains an enpty
sequence, the npst Recent Update MJUST be set to the POSI X Epoch
("19700101000000Z") .

3.4.1. 3. hash

The hash field contains a nessage digest conputed using the ms val ue
(encoded in DER format) as input nessage.

3.4.2. ROAPayl oadSt ate

An instance of ROAPayl oadState contains a field naned rps which
represents the current set of Validated ROA Payl oads (Section 2 of
[ RFC6811]) encoded as a SEQUENCE of ROAPayl oadSet i nstances.

The ROAPayl oadSet structure is nodel ed after the

Rout eOrigi nAttestation (Section 4 of [RFC9582]). The asID value in
each instance of ROAPayl oadSet MJST be unique with respect to other

i nstances of ROAPayl oadSet. The contents of the i pAddrBlocks field
MUST appear in canonical formand ordered as defined in Section 4.3.3
of [ RFC9582].

The hash field contains a message digest conputed using the rps val ue
(encoded in DER format) as input nessage.

3.4.3. ASPAPayl ocadSt at e

An instance of ASPAPayl oadState contains an aps field which
represents the current set of deduplicated and merged ASPA payl oads
([1-D.ietf-sidrops-aspa-profile]) ordered by ascendi ng customer ASI D
val ue encoded as a SEQUENCE of ASPAPayl coadSet instances. The
custoner ASI D val ue in each instance of ASPAPayl oadSet MJST be uni que
with respect to other instances of ASPAPayl oadSet .

The ASPAPayl oadSet structure is nodel ed after the Provi der ASSet
(Section 3.3 of [I-D.ietf-sidrops-aspa-profile])

The hash field contains a nessage digest conputed using the aps val ue
(encoded in DER format) as input nessage.
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3.4.4. Trust Anchor St ate

An instance of TrustAnchorState represents the set of valid Trust
Anchor (TA) Certification Authority (CA) resource certificates used
by the relying party when produci ng the CCR

Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the val ue of
the DER-encoded ASN.1 bit string of the TA's Subject Public Key, as
described in Section 4.8.2 of [RFC6487]. The skis field contains a
sequence of Subject Key Identifiers (SKI) sorted in ascendi ng order
by interpreting the SKI val ue as an unsigned 160-bit integer

The hash field contains a nessage di gest conputed using the skis
val ue (encoded in DER format) as input message.

3.4.5. RouterKeyState

An instance of RouterKeyState contains an rksets field which
represents the current set of valid BGPsec Router Keys [RFC8205]
encoded as a SEQUENCE of RouterKeySet instances. The aslD value in
each instance of RouterKeySet MJST be unique with respect to other

i nstances of RouterKeySet. Instances of RouterKeySet are sorted by
ascendi ng value of asID. |Instances of RouterKey are sorted by
ascendi ng value of ski by interpreting the SKI value as an unsigned
160-bit integer.

The hash field contains a nmessage digest conputed using the rks val ue
(encoded in DER format) as input nessage.

4. Operational Considerations

Conparing the ManifestState nost Recent Update timestanp value with the
producedAt timestanp mght help offer insight into the timng and
propagati on del ays of the RPKI supply chain.

CCR content conpresses very well due to the fairly repetitive nature
of content in certain fields, consistent ordering, and the absence of
public keys. Readers and witers of CCR data are RECOVMENDED t o
support data conpression using &ip ([ RFC1952]).

4.1. Verifying CCR file integrity
The integrity of a CCR object can be checked by confirm ng whether

the hash val ues enbedded inside state aspects match the conputed hash
val ue of the respective state aspect payl oad structure.
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5. Security Considerations
CCR objects are not signed objects.
6. | ANA Consi derations
6.1. SM Security for S/MME CVS Content Type (1.2.840.113549.1.9.16.1)

| ANA has allocated the following in the "SM Security for S/M ME CM5
Content Type (1.2.840.113549.1.9.16.1)" registry:

| Decimal | Description | References |
| 54 | id-ct- | draft-ietf-

| | rpki Canoni cal CacheRepresentation | sidrops-rpki-ccr
S o m e e e e e e e e e eee o on o e e e oo +

Table 1
6.2. RPKI Repository Nanme Schenes

I ANA is requested to add the Canonical Cache Representation file
extension to the "RPKI Repository Name Schemes" registry [ RFC6481] as

fol | ows:
[§ oo e oo s e s oo oo oo s pe
| Filenane | RPKI bject | Reference |
| Extension | | |
| .ccr | Canonical Cache | draft-ietf-sidrops-rpki-ccr |
| | Representation | |
R o e e e oo o e e e e e e e e m o +

Table 2

6.3. SM Security for S/MME Mdule Identifier
(1.2.840.113549.1.9.16.0)

IANA is requested to allocate the following in the "SM Security for
S/'M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:
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6.

6.

| Decimal | Description | References |

[} gty e ———————————_—(——— s p—p—_——r

| TBD | id-mod-rpki CCR-2025 | draft-ietf-sidrops-rpki-ccr |

S TRy O +
Table 3

4. Media Types

I ANA is requested to register the nedia types "application/rpki-ccr”
and "application/rpki-ccr+gz" in the "Media Types" registry as
fol | ows:

4.1. Canonical Cache Representation Media Type

Type name: application
Subt ype nanme: rpki-ccr
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: This nmedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: draft-ietf-sidrops-rpki-ccr
Applications that use this media type: RPKI operators
Fragment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Canoni cal Cache Representation object, as defined in draft-
i etf-sidrops-rpki-ccr.
Magi ¢ nunber(s): NA
File extension(s): .ccr
Maci ntosh file type code(s): NA
Person & enmmil address to contact for further information: Job
Sni jders (job@sd.nl)
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: Job Snijders (job@sd.nl)
Change controller: |ETF

Type name: application

Subt ype nane: rpki-ccr+gz

Content: This nedia type is a &ip conpressed RPKI Canoni cal Cache
Representati on object, as defined in draft-ietf-sidrops-rpki-ccr.

Magi ¢ nunber(s): NA

File extension(s): .ccr.gz

Ref erences: RFC1952, RFC6713
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Encodi ng considerations: gzip is a binary encoding
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Appendi x B. Exanple CCR

The bel ow i s a Base64-encoded exanpl e CCR object. For a nore
el abor at e exanpl e based on the global RPKI, see the URL in
Appendi x C.

M | P/ wYLKoZIl hvcNAQkQATaggg/ uM | P6j ALBgl ghkgBZQVEAgEYDz | wiV] YWNDEX MDgwiN
DVKWGCCOkwggvVM | Lnj CBOQRAAA2WRWPs x| | Qz3CGSUUSNg95LD7ve8TkQGEB0Jf Zf /

QCAgf OBBRGOHXxWsz H hLw@Ky el Bbxcj RQ CGLI YDzl wV] YWNDEWMV] MMMITUx W B+MHW
GCCs GAQUFBz ALhnByc 3l uYzovL3JIwa2kucm wZS5uZXQvcmvnwb3Npd Ry e SOERUZBVUx U
LzQ4LzFi NDBnZi 1i MAUXLTCQBNTEt OTE2NSOy M2Ji Mzl hODMDODEV MS9 Sang4VnJNe F80U
zhFTm za091 aXdXOFhJ MFUUbWZOM | BOMQAAFXGHgJj Lar AoLN6aV4By Taz pgHNr Q4xD
j c5eXRQr YCAgk4BBTAlz PgXUwFbj p+l DM xGvoAUhoi gl UAQOMhOMOVEPSKzt g6Rnl j | f

zkgAYDz | w YWNDEWM] | WiWDAZz W CB1TCBOgY!l KwYBBQUHVAUGgCcVyc3l uYzovL3JIwa2ku
YXJIpbi 5uZXQvemvwb3Npd@yeSOhcm uLXIwa2kt dGEVNWIOYTI zZWEt ZTgwYSOONMDNI L
W wOGM M EBMARhM E1N2Qz Lzg3MARhNDBNL Tc5M2 Et NGEONS1hMGES L Tk 3 CDEO CDMy MWV
EwiNy OhMTT wY] VKNCLkYTU2LTQBY] Et OGFI MS030Tg3YTZhZnRl OTkvYTEYyMd 1ZDQx ZCGE
1IN OOOW XLThhZTEt Nzk4N2E2YWZKZTK5LnmLnd DCCATS El AAFUj Q TYRAXP+wPQa3r vHa
Z9sVxQuITi kQPbvc Sr GUAgl JOAQUr hl oBf 2w W 39wUnFr EDwf 0PoUCFAENDJ] 9DKFhLn
QzZ6Cx p9FNChky +PGA8y VDI 2 VDQx MTAz MDAWML owgd Uwgdl GCCs GAQUFBz ALhoHFcnNSbm
MoLYy9yc Q& pLmFyaWlubmVOL3Jl c@zaXRvenkvYXJIpbi lycG pLXRhLzVI NGEy M2VhLWJ
AMGEt NDAz ZS1i MDhj LTI xNz FKYTI x NTdk My 84NWUWNNnVhZi 0zN2E3LTQLODgt YW| YS1I

NDKkwWOW/MVWY 0ZTI vYj Jj NThi YTkt MeMoMy00Zj Rj LWFi ZTEt Yj | zMAEZZVEYy Nz AWL 2] yY
zUAYNESLTMz OTM NGYOYy LhYmUx LW y Mz FhMRVhM cwWwMC5t ZnQMdEEI AAG 84u5Zgl Xr

X63YWUEZbT7Vu8l b+MPP+i nyr f t REGAgl HzgQUFr GYt u46903r wj R6Xpj 3Ef swBos CAgW
2GA8y MDI 2MDQX MIAz MDI x MLowf j B8Bggr BgEFBQcwWCAZwenNSbmvbLY 9y c & pLnJpc GUu
bmvOL3JI c@zaXRvcnkv REVGQVWWWC8z YS8y Ml MIQt ZTQLZS00ZW/I LW kMDct NDQAM
kYTl zMrJz Lz EvRNIHWKRLNDYS5bz Ny d2p SN hwaj NFZnN3OG9z Ll md DCCATs El AAHY6
f 9bYuKr hs+7nHf xG&f 4NvKaoK3bCDdhaB7CPzv7Agl Ji wWQUANJUI Pp8gUJ+xZ8HE/ Cbs(§

ryM CFAENDJ9DKFhCdi 5¢30h0SNvj 11 M3GA8y MDI 2MDQx MDI z MDAWMLowgdUwgdl GCCs G
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AQUFBz ALhoHFcnNsbniVBLY 9y c Gt pLnFyaWlubmVOL3J1 c@zaXRvenkvYXJpbi 1ycG pL
XRhLz VI NGEy M2VhLWUAMGEt NDAz ZS1i Mdhj LTI xNzFkYTI xNTdkMy81Yj dmyj EyM 1kZm
RLTR) MGM Y] kwZCOz YmVBYTVZW 4MM vZnRj Mz MNVEL MThI YSOON k2LWFk OGMt Nim

2NEz ZTELIMM 3L2ZkYzMeNj VhLTE4ZWEL NDYSNi 1hZDhj LTZi Nj ZhM2UXNTJi Ny 5t ZnQw
gdEEI AAI AYHbABe U9ubNQz Mob+nZl ZJPxf MhuoFMasNkPI Fr Agl HhAQUONY8X84e8J5L8
s/ IS7TIIX/ UIWCAgbk GA8y MDI 2 MDQx MTA2 MDEX OVowf j B8Bggr BgEFBQcWCAZwenNSbm
MoLYy9yc Q& pLnJpcGUubmVOL3Jl cPzaXRvcnkvREVGQVWM/CIi Zi 91 ZTNkNzM OTcy OS0
0ZGEOLThi Yzct Nj dj NDQyZDZhCDUwLz EvT05Z0Fg4NGUAS) VMOHNF SI MBSI FuOVhf VUp3
Lnlmd DCBOQQIAAgGTGBgc Tnr J+s3v2gws Yhi ci nt 7+AAz ZvEBKS0/ CgCAggYBBRz4Veyk
Yyt yopan7xnmeXdgi n814Q CGE.sYDz| wM YWNDEX MDQMVDI wWWy B+MHWGCCs GAQUFBz ALhn
Byc3l uYzovL3Jwa2kucm wZS5uzZXQvenmvinb3Npd @y e SOERUZBVUXULZzc5L2Ji Y2QLMy 1
j NGYALTQyNDUt Yl 5SMCOWMGEXNTRI OGVj Yj EvMS9j LUZYc3BHTXJj cUt XcCO4WhVsMLI J
cHQBZUUUbWZOM | BOMQAAXI L+UgVKODx4hdFnt C1ll o4cnNXa+WBkt f x HNDMR dQCAgk 4B
BSebv QFHAV G2whHV6i j en1ZKa7 QMM UAQOMhOMOVEF Yv 17 x DpMYo OXHI XMYDz | wiM YWND
EwMIgwvDAz W CB1TCBOg Yl KwYBBQUHMAUGgC VY c 3l uYzovL3Jwa2kuYXJIpbi 5uZXQvenV
Wb3Npd&@yeS9hcm uLXIwa2kt dGEVNWIOYTI zZWEt ZTgwYSOOMDNI LW wOGM M E3MARN
M EIN2QzLz Y5ZmQaMVTU2LWIi MAYt NDhi Ni 1i Zj MyLWWBNDKY M g2Zj ESNS9hZm zNTExY
i TV 2L TQOYWQt OWVENE 1rNj UBNELNDAWZGYv YWZi Mz UXMA t Zj Fi Ni OONGFKLTI j Mz
Yt Zj Y1Nz ZhNTQMVGRL mlnd DCBOQQgABHWUI e2PQZf M/LKOxKMHf j D1leaPgk9g7Apj xVq
RekoCAgf OBBTad/ oQDW Si OVEx8t M UOYh5B57Q CAOQYDz I w] YWINDEX MDAWMMT AWWY B+
MHWGCCs GAQUFBz ALhnBy ¢ 3l uYzovL3Jwa2kucm wZS5uZXQvcmvnwb3Npd Ry e SOERUZBV
UXUL2R) L2UzMAFKNSLI Zj cOLTQWTQ ONEWZC1k Zj g3MZi M Y5Y2YvMS8ybmY2RUEXCz
Bvamx STWMWEgx TkdJZVFl ZTAubWZOM | BOMQYABRK|j Cf Kzkq+VI j mLDPOTr Rzb9XCSHS
4+MdJ85h48Ck CAgk4BBROQoy V] C53vynSTEMHykx6r 8ysj wi UAQOMIOMOVIEVS] t R6N+Vu
HCt 5Ji EYDz | wM YWNDEx MDgwivDAz W CB1TCBOg Yl KwYBBQUHMAUGgCcVyc3l uYzovL3Jwa
2kuYXJpbi 5uZXQvcmb3Npd@yeS9hcm uLXIwa2kt dGEVNWIOYTI zZWEt ZTgwYSO0MD
N LW wOGM M EBMARhM EIN2QzLzRhY] dhZTRKLWKN21 t NG zMy05YTg4LTVIi M JkME
4MzM3ZC8WM JKIVDI 20S03ZDU2LTQLY2M ODE2Ny 1i MAU3YW xM2YxZj QvMDI yZDAY N kt

N2QLNi OONWN LTgxNj ct Yj FI N2Fi MTNmMAYOL mLmd DCCATSs El AAZp DK5Kgx 6 uUVKr KMks
br vn/ uMBzx0Scgnr NPAeccAgl | 6AQULr p+MLWLY/ ZOAS51 2 TKKkhN5J BwCc CFAENDJ 9 DKF
hBDY Z3xJOCPoX7w2cf GA8y MDI 2 MDQx MDE1 MDAWML owgd Ungdl GCCs GAQUFBz ALhoHFcnN
5bmvBLY9ycG pLmFyaWlubmVOL3Jl c@zaXRvecnkvYXJIpbi 1lyc& pLXRhLzVI NGEyM2Vh
LVWUAMGEL NDAzZS1i MDhj LTI xNz FkYTI xNTdkMy8y YTI ONj KONy Oy ZDYy L TRhNmvt YnEwN
S04Nz EAN2 YWVDK5Y] | vMGESNG ON At Nz QOMS00OTVI LTkzNTgt NDc1ZWE3OTVI Y2M2Lz
BhOTRi NDYWLTcONDEt NDk1ZS05Mz UALTQBNWhNzK1ZWNf Ni 5t ZnQYDz | wiM] YWINDEX MDg
WIVDAZ W) Qg8bXskzbWaloCoQYF1VnbQskxegvOReyS67YnkY29wi i ggHeM | B2j CCAbQw
ZAl BBz Bf MEgEAgABMVEI WCQVEAMA] Xgl Bl DAJ AWQAWEM AgEgMAk DBADCI EUCASAWCQVEA
cl g2gl Bl DAJAWQAW KKAgEgMAk DBAHCPVWCASAWEWQCAAI wDTALAWUDKgs 7 QAI CAl AwgZ
sCAI BbM GUVHYEAgABMHAWBgMVEAFVQ j AGAWQDX0 7WVAYDBABe]j v AwBg VEAFE OB TAGAWQ
AXo7y MAYDBABe] v QnMBgIVEAFG6 OO TAGAWQAX072MAYDBABe] vewBgMEAr k04DAGAWQAUTTY
MAYDBACS NOEWBgMEAL Kk 04j AGAWQAUTT] MBo EAgACMBQACQVHACABBNgG DAHAWUAKg! I m
DCBr Q CPMbwga YWWWQCAAEWUT AGAWQAI31MAYDBAC / uEWCQVEAKX+/ wi Bl DAGAWQAW]
OoMAk DBAHGOg I CARgWCQVEACWCHg I BGDAGAWQAO Rg BMAY DBADRGAUWBG MEANEYCT BL BAI

AA] BFMAWDBWEg AQQYFE4 CAUAWCQVHACABBNwWgj DAJAwc Al AEHKBg! MAk DBWANB/ r g Ak Uw
CQVHACO Os k AAADAJ Awc AKg 6y QAEYBCDVgBp TRe Cqv EAOUPI 7RvmBadgj | oOn3Ne NAwo UR
| MRAgQOBMTCBI j By MAO CAVAWCAI CDRWCAhK 9 MAk CAg Cu MAMCAQAWDg I CAQs WCAI CL2ECA|

cXMB4CAgl pMBgCAgCuAgl CLw CAqgCAgUTAgI LYgl CDPgwdgl CAI 8wl Al CAK4CAgl BAg

CKQ CBRMCAgy5Ag! NHAI CUeUCAI NI BCDI TE9K2I 11 7SnJRAYygG 8RASNr uWCl gol WRu/ 4
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xhoJj aRSMFAWLAQUE9STY T5qf zZj bNvkwYxgl yI 85dLWEFChVKx/ WaT35ATG OVoDR68F
j / DBCCh5sj SpR+HI3+2t Yugk5G&GZk BARAKhhAP7h+HKGR+ag DKWCARKWYgEVM HWM Ht Ag
| 8yj CB5j BxBBRAQ Di 2B1ESN i nvzpHSn/ B17J4j BZMBMGBy q GSMA 9 Ag EGCCq GSMA9 AWE
HAOI ABI BXI OP4P/ ywEHqwB9j Kaf hr nKAWBgWI SKg998DT7F8ZwBn pr We10K1TvQOA JQ
EobYoOF kHxCqU7RYI gn4gBuwe QQUvoi bVAC3Nz| 9dc Sf SFuFj 6 mMKORBWWIATBgcghkj OP
Q BBggqghkj OPQVBBWNCAATgXEnv Sf Zu7HWSf US+X5BbBI i 8hp0+Mu4Vf abGog4AZSEqev
t UssOCsT76X2nl 4f aRZMLUA3bYVRTd1v9Eqk ThBCCEX7RIzvt r oA82Enl i oubnbG& +hRK
73a3pxuS4vBbB0g==

It decodes as foll ows:

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

File: exanpl e. ccr

Hash identifier: u8u0JbdDai j 8cpl t 6kTal yQFSzvgexl KuEsLhBzGnQ =
CCR produced at: Sat 11 Apr 2026 08: 04: 31 +0000

Mani f est state hash: 8bXskzbWaloCoQYF1VnbskxegvOReyS67YnkY29wg=

Mani f est | ast update: Sat 11 Apr 2026 08: 00: 03 +0000
Mani f est i nstances:

hash: AAA2WRWMPs x| | Qz3CGSUUSNg95LD7ve8TkQG80Jf \
Zf | Q= si ze: 1998 aki: 46387C56B331FF84BCLODBACI0OELIE2C16F172345 segnum \
18B2 t hi supdat e: 1775862111 sia:rsync://rpki.ripe.net/repository/ DEFA
ULT/ 48/ 1b40f f - blel- 4951- 9165- 23bb39a83481/ 1/ Rj h8Vr Mk_4S8ENi skOH wWMBX\
I OU. nft

hash: AAFxCGHgJj Lar AoLN6aV4By Taz pgHNr 4xDj c5eX\
RQ Y= size: 2360 aki: COD733E05D4CO56E3A7E94332DCA6BES0148688A seqnunt \
010D0COF43285843EC2B3B6AE919C88C87F39200 t hi supdat e: 1775858403 si a: r\
sync://rpki.arin.net/repository/arin-rpki-ta/5ed4a23ea-e80a-403e-b08c\
-2171da2157d3/ 871da40f - 793a- 4a45- a0a9- 978148321a07/ al120b5d4- da56- 49b\
1- 8ael- 7987a6af de99/ al20b5d4- da56- 49b1- 8ael- 7987a6af de99. nf t

hash: AAWGNCINhHhc/ 7A9Br eu8dpn2x XFC71OKRA9U I\
KsZQ= si ze: 2360 aki: AE122805FDB09BF5B1DFDC14985ACA0F07F43E85 seqnunt \
010D0COF4328584B9CE67A3ADA7D16609B932F8F t hi supdat e: 1775876403 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e-b08c\
-2171da2157d3/ 85e06eaf - 37a7- 4588- abea- e4909ef 1b4e2/ b2c58ba9- 3393- 4f 4\
c- abel-b231a3ea2700/ b2c58ba9- 3393- 4f 4c- abel- b231a3ea2700. nf t

hash: AAa3zi 71 nCVevHr dj CAR t Pt Wy W4w8/ 6Kf Kt +\
1EQY= size: 1998 aki: 16B198B6EE3AF68DEBC2347A5E98F711FB30F28B seqnunt \
05B6 t hi supdate: 1775876533 si a: rsync://rpki.ripe.net/repository/ DEFA
ULT/ 3a/ 22ael4- e45e- 4eee- bd07- 4482ada232e3/ 1/ Fr GYt u46903rwj R6Xpj 3Ef swA
80s. nft

hash: AAdj p/ 1ti 4qu&z7ucd/ EZ/ g28pqgr dsl N2FoHs| \
[/ O s= size: 2443 aki: 02725494FA7C81427EC59F0713F3B9BO68EBC8C2 seqnum \
010D0COF43285842762E5CDF487448DBE3D65306 t hi supdat e: 1775862003 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e-b08c\
-2171da2157d3/ 5b7f b122- df df - 4c0c- b90d- 3bc7a5f eb82b/ f dc3365a- 18ea- 469\
6- ad8c- 6b66a3el152b7/ f dc3365a- 18ea- 4696- ad8c- 6b66a3el52b7. nft

hash: AAgBgds AF5T25s1DVepv6ednivkk/ F8ye6gUxgw2Q
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+UW$= size: 1924 aki: 38D63C5FCE1EF09E4BF2CFC94BB2509FD5FF509C seqnum \
06E4 t hi supdat e: 1775887279 sia:rsync://rpki.ripe.net/repository/ DEFA
ULT/ bf / ee3d73- 9729- 4da4- 8bc7-67c442d6a850/ 1/ ONY8X84e8J5L8s_JS7IQn9X \
Udw. nf t

hash: AAgGTGBqcTnr J+s3v2qws Yhi ci nt 7+AAz ZvEBKS\
0/ Cg= si ze: 2072 aki : 73E157B2918CADCASBASA9FBC66E977608A6DF5EL seqnum \
18BB t hi supdat e: 1775880020 si a:rsync://rpki.ripe.net/repository/ DEFA
ULT/ 79/ bbcd53- c4f 8- 4245- bb90- 00al54b8echbl/ 1/ c- FXspGw cgKWb- 8Zul 3YI pt\
9eE. nft

hash: AAxI L+UgVKIDx4hdFnt C1ll o4cnNXa+Wskt f x HND\
M2dQ= si ze: 2360 aki: 9E6EF4051C0OBC6DB084757A8A37A7D5929AEDO33 seqgnum \
010D0C9F43285847D8BF5EF10E9318A0ESC72573 t hi supdat e: 1775844003 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ 69f d0156- bblf - 48b6- bf 32- c9492286f 195/ af b3511b- f 1b6- 44a\
d- 9c36-f 6576a5400df / af b3511b- f 1b6- 44ad- 9¢36- f 6576a5400df . nf t

hash: ABHVUi e2PQzf MrLKOxKMHf j DleaPqk9g7Apj xVa\
Reko= si ze: 1998 aki : DA77FAL00D6CD288E544C7CBAC7D4D18879079ED segnum \
0344 t hi supdat e: 1775865660 si a:rsync://rpki.ripe.net/repository/ DEFA
ULT/ dc/ e31lad5- ef 74- 40a4- 9a0d- df 872f b269cf/ 1/ 2nf 6EA1sOoj | RM LTHLING eQ
ee0. nft

hash: ABRkj Cf Kzkq+VI j mLDPOTr Rzb9XCSHS4+M1J85h\
48Ck= si ze: 2360 aki : 4E428C958C2E77BF29924C4307CA4C7 AAFCCACBF segnum \
010D0C9F432858457C8ED47A37ES6ELC2B792621 t hi supdat e: 1775894403 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ 4ab7ae4d- bd7b- 4b33- 9a88- 5b22d2a8337d/ 022d0269- 7d56- 45¢\
c-8167-ble7abl3f 1f 4/ 022d0269- 7d56- 45cc-8167- ble7abl3f 1f 4. nft

hash: ABnmkM kqDHg5RUgsoy Sxusyf +4z3PHR]y CZKs 08\
B5xw= si ze: 2280 aki: D6BA7E3355B5CBF6740392364CA921379241C027 seqnum \
010D0C9F432858410FF677C49D023E85FBC3671F t hi supdat e: 1775833203 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ 2a246947- 2d62- 4a6c- ba05- 87187f 0099b2/ 0a94b460- 7441- 495\
e- 9358-475ea795ecc6/ 0a94b460- 7441- 495e- 9358- 475ea795ecch. nf t
RQOA payl oad state hash: 1YAaUOXAgr xHTI D4uOb5hsPYIl 5aDs Nz XDQWKFESDEQ =
ROA payl oad entri es:

192.35.94.0/24-32 AS 7

192.67.43.0/24-32 AS 7

194.32.69.0/24-32 AS 7

194.32.218.0/23-32 AS 7

194.34.138.0/24-32 AS 7

194.61.92.0/23-32 AS 7

2a0b: 3b40::/29-128 AS 7

91. 208. 34. 0/ 24 AS 8283

94.142.240.0/ 21 AS 8283

94. 142. 240. 0/ 24 AS 8283

94. 142.241.0/ 24 AS 8283

94. 142.242.0/ 24 AS 8283

94. 142.244.0/ 24 AS 8283

94.142.245. 0/ 24 AS 8283
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94.142. 246. 0/ 24 AS 8283

94. 142.247.0/ 24 AS 8283

185.52.224. 0/ 22 AS 8283

185. 52. 224. 0/ 24 AS 8283

185. 52. 225. 0/ 24 AS 8283

185.52.226.0/ 24 AS 8283

185.52.227.0/ 24 AS 8283

2001: 678: 688::/48 AS 8283

2a02:898::/32 AS 8283

67.221. 245. 0/ 24 AS 15562

165. 254. 225. 0/ 24 AS 15562

165. 254. 255. 0/ 24- 32 AS 15562

192. 147. 168. 0/ 24 AS 15562

198. 58. 2. 0/ 23-24 AS 15562

204. 2. 30. 0/ 23-24 AS 15562

209.24.1.0/24 AS 15562

209.24.5.0/ 24 AS 15562

209.24.9.0/ 24 AS 15562

2001: 418: 144e::/47-64 AS 15562

2001: 67c: 208c: : /48 AS 15562

2001: 728:1808: : /48 AS 15562

2607: f ae0: 245:: /48 AS 15562

2a0e: b240::/48 AS 15562

2a0e: b240: 118::/48 AS 15562
ASPA payl oad state hash: yExPSt pSJeOpyUQvbBovEeEj a7l gi | KIVkbv+MyaCYO=
ASPA payl oad entri es:

customer: 80 providers: 3356, 6461

custoner: 174 providers: O

custoner: 267 providers: 12129, 14103

custoner: 553 providers: 174, 559, 680, 1299\
, 2914, 3320

customer: 559 providers: 174, 513, 553, 1299\
, 3257, 3356, 20965, 21320
Trust anchor state hash: oebl 0qUf h/ d/ t r W.qpORMZAQEQCo YQD+4f hy hkf mo Aw=
Trust anchor keyi ds: 13D4F24F9A9FCDI8DB36F930631808C88F3974BC, E8\
552B1FD6D1A4F7E404C6D8ES680D1EBC163FC3
Rout er key state hash: ul +0Sc77a6APNhJ5YqLupuhn/ oUSu92t 6cbkuLwWwdl =
Rout er keys:

asi d: 15562 ski : 5D4250E2D81D4448D8A29EFCE91 D2\
9FFO75ECI9E2 pubkey: MFkwEWYHKoZI zj 0CAQYI KoZl zj 0ODAQc DQQAEgFcj Q g/ / LAQe\
r AH2Mpp+GucoDAGBbhI qD33wWNPs XxnAGh+nt Z7XQ VOODQB U Asht i g5+ EKpTt Fgi g\
fi AFQ==

asi d: 15562 ski : BEB89B55D0B737397D75C4A9F485B8\
58FA98AD11F pubkey: MFkwEWYHKo0ZI zj 0CAQYI KoZIl zj 0DAQc DQQAE4AFXJr On2bux1u\
X1Evl +QMZYvI adPj LUFX2nmkgKuAGUhKnr 7VLLDgr E++l 9p5e H2ZKWINVAN22FUU3db/ R\
KpE2w==
Val i dati on: N A
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Appendi x C. I nplenentation status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

* Exanple .ccr files were created by Job Snijders. A current
exanpl e CCR (regenerated every few mnutes) is avail able here:
https://console.rpki-client.org/rpki.ccr

* A CCR serializer and deserializer inplenentation based on
[rpki-client] was provided by Job Snijders and Theo Buehl er

* Anot her CCR serializer and deserializer inplenentation based on
[ rpkitouch] was provided by Job Snijders.

* A CCR encodi ng and decoding inplenentation in Java library
[ rpki -conmons] was provided by Rl PE NCC
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