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Abstract

Thi s docunent specifies a Canonical Cache Representation (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). CCR is a DER-encoded data interchange format which can be
used to represent various aspects of the state of a validated cache
at a particular point intine. The CCR profile is a conpact and
versatile format well-suited for a diverse set of applications such
as audit trail keeping, validated payl oad di ssenination, and

anal ytics pipelines.
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1.

1.

I nt roducti on

Thi s docunent specifies a Canonical Cache Representati on (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). A validated cache contains all RPKI objects that the Relying
Party (RP) has verified to be valid according to the rules for

val idation (see [ RFC6487], [RFC6488], [RFC9286]). CCR is a data

i nt erchange format using Distingui shed Encodi ng Rul es (DER, [ X 690])
whi ch can be used to represent various aspects of the state of a
val i dated cache at a particular point intime. The CCR profile is a
conpact and versatile format well-suited for a diverse set of
applications such as audit record keeping, validated payl oad

di ssemination, and anal ytics pipelines.

The format was primarily designed to support conparative anal ysis of
uniformties and differences anong multiple RP instances using
different RPKI transport protocols (such as [RFC5781], [RFC8182], and
[1-D.ietf-sidrops-rpki-erik-protocol]).

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The Canoni cal Cache Representation content type

The content of a CCR file is an instance of Contentlnfo.

The content Type for a CCRis defined as id-ct-

r pki Canoni cal CacheRepresentation, with Object Identifier (O D)
1.2.840.113549.1.9.16. 1. 54.

The content is an instance of Rpki Canoni cal CacheRepresentati on
The Canoni cal Cache Representation content

The content of a Canonical Cache Representation is formally defined
as foll ows:

Rpki Canoni cal CacheRepr esent ati on-2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0) id-nod-rpki CCR-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
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| MPORTS
CONTENT- TYPE, Digest, DigestAlgorithmdentifier,
Subj ect Keyl denti fi er
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

ASI D, RQAI PAddr essFami |y
FROM RPKI - ROA- 2023 -- in [ RFC9582]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) snine(16) nod(0) id-nod-rpki ROA-2023(75) }

CertificateSerial Nunber, SubjectPublicKeylnfo
FROM PKI X1Expl i ci t-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }

AccessDescri ption, Keyldentifier
FROM PKI X1I mpl i ci t - 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-inplicit-02(59) }

’

ContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),
cont ent [0] EXPLICIT CONTENT- TYPE. &Type({ Cont ent Set} { @ont ent Type}) }

Cont ent Set CONTENT- TYPE :: = {
ct-r pki Canoni cal CacheRepresentation, ... }

ct - r pki Canoni cal CacheRepresent ati on CONTENT- TYPE :: =
{ TYPE Rpki Canoni cal CacheRepresentati on
| DENTI FI ED BY i d-ct - r pki Canoni cal CacheRepresentation }

i d-ct-rpki Canoni cal CacheRepresentati on OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smnme(16) id-ct(1) ccr(54) }

Rpki Canoni cal CacheRepresentati on ::= SEQUENCE {
versi on [0] | NTEGER DEFAULT O,
hashAl g Di gest Al gorithm dentifier,
pr oducedAt Gener al i zedTi e,
nfts [1] Manifest State OPTI ONAL,
VI ps [ 2] ROAPayl oadSt ate OPTI ONAL,
vaps [ 3] ASPAPayl oadSt at e OPTI ONAL,
tas [4] Trust Anchor State OPTI ONAL,
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rks [ 5] RouterKeyState OPTI ONAL,

o}

-- at |east one of nfts, vrps, vaps, tas, or rks MJIST be present
( WTH COVPONENTS { ..., nfts PRESENT } |

W TH COVPONENTS { , vrps PRESENT } |
W TH COMPONENTS { ..., vaps PRESENT } |
W TH COMPONENTS { ..., tas PRESENT } |
W TH COVPONENTS { , rks PRESENT } )

Mani fest State ::= SEQUENCE {
ms SEQUENCE OF Mani f est | nstance,
nmost Recent Update General i zedTi ne,
hash Di gest }
Mani f est | nst ance ::= SEQUENCE {
hash Di gest,
si ze | NTEGER (1000. . MAX) ,
aki Keyl dentifier,
mani f est Nurmber I NTEGER (0. . MAX),
t hi sUpdat e Gener al i zedTi e,
| ocati ons SEQUENCE SI ZE (1..MAX) OF AccessDescription,
subor di nat es SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier
OPTI ONAL }
ROAPayl oadSt at e :: = SEQUENCE ({
rps SEQUENCE OF ROAPayl oadSet,
hash Di gest }
ROAPayl cadSet ::= SEQUENCE {
asl D ASI D,
i pAddr Bl ocks SEQUENCE (SIZE(1..2)) OF ROAl PAddressFanily }
ASPAPay| oadSt at e :: = SEQUENCE {
aps SEQUENCE OF ASPAPayl oadSet ,
hash Di gest }
ASPAPayl oadSet ::= SEQUENCE {
cust omer ASI D ASI D,
provi ders SEQUENCE (SI ZE(1..MAX)) OF ASID }
Trust Anchor State ::= SEQUENCE ({
ski s SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier,
hash Di gest }
Rout er KeySt ate :: = SEQUENCE {
rksets SEQUENCE OF Rout er KeySet ,
hash Di gest }
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Rout er KeySet ::= SEQUENCE {

asl D ASI D,

rout er Keys SEQUENCE (Sl ZE(1..MAX)) OF RouterKey }
Rout er Key :: = SEQUENCE {

ski Subj ect Keyl denti fi er,

spki Subj ect Publ i cKeyl nfo }
END

3.1. version

The version field contains the format version for the
Rpki Canoni cal CacheRepresentation structure, in this version of the
specification it MJST be O.

3.2. hashAlg

The hashAl g field specifies the algorithmused to construct the
message digests. This profile uses SHA-256 [SHS], therefore the QD
MJUST be 2.16.840.1.101.3.4.2.1

3.3. producedAt

The producedAt field contains a GeneralizedTime and indicates the
monent in tine the CCR was generat ed.

3.4. State aspect fields

Each CCR contains one or nore fields representing particular aspects
of the cache’s state. Inplenenters should note the ellipsis

ext ensi on marker in the Rpki Canoni cal CacheRepresentati on ASN. 1
notati on and anticipate future changes as new si gned object types are
st andar di zed.

Each state aspect generally consists of a sequence of details
extracted from RPKI Objects of a specific type, along with a di gest
comput ed by hashing the af orenmenti oned DER-encoded sequence,
optionally including some netadat a.

3.4.1. ManifestState
An instance of ManifestState represents the set of valid, current

Mani fests ([ RFC9286]) in the cache. It contains three fields: ms,
nmost Recent Updat e, and hash
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3.4.1.1. Mani f est | nst ance

The ms field contains a SEQUENCE of Manifestlnstance. There is one
Mani f estl nstance for each current nanifest. A nanifest is nomnally
current until the time specified in nextUpdate or until a manifest is
i ssued with a greater nanifestNunber, whichever cones first (see
Section 4.2.1 of [RFC9286]).

A Manifestlinstance is a structure consisting of the follow ng fields:
hash the hash of the represented DER-encoded mani f est object

size the size of the represented DER- encoded mani fest object

aki the manifest issuer’s key identifier

mani f est Nunber the mani fest nunber contained within the manifest’s
eContent field

thisUpdate the thisUpdate contained within the manifest’s eContent
field

| ocati ons a sequence of AccessDescription instances fromthe
mani fest’s End-Entity certificate' s Subject Information Access
ext ensi on

subordi nates a optional non-enpty SEQUENCE of SubjectKeyldentifier

The subordinates field represents the keypairs associated with the
set of non-revoked, non-expired, validly signed, certification
authority (CA) resource certificates subordinate to the nanifest

i ssuer. Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the
val ue of the DER-encoded ASN. 1 bit string of the resource
certificate's Subject Public Key, as described in Section 4.8.2 of

[ RFC6487]. The sequence el enents of the subordinates field MIST be
sorted in ascending order by interpreting each SubjectKeyldentifier
val ue as an unsigned 160-bit integer and MJST be unique with respect
to each ot her.

The sequence elenents in the ms field MUST be sorted in ascendi ng
order by hash val ue contained in each instance of Manifestlnstance
and MJST be unique with respect to the other instances of

Mani f est | nst ance.

Snijders, et al. Expires 7 June 2026 [ Page 7]



I nternet-Draft RPKI Canoni cal Cache Representation Decenber 2025

3.4.1.2. nostRecentUpdate

The nost RecentUpdate is a netadata field which contains the nost
recent thisUpdate anongst all current manifests represented by the
Mani f estl nstance structures. |f the ms field contains an enpty
sequence, the npst RecentUpdate MJUST be set to the POSI X Epoch
("19700101000000Z") .

3.4.1. 3. hash

The hash field contains a nessage digest conputed using the ms val ue
(encoded in DER format) as input nessage.

3.4.2. ROAPayl oadSt at e

An instance of ROAPayl oadState contains a field naned rps which
represents the current set of Validated ROA Payl oads (Section 2 of
[ RFC6811]) encoded as a SEQUENCE of ROAPayl oadSet instances.

The ROAPayl oadSet structure is nmodel ed after the

Rout eOrigi nAttestation (Section 4 of [RFC9582]). The aslID value in
each instance of ROAPayl oadSet MJST be unique with respect to other

i nstances of ROAPayl oadSet. The contents of the i pAddrBlocks field
MJUST appear in canonical formand ordered as defined in Section 4.3.3
of [ RFC9582].

The hash field contains a nmessage digest conputed using the rps val ue
(encoded in DER format) as input nessage.

3.4.3. ASPAPayl oadSt at e

An instance of ASPAPayl oadState contains an aps field which
represents the current set of deduplicated and merged ASPA payl oads
([1-D.ietf-sidrops-aspa-profile]) ordered by ascendi ng custoner ASI D
val ue encoded as a SEQUENCE of ASPAPayl coadSet instances. The
custonmer ASI D val ue in each instance of ASPAPayl oadSet MJST be uni que
with respect to other instances of ASPAPayl oadSet .

The ASPAPayl oadSet structure is nodel ed after the Provi der ASSet
(Section 3.3 of [I-D.ietf-sidrops-aspa-profile]).

The hash field contains a nessage digest conputed using the aps val ue
(encoded in DER format) as input nessage.
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3.4.4. Trust Anchor St ate

An instance of TrustAnchorState represents the set of valid Trust
Anchor (TA) Certification Authority (CA) resource certificates used
by the relying party when produci ng the CCR

Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the val ue of
the DER-encoded ASN.1 bit string of the TA's Subject Public Key, as
described in Section 4.8.2 of [RFC6487]. The skis field contains a
sequence of Subject Key Identifiers (SKI) sorted in ascendi ng order
by interpreting the SKI val ue as an unsigned 160-bit integer

The hash field contains a nessage di gest conputed using the skis
val ue (encoded in DER format) as input message.

3.4.5. RouterKeyState

An instance of RouterKeyState contains an rksets field which
represents the current set of valid BGPsec Router Keys [RFC8205]
encoded as a SEQUENCE of RouterKeySet instances. The aslD value in
each instance of RouterKeySet MJST be unique with respect to other

i nstances of RouterKeySet. Instances of RouterKeySet are sorted by
ascendi ng value of asID. |Instances of RouterKey are sorted by
ascendi ng value of ski by interpreting the SKI value as an unsigned
160-bit integer.

The hash field contains a nmessage digest conputed using the rks val ue
(encoded in DER format) as input nessage.

4. Operational Considerations
Conparing the ManifestState nost Recent Update timestanp value with the
producedAt timestanp mght help offer insight into the timng and
propagati on del ays of the RPKI supply chain.
G ven the absence of public keys and fairly repetitive content in
RPKI AccessDescription instances, it should be noted CCR content
compresses wel |

4.1. Verifying CCR file integrity
The integrity of a CCR object can be checked by confirm ng whether

the hash val ues enbedded inside state aspects match the conputed hash
val ue of the respective state aspect payl oad structure.
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5. Security Considerations
CCR objects are not signed objects.
6. | ANA Consi derations
6.1. SM Security for S/MME CVS Content Type (1.2.840.113549.1.9.16.1)

| ANA has allocated the following in the "SM Security for S/M ME CM5
Content Type (1.2.840.113549.1.9.16.1)" registry:

| Decimal | Description | References |
| 54 | id-ct- | draft-ietf-

| | rpki Canoni cal CacheRepresentation | sidrops-rpki-ccr
S o m e e e e e e e e e eee o on o e e e oo +

Table 1
6.2. RPKI Repository Nanme Schenes

I ANA is requested to add the Canonical Cache Representation file
extension to the "RPKI Repository Name Schemes" registry [ RFC6481] as

fol | ows:
[§ oo e oo s e s oo oo oo s pe
| Filenane | RPKI bject | Reference |
| Extension | | |
| .ccr | Canonical Cache | draft-ietf-sidrops-rpki-ccr |
| | Representation | |
R o e e e oo o e e e e e e e e m o +

Table 2

6.3. SM Security for S/MME Mdule Identifier
(1.2.840.113549.1.9.16.0)

IANA is requested to allocate the following in the "SM Security for
S/'M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:
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6.

6.

7.

7.

| Decimal | Description | References |

[} gty e ———————————_—(——— s p—p—_——r

| TBD | id-mod-rpki CCR-2025 | draft-ietf-sidrops-rpki-ccr |

S TRy O +
Table 3

4. Media Types

I ANA is requested to register the nedia type "application/rpki-ccr"
in the "Media Types" registry as foll ows:

4.1. Canonical Cache Representation Media Type

Type name: application
Subt ype name: rpki-ccr
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: This nedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: draft-ietf-sidrops-rpki-ccr
Applications that use this nmedia type: RPKI operators
Fragrment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Canoni cal Cache Representation object, as defined in draft-
i etf-sidrops-rpki-ccr.
Magi ¢ nunber(s): NA
File extension(s): .ccr
Maci ntosh file type code(s): NA
Person & email address to contact for further information: Job
Snijders (job@sd.nl)
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: Job Snijders (job@sd.nl)
Change controller: |ETF

Ref er ences
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Appendi x B. Exanple CCR

The bel ow i s a Base64-encoded exanpl e CCR object. For a nore
el abor at e exanpl e based on the global RPKI, see the URL in
Appendi x C.

M | NOwYLKoZI hvc NAQkQATaggg3mM | N4j ALBgl ghkgBZQVEAgQEYDzIl wi] UxM AOMTAzO
TI yWgGCCd4wggnaM | JozCBOQQgAN4v94Lj 6dl r IVXAGnPy EXUf 2KSwui 6SPTg5B4TuRu
ACAgf OBBSQ Y6AG M | enBHGRhOoF+W/ 18wl CBMAYDz | wM UxM AONDI wMTASW B+MHw
GCCs GAQUFBzALhnByc3l uYzovL3JIwa2kucm wZS5uZXQvcmywb3Npd @y e S9IERUZBVUxU
LzNmLzFi Nj Yy NCO4NDQxLTRKMDEt OTZI My02MDEAMIJI Zj QyOd vMs9r QOAPZ0JWEpaW
HBOeHhr TnBUc UJnbHI 5Zk0ubWzZOM HRBCACgr f Bbvv/ vivbbn2l x5BHOXUqO+1b3/ eDj Ex
kWrc8cr gl CCBgEFAUr hkl p6WyHZI mFeFj 7Gd7t M 2Agl LSBgPM Ay NTEy MDQx MDAWMVDI
aMHwf AYl KwyBBQUHMAUGCHIzeWsj O 8venBr aSs5yaXBl Lnbl dC9yZXBvc2l 0b3J5L0RF
RKFVTFQvM QvNDc1OAY5LTdmZGYt NDkxNi 1hOTk1LTY5NzBI Y2QeYTYXxMC8XxLOJTdUdTV
25wYUFka2l aQvYOV1Bz NTN1MHkzWE5t ZnQagdEEI AKDa5Xc2Ckf | a7wr7za0h40ht Y2Gv9
100f T/ r zNnB9EBAgI HzgQUZZq64r DK6CGx Bl r Agdl uCO Ay B/ wCAhdc GA8y VDI 1MTT wiNDA
3MDAXMFowf | B8Bggr BgEFBQewWCAZwWenNSbmvbLY 9y c G pLnJpcGUubnmvVOL3J1l c@zaXRv
cnkvREVGQVWM/CB5Ni 820TRkOWN t MAUX Yy OOMRFkLWFj OTgt MDIhYWWAY] USNnRj LzEvW
| pxNf RyRES2R3hCbHIBZ2RsdUNPaUF5Q 93Lmlnd DCCATs El AKIwo+XaFAxvI QoXPI D/ 4
mkVW2UQnj HTs Qc QOKok S9BKAg! JOAQUL85G.3ELzf DYdT2D200j R5Rqf GECFAENDJ9DKFh
| Bel h+Yl +p9QFY/ Hc GA8y MDI 1MT1 wivk | y MDAWOFowgd Ungdl GCCs GAQUFBz ALhoHFcnN5
bmVbLY9ycG pLmFyaWlubmvOL3Jl c@zaXRvenkvYXIpbi 1ycG pLXRhLzVI NGEyM2VhL
WUAMGEt NDAzZS1i MDhj LTI XNz FKYTI xNTdkMy 9k OMXNTcyZi 02Y2Ji LTRj Zj ct Yj USOS
11 OMQWZTKAMAB YmYvOTk4Y2U2Yz Yt ZGU3Ni OOMDI 4LWE2Zmit ZWEWVR NnZZmYniNi Lz k
50CGN NmVRLWRI Nz Yt NDAy OCCLhNmzI LW/hNMDNj ZnmZnZzmlj Yi 5t ZnQagdEElI AKLk 3Nc LwUp
ybu+/ VTVy3j Di wIXMRgM uUg1L+Dk Skr Agl | GAQUUHS5 YKt y TadqK6F3ZNXQBI wgcf uOCA
goWGA8y MDI 1MTT wNDAOMDAOMLowf j B8Bggr BgEFBQewWCAZwe nNSbmvbLy9yc @ pLnJpc G
UubmVOL3JI c@zaXRvcnkv REVGQVWM/CB3NS82ZWO Mz Q¢ Y2QLMS00MTI Uy LWFhNDMt VDU
2YnFl M cyObhl LzEvVUg1WE Oe VRhZHFLNK YZVWKk5YUUJJd2dj ZnUnmLnd DCCATS El AKM
2e5JA/ 52WN71nAVIGHChONEVOnksETnQFPhl wLAgl Ji wQUGggBUYL46DBD52gzRc1Uc
S0z f wCFAENDJ 9DKFhAc 6gwUf TYJdAsi OPbGA8y MDI IMTT wivz | z MDAWMLowgdUwgd | GCC
SGAQUFBz ALhoHFcnNsbmVBLY 9y c Gt pLmFyaWlubm/0L3J1 c@zaXRvcnkvYXJIpbi lycG
pLXRhLz VI NGEy M2VhLWUAMGEt NDAz ZS1i Mdhj LTI xNzFkYTI xNTdkMy81M FI Yj MzZi 05
N cyLTR] ZDkt YWNj ZSOxMzcyM dI OTex YWW NGUAN2QAM2 YL Y] UWYyOOYTYLLTI KOAEtL Y
z| ANDUAZmWKOTc5LzR CDdk ODNmLW 1MGME NGE2NS05ZD1 hLWWy ODQLOGZj MTk30S5t Zn
QMgFTBCACKKc Tyzxg9pGovZf aazRbYvl JhP5Fr MjFdnWHLXV37Q CCUc EFHa0GAux YRm
zl pyY5Qt Hr 7bF/ 43z AhQ@BDQy T QyhYQHOoNVDDogCy Pg+0r RgPM Ay NTEy MDQMVITAWiVDNa
M HVM HSBggr BgEFBQcwC4aBxXJzeWsj O 8vcnBr aS5hcem uLnbl dC9yZXBvc?2l 0b3J5L
2FyaWlt cnBr aS10YS81ZTRhM NI YS1| ODBhLTQMVR UL Y] A4YyOyMIcxZGEy MrU3ZDW Nz
ZnZTEXZDQX ZDMLM 00OTKOLThnmNmM ZDZj OTFi M3 4NDE1LzcyM Vi NDE1ILThhZTAt NDU
yMy1i MednmLTcOZWEBODA2NzZhYS83M | 1Y] QXNSO4YWMLTQLM M Yj M3Zi 03NGVKNzgw
N c2YWEUbWZOMBYEFB] AkkOj HaMBl RYLJe7mvh60AwWb4M | BONQApKZUyr zgxwgooY27
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kVNy U Ccf KMreLgnEy9eCleSwwCAgoqBBSNdoMakedLBI RDO8SPJFBQOZi VO AI UAQOMMO

MOVEF St 9vLHRt Of 4E9Bx0YDz I wiv] UxM AOMDI wiM A5W CB1TCBOgY! KwYBBQUHMAUGgCV
yc3l uYzovL3Iwa2kuYXJIpbi 5uZXQvemvnb3Npd&®yeS9hcm uLXIwa2kt dGEVNWIOYTI z

ZWEt ZTgwYSOOMDN LW wOGM M EBMARNM EIN2Qz Lz Y5ZnQMTU2LWIi MAYt NDhi Ni 1i Z
j MYLWWBNDKkyM g2Zj ESNS80YzNi Yj dl NC1j OTdl LTQz YW t YTZKZCL1j YmywZTYOMz R} NW
I VNGVEYM 3ZTQ Yzk3ZSO00M2Fi LWE2ZGQX Y2ImVGU2NDMDYZ Vi Lmlnd DCCATS El AKTgAC

M FK5KQy6hB+481 t 24P5LG u8QSUIXN qCozwAgl JOAQUUR/ cF6KhF1ZWs1AnI haf P7r a
Gy gCFAENDI9DKFhEouhGggdt MLPW gl 7GA8y VDI 1MT1 WwiNDAS MDAWOFowgd Ungdl GCCs GA
QUFBz ALhoHFcnNSbmvbLY 9y c & pLnFyaWlubnVOL3J1l c@zaXRvenkvYXJpbi 1ycG pLX
RhLzVI NCEy MeVhLWUAMGEt NDAzZS1i MDhj LTI xNz FKYTI xNTdkMy80YW 3YWJ0ZCli ZDd

i LTR MM ONE4OC01Yj | yZDIhODIVEN2QvNmYOZDhI Nl t ZTY2ZSO0ONmMYSLThI Zj |t Zj Jk

YTESODFj YnINhLzZmNGUAZTZi LWU2NmUt NDZn0S04 ZWyy LWy ZGEXOTgx Y2Jj YS5t ZnQYD
zl wM UxM AOMTAWVDASW)QgaNOQqYi ZBV7B7dt dF6 TOPhQFyhn6h97ab7nmkUePReaai gg

HeM | B2j CCAbQwZAI BBz Bf MEgEAgABNVEI WCQVEANMA] Xgl Bl DAJ AWQAWEM Ag EgMAKk DBAD
Cl EUCASAWCQVEAC| g2gl Bl DAJAWQAW KKAg EgMAk DBAHCPVWCASAWEWQCAAI wDTALAWUD
Kgs7QAlI CAl AwgZs CAi BbM GUVHYEAgABVHAWBgVEAFVQ j AGAWQAX0 7WIVAYDBANe]j v AWB
gMEAF6 B TAGAWQAX0 7y MAYDBABe]j v QaBg VEAF6 OO TAGAWQAX0 72 MAYDBABe]j vcwBgMEAL

k 04 DAGAWQCU TTgMAYDBACS5 NOCEWBgMEALK 04 AGAWQAUTT] MBoEAgACVBQMCQVHACABBNg

G DAHAWUAKg! | nDCBr Q CPMbowga YWWWQCAAEWUT AGAWQAE 31 MAYDBAC / uEWCQVEAKX+

/ wi Bl DAGAWQAWJI Co MAKk DBAHGOg I CARgWCQVEACWCHg I BGDAGAWQAO Rg BMAY DBADRGAUWB
gMEANEYCTBLBAI AAj BFMAWDBWEgGAQQYFE4 CAUAWCQVHACABBNwWgj DAJAwc Al AEHKBgI VA
k DBWATB/ r g Ak UWCQVHAC0 Cs k AAADAJ Awc AKg 6y QAEYBCD(QKg45) wi 7k | RMboQql dwdCk

6HOWh23dFaznt j / S28KOBj DCBi TBlI MA0 CAghJ MAQCAgQ 0 FMAK CAhGVIVAMCAQAWDW CEf kw
CQ Cl GoCAWDj AzAj Agl ZGDAdAg! Ar gl CBPk CAgUTAg! ZPQ CGhroCAhquAgMCI4kwigl CG
ncwEAlI CAK4CAhg8Agl bGM CMUYEI Cz1Hxj / 8Ur 8yZsJDt 51 GPn/ pGKgaURkFZUkoheP70
i DpFl wUDAsBBQT1PJPrp/ NmiNs2+TBj GAj | j zI OvAQUEFUr HObRpPf k BVb Y5V NHr wwP8M
El KHmy NKI H4f 3f 7ali 69 TkZmQEBEAQGEA/ uHAc0ZH5qAMp Yl BGTCCARUWGf Awge0CAj zK
M HMVHEEFF1CUCOLYHURI 2KKe/ CkdKf 8HXsni MrFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQcDQ
gAEgFcj Q g/ / LAQer AH2Mpop+GucoDAGBbhI qD33wWNPs XxnAGh+nt Z7XQr VOIDQB Ul ASht

i g5+QF EKpTt Fgi qf i AFTBxBBS+i Jt VOLc30X11xJ9l WIWPqYr RHz BZMBMGBY  GSMA9AGE
GCCqGSMA9AWEHAOI ABOBc Sa9J9nvsdbl 9RL5f kFsGALYyGn T4y 7hV9psai r gBl | Sp6+1Sy

wWAKx Pvpf aeXh9pFkzVQDdt hVFN3W 0SqRNsEl Lpf t EnO+2ugDz YSeV\Ki 7qboz/ 6FEr vdr

enGbLi 8FsHS

It decodes as fol |l ows:

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

File: exanpl e. ccr

Hash identifier: wHMU 0+0VEBXXPPx p+0XUhaHaNb2phSQ0dSc mrenmGx 8=
CCR produced at: Thu 04 Dec 2025 10: 39:22 +0000

Mani f est state hash: Nj hEMz kwQTk 4 Dk 5MDULRUMK RUREQ VEMI'dBNEZEMDU=

Mani f est | ast update: Thu 04 Dec 2025 10: 00: 09 +0000
Mani f est instances:

hash: An4v94Lj 6dl r JVXA6nPy EXUf 2KSwui 6SPTq5B4T\
URUA= size: 1998 aki: 90218E801A532595E9B71C643684EAO05F96BF5F3 seqnum \
04C0 thi supdate: 1764813669 si a:rsync://rpki.ripe.net/repository/ DEFA
ULT/ 3f/ 1b6624-8441- 4d01- 96e3- 601812ef 428b/ 1/ kCGOyBpTJIZXpt xxkNoTgBf | r\
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of M nf t

hash: AoK3WW'7/ 72@&259i MeQRzl 1Kj vt W8/ 3g4x MZFvn\
PHK4= si ze: 2072 aki : 052B864969E9680764899015E163ECE77BB4CB76 seqnum \
0B48 t hi supdat e: 1764842409 si a:rsync://rpki.ripe.net/repository/ DEFA
ULT/ 24/ 4759f 9- 7f df - 4916- a995- 6970ecd9a610/ 1/ BSuGSWhpaAdki ZAVAWPs 53u0\
y3Y. nft

hash: AoNr | dzYKR+Vr vDvNr SHj SGLj Ya/ 3W ROP+vM2b\
f OQE= size: 1998 aki : 659ABAE2BOCAE86C4196B020765B823A203207FC seqnum \
175C t hi supdat e: 1764831610 si a:rsync://rpki.ripe.net/repository/ DEFA
ULT/ 96/ 694d9b- Oelc- 43ad- ac98- 02aac8h596dc/ 1/ ZZq64r DK6GxBI r Agdl uCO Ay\
B_w. nft

hash: AonC 5doUDGBhBt c8gP/ i aRbhZRCaMIOxBwb Qi R\
LOEo= si ze: 2360 aki : D7CE462F710BCDFOD8753D83D8EA2347946A7C61 seqnum \
010D0C9F4328584805E961F9897EA7D40563F1DC t hi supdat e: 1764799208 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ d9d1572f - 6¢cbb- 4cf 7- b599- e9d0e981d9bf / 998ceb6c6- de76- 402\
8- abf e- ea03cf f ff bch/ 998ce6c6- de76- 4028- a6f e- ea03cf fffbch. nft

hash: AouTc1lwBSnJu779VNXLeMOLDVex GAX+5SDUv40
RKSs= si ze: 2072 aki : 507E582ADC9369DABAE85DD935740123081C7EED seqnuni \
0A16 t hi supdate: 1764820843 si a: rsync://rpki.ripe.net/repository/ DEFA
ULT/ 75/ 6ed434- cd51- 4152- aa43- 056bae27288e/ 1/ UH5 YKt y TadqK6F3ZNXQBI wgc\
fu0. nft

hash: AczZ7kkD/ nZzZZr vIWBXOb4KE5YS/ Se SWROJAU+E\
j C8s= size: 2443 aki: 1A08015182F8E83043E76AB345CD5472A4BACDFC seqnum \
010D0C9F4328584073A83051F4D825D02C88E3DB t hi supdat e: 1764802803 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ 521eb33f - 9672- 4cd9- acce- 137227e971ac/ 4e87d83f - b50c- 4a6\
5- 9d9a- c28458f c1979/ 4e87d83f - b50c- 4a65- 9d9a- c28458f c1979. nf t

hash: ApCnE8s8avaRqL2X2nms 0V L5SYT+RazKhXZ1hy8\
b9+0= si ze: 2375 aki: 76B41B8BB16119B3969CO8E50B47AFB6C5FF8273 seqnun \
010D0C9F4328584073A83550C3A200B23EOFB4AD t hi supdat e: 1764810003 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e- b08c\
-2171da2157d3/ 76f e11d4- d352- 4994- 8f 6¢- d6c91b0b8415/ 7225b415- 8ae0- 452\
3-b37f - 74ed780676aal/ 7225hb415- 8ae0- 4523- b37f - 74ed780676aa. nft subordi\
nat es: 1800924D0231DA30195160B25EEE6327EB40306F8

hash: ApKZUyr zgxwgooY27kVNy U/ Gcf KMreLgnEy9eC1\
eSww= si ze: 2602 aki : 8D76833091E74B048443F7CA8F245050D19896F4 seqnum \
010D0C9F43285847D2B7DBCB1D1B747F813D071D t hi supdat e: 1764813729 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e-b08c\
-2171da2157d3/ 69f d0156- bb1f - 48b6- bf 32- c9492286f 195/ 4c3bb7e4- c97e- 43al
b- a6dd- cbf 0e6434c5b/ 4c3bb7e4- c97e- 43ab- a6dd- cbf 0e6434c5b. nft

hash: ApOABwmAngUr kpDLQEH?7] yWBbg/ ks607xBJQ c2Co\
6] PA= si ze: 2360 aki: B91FDC17A2A1175656E7502796169F3FBADALB28 seqnum \
010D0COF43285844A2E84682076D3353D626A23B t hi supdat e: 1764838808 si a: r\
sync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a-403e-b08c\
-2171da2157d3/ 4ab7ae4d- bd7b- 4b33- 9a88- 5b22d2a8337d/ 6f 4d8e6b- e66e- 46f \
9- 8ef 2-f 2dal981cbca/ 6f 4d8ebb- e66e- 46f 9- 8ef 2- f 2dal981chca. nft
ROA payl oad state hash: RDAYQUFFMzk4Rj A4Qk1 5MDg5NTEz MOFBMTBBODg3Nz A=
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ROA payl oad entri es:

ASPA payl oad state hash:
ASPA payl oad entri es:
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192.
192.
194.
194.
194.

194
2a0
91.
94,
94,
94,
94.
94.
94,
94,
94,
185
185
185
185
185
200
2a0
67.

165.
165.
192.
198.
204.
209.
209.
209.

200
200
200
260
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35.94. 0/ 24-32 AS
67.43.0/24-32 AS
32.69.0/24-32 AS
32.218.0/23-32 AS 7
34.138.0/24-32 AS 7
.61.92.0/23-32 AS 7

b: 3b40::/29-128 AS 7
208.34.0/ 24 AS 8283

142. 240. 0/ 24 AS 8283
142.240. 0/ 21 AS 8283

142. 241. 0/ 24 AS 8283

142. 242. 0/ 24 AS 8283
142.244.0/ 24 AS 8283

142. 245. 0/ 24 AS 8283

142. 246. 0/ 24 AS 8283
142.247.0/ 24 AS 8283
.52.224.0/ 24 AS 8283
.52.224.0/ 22 AS 8283
.52.225.0/ 24 AS 8283
.52.226.0/24 AS 8283
.52.227.0/ 24 AS 8283
1:678:688::/48 AS 8283
2:898::/32 AS 8283
221.245.0/ 24 AS 15562
254.225.0/ 24 AS 15562

254. 255. 0/ 24- 32 AS 15562
147.168. 0/ 24 AS 15562

58. 2.0/ 23-24 AS 15562
2.30.0/23-24 AS 15562
24.1.0/ 24 AS 15562
24.5.0/ 24 AS 15562
24.9.0/ 24 AS 15562

1:418: 144e::/47-64 AS 15562
1:67c: 208c::/48 AS 15562
1:728:1808::/48 AS 15562
7:fae0: 245:: /48 AS 15562

7
7
7

2a0e: b240::/48 AS 15562
2a0e: b240: 118::/48 AS 15562

MKNGNTFGMThGRK Yx NEFGQO M6 OUl wOTBFREUOCDEAR] k=

custoner: 2121 providers: 3333

customer: 4492 providers: 0O

custoner: 4601 providers: 8298, 58115
customer: 6424 providers: 174, 1273, 1299, 6\

461, 6762, 6830, 141193

3030

Sni j ders,

et al.

custoner: 6775 providers: 174, 6204, 6939, 1\
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Trust anchor state hash: QTFFNKMARDIBNTFGODAGNzdGQy ZCNThCQUESMzkx OTk=
Trust anchor keyi ds: 13D4F24F9A9FCDO8DB36F930631808C88F3974BC, EB8\
552B1FD6D1A4F7E404C6D8ES5680D1EBCL63FC3
Rout er key state hash: QkE1Rkl ONDI DRUZCNkJBNVDBGVE YXM c5Nj JBMKVFQTY=
Rout er keys:

asi d: 15562 ski : 5D4250E2D81D4448D8A29EFCE91D2\
9FFO075ECOE2 pubkey: MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQgAEgFc) Q g/ / LAQe\
r AH2Mpp+GucoDAGBbhI gD33wWNPs XxnAGh+nt Z7XQr VOODQBUI ASht i g5+CQF EKpTt Fgi g\
fi AFQ==

asi d: 15562 ski : BEB89B55D0B737397D75C49F485B8\
58FA98AD11F pubkey: MFkwEwYHKoZI zj 0CAQYI KoZl zj 0DAQc DQQAE4AFXJr On2bux 1u\
X1Evl +QMZYVI adPj LUFX2nkgKuAGUhKnr 7VLLDgr E++l 9p5eH2k WINVAN22FUU3db/ R\

KpE2w==
Val i dati on: N A
Appendi x C. I nplenentation status

This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

* Exanple .ccr files were created by Job Snijders. A current
exanpl e CCR (regenerated every few mnutes) is avail able here:
https://consol e.rpki-client.org/rpki.ccr

* A CCR serializer and deserializer inplenentation based on
[rpki-client] was provided by Job Snijders and Theo Buehl er

* Another CCR serializer and deserializer inplenentation based on
[rpkitouch] was provided by Job Snijders.
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Aut hors’ Addresses

Job Snijders

BSD Software Devel opnent
Anst er dam

Net her | ands

Emai | : j ob@sd. nl

URI : htt ps://ww. bsd. nl

Bart Bakker

RI PE NCC

Net her | ands

Emai | : bbakker @i pe. net

Ti m Brui jnzeel s

Rl PE NCC

Net her | ands

Emai | : tbruijnzeel s@i pe. net

Theo Buehl er

OpenBSD

Swit zerl and

Emai | : t b@penbsd. org
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