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Abst r act

Thi s docunent proposes a new approach by | everagi ng Resource Public
Key Infrastructure (RPKI) architecture to verify the authenticity of
the mapping origin of an I Pv4 address block. MOJA is a newy defined
cryptographically signed object, it provides a nmeans that the address
hol der can authorize an |1 Pv6 mapping prefix to originate mapping for
one or nore | Pv4 prefixes. Wen receiving the MOA objects fromthe
relying partie, PE device can verify and discard invalid address
mappi ng announcenents from unaut horized | Pv6 mappi ng prefixes to
prevent |Pv4 prefix hijacking.

Status of This Meno
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1. Introduction

Thi s docunent defines security enhancenent for the address nmapping
announcenent in multi-domain | Pv6-only underlay networks
[1-D.ietf-v6ops-framework-nd-ipvéonly-underlay]. For |Pv4 service
delivery in IPv6-only network, |Pv6 mapping prefixes are configured
at the PE devices to identify the location of |Pv4 address bl ocks,
for any given |IPv4 address block, its corresponding | Pv6 mapping
prefix is considered as the mapping origin. In
[1-D.ietf-idr-nmpbgp-extension-4map6], PE device at the edge of the
I Pv6-only network distributes the napping between an | Pv4 address
bl ock and its mapping origin through 4nmap6 extension of MP-BGP
Based on the obtai ned nmappi ng data, the ingress PE can statelessly
transformthe incomng | Pv4 packets into | Pv6 ones and send themto
the correct egress PE

From above it can be seen that the correctness of transmtting | Pv4d

service data in an I Pv6-only network lies on the authenticity of the
address mapping relationship. This can be further explained by the
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case where if an attacker nmaps an | Pv4 address bl ock using a fake

| Pv6 mapping prefix, IPv4 service data will be sent to the wong
egress PE, resulting in a situation of I1Pv4 prefix hijacking. In a
smal | -scal e controll ed network, this problemnmy not be too serious.
However, as the scale of |Pv6-only deploynent increases and there is
i nterconnection between multiple operators, it is necessary to
guarantee the authenticity of nmapping relationship. This docunent
proposes a new approach by | everagi ng Resource Public Key
Infrastructure (RPKI) architecture to verify the authenticity of the
mappi ng origin of an I Pv4 address block. RPKI is a security
framewor k by which network owners can validate and secure the
critical route update or BGP announcenents between public |nternet
net wor ks [ RFC6480]. For the scenario discussed, a new object, nanely
Mappi ng Origin Authorization (MJA), under the RPKI framework is
defined in this document. MOA is a cryptographically signed nmapping
obj ect between an | Pv4 address block and its right napping origin
that is allowed to be declared in the announcement of MP-BGP. Wth
this architecture, a legitimte hol der of |Pv4 address bl ock, e.g.
an | SP, can authorize an IPv6 napping prefix to map | Pv4 address

bl ock. A distributed repository system stores and di ssem nates the
data objects that conmprise the RPKI, as well as other signed objects
necessary for inproved nmapping data and routing security. Wen
recei ving MOA objects fromthe relying parties, the PE routers can
use them for Mapping Oigin Validation (M) of |Pv4 address bl ocks:
verifying and discarding "invalid" address mappi ng announcenments to
prevent |1 Pv4 prefix hijacking in an | Pv6 network.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here
2. Term nol ogy, Abbreviations and Acronyns
The foll owi ng abbrevi ati ons and acronyns are used in this docunent:
CVB: Cryptographi c Message Syntax
MOA: Mapping Origin Authorization
MOV: Mapping Origin Validation
MP- BGP: Mul ti protocol BGP

PE: Provi der Edge
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3.

PKI: Public Key Infrastructure

RPKI : Resource Public Key Infrastructure

ROA: Route Origin Authorization([ RFC9582])
The MOA Content - Type

The content-type for a MOA is defined as Mappi ngOri gi nAut hz and has
the numerical value of X.X.XXX.XXXXX.X.X. X. X. XX.

This O D MJST appear both within the eContent Type in the
encapContentlnfo object as well as the content-type signed attribute
in the signerlnfo object (see [ RFC6488]).
The MOA eCont ent
The content of a MOA identifies a single |IPv6 mapping prefix that has
been aut horized by the address hol der to originate nmappi ng of one or
more |1 Pv4 prefixes that will be advertised. |If the address
hol derneeds to authorize multiple I Pv6 mapping prefixes to advertise
the sane set of IPv4 prefixes, the holder issues multiple MOAs, one
per | Pv6 mapping prefix. A MA is formally defined as:

Mappi ngOri gi nAttestation ::= SEQUENCE {

version [0] | NTEGER DEFAULT O,

mappi ngs SEQUENCE (Sl ZE(1..MAX)) OF MOAI PMappi ng }

MOAI PMappi hg :: = SEQUENCE ({
v6Mappi ngPrefi x | Pv6Mappi ngPrefi x,

v4Prefi xes SEQUENCE (S| ZE(1..MAX)) OF | Pv4Prefix }

| Pv6Mappi ngPrefix ::= BI T STRING (SI ZE (0. . ub-1Pv6))
I PvaPrefix ::= BIT STRING (S| ZE (O..ub-1Pv4))
ub- 1 Pv6 | NTEGER ::= 128

ub-1Pv4 | NTEGER ::= 32
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Note that this content appears as the eContent within the
encapContentl nfo (see [ RFC6488]).

4.1. El ement version
The version nunber of the Mappi ngOrigi nAttestati on MUST be xxx.
4.2. E enent nmappings

The mappi ngs el ement encodes the set of address mappi ng behavi or,
whi ch indicates that the given |Pv6 Mapping Prefix is authorized to
ori gi nate mappings for single or a set of |Pv4 prefixes.

4.2.1. type MOAI PMappi ng

Wthin the MOAI PMappi ng structure, ve6Mappi ngPrefix el ement contains
the IPv6 prefix used to originate mapping for a set of |Pv4 prefixes.
The |l ength of v6Mappi ngPrefix can be set as 40, 48, 56, 64 or 96 in
actual deploynment. The v4Prefixes el enent represents |Pv4 prefixes
as a sequence of |Pv4Prefix.

It is proposed to define a canonical ordering for vd4Prefixes, this
all ows RP software to nore easily verify the contents of the
eContent. In section 3.3.2 of [I-D.ietf-sidrops-rpki-prefixlist], a
canonical formis defined such that every set of |Pv4 address
prefixes has a unique representation. it can be used for the case of
MOA defined in this docunent.

To semantically conpare, sort, and deduplicate the contents of the
v4Prefix field, each v4Prefix elenent is mapped to an abstract data
el ement conposed of two integer val ues:

addr

The first |1 Pv4 address of the I Pv4 prefix appearing in the
v4Prefix field, as a 32-bit (IPv4) integer val ue.

pl en

The prefix length of the IPv4 prefix appearing in the v4Prefix
address field as an integer val ue.

Thus, the equality or relative order of two v4Prefix el ements can be
tested by conparing their abstract representations.

Wth conparator the set of vd4Prefix is totally ordered. The order of

two v4Prefixes is determined by the first non-equal conparison in the
following list.
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1. Data elements with a | ower addr val ue precede data el enments with
a hi gher addr val ue.

2. Data elenents with a | ower plen value precede data elenents with
a hi gher plen val ue.

Data el enents for which all two val ues conpare equal are duplicates
of one anot her.

5. MDA Validation

Before a relying party can use a MOA to validate a mapping
announcerent received, the relying party MJST first validate the MOA
To validate a MOA, the relying party MJST performall the validation
checks specified in [ RFC6488] as well as the follow ng additional
MOA- speci fic validation step.

-The | P address del egati on extension [RFC3779] is present in the end-
entity (EE) certificate (contained within the MOA), and each |Pv4
prefix(es) in the MDA is contained within the set of |P addresses
specified by the EE certificate’ s |IP address del egati on extension.

6. Security Considerations

There is no assunption of confidentiality for the data in a MOA; it
is anticipated that MOAs will be stored in repositories that are
accessible to all 1SPs, and perhaps to all Internet users. There is
no explicit authentication associated with a MOA, since the PKI used
for MOA validation provides authorization but not authentication.

Al though the MOA is a signed, application-layer object, there is no
intent to convey non-repudiation via a MOA.

The purpose of a MOA is to convey authorization for an | Pv6 mappi ng
prefix to originate a mapping to the prefix(es) in the MOA. Thus,
the integrity of a MOA MJUST be established. The MOA specification
makes use of the RPKI signed object format; thus, all security
considerations in [RFC6448] also apply to MOAs. Additionally, the
si gned object profile uses the CM5 signed nessage format for
integrity; thus, MOAs inherit all security considerations associated
with that data structure.
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1.

The right of the MOA signer to authorize the target |Pv6 mapping
prefix to originate mappings to the prefix(es) is established through
use of the address space and | Pv6 mappi ng prefix nunber PKI described
in [RFC6480]. Specifically, one MJUST verify the signature on the MOA
using an X. 509 certificate issued under this PKI, and check that the
prefix(es) in the ROA match those in the certificate s address space
ext ensi on.

As nentioned in [I-D.ietf-idr-npbgp-extension-4map6], the 4map6
extension is mainly used for controlled I Pv6-only network operated by
single or multiple ISPs. |In this scenario, as the |IPv6 napping
prefix indicates the direction of |Pv4 service data transm ssion in
the I Pv6-only network, and MOA is used to validate the mapping origin
of I Pv4 address block, there is no need to use |Pv4 ROA for the

val idation of |Pv4 BGP announcenents; On the other hand, as the
operation of MOA depends on the authenticity of address authorization
in the underlying IPv6 network, if the IPv6 address prefix is
maliciously originated by a third-party AS, even if the |Pv4 address
block is legitimately authorized to its corresponding | Pv6 mappi ng
prefix, traffic hijacking may occur due to the malicious announcenent
of the 1 Pv6 mapping prefix. Therefore, it is recomended to al so
depl oy 1 Pv6 ROA validati on where MOA is depl oyed

| ANA Consi der ati ons

Wth this docunment, 1ANA is requested to allocate the code for MOAA in
the registry of "RPKI Signed Objects”. 1In addition, two O Ds need to
be assigned by I ANA, one for the nodule identifier, and another one
for the content type. The codes will use this docunment as the
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Appendi x A ASN. 1 Modul e

This normati ve appendi x provides an ASN. 1 nodul e that specifies the
MOA content in ASN. 1 synt ax.

RPKI Mappi ngOri gi nAut hz- 2024
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)

pkcs9(9) snine(16) nod(0) TBDO }
DEFI NI TIONS EXPLICI T TAGS ::= BEG N

| MPORTS
CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2009--in [ RFC5911]
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)

pkcs9(9) smine(16) nodul es(0) id-nod-cns-2004-02(41) };

ct - Mappi ngOri gi nAut hz CONTENT- TYPE : : =
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{ TYPE Mappi ngOrigi nAttestation

| DENTI FI ED BY i d-ct - Mappi ngOri gi nAut hz }

i d-ct-Mappi ngOri gi nAut hz OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)

pkcs9(9)sm nme(16) ct(1) TBD1 }

Mappi ngOri gi nAttestation ::= SEQUENCE {
version [0] | NTEGER DEFAULT O,

mappi ngs SEQUENCE (Sl ZE(1..MAX)) OF MOAI PMappi ng }

MOAI PMappi hg :: = SEQUENCE ({
v6Mappi ngPrefi x | Pv6Mappi ngPrefi x,

v4Prefi xes SEQUENCE (S| ZE(1..MAX)) OF | Pv4Prefix }

| Pv6Mappi ngPrefix ::= BIT STRING (SI ZE (0. . ub-1Pv6))
| Pv4Prefix ::= BIT STRING (S| ZE (0. .ub-1Pv4))
ub-1Pv6 | NTEGER ::= 128

ub-1Pv4 I NTEGER ::= 32

END
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