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Abst ract

Desi gning an efficient source address validation (SAV) filter
requires mnimzing fal se positives (i.e., avoiding bl ocking
legitimate traffic) while maintaining directionality (see RFC8704).
Thi s docunent advances the technology for SAV filter design through a
met hod that makes use of BGP UPDATE messages, Autononmpus System

Provi der Authorization (ASPA), and Route Origin Authorization (RQA).
The proposed nmethod’s nane is abbreviated as BAR-SAV. BAR-SAV can be
used by network operators to derive nore robust SAV filters and thus
i nprove network resilience. This docunent updates RFC8704.
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1. Introduction

Spoof ed source addresses are often used in Denial of Service (DoS)
and Distributed DoS (DDoS) attacks. Source address validation (SAV)
filtering is used to drop packets with spoofed source addresses (see
BCP 84 [ RFC3704] [RFCB704]). A detailed review of unicast Reverse
Pat h Forwardi ng (uRPF) techniques for SAV is provided in [ RFC8704]).
Al so, [RFC8704] describes enhanced feasi bl e-path uRPF ( EFP- uRPF)

met hods that aimto minimze false positives (i.e., avoid blocking
legitimate traffic) while maintaining directionality (see definitions
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in [ RFC3704]).

New t echnol ogy for securing the Border Gateway Protocol (BGP)

[ RFC4271] using Resource Public Key Infrastructure (RPKI) [RFC6480]
is seeing increasing adoption. Two of the currently existing or
proposed types of signed objects in the RPKI can be | everaged for a
nmore accurate SAV filter design as well. These are the Route Origin
Aut hori zation (ROA) and the Autononous System Provi der Authorization
(ASPA) objects. A ROAis a cryptographically signed attestation by
an | P address-resource holder listing their prefixes that are
authorized to be originated in BGP by a specific autononous system
(AS) [RFC6482]. ROAs are currently used for RPKI-based Route Origin
Val idation (RPKI-ROV) [RFC6811] [RFC9319]. An ASPAis a
cryptographically signed attestation by an AS listing its transit
provi der AS nunmbers (ASNs) [I-D.ietf-sidrops-aspa-profile]. The ASPA
data is designed to be used for a formof AS path validation that can
detect and mitigate route leaks [I-D.ietf-sidrops-aspa-verification].
See [ RFC7908] for the definition of route |eaks.

Thi s docunent advances the technology for SAV filter design using

met hods that make use of ASPA, ROA, and/or BGP UPDATE data. A method
is presented in Section 3 that makes use of only ASPA and ROA data to
design the SAV filter. This nethod is for use in the future when the
adoption of ROA and ASPA is ubiquitous. However, for use in the
period before that, another method for SAV is presented in Section 4
that makes conpl ementary use of BGP UPDATE messages al ong with ASPA
and ROA data. Accordingly, the latter nmethod’ s nane is abbreviated
as BAR-SAV. It is expected that just as the adoption of ROAs is
growi ng at present [Mnitor], the adoption of ASPA will also gain
momentumin the near future. The BAR-SAV nethod additionally
incorporates a refined version of AlgorithmA of the EFP-uRPF

techni que (Section 3.1 of [RFC8704]). BAR-SAV can be used by network
operators to derive nore robust SAV filters and thus inprove network
resilience.

Thi s docunent describes the design of ingress SAV allowist filters
for an interface facing a custonmer or lateral peer AS (Section 3,
Section 4). The sanme procedure applies in both cases (Section 2).
Thi s docunent al so describes the design of ingress SAV all owi st
filters for an interface facing a transit provider (Section 7).

Thr oughout this docunment, ROA and ASPA data nean the payload data in
cryptographically valid ROA and ASPA objects (see Section 4 in
[ RFC6482] and Section 4 in [I-D.ietf-sidrops-aspa-profile]).

The reader is encouraged to be famliar with [ RFC8704], [ RFC6482],

[ RFC6811], [I-D.ietf-sidrops-aspa-profile], and
[I-D.ietf-sidrops-aspa-verification].
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Sanme Procedure Applies to Custoners and Lateral Peers

The sane procedure applies for the construction of a pernissible
ingress SAV filter (i.e., allowlist) for a customer or |ateral peer
interface. This is because the data packets received froma customer
or lateral peer should have source addresses belonging only to the
prefixes in the customer cone (CC) of said customer or |ateral peer.
The focus, therefore, is only on the CC of the neighbor in each case.
Note that the CC includes the AS belonging to the customer or |ateral
peer.

3.  SAV Using ASPA and ROA (Procedure X)

The procedure (called Procedure X) described in this section is for
future scenari os when ASPA and ROA adoption is ubiquitous. |[In that
scenari o, robust SAV filters can be generated fromthe RPKI

i nformati on (ASPA and ROA data) alone. The procedure is applicable
for ingress SAV filter design for custoner and | ateral peer
interfaces. An ISP may use Procedure X on a custoner (or |ateral
peer) interface if it expects full adoption of ROAs and ASPAs in the
CC of the neighbor.

A description of Procedure X (one that makes use of only ASPA and ROA
dat a):

* Step A Conpute the set of ASNs in the Custoner’s or Lateral
Peer’s custoner cone using ASPA dat a.

* Step B: Conpute from ROA data the set of prefixes authorized to be
announced by the ASNs found in Step A. Keep only the unique
prefixes. This set is the permissible prefix list for SAV for the
interface in consideration.

A detail ed description of Procedure X is as foll ows:

1. Let the Customer or Lateral Peer ASN be denoted as AS-k.

2. Let i = 1. Initialize: AS-set S(1) = {AS-k}.

3. Increnment i to i+1.
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4. Create AS-set S(i) of all ASNs whose ASPA data declares at |east
one ASN in AS-set S(i-1) as a Provider.

5. If AS-set S(i) is null, then set i_max =i - 1 and go to Step 6.
El se, go to Step 3.

6. Formthe union of the sets, S(i), i =1, 2, ..., i_max, and nane
this union as AS-set A

7. Select all ROAs in which the authorized origin ASN is equal to
any ASN in AS-set A. Formthe union of the sets of prefixes
listed in the selected ROAs. Nane this union set of prefixes as
P- set.

8. Apply P-set as the list of permi ssible prefixes for SAV.
4. SAV using BGP UPDATE Messages, ASPA, and ROA ( BAR- SAV)

SAV usi ng BGP UPDATE Messages, ASPA, ROA (BAR-SAV) as well as ACLs is
described in this section and is nmeant for the period when there is a
partial deploynment of ROAs and ASPAs. To compensate for inconplete
RPKI information, BAR-SAV augnents ASPA data with BGP UPDATE AS PATH
data (and ASN ACLs) for discovering CC ASes, and it augnments ROA data
with BGP UPDATE data (and Prefix ACLs) for discovering all prefixes
associated with ASes in the CC. The details of this procedure are
descri bed bel ow.

BAR- SAV additionally incorporates a refined version of AlgorithmA of
EFP- uRPF (Section 3.1 of [RFC8704]). AlgorithmA in [RFC8704] picked
only the originating ASes from AS PATHs received on the customer (or
| ateral peer) interface in consideration and included them for SAV
filter computation. The variant of AlgorithmA in [RFC8704] used
here includes all ASes in the above-nentioned AS PATHs for the SAV
filter conmputation. Unless there is a route |eak [ RFC7908], each AS
is a custoner of the AS added next in AS PATHs of BGP UPDATE nessages
received froma customer (or lateral peer). Additional custoner-
provider AS relations within the CC are di scovered by exami ning all
uni que ASes in the AS PATHs in BGP UPDATEs received on all interfaces
(fromtransit providers, custoners, lateral peers, and | BGP peers).
This is described in the step-by-step procedure later in this
section.

Note that if a nmulti-honed AS is present in an above-nentioned

AS PATH and did not originate any prefix in the CCin consideration
but originated a prefix into an overl appi ng nei ghboring CC, then the
AS and prefix will still be detected and included in the design of
the SAV filter. This inproves the accuracy of the SAV filter in the
BAR- SAV nethod in conparison to AlgorithmA in [ RFC8704].
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One shoul d not conpute a custoner cone by separately processi ng ASPA
data and AS PATH data and then merging the two sets of ASes at the
end. Doing so is likely to miss ASes fromthe customer cone.

I nstead, both ASPAs and AS PATHs should be used to iteratively expand
the discovered custonmer cone. Wen new ASes are discovered, both
ASPA and AS PATH data shoul d be used to di scover custoners of those
ASes. This process is repeated for newy discovered custoner ASes
until there are no new ASes to be found

As a neasure of security, validation of the AS PATH data in Adj-RI Bs-
In [ RFC4271] should be perforned using the procedures in
[1-D.ietf-sidrops-aspa-verification] [RFC9234] and any Invalid

AS PATHs must be excluded frominputs to the BAR-SAV procedure. This
ensures that BGP UPDATEs containing route | eaks are not considered
for BAR-SAV filter design. Please see additional discussion about
route | eaks in Section 9.

As a further neasure of security, validation of BGP routes in Adj-

RI Bs-In nust be performed by applying RPKI-ROV [ RFC6811] and any
Invalid routes nust be excluded frominputs to the BAR-SAV procedure.
Pl ease see additional discussion about prefix/route filtering in
Section 9.

A detailed description of the BAR-SAV procedure for the interface
with a Customer or Lateral Peer AS is as follows:

1. Let the Custoner or Lateral Peer ASN be denoted as AS-k.
2. Let i = 1. Initialize: AS-set Z(1) = {AS-k}.

3. Extend AS-set Z(1l) to include ASNs from any ASN ACL confi gured
for the interface.

4, Increment i to i+1.

5. Create AS-set A(i) of all ASNs whose ASPA data decl ares at | east
one ASN in AS-set Z(i-1) as a Provider.

6. If AS-set A(i) contains AS O or any ASes with | ANA speci al
pur pose AS nunbers [| ANA-sp-ASN], renobve such ASes fromthe set
and proceed.

7. Create AS-set B(i) of all customer ASNs each of which is a
customer of at |east one ASN in AS-set Z(i-1) according to
uni que AS PATHs in Adj-RIBs-In of all interfaces at the BGP
speaker conputing the SAV filter.
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8. Formthe union of AS-sets A(i) and B(i) and call it AS-set C.
From AS-set C, renove any ASNs that are present in Z(j), for j=1
to j=(i-1). Call the resulting set Z(i).

9. If AS-set Z(i) is null, then set i _ max =i - 1 and go to Step 9.
El se, go to Step 4.

10. Formthe union of the AS-sets, Z(i), i
name this union as AS-set D.

1, 2, ..., i_max, and

11. Select all ROAs in which the authorized origin ASNis in AS-set
D. Formthe union of the sets of prefixes listed in the
sel ected ROAs. Nane this union set of prefixes as Pfx-set QL.

12. Using the routes in Adj-RIBs-In of all interfaces, create a |ist
of all prefixes originated by any ASNin AS-set D. Nanme this
set of prefixes as Pfx-set Q.

13. Formthe union of Pfx-set Ql, Pfx-set @, and any Prefix ACL
configured for this interface. Call the union set as Pfx-set Q
Apply Pfx-set Qas the list of permssible prefixes for SAV.

5. Operational Recommendati ons

Net wor k operators SHOULD i npl ement the BAR-SAV nethod (Section 4) for
computing the pernissible ingress prefix list for SAV on interfaces
facing customers and | ateral peers. BAR-SAV offers inmmediate
incremental benefits to early adopters.

The operational recomrendations provided in Section 3.2 of [RFC8704]
are applicable and hel pful for BAR SAV (Section 4). Since Procedure
X (Section 3) and the BAR-SAV procedure (Section 4) benefit fromthe
registration of ROAs, network operators are RECOMVENDED to register
ROAs and enable RPKI-ROV in their ASes. When ASPA registration
becones avail abl e, network operators are al so RECOMWENDED to register
ASPAs at that tine.
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The registration of ROAs and ASPAs hel ps with the detection and

i nclusion of otherw se hidden prefixes in the permissible list for
SAV. Prefixes hidden in other SAV techniques often arise fromthe
use of multi-homing in conjunction with limted propagation of
prefixes in a given CC (for exanple, by attaching NO EXPORT [ RFC4271]
to all prefixes announced froma custonmer ASto a transit provider
AS). In such scenarios, it is strongly RECOWENDED to AS operators
to register ASPAs and ROAs, as this practice significantly enhances
the precision and reliability of BAR- SAV. Transit providers should
actively encourage their custoner AS operators to register ROAs and
ASPAs. This best practice should cascade throughout the entire
customer hierarchy, ensuring w despread adoption

5.1. Considerations for the CDN and DSR Scenari o

Direct Server Return (DSR) is a common asynmetric routing scenario
that is not supported by existing BCP-84 uRPF [ RFC3704] and EFP- uRPF
[ RFC8704] SAV nethods. DSR is comonly used by Content Delivery

Net wor ks (CDNs) that wish to use anycast service addresses but
deliver data from edge | ocations that do not announce anycast

addr esses.

For exanple, in Figure 1, the CDN announces an anycast prefix P3
(from AS3) froma well-connected | ocation with CDN contro
infrastructure. When a User fromprefix Pl (ASl) establishes a
connection to the anycast address and requests an object, an Anycast
Server at the CDN may determ ne that the best |ocation to serve the
object is an Edge Server in a location close to the User. The Edge
Server is reachable only via prefix P2 (AS2). The Anycast Server can
forward packets arriving fromthe User to the Edge Server (via IP-1P
tunneling or sinilar neans), but the bulk data transm ssion woul d
need to happen directly fromthe Edge Server to the User with an
anycast source address (a P3 address).
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oo +  P3{AS5 AS3} H------------ +
| ASA | <o | AS5 |
R + (P2P) R +
A A A
/ \ \
P1{ AS1}/ \ P2{ AS2} \ P3{ AS3}
(c2pP)/ \ (C2P) \ (C2P)

/ \ \
TS + TS + TS +
| AS1 (P1)| | AS2 (P2) | | AS3 (P3)
+--m o= +----+ S I + +--m o= +----+

+ + +
User Edge Server (DSR) Anycast Server

Consi der AS4 generating SAV list for interface to AS2
CDN' s ROAs: {P3, AS3}, {P3, AS2}, {P2, AS2}
AS2 shoul d not/does not announce P3
Wth the SAV nethods in this docunent,
AS4 correctly includes P2 and P3 in the SAV |i st

Figure 1: Illustration of how the solution functions for the CDN
DSR scenari o.

Exi sting SAV net hods of [RFC3704] and EFP-uRPF [ RFC8704] woul d not
allow AS4 to include P3 as a legitinate SA prefix on the interface to
AS2. However, if the CDN (owner of prefix P3) registers a ROA object
aut horizing AS2 to originate P3, and AS4 uses an SAV procedure
specified in this docunent (Section 4), then AS4 will use that ROA
object to include P3 as a valid source prefix for the AS2 custoner
interface. The CDN nmay never want to announce a route to P3 from
AS2, but the existence of this ROA would result in the construction
of an SAV filter that would permt AS2 to send data packets with
source addresses bel onging to P3.

The CDN DSR exanpl e above shows the DSR AS (i.e., AS2) as a custoner
of the AS doing SAV (i.e., AS4). The nethod described in this
section works even when the DSR AS is a lateral peer of the AS doing
SAV (see Section 2).

The CDN exanpl e above is just one DSR scenario. There are other
cl oud- based DSR scenarios that include | owlatency gam ng, nobile
roam ng, corporate networks of global enterprises, and others.

Recommendation: In a DSR scenario, a network operator nust register
ROAs that bind the edge server ASes with the anycast service prefix.
This is in addition to registering a ROA authorizing the anycast
server AS to announce the anycast prefix.
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5.2. Prefixes Not Gobally Routed but Used for Source Address

Prefixes that are not globally routed but used for source address
fall into two categories as foll ows:

* Type 1: Internal-use prefixes within specific ASes and emtted in
data packets as source address only fromthose individual ASes.

* Type 2: I ANA all ocated prefixes or addresses (application/service
specific) that are not globally reachable but can be emtted in
data packets as source address from perhaps any AS [| ANA-v4-sp]

[ 1 ANA-v6-sp] .

The total nunber of either type of prefixes is expected to be very
few

Type 1 prefix owners MJIST regi ster ROAs for their prefixes including
the ASes from where the prefix may be used for traffic sourcing. The
ROAs all ow the BAR-SAV al gorithmto discover and include these
prefixes in the SAV tables only for those interfaces where they

bel ong in the respective custoner cone. These prefixes will also be
augnented by default to the SAV tables of all provider interfaces.

Not e: Di scussions about Traffic Oigin Authorization (TOA)
[1-D.gin-sidrops-toa] are in progress in the IETF. TOA in
conjunction with an ASO ROA is possibly an alternative way of

di scovering Type 1 prefixes for SAV. The BAR-SAV algorithns in this
docunent can easily accomobdate the use of TOA if its adoption occurs
in the | ETF.

Type 2 prefixes need to be carefully gleaned from|ANA |isted
speci al - purpose IPv4 and I Pv6 prefix lists. These are normally

mar ked wi th Source = True, Destination = False, and G obally
Reachabl e = Fal se. Exanples of Type 2 prefixes are 0.0.0.0/32,
::/128, 192.0.0.8/32, and 100:0:0:1::/64. Better understanding of
the use of these addresses still needs to be devel oped for their
implications for SAV, e.g., which interfaces may they appear on
(e.g., only custoner interfaces) and what is their propagation scope
(e.g., internal to an ISP network and the I P packets do not exit the
| SP's AS)?
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Type 2 prefixes are not allocated to anyone in particular. For these
prefixes, one possibility is to have an RIR register a ROA(s) with an
| ANA al |l ocat ed speci al purpose ASN, and then the prefixes can be

di scovered and augnented universally to the ingress SAV table for any
interface at any AS. Another possibility is that the prefixes can be
just baked into the | ETF specification for such augnentation

Anot her possibility is to |l eave the SAV handling of these prefixes up
to an ISP and its customer ASes in case the prefixes are known not to
propagat e beyond the customer AS or the ISP

5.3. Co-ordination of BAR-SAV with FIB/ R B-I1n and RPKI

It is essential for the BAR SAV nechanismto be coordinated with the
FIB/RIB-1n to ensure that any route that may be received on the
router interface in consideration (and eligible for best path

sel ection) is considered in the SAV table conputation. This
coordination is necessary for achieving zero blocking of legitimte
traffic (i.e., zero inproper bl ocking)

[1-D. haas-savnet-inter-domai n-scaling]. Therefore, when a BGP
session is started or restarted, the SAV table computation and the
subsequent enforcenment of SAV on the interface nust be delayed to
all ow for routing convergence to conplete. |f BGP Updates arrive
during the SAV table conputation, those Updates should be used to
update the SAV table as quickly as possible. |If a BG Wthdraw
message i s received, hysteresis nmust be applied as described in
Section 6.5.2. The conputation of the SAV table is a continuous
process, and it acconmpdates the dynam cs of BGP (arrival and

wi t hdrawal of Updates) following the initial convergence after the
BGP session start or restart.

BAR- SAV requires that the SAV table al so stays coordinated with the
dynanmics in RPKI (ROAs and ASPAs) and is updated pronptly in response
to the changes in ROAs and ASPAs.

6. Operations and Managenent Consi derations

This section highlights some inportant operations and nmanagenent
consi derations and was nmotivated in part to address the coments
recei ved fromthe SIDROPS working group nmemnbers.

6.1. Applicability of ASPA and ROA

A transit provider is a network that (a) offers its custoners

out bound (customer to Internet) data traffic connectivity and/or (b)
further propagates in all directions (towards providers, latera
peers, and other custoners) any BGP Updates that the custoner may
send [I-D.ietf-sidrops-aspa-profile]. In the latter case, it also
provi des transport for inbound data traffic. |In all cases, the
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customer AS should follow the specification in
[I-D.ietf-sidrops-aspa-profile] and include the transit provider AS
inits ASPA. Registering an ASPA prevents forged-origin hijacks for
the customer AS and its prefixes, prevents route |eaks involving the
custoner AS and facilitates BAR-SAV.

If a prefix is used for source addresses for hosts attached at an AS
but not announced in BGP fromthat AS (e.g., the DSR scenario in
Section 5.1), a ROA nust be registered binding the prefix and the AS
This ROA registration assists in preventing hijacking of the prefix
and helps facilitate BAR-SAV. It may be noted that a simlar usage
of ROA is nade in the context of DDoS nmitigation (see Section 5.1 in
[ RFC9319]), where hypothetically the prefix may never need to be
originated by the AS of the DDoS nitigation provider.

6.2. BAR-SAV and Routing Policy

BAR- SAV identifies all ASes in a custonmer’s (or |ateral peer’s)
customer cone (CC), and then it discovers all prefixes that could

pl ausi bly be used as source addresses in data traffic originated from
the ASes in the CC. If ASPA and ROA have been adopted by all ASes
and prefix owners, respectively, in the CC of interest, then the |ist
of plausible source address prefixes will be conplete with no

i nproper block (i.e., traffic with legitinmte source addresses is not
bl ocked). Further, deploying BAR-SAV by all ASes within the CC
ensures no inproper permt (i.e., traffic with spoofed source address
is not admtted) on all custonmer interfaces in the CC. Note that
routing policies of ASes may be such that sone of the discovered
prefixes may never be used as source addresses on a given custoner
interface of interest, but this does not inpact BAR- SAV s accuracy.

6.3. \Wiere to Depl oy BAR- SAV

The di scussion in Section 3.6.1 of [ RFC8704] of the Forwarding

I nformati on Base (FIB) size estimates and the networks where SAV
woul d be nost effective are applicable to BAR-SAV as well. Smaller

I SPs (and possibly some midsize and regional |1SPs) are expected to

i mpl ement t he BAR- SAV nethod, since SAV in general is nost effective
closer to the edges of the Internet. For such networks, the
conservatively estimated SAV filter list size is only a snall
fraction of the anticipated FIB nenory size (see details in

Section 3.6.1 of [RFC8704]).
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6.4. Automation is the Key

SAV done manual ly, e.g., using ACLs, usually does not get nuch
adopti on because of operational costs, susceptibility to human
errors, and tendency of SAV filters to get out of date due to the
need for any changes by custonmers or peers to be coordinated with
multiple parties (providers and peers). Automated uRPF technique,
such as BAR- SAV, however, allow for easy, accurate, and cost

ef fective depl oynents. The BAR- SAV nmet hod nakes it possible to
automate the construction of SAV filter lists aimng for no inproper
bl ock and a m ninmal probability of inproper pernmit of data traffic.
As ASPA adoption picks up al ongsi de the ongoi ng ROA adoption, BAR-
SAV' s accuracy of discovering all possible source addresses
(prefixes) for the customer cone of interest inproves even further in
compl ex scenari os.

6.5. Inplenentation Guidelines

When a SAV filter is used to police data traffic, and an inconplete
SAV filter list could cause legitimate traffic to be bl ocked, the use
of robust inplementation practices for RPKI data retrieval and cache
managenent practices becone paranount. Sonme of such reconmended
practices are discussed in this section

6.5.1. Managenent of Local RPKI Repository Caches

RPKI infrastructure does not guarantee continuous availability of
RPKI repositories. Local caches of RPKI signed objects, nanifest
files (MFTs), and certificate revocation lists (CRLs) are already
mai nt ai ned for nanagi ng ROA objects and router certificates

[ RFC8210]. That is being extended to ASPA objects as well
[I-D.ietf-sidrops-8210bis]. The cache refresh frequency currently
used for RPKI data should be sufficient for BAR-SAV purposes as well.
If an RPKI repository publication point is unavailable, or there is
any other failure in fetching its objects, the |latest cached version
of the objects associated with the repository nmust continue to be
used, as described in [ RFC9286] .

If the RPKI cache server of some repository objects required for BAR-
SAV conputation is unavail able and/or the RPKI data cannot be fetched
fromthe repository publication point, the SAV system SHOULD "f ai
open" and downgrade the SAV function on a given interface to "l oose
URPF" described in BCP 84 [RFC3704] [RFC8704]. This downgrade is
better than suspending SAV entirely since at |east source addresses
in unal | ocated and bogon space are rejected.
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6.5.2. Coping with BGP s Transient Behavi or

The reader is referred to [RFC8704], Section 3.6.2 for inplenentation
gui del i nes concerning coping with BG® s transient behavior. In
particular, the idea of hysteresis is described there which refers to
del aying the removal of a prefix fromthe SAV allow ist when a prefix
wi t hdrawal occurs in BGP.

7. BAR-SAV on Provider Interface (BAR-SAV-PI)

For nost networks, "loose uRPF' SAV nethod described in [ RFC3704] and
[ RFC8704] is the current best practice for ingress SAV at provider
interfaces of an AS to ensure no inproper block. It is possible to
use BGP UPDATE as well as RPKI ROA and ASPA data to conpute a list of
prefixes that originate exclusively within the CC of the AS

(Section 4) and have all feasible AS paths to the AS excl usively
within the CC. A set of such prefixes (call it Pfx-set S) can be
subtracted fromthe Iist of allowed prefixes for SAV based on the

| oose uRPF net hod [ RFC3704] [ RFC8704].

A detail ed description of the procedure for BAR-SAV-Pl is as follows:

1. Per procedure in Section 4, conpute AS-set D and Pfx-set Q for
each custoner interface of the AS in consideration.

2. Form the union of the AS-sets found above and call it AS-set Du.
Also formthe union of the Pfx-sets found above and call it Pfx-
set Qu.

3. Mdify Pfx-set Qu to keep only the prefixes whose routes in the
RIBs-1n (of the customer interfaces in consideration) are all
RPKI - ROV Valid and have Valid AS path per ASPA verification.

4. Further nodify Pfx-set Qu to keep only the prefixes that have all
their allowed origin ASes (per ROAs) contained within AS-set Du.

5. Further nodify Pfx-set Qu to keep only the prefixes with all
feasible routes fromtheir respective origin ASes to the |local AS
(i.e., AS doing SAV) such that each AS in the AS path of each
route has all its Provider ASes (per ASPAs) contained within AS-
set Du. Call the resulting nodified set as Pfx-set S.

6. Subtract Pfx-set S fromthe set of allowed prefixes that pertain

to |l oose uRPF for the Provider interfaces. Call this reduced set
as Pfx-set Ga.
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10.

10.

7. From Pfx-set Ga, subtract (a) any prefixes originated by the
| ocal AS that are single-homed and (b) any internal-use-only
prefixes of the local AS. Call the resulting set as Pfx-set G

8. Apply Pfx-set Gas the allow list for ingress SAV at each
provider interface of the local AS, after possibly extending Pfx-
set G using an ACL configured for that provider interface.

At Step 5 above, the feasible paths are conputed by utilizing the
custoner-to-provider AS relationships that are discovered at Steps 5
and 7 in the algorithmin Section 4 by nmaki ng use of ASPA data and
BGP AS PATH data, respectively.

The BAR- SAV-PI met hod descri bed above is expected to be directionally
nmore accurate than | oose uRPF and would result in fewer inproper
permts. Avoiding inproper permts would inprove increnentally with
i ncreasi ng depl oynent of ROAs and ASPAs in the AS s custoner cone.

| mproper bl ocking is expected to be zero.

| ANA Consi derati ons
Thi s docunent includes no request to | ANA
Security Considerations

The security considerations described in [RFC8704], [RFC6811],
[I-D.ietf-sidrops-aspa-profile], and
[I-D.ietf-sidrops-aspa-verification] also apply to this docunent.

The security and robustness of BAR-SAV are strengthened by supporting
mechani sms for detecting and dropping BGP routes that are

m soriginations or |eaks. Section 4 stated the requirement of
validating BGP route origins using RPKI-ROV [ RFC6811]. It further
helps if route origin validation using trusted I RR route objects and
prefix filtering are al so depl oyed (see [ RFC7454] [N ST-800-189r1]).
It is also advised that one or nore of the avail able methods to
prevent, detect, and nitigate route | eaks are depl oyed (e.qg.,

[ RFC9234] [I-D.ietf-sidrops-aspa-verification]
[I-D.ietf-growroute-leak-detection-mtigation]).
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