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Abstract

Thi s docunent provides guidance to avoid carrying Resource Public Key
Infrastructure (RPKI) derived validation states in transitive Border
Gat eway Protocol (BGP) Path Attributes. Annotating routes with
transitive attributes signaling validation states nay cause needl ess
fl oodi ng of BGP UPDATE messages through the global Internet routing
system for example when Route Origin Authorizations (ROAs) are

i ssued, or are revoked, or when RPKI-To-Router sessions are

t er mi nat ed.

Operators should ensure RPKI-derived validation states are not
signaled in transitive BGP Path Attributes. Specifically, Operators
shoul d not associate Prefix Oigin Validation state with BGP routes
using transitive BG Communities.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Novenber 2026.
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1.

1.

I nt roducti on

The Resource Public Key Infrastructure (RPKI) [RFC6480] allows for
val i dation of received Border Gateway Protocol (BGP) [RFC4271]

routes. By neans of a validation process, e.g., BGP Prefix Oigin
Validation ([ RFC6811]), routers attain locally significant validation
states.

In the past, sone operators and vendors suggested to use BGP

Conmuni ties ([ RFC1997] and [ RFCB8092]) to annotate received routes
with validation states local to a router. Sone claimthat the
practice of signaling validation states could be useful, for exanple
to Internal BGP (1 BGP) speakers, in order to avoid each | BGP speaker
having to performtheir own route origin validation. However, such a
practice does not only conflict with core concepts of RPKI, but also
threatens the stability of networks.

Annotating a route with a transitive attribute (based on validation
states) means that BGP UPDATE nessages have to be sent to every

nei ghbor when the aforenentioned validation states changes. This
means that when, for exanple, Route Oigin Authorizations (ROAs)

[ RFC9582] are issued, or are revoked, or RPKI-To-Router (RTR)

[ RFC8210] sessions are term nated, new BGP UPDATE nessages will have
to be send for all routes that were previously annotated with a BGP
Community associated with a different validation state. Furthernore,
given that BGP Conmunities are a transitive attribute, such a BGP
UPDATE m ght end up propagating through |arge portions of the

Def aul t - Free Zone (DFZ).

Hence, this docunent provides guidance to avoid carrying RPKI-derived
validation states in transitive Border Gateway Protocol (BGP) Path
Attributes (Section 5 of [RFC4271]). Specifically, Operators SHOULD
NOT associate BGP Prefix Origin Validation results [RFC6811] with BGP
routes using transitive BG Communities ([ RFC1997], [RFC4360],

[ RFC8092]). Furthernore, this docunent contains data on the neasured
current inpact of BGP Communities used to signal validation states.

Avoi di ng the use of BGP Communities to signal RPKI-derived validation
states prevents BGP UPDATE nessages from being fl ooded into the
gl obal Internet routing system

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3.

3.

Scope

Thi s docunent di scusses signaling locally significant RPKI validation
states to EBGP nei ghbors through transitive BGP attributes. This

i ncl udes operator-specific BG Communities to signal validation
states, as well as any current or future standardi zed wel | - known BGP
Communi ti es denoting validation states. As BGP message churn is
associated with internal signaling changes, it is RECOWENDED t hat
operators al so consider the guidance (Section 5) within their
network, i.e., between their |BGP speakers.

The guidance in this docunent applies to all current and future
transitive BGP attributes that may be inplicitly or explicitly used
to signal validation states to neighbors. Sinilarly, this guidance
al so applies to non-RCA validation nechanics based on RPKI, e.g.

Aut ononbus System Provi der Authori zation (ASPA)
[1-D.ietf-sidrops-aspa-profile], BGPsec [RFC8205], and any ot her
future validation mechanic built upon the RPKI

Ri sks of Signaling Validation State Wth Transitive Attributes

This section outlines the risks of signaling RPKI-derived validation
states using BGP Communities. Wile the current descriptionis
specific to BGP communities, the observations hold simlar for al
transitive attributes that may be added to BGP routes.

1. Triggers for Large-Scal e Validation Changes

Thi s section describes exanples on how a | arge anount of RPKI ROA
changes may occur in a short tinme, |leading to generation of a |large
amounts of BGP UPDATE nessages

1.1. ROA | ssuance

Large- Scal e ROA issuance events should be a conparatively rare event
for individual networks. However, several cases exist where issuance
by individual operators or (malicious) coordinated issuance of ROAs
by multiple operators may lead to a high route churn, triggering a
continuous flow of BGP UPDATE nessages caused by operators using
transitive BGP attributes to signal validation states

Specifically:

* \When an operator issues new ROAs for their netbl ocks, possibly by
i ssuing one ROA with a non-mni mal maxLength (Section 4.3.2.2 of
[ RFC9582]) covering a large nunber of prefixes. This may al so
occur when incorrectly migrating to mninally covering ROAs
([ RFC9319]), i.e., when the previous ROA is first revoked (see
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3.

3.

1.

1.

Section 3.1.2) and the new ROAs are only issued after this
revocati on has been propagated, e.g., due to an operational error
or a bug in the issuance pipeline used by the operator

* \When multiple Certification Authorities (CAs) coordinate to issue
new ROAs at the same tine.

*  \When a CA has been unavail able or unable to publish for sone tine,
but then publishes all updates at once, or - as unlikely as it is
- if a key-rollover encounters issues.

2. ROA Revocation

Large- Scal e ROA revocation should be a conparatively rare event for

i ndi vi dual networks. However, several cases exist where revocations
by individual operators or (nalicious) coordinated revocati on of ROAs
by multiple operators may |l ead to a high route churn triggering a
continuous flow of BGP Update nessages caused by operators using
transitive BGP attributes to signal validation states

Speci fically:

* \Wen one |l arge operator revokes all ROAs for their netbl ocks at
once, for exanple, when nmigrating to mininally covering ROAs
[ RFC9319], or when revoking one ROA with a | ong nmaxLength covering
a | arge nunmber of prefixes.

* \When multiple CAs coordinate to revoke ROAs at the sane tine.

* \When a CA becones unavail abl e or unable to publish for sone tineg,
e.g., due to the CA expiring ([ CA-Qutagel], [CA-CQutage?],
[ CA- Qut age3], [CA-CQutaged]).

3. Loss of Cached Validated Payl oad I nformation

Similar to the issuance and revocation of ROAs, the validation
pipeline of a Relying Party (RP) may encounter issues. |ssues nay
occur on the cache side (Section 3.1.3.1) or on the router side
(Section 3.1.3.2) with network connectivity issues having specific
i mpact on either of the two.
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Wi le, in general, inplenmentations should not have bugs, operators

shoul d not make m stakes, and the network should be reliable, this is
usual ly not the case in practice. Instead, the worst-case of sudden
and unexpected, yet unintentional, |oss of cached validated payl oads

is an event that, however unlikely in a specific system nay and wil |
happen. Hence, systems should be resilient in case of unexpected

i ssues, and shoul d not exacerbate issues by inadvertently
contributing to BGP UPDATE fl oods.

Bel ow, exanpl es are provided of events for both categories that may
lead to the validation state of routes in one or nultiple routers of
an operator changing fromValid to Not Found (Section 2 of [RFC6811]).
These lists are provided for illustrative purposes and not
exhausti ve.

3.1.3.1. Potential Issues with a Cache

The foll owi ng events may inpact a cache's ability to provide
val i dat ed payload information to routers:

* The RPKI-To-Router (RTR) service nmay have to tenporarily be taken
offline by the RP operator for nmintenance. Wile operators
should, in general, take care to provision sufficient redundancy,
critical vulnerabilities nay necessitate the i nmedi ate
si mul t aneous shutdown of all RTR instances.

* A cache may crash due to bugs when ingesting unexpected data from
the RPKI, or run into performance issues due to insufficient
avail abl e nenory or limted I/O performance on the host. In the
wor st case, especially menory issues, can lead to a flapping
cache, e.g., when the systemruns out of menory after a few
m nutes of transmitting validated payl oads to routers.

* Validation state may seemingly | apse due to issues with tine
synchroni zation if, e.g., the clock of the cache diverts
significantly, starting to consider CA's certificates invalid.

* The cache may |l ose its network connectivity in general, or to
specific CAs. Wiile, in general, the cache should be able to
serve from cache, an operator nay have to shutdown the cache in
such a case, to prevent dropping prefixes as invalid due to stale
dat a.

3.1.3.2. Potential Ingestion Issues with a Router

Exanpl es of encountered issues are:
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* An RTR client, especially when inplenented as a dedi cated daenon,
may fail to start, or term nate when receiving unexpected data.
Especially when this leads to a flapping client, e.g., due to a
bug in the handling of increnental updates |leading to a crash,
while the initial retrieval is successful, this will lead to
fl appi ng between routes being Valid and Not Found.

* A msconfiguration may inpact a router’s ability to comunicate
with the RTR service. For exanple, an RTR client may lose its
credentials or may not receive updated credentials in tine when
these are changed, or the address of the RTR service changes and
is not updated on the router in tine.

* An RTR client may | ose network connectivity to the RTR service.
VWile, in general, caches should prevent this from having
i medi ate inpact, an RTR client’s behavior in case of a flapping
networ k connection with frequent interruptions may lead to
unexpect ed behavi or and cache invalidation. Sinmlarly, after
cache expiry, routes will change fromValid to NotFound

* As an extension of the previous point, multiple operators m ght be
usi ng one central RTR service hosted by an external party, or
depend on a simlar cache, which becones unavailable, e.g., due to

mai nt enance or an outage. |f local instances are not able to
handl e 1 oss of this external service w thout changing validation
states, i.e., do not serve from cache or the outage extends beyond

the expiry of cached information, routes will change |oca
validation states fromValid to Not Found. Naturally, the negative
impact in such a case is significantly larger in conparison to
each operator running their own cache.

3.1.4. CQutage Scenario Summary

The above non-exhaustive listing suggests that issues in genera
operations, CA operations, and RPKI cache inplenentations sinply are
unavoi dabl e. Hence, Operators have to plan and design accordingly.

3.2. Scaling issues

For each change in the validation state of a route, an Autononous
System (AS) in which the local routing policy sets a BG Conmunity
based on the BGP Prefix Origin Validation result, routers would need
to send BGP UPDATE nessages for nore than half of the gl obal Internet
routing table if the validation state changes to Not Found. The sane,
reversed case, would be true for every new ROA created by the address
space hol ders, whereas a new BGP UPDATE woul d be generated, as the
val idation state would change to Valid.
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Furt hernore, adding additional attributes to routes increases their
size and nenory consunption in the Routing Information Base of BGP
routers. Gven the continuous growh of the global routing table, in
general, operators should be conservative regarding the additiona
informati on they add to routes.

3.3. Flooding and Cascadi ng of BGP UPDATE Messages

The af orenentioned scaling issues are not confined to singular UPDATE
events. Instead, changes in validation state may |l ead to fl oods and/
or cascades of BGP UPDATE nessages throughout the Internet.

3.3.1. Flooding of BGP UPDATE Messages

Fl oodi ng events are caused by an individual operator |osing
validation states. |f that operator annotates validation states
usi ng BGP communities, the AS will send updates for all routes that
changed fromValid to NotFound to its custoners, as well as updates
for routes received fromcustomers to its providers.

Fol l owi ng an RPKI service affecting outage (Section 3.1), given that,
at the tine of witing, nore than half the gl obal Internet routing
table [CI DR _Report] nowadays is covered by RPKI ROAs [ NI ST], such
convergence events represent a significant burden. See

[ How-t o- break] for an el aboration on this phenonenon.

3.3.2. Cascading of BGP UPDATE Messages

For events that are not specific to one operator, e.g., a malicious
wi thdrawal of a ROA, |oss of a major CA, or an unexpected downtinme of
a major centralized RTR service, events can al so cascade for ASes
annotating validation states using BGP communities. G ven that
routers’ view of the RPKI with RTR are only | oosely consi stent, BGP
UPDATE nessages may cascade, i.e., one event affecting validation
states may actually trigger multiple subsequent BGP UPDATE fl oods.

Assume, for exanple, that AS65536 is a custonmer of AS65537 (both
annotating validation states with BG® Communities and using a 300
second RTR cycle), and a centralized RTR service fails. 1In the
exanpl e, AS65536 has their routers updated fromthat cache a second
before the service went down, while AS65537 was due for a refresh a
second thereafter.

This neans that a second after the RTR service went down, AS65537

will trigger a BGP UPDATE flood down its cone. AS65536 will ingest
and propagate these BGP UPDATE nessages down its own cone as well.
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When, roughly 300 seconds |ater, AS65536 fails to disseninate
val i dat ed payl oad information as well, the conmunity set by AS65536
wi || again change for ROA covered routes, and it will again trigger a
BGP UPDATE fl ood and propagate further on.

Even if either or both of AS65536 and AS65537 use a cache after RTR
expiry, the underlying i ssue would not change, assum ng the RTR
service downtine spans beyond the cache TTL. Assuming a 30 minute
cache TTL, both ASes using a cache would only nove the cascadi ng
event 30 minutes later. |If only one of the two uses a cache, the two
fl ood events get noved further apart. However, the overall issue of
two i ndependent fl oods due to one event renains.

3.4. (bserved data

In February 2024, a data-gathering initiative [Side-Effect] reported
that between 8% and 10% of BGP UPDATE nessages seen on the Routing
Information Service (RI'S), contained publicly-known comunities from
| arge | SPs signaling either NotFound or Valid BGP Origin Validation
results. The study al so denonstrated that the creation or renoval of
a ROA object triggered a chain of updates in a period of circa 1 hour
foll owi ng the change

Such a hi gh percentage of unnecessary BGP UPDATE nessages constitutes
a considerable I evel of noise, inpacting the capacity of the gl oba
routing system while generating |oad on router CPUs and occupyi ng
more RAM t han necessary. Containing this information within the

adm ni strative boundaries of a single AS hel ps reduce the burden on
the rest of the global routing platform reduci ng workl oad and noi se.

3.5. Lacking Benefit of Signaling Validation State

RTR has been devel oped to communi cate val i dated payl oad information
to routers. BGP Attributes are not signed, and provide no assurance
against third parties adding them apart from BGP Comuniti es--
ideally--being filtered at a network edge. So, even in | BGP
scenarios, their benefit in conparison to using RTR on all BGP
speakers is linted.

For EBGP, given they are not signed, they provide even |ess
information to other parties except introspection into an ASes
internal validation nechanics. Crucially, they provide no actionable
informati on for BGP neighbors. |f an AS validates and enforces based
on RPKI, Invalid routes should never be inmported and, hence, never be
sent to neighbors. Hence, the argunent that exposing validation
states through conmunities enables, for exanple, custonmers to filter
RPKI Invalid routes is noot, as the only routes a custoner should see
are Not Found and Vali d.
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4.

Advant ages of Dissociating Validation States and BGP Path Attributes

As outlined in Section 3, signaling validation states through
transitive attributes represents risks for the stability of the

gl obal routing ecosystem Not signaling validation states, hence,
has tangi bl e benefits, specifically:

* Reduction of nenory consunption on customer/peer facing PE routers
(less BGP communities == | ess nenory pressure).

* No effect on the age of a BGP route when a ROA or ASPA
[I-D.ietf-sidrops-aspa-profile] is issued or revoked.

* Avoids having to resend, e.g., nore than 500,000 BGP routes
towar ds BGP nei ghbors (for the own cone to peers and providers,
for the full table towards custoners) if the RPKI cache crashes
and RTR sessions are termnated, or if flaps in validation are
caused by ot her events.

Cui dance

Qperators SHOULD NOT signal RPKI-derived validation states using
transitive BGP attributes.

The docurent acknow edges that specific operational requirenents,
such as a BGP inplenentation used by an operator still being
dependent on annotating RPKI-derived validation states using BGP
attributes, may necessitate the use of BGP path attributes to signa
val idation states between BGP speakers. |If this is the case, the
dependent operator SHOULD ensure that these attributes are renoved
bef ore announci ng NLRI to EBGP nei ghbors. Depending on the supported
functionality of the BGP inplementations in use in a given AS,
renoval of the aforenentioned attributes nay not be consistently
possi bl e across the AS, leading to the conditions this docunent is
i ntended to discuss.

Oper ational Considerations

Thi s docunent provides guidance to prevent using BGP UPDATE nessages
to carry RPKI Validate State. Follow ng this guidance allows
operators to enhance the stability of local routing tables and the
gl obal Internet routing system in particular
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10.

10.

Security Considerations

BGP is not guaranteed to converge, and the view on the RPKI within an
i ndi vidual adm nistrative donmain is only |oosely consistent.

External validation states annotated in a received NLRI nay either
depend on a different view on the RPKI than the one in the |ocal

adm nistrative domain, or the NLRI nay be several hours old itself.
Hence, any validation states contained in a received route
announcenent only have significance in the sender’s own | ocal scope.

Additionally, the use of transitive attributes to signal RPKI-derived
validation states may enabl e attackers to cause notable route churn.
Thi s can be acconplished by an attacker issuing and w thdraw ng,
e.g., ROAs for their prefixes, or by the attacker continuously
altering transitive attributes used to signal RPKI-derived validation
states for NLRI they re-advertise. The latter is possible as NLRI
carry no information allowing an ingesting party to validate the
integrity of transitive BGP attri butes.

DFZ routers may not be equi pped to handl e BGP nmessage churn in all
directions at gl obal scale, especially if aforenmentioned routing
churn cascades, persists, or repeats periodically. Adhering to the
Section 5 hel ps prevent such churn.

I ANA Consi derations
Thi s docunent does not make any request to | ANA
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