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Abstract

Thi s docunent describes procedures that nake use of Autononopus System
Provi der Authorization (ASPA) objects in the Resource Public Key
Infrastructure (RPKI) to verify the Border Gateway Protocol (BGP)
AS_PATH attribute of advertised routes. This AS_PATH verification
enhances routing security by adding means to detect and nitigate
route | eaks and AS_PATH mani pul ati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Septenber 2025.
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1. Introduction

The Border Gateway Protocol (BGP) as originally designed is known to
be vulnerable to prefix (or route) hijacks and BGP route | eaks

[ RFC7908]. Some existing BGP extensions can partially solve these
probl ems. For example, Resource Public Key Infrastructure (RPKI)
based route origin validation (RPKI-ROV) [ RFC6480] [ RFC6482]

[ RFC6811] [ RFC9319] can be used to detect and filter accidental ms-
originations. [RFC9234] or
[1-D.ietf-growroute-I|eak-detection-mtigation] can be used to detect
and nmitigate accidental route | eaks. Wile RPKI-ROV can prevent

acci dental prefix hijacks, malicious forged-origin prefix hijacks can
still occur [RFC9319]. RFC9319 includes sone recomendati ons for
reduci ng the attack surface for forged-origin prefix hijacks.

Thi s docunent describes procedures that nake use of Autononbus System
Provi der Authorization (ASPA) objects [I-D.ietf-sidrops-aspa-profile]
in the RPKI to verify properties of the BG AS _PATH attri bute of
advertised routes. ASPA-based AS PATH verification provides
detection and mtigation of route leaks. It also provides

protection, to sone degree, against prefix hijacks with forged-origin
or forged-path-segnment (Appendix B). These new ASPA-based procedures
automatically detect such anomal ous AS PATHs in BGP Updates that are
adverti sed between ASes.

Both route | eaks and hijacks have simlar effects on | SP operati ons.
They redirect traffic and can result in denial of service (DoS)
eavesdroppi ng, increased | atency, and packet |loss. The |evel of

ri sk, however, depends significantly on the extent of propagation of
the anonalies. For exanple, a route |eak or hijack that is
propagated only to custoners nmay cause bottlenecking within an I SP's
custoner cone, but if the anomaly propagates through lateral (i.e.,
non-transit) peers or transit providers, then the ill effects wll
likely be anplified and may be experienced worl dw de.

The ability to constrain the propagation of BGP anomalies to transit

providers and lateral peers -- without requiring support fromthe
source of the anomaly (which is critical if the source has malicious
intent) -- should significantly inprove the robustness of the gl oba

i nter-domain routing system
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Termnol ogy and List of Acronyns
The following terns are used with special mneanings.

Route is ineligible: The termhas the same neaning as in [ RFC4271],
i.e., "route is ineligible to be installed in Loc-RIB and will be
excl uded fromthe next phase of route selection.”

CAS. Custoner AS ([I-D.ietf-sidrops-aspa-profile], Section 1).
PAS: Provider AS ([I-D.ietf-sidrops-aspa-profile], Section 1).

SPAS: Set of Provider ASes ([I-D.ietf-sidrops-aspa-profile],
Section 3).

For path verification purposes in this docunent, the peering

rel ati onships an AS can have in relation to a neighbor AS are
Customer, Provider, Peer, Route Server (RS), RS-client, and Conpl ex.
These peering rel ationships are defined in [ RFC9234]. Al peering
rel ati onshi ps are defined | ocally.

4. ASPA Regi stration Reconmendati ons

An AS SHOULD register an ASPA. An AS MJST list in its SPAS the union
of all its Provider AS(es) and non-transparent RS AS(es) at which it
is an RS-client. An AS MJST include a Provider ASin its SPAS
regardl ess of whether it provides connectivity for only IPv4 or only
| Pv6 or both.

In the Conplex relationship case (Section 3 and [ RFC9234]), an AS
MUST i nclude the neighbor ASin its SPAS if the neighbor plays
Provider role for all or a subset of received or sent prefixes.

Thus, if two ASes are exporting both customer and non-custoner routes
to each other, each AS registers its ASPA including the other AS in
its SPAS.

The ASes on the boundary of an AS Confederati on MJST register ASPAs
usi ng the Confederation's global AS nunber (ASN) as the CAS
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An ASPA object showing only AS O as a provider ASis referred to as
an ASO ASPA. A non-transparent Route Server AS (RS AS) is one that
includes its AS nunber in the AS PATH. Registering as ASO ASPA is a
statenent by the registering AS that it has no transit providers, and
it is also not an RS-client at a non-transparent RS AS. If that
statement is true, then the AS MJST register an ASO ASPA.

Normal |y, a SPAS (see Section 3) is not expected to contain both an
AS 0 and ot her Provider ASes, but an unexpected presence of AS 0 has
no i nfluence on the AS PATH verification procedures (see Section 5,

Section 6).

An AS SHOULD regi ster a single ASPA object. A single ASPA record for
an AS ought to prevent race conditions during ASPA updates that night
af fect prefix propagation. The CA software that provides hosting for
ASPA records SHOULD support enforcenment of this practice.

An AS may have providers that may be used on certain occasions, for
an exanple in case of a DDoS attack. It is RECOMMENDED to add such
providers in ASPA in advance, so there will be no race conditions
bet ween ASPA distribution and route propagation.

During a transition process between different certificate authority
(CA) registries, the ASPA records SHOULD be kept identical in al
rel evant registries.

5. Provi der Aut horization Function

A CAS is expected to register a single ASPA listing all its Provider
ASes (see Section 4). |If a CAS has a single cryptographically valid
ASPA, then the Union SPAS (U SPAS) for the CAS equals to SPAS. In
case a CAS has multiple cryptographically valid ASPAs, then the

U SPAS for the CAS is the union of AS listed in all SPAS of these
ASPAs.

Let AS x and AS y represent two unique ASes. A provider

aut hori zation function, authorized(AS x, AS y), checks if the ordered
pair of ASNs, (AS x, AS y), has the property that ASy is an attested
provi der of AS x per U SPAS of AS x. By the term"Provider+", the
function signals that ASy plays the role of Provider or non-
transparent RS. This function is specified as foll ows:
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"No Attestation" if there is no entry
in U SPAS table for CAS = AS Xx

aut hori zed(AS x, ASy) = El se, "Provider+" if the U SPAS entry

for CAS = AS x includes AS y

El se, "Not Provider+"

——— e ~———— ~

Figure 1: Provider authorization function.

The "No Attestation" result is returned only when no ASPA is
retrieved for the CAS or none of its ASPAs are cryptographically
valid. The provider authorization function is used in the ASPA-based
AS PATH verification algorithns described in Section 6.2 and

Section 6. 3.

6. AS _PATH Verification

The procedures described in this docunent are applicable only to
four-octet AS nunber conpatible BGP speakers [ RFC6793]. |If such a
BGP speaker receives both AS PATH and AS4 PATH attributes in an
UPDATE, then the procedures are applied on the reconstructed AS PATH
(Section 4.2.3 of [RFC6793]). So, the termAS PATH is used in this
docunent to refer to the usual AS PATH [ RFC4271] as well as the
reconstructed AS PATH.

If an attacker creates a route leak intentionally, they may try to
strip their AS fromthe AS PATH To partly guard against that, a
check is necessary to match the nost recently added AS in the AS_PATH
to the BGP neighbor’s ASN. This check SHOULD be perforned as
specified in Section 6.3 of [RFC4271] with the exception when a route
is received fromtransparent I X. |If the check fails, then the

AS PATH is considered a Mal formed AS PATH and the UPDATE SHALL be
handl ed using the approach of "treat-as-w thdraw' [RFC7606].

[I-D.ietf-idr-deprecate-as-set-confed-set] specifies that "treat-as-
wi t hdraw' error handling [ RFC7606] SHOULD be applied to routes with
AS SET in the AS PATH. In the current docunment, routes with AS SET
are given Invalid evaluation in the AS PATH verification procedures
(Section 6.2 and Section 6.3). See Section 6.4 for how routes with
Invalid AS_PATH are handl ed.
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6.1. Principles

Let the sequence {AS(N), AS(N-1),..., AS(2), AS(1)} represent the

AS PATH in terns of unique ASNs, where AS(1l) is the origin AS and
AS(N) is the nost recently added AS and nei ghbor of the receiving/
verifying AS. Nis the length of the received AS_PATH i n uni que
ASes. AS(N+1) represents the local (receiving/verifying) AS; it does
not explicitly appear in the description of the AS PATH verification
pr ocedures.

AS(L) ... AS(K)
/ \
(down-r anp) .. .. (up-ranp)
I N
AS(N) AS(1)
/ (Origin AS)

Receiving & verifying AS (AS(N+1))
(Cust oner)

Each ranp has consecutive custoner-to-provider hops
in the bottomto-top direction

Figure 2: Illustration of up-ranp and down-ranp.

The AS PATH may in general have both an up-ranp (on the right
starting at AS(1)) and a down-ranp (on the left starting at AS(N)).
The up-ranp runs fromAS(1l) to AS(K). In this ranp, each hop AS(i)
to AS(i+1) represents a custoner-to-provider peering rel ationship.
The down-ranp runs backward from AS(N) to AS(L). In the down-ranp,
each pair AS(j) to AS(j-1) represents a custoner-to-provider peering
rel ati onshi p.

In the valid AS _PATH t he apex AS(L) and AS(K) may be two different
ASes or one AS. If they are the same AS, the up-ramp and down-ranp
wi Il have an overlap and the conbi ned | ength of the up-ranp and down-
ranp (rmeasured in the nunber of ASes) will be equal to N+1. [|f AS(L)
and AS(K) are different ASes, the conbined | ength of the up-ranp and
down-ramp will be equal to N

Equivalently, if the conbined |length of the up-ranp and down-ranp is
|l ess than N the prefix was | eaked or the AS PATH was nal f or ned.

Azinov, et al. Expi res 24 Septenber 2025 [ Page 7]



I nternet-Draft ASPA- based AS PATH Verification March 2025

ASPA can be used to check if ASy is an attested provider of AS x,
and thus the provider authorization function can be used to neasure
the bounds on up-ranp and down-ranp |l engths. The "Not Provider+"
out cone of the provider authorization function can be used to

cal cul ate the upper boundary of ranmp length and the 'No Attestation
out conme can be used to calculate its | ower boundary. Below are the
formal definitions.

Determ ne the maxi num up-ranp length as |, where | is the mninum

i ndex for which authorized(A(l), A(I+1)) returns "Not Provider+". |If
there is no such I, the naxi mumup-ranp length is set equal to the

AS PATH length N. This paraneter is abbreviated as max_up_ranp. The
m ni mum up-ranp | ength can be deternmined as |, where | is the mnimum
i ndex for which authorized(A(l), A(I+1)) returns "No Attestation" or
"Not Provider+". |If there is no such I, the AS PATH consists of only

"Provider+" pairs; so the mninumup-ranp length is set equal to the
AS PATH Il ength N. This paraneter is abbreviated as mn_up_ranp.

Simlarly, the maxi mum down-ranp | ength can be deternined as N- J +
1 where J is the maxi numindex for which authorized(A(J), A(J-1))
returns "Not Provider+". |If there is no such J, the maxi num down-
ranp length is set equal to the AS PATH length N. This parameter is
abbrevi ated as max_down_ranp. The m ni nrum down-ranp | ength can be
determined as N- J + 1 where J is the maxi mumindex for which

aut hori zed(A(J), A(J-1)) returns "No Attestation" or "Not Provider+".
If there is no such J, the mininumdown-ranp length is set equal to
the AS PATH length N. This paraneter is abbreviated as

m n_down_r anp.

If the sumof max_up_ranp and nmax_down ranp is less than N, the

AS PATH is Invalid. Else, if the sumof mn_up_ranp and

m n_down_ranp is less than N, enough information is not available to
performfull AS PATH verification, and the outconme is set to Unknown.
El se, the AS PATH is Valid.

Bel ow are fornal procedures for path verification depending on the
peering relationship between the receiving AS and its nei ghbor.
These procedures use the conpressed sequence representation of

AS PATH {AS(N), AS(N-1),..., AS(2), AS(1)} and the above-defined
paraneters max_up_ranp, mn_up_ranp, nmax_down_ranp, and m n_up_ranp
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6.2. Algorithmfor Upstream Pat hs

The upstreamverification algorithm described here is applied when a
route is received froma Custoner or Peer, or is received by an RS
froman RS-client, or is received by an RS-client froman RS. In all
these cases, the receiving/validating eBGP router expects the AS_PATH
to have only an up-ranp (no down-ranp) for it to be Valid.

Theref ore, max_down_ranp and m n_down_ranp are set to O.

The upstream path verification procedure is specified as follows:

1. If the AS PATH is enpty, then the procedure halts with the
out corme "Invalid".

2. If the receiving ASis not an RS-client and the nbst recently
added AS in the AS PATH does not match the nei ghbor AS, then the
procedure halts with the outcone "lnvalid".

3. If the AS PATH has an AS_SET, then the procedure halts with the
outcome "lnvalid".

4. |If max_up_ranmp < N, the procedure halts with the outcone
"I'nvalid".

5. If mn_up_ramp < N, the procedure halts with the outcone
" Unknown" .

6. Else, the procedure halts with the outconme "Valid".
6.3. Algorithmfor Downstream Pat hs

The downstream verification algorithmdescribed here is applied when
a route is received froma Provider.

1. If the AS PATH is enpty, then the procedure halts with the
outconme "Invalid".

2. If the nost recently added AS in the AS_PATH does not match the
nei ghbor AS, then the procedure halts with the outcone "lInvalid".

3. If the AS PATH has an AS SET, then the procedure halts with the
outconme "Invalid".

4. 1f max_up_ranmp + max_down_ranp < N, the procedure halts with the
outconme "Invalid".

5. If mn_up_ranmp + min_down _ranp < N, the procedure halts with the
out conme " Unknown".
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6. Else, the procedure halts with the outcone "Valid".
6.4. Mtigation Policy

The specific configuration of a mtigation policy based on AS PATH
verification using ASPA is at the discretion of the network operator.
However, the following mitigation policy is RECOMVENDED.

*Invalid*: If the AS PATH is determined to be Invalid, then the route
SHOULD be considered ineligible for route selection (see Section 3)
and MUST be kept in the Adj-RIB-In for potential future re-evaluation
(see [ RFC9324]).

*Valid or Unknown*: Wen a route is evaluated as Unknown (using ASPA-
based AS PATH verification), it SHOULD be treated at the sane
preference level as a route evaluated as Valid.

7. Depl oynent Reconmendati ons

This section describes practical depl oynment reconmendations for
appl ying verification procedures.

7.1. ASPA Verification Exanples

A set of exanples of AS PATH verification using the above procedures
(Section 6.1, Section 6.2, and Section 6.3) for an illustrative
networ k topol ogy are provided online (see [aspa-exanples]).

7.2. Application of Verification Procedures

The verification procedures described in this docunent MJIST be
applied to BGP routes with {AFl, SAFI} conbinations {AFl 1 (IPv4),
SAFI 1} and {AFl 2 (1Pv6), SAFl 1} [l ANA-AF] [I ANA-SAF]. The
procedures MJUST NOT be applied to other address fanmilies by default.

The procedures for ASPA-based AS PATH verification are intended for
i mpl ementation on edge routers on the ingress side. This includes
edge routers on the boundary of an AS Confederation facing externa
ASes. However, the procedures are NOT RECOMVENDED for use on
internal BGP (i BGP) sessions or eBGP sessions internal to an AS
Conf eder ati on.
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7

7

7

8.

3. BGP Rol es

The BGP Rol e configuration parameter and its cross-check in BGP OPEN
message as specified in [RFC9234] are RECOMVENDED. The confi gured
BGP Rol es SHOULD be used to autonmate the use of the above-described
AS PATH verification procedures hel ping to distinguish whether
upstream or downstream procedures should be applied. The autonmatic
BGP Rol e cross-check [ RFC9234] should facilitate nore accurate and
ef fecti ve depl oyment of ASPA.

4. Conpl ex Peering Rel ationshi ps

If multiple eBGP sessions can segregate the Conpl ex peering

relati onship into eBGP sessions with normal peering rel ationships the
recei ving/verifying AS SHOULD sel ect the al gorithm (per Section 6.2
or Section 6.3) for each of the nornal sessions based on its peering
relation type.

If a Conplex peering relation cannot be segregated (i.e., when a
Conpl ex BGP rel ationship occurs within one single BGP session), an
operator may want to achi eve an equi val ent outcone by applying an
appropriate algorithm (Section 6.2 or Section 6.3) on a per-prefix
basis corresponding to the peering relation for the prefix. [If this
option is not feasible, then an operator MAY apply the algorithmfor
downstream paths (Section 6.3) to avoid fal se positive outcones.

5. Loggi ng

For any route with an Invalid AS PATH, the cause of the Invalid state
SHOULD be | ogged for nonitoring and di agnostic purposes. The cause
of the Invalid state can be recorded in the formof listing the AS
hops whi ch were eval uated by the provider authorization function to
be "Not Provider+". The |ogging router, however, cannot necessarily
determine the AS that caused the route |eak.

Security Considerations

.1. Incongruence in IPv4 and | Pv6 Connectivity

The U SPAS contains the union of Providers for a CAS for both |IPv4
and | Pv6 uni cast connectivity. This design choice consequently neans
that if a custoner-provider relationship exists for one address

fam |y but doesn’t exist for the other address famly, AS_PATH
verification outcomes for the latter AFl will be as perm ssive as
verification outconmes for the former AFl. That is believed to be a
reasonabl e conprom se as both the ASPA registration and verification
processes are sinplified, and no fal se positive outcones are yiel ded
(e.g. inadvertent Invalid eval uation).
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8.

8.

8.

9
9

2. Correctness of the ASPA

Net wor k operators nust keep their ASPA objects correct and up to date
(Section 4). An incorrect or outdated ASPA nay affect route
propagation or limt route | eak detection capabilities.

An AS SHOULD periodically nonitor all ASPAs in gl obal RPKI
repositories to check if their AS nunber is included in the SPAS of
their Customer ASes.

3. Mani pul ation of AS PATH by Provi der

A Provider may hijack prefixes of its direct or indirect customers by
usi ng forged-origin/forged-segnent AS PATH. It may al so mani pul ate
the AS PATH of routes that are sent to its custoners. Such attacks
may not be detectable with ASPA

Wi |l e such attacks nay happen in theory, it does not seemto be a
realistic scenario. Normally a customer and their transit provider
woul d have a signed agreement, and a policy violation (of the above
ki nd) shoul d have | egal consequences or the custoner can just drop
the relationship with such a provider and renove the correspondi ng
ASPA record

4. Mani pul ati ng AS_PATH Prepends

The ASPA verification procedures cannot detect the renoval (or
addition) of repeats of AS nunbers in the AS PATH. However, this
attack by itself does not affect ASPA' s route | eak detection
capability.

Rel ation to O her Technol ogi es
1. ROA

A ROA [RFC6482] is a digitally signed object that binds an IP prefix
to an AS nunber and is signed by the prefix holder. The RPKI-ROV
procedure [ RFC6483] [ RFC6811] uses ROAs to verify that an ASis

aut horized to originate a specific prefix. The joint use of ROA and
ASPA records and their corresponding verification procedures can
establish a security trusted chain capabl e of detecting not only
acci dental route |eaks but also malicious AS _PATH nani pul ati ons

[ bgp-cycling].
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9

2. BGPsec

The BGPsec [ RFC3205] protocol was designed to solve the probl em of
AS PATH verification by including cryptographic signatures in BGP
Update nessages. It offers protection agai nst unauthorized path
nmodi fi cations and assures that the BGPsec Update traveled the path
shown in the BGPsec_PATH Attribute. However, it does not detect
route |l eaks (valley-free violations). Thus, BGPsec and ASPA are
conmpl enentary technol ogi es.

9.3. Peerlock

The Peerl ock mechani sm [ Peerl ock] [Fl exsealing] has a simlar

obj ective as the ASPA-based route | eak protection nmechani sm descri bed
in this docunent. It is comonly deployed by |large Internet carriers
to protect each other fromroute | eaks. Peerlock depends on a

| abori ous nmanual process in which operators coordinate the
distribution of unstructured Provider Authorizations through out-of-
band nmeans in a many-to-many fashion. On the other hand, ASPA' s use
of the RPKI allows for automated, scal able, and ubi quitous

depl oynent, making the protection nmechani smavailable to a w der
range of network operators.

The ASPA mechani sminplenmented in router code (in contrast to
Peer |l ock’ s AS_PATH regul ar expressions) al so provides a way to detect
anomal i es propagated fromtransit providers and | X route servers.
ASPA is intended to be a conplete solution and repl acenent for

exi sting Peerl ock depl oynents.

9.4. Only to Custoner (OTC) Attribute

10.

VWi |l e t he ASPA-based AS PATH verification nethod (Section 6,

Section 6.4) detects and mtigates route | eaks that were created by
preceding ASes listed in the AS PATH, it lacks the ability to prevent
the local AS frominitiating a route |eak towards its nei ghbor. ASPA
verification may also fail to detect route | eaks in case of presence
of Conplex relations in the AS PATH. The use of the Only to Customner
(OTC) Attribute fills in that gap (see Section 5, [RFC9234]). The

i mpl ementation of the procedures utilizing the OIC Attribute is
RECOMVENDED t o conpl enent the ASPA-based AS PATH verification.

| ANA Consi der ati ons

Thi s docunent includes no request to | ANA
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11.

12.

I mpl ement ati on Status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft. The inclusion of this section here follows the
process described in [RFC7942]. The description of inplenentations
in this section is intended to assist the IETF in its decision
processes in progressing drafts to RFCs. Please note that the
listing of any individual inplementation here does not inply
endorsenment by the I|ETF. Furthernore, no effort has been spent to
verify the information presented here that was supplied by | ETF
contributors. This is not intended as, and must not be construed to
be, a catalog of available inplenentations or their features.
Readers are advised to note that other inplenentations may exist.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

* A BGP inplenentation GpenBGPD [ bgpd] (version 7.8 and higher),
witten in C, was provided by d audi o Jeker, Theo Buehler, and Job
Sni j ders

*  The inplenmentation NI ST-BGP-SRx [BGP-SRx] is a software suite that
provi des a validation engine (BGP-SRx) and a Quagga- based BGP

router (Quagga-SRx). It includes unit test cases for testing the
ASPA- based path verification. It was provided by diver Borchert,
Kyehwan Lee, and their colleagues at US NIST. It requires some

additional work to incorporate the |atest changes in the draft
specifications related to | XP RS AS and RS-client.

* I nplenentation of ASPA-based AS PATH verification in the BIRD
Internet Routing Daenon [BIRD] is provided in a side branch
(branch nmg-aspa) by Katerina Kubecova and Maria Matejka. Its
rel ease is expected after RTR v2 is finalized.

* Inplenmentation of ASPA-based AS_PATH verification in the FreeRTR
[FreeRTR] is provided by Csaba Mate. Csaba reports that this
i npl ement ati on has passed all the unit tests listed in
[ aspa- exanpl es] .
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Appendi x B. Properties and Early Adoption Benefits

The ASPA net hod has the properties (i.e., anomaly detection
capabilities) listed below. Partial deploynent scenarios and early
adoption benefits are considered. |In the case of Property 1, it is
assunmed that the attacks involve route | eaks but not malicious
removal of ASes with ASPA records fromthe AS PATH.

*Property 1 (Route Leak Detection):* Let AS A and AS B be any two
ASes in the Internet doing ASPA (registration and path
verification) and no assunption is nmade about the ASPA depl oynent
status of other ASes. Consider a route propagated fromAS Ato a
customer or lateral peer. The route is subsequently |eaked by an
offending AS in the AS path before being received at AS B on a
custoner or lateral peer interface. The ASPA-based path
verification at AS B al ways detects such a route | eak though it
may not be able to identify the AS that caused the | eak.

*Corollary of Property 1:* An observation that follows from
Property #1 above is that if any two | SP ASes regi ster ASPAs and
i npl ement the detection and nmitigation procedures, then any route
received fromone of themand | eaked to the other by an AS in
their overl appi ng custonmer cones (ASPA conpliant or not) will be
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automatically detected and mtigated. |In effect, if nbst ngjor
| SPs are conmpliant, the propagation of route | eaks in the Internet
will be severely linmted

*Property 2 (Detection of Forged-Origin Prefix Hijack):* Again,

let AS A and AS B be any two ASes in the Internet doi ng ASPA
(registration and path verification) and no assunption is rmade
about the ASPA depl oynment status of other ASes. Consider a route
received at AS B on a custoner or lateral peer interface that is a
forged-origin prefix hijack involving AS A as the forged-origin.
Assunme that the offending AS X is not included in the ASPA of AS
A.  The ASPA-based path verification at AS B al ways detects such a
forged-origin prefix hijack.

*Property 3 (Detection of Forged-Path-Segment Prefix Hijack):*
This is an extension of Property 2 above to the case of prefix
hijacking with a forged-path-segnment. Such hijacking refers to
the forging of multiple contiguous ASes in an AS path begi nni ng
with the origin AS. Again, let AS A and AS B be any two ASes in
the Internet doing ASPA (registration and path verification).
Assume that AS A's providers, AS P and AS Q also register ASPA.
No assunption is made about the ASPA depl oynent status of any
other ASes in the Internet. Consider a route received at AS B on
a customer or lateral peer interface that is a prefix hijack with
a forged-path-segnent {AS P, AS A} or {AS Q AS Al. That is, the
of fending AS X attaches this path-segment at the beginning of its
(AS X s) route announcenent. Assume that AS X is not included in
the ASPA of AS P or AS Q The ASPA-based path verification at AS
B al ways detects such a forged-path-segnent prefix hijack. For a
chance to be successful (remain undetected by AS B), the hijacker
may resort to a forged-path-segnent with three ASes including a
provider AS of AS P (or AS Q. But even that can be foiled
(detected) if the providers of AS P and AS Q al so regi ster ASPA.
The forged-path-segnent hijack in consideration is entirely
prevented (for any forged-path-segnment length) if all ASes in the
conti guous custoner-to-provider (C2P) hops fromAS A up to and

i ncluding the topnost tier AS have ASPA registrations.

The above properties show that ASPA-based path verification offers
significant benefits to early adopters (al so see [nanog-aspa]).
Limtations of the nmethod with regard to sone forns of malicious AS
pat h mani pul ati ons are di scussed in Section 8.
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