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Abst ract

Thi s docunent defines a Cryptographic Message Syntax (CMS) protected
content type for Autononpbus System Provider Authorization (ASPA)
objects for use with the Resource Public Key Infrastructure (RPKI).
An ASPA is a digitally signed object through which the issuer (the
hol der of an Autonompbus Systemidentifier), can authorize one or nore
ot her Autononmpbus Systens (ASes) as its upstream providers. Wen

val i dat ed, an ASPA's eContent can be used for detection and
mtigation of route |eaks.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The primary purpose of the Resource Public Key Infrastructure (RPKI)
is to inprove routing security [RFC6480]. As part of this
infrastructure, a nechanismis needed to facilitate hol ders of

Aut ononpbus System (AS) identifiers in their capacity as Custoner to
aut horize other ASes as their Provider(s). A Provider AS (PAS) is a
network that:

a. offers its customers outbound (custoner to Internet) data traffic
connectivity and/ or

b. further propagates in all directions (towards providers, latera
peers, and customers) any BGP Updates that the custoner may send.

The digitally signed Autononbus System Provider Authorization (ASPA)
obj ect described in this docunent provides the above-nentioned
aut hori zati on nechani sm

An ASPA object is a cryptographically verifiable attestation signed
by the hol der of an Autonompbus Systemidentifier (hereafter called
the "Custonmer AS', or CAS). An ASPA contains a list of one or nore
ASes, each listing neaning the listed AS is authorized to act as
Provi der network. Wen the CAS has nultiple Providers, all Provider
ASes are listed in the ASPA, including any non-transparent |nternet
Exchange Point (1XP) Route Server (RS) ASes. The conmon case for RS
ASes at IXPs is to operate transparently (see Section 2.2.2.1

[ RFC7947]), and in those instances the ASNs of | XP Route Servers are
not listed as PAS in ASPAs.

The BCGP Rol es that an Autononous System (AS) nmay have in its peering
rel ati onships with eBGP nei ghbors are discussed in
[I-D.ietf-sidrops-aspa-verification]. The details of ASPA
registration requirenents for ASes in different scenarios are al so
specified in that docunent. |In addition, the procedures for
verifying AS PATHs in BGP UPDATE nessages using Validated ASPA

Payl oads (VAPs) are described in that docunent.

This CM5 [ RFC5652] protected content type definition conforns to the
[ RFC6488] tenplate for RPKI signed objects. 1In accordance with
Section 4 of [RFC6488], this docunent defines:

1. The object identifier (OD) that identifies the ASPA signed
object. This OD appears in the eContent Type field of the
encapContentlnfo object as well as the content-type signed
attribute within the signerinfo structure
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2. The ASN.1 syntax for the ASPA content, which is the payl oad
signed by the CAS. The ASPA content is encoded using the ASN. 1
[ X.680] Distinguished Encoding Rul es (DER) [ X 690].

3. The steps required to validate an ASPA beyond the validation
steps specified in [ RFC6488].

2. ASPA Content Type

The content-type for an ASPA is defined as id-ct-ASPA, which has the
nunerical value of 1.2.840.113549.1.9.16.1.49. This O D MJST appear
both within the eContent Type in the encapContentlInfo structure as
well as the content-type signed attribute within the signerlnfo
structure (see [RFC6488]).

3. ASPA eContent

The content of an ASPA identifies the Custoner AS (CAS) as well as
the Set of Provider ASes (SPAS) that are authorized by the CAS to be
its Providers

A user registering ASPA(s) nust be cognizant of Sections 2, 3, and 4
of [I-D.ietf-sidrops-aspa-verification] and the user (or their
software tool) must conply with the ASPA registration recomendati ons
in Section 4 of that docunent.

It is highly recoormended that for a given Custoner AS, a single ASPA
obj ect be nmi ntai ned which contains all providers, including any non-
transparent RS ASes. Such a practice hel ps prevent race conditions
during ASPA updates. Qherwi se, said race conditions night affect
route propagation. The software that provides hosting for ASPA
records SHOULD support enforcenment of this recomrendation. 1In the
case of the transition process between different CA registries, the
ASPA records SHOULD be kept identical in all registries in terns of
their authorization contents.

The eContent of an ASPA is an instance of ASProvi derAttestation,
formally defined by the followi ng ASN.1 [ X. 680] nodul e:
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RPKI - ASPA- 2023
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smme(16) nodul es(0) id-nod-rpki-aspa-2023(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax-2010 -- RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) } ;
i d-ct- ASPA OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smine(16) id-ct(1) aspa(49) }

ct- ASPA CONTENT- TYPE :: =
{ TYPE ASProviderAttestation | DENTIFI ED BY id-ct-ASPA }

ASProvi der Attestation ::= SEQUENCE ({
version [ 0] | NTEGER DEFAULT O,
custonmer ASI D ASI D,
provi ders Provi der ASSet }
Provi der ASSet ::= SEQUENCE (Sl ZE(1..MAX)) OF ASID
ASID ::= I NTEGER (0..4294967295)
END

Note that this content appears as the eContent within the
encapContentlnfo as specified in [ RFC6488].

3.1. version

The versi on nunber of the ASProviderAttestation that conplies with
this specification MUST be 1 and MJST be explicitly encoded.

3. 2. cust oner ASI D

The custonerASID field contains the AS nunber of the Custoner
Aut onomobus Systemthat is the authorizing entity.

3.3. providers

The providers field contains the listing of ASes that are authorized
as providers.
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Each el enent contained in the providers field is an instance of ASID.
Each ASID el enent contains the AS nunber of an AS that has been
aut horized by the customer AS as its provider or RS.

In addition to the constraints described by the formal ASN. 1
definition, the contents of the providers field MIUST satisfy the
foll owi ng constraints:

* The Custoner ASID val ue MUST NOT appear in any ASID in the
providers field.

* The elenents of providers MJST be ordered in ascendi ng numneri cal
order.

* Each value of ASID MJST be unique (with respect to the other
el ements of providers).

4. ASPA Val i dation

Before a relying party can use an ASPA to validate a routing
announcenent, the relying party MJUST first validate the ASPA object
itself. To validate an ASPA, the relying party MJST performall the
val i dation checks specified in [ RFC6488] as well as the follow ng
addi ti onal ASPA-specific validation steps.

* The Autononous System ldentifier Del egati on Extension [ RFC3779]
MJST be present in the end-entity (EE) certificate (contained
within the ASPA), and the Custoner ASID in the ASPA eContent MJST
be contained within the set of AS nunbers specified by the EE
certificate’ s Autononous System | dentifier Del egation Extension.

* The EE certificate’ s Autonompus System |l dentifier Del egation
Ext ensi on MUST NOT contain any "inherit" el enents.

* The | P Address Del egati on Extension [RFC3779] MJST be absent.
5. | ANA Consi derations
5.1. SM Security for SSMME Mdule lIdentifier registry
Pl ease add the id-nod-rpki-aspa-2023 to the SM Security for SIM M
Modul e Identifier (1.2.840.113549.1.9.16.0) registry
(https://ww. i ana. org/ assi gnnent s/ sm - nunber s/ smi -
nunbers. xm #security-sm nme-0) as foll ows:
Deci nal | Description | Specification

TBD2 | id-nmod-rpki-aspa-2023 | [RFC-to-be]
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5.2. SM Security for SIMME CM5 Content Type registry

Pl ease add the ASPA to the SM Security for SSMME CM5 Content Type
(1.2.840.113549.1.9.16.1) registry (https://ww.iana. org/assi gnnents/
sm - nunber s/ sm - nunbers. xnm #security-snine-1) as follows:

Deci mal | Description | Specification
49 | id-ct-ASPA | [RECto-be]
5.3. RPKI Signhed hject registry
Pl ease add Aut ononmous System Provi der Authorization to the RPKI
Signed (bject registry (https://ww.iana. org/assi gnnents/rpki/
r pki . xht m #si gned- obj ects) as foll ows:
Nane | OD | Specificatio
Aut ononpbus System Provi der Authorization | 1.2.840.113549.1.9.16.1.49 | [RFC-to-be]
5.4. RPKI Repository Nane Schene registry
Pl ease add an item for the Autononmous System Provi der Authorization

file extension to the "RPKI Repository Name Schene" registry created
by [ RFC6481] as foll ows:

Fi | ename
Ext ensi on RPKI Obj ect Ref erence
.asa Aut ononpbus System Provi der Authorization [RFC-to-be]

5.5. Media Type registry

The 1 ANA is requested to register the nedia type application/rpki-
aspa in the "Media Type" registry as foll ows:
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Type name: application
Subt ype nane: rpki-aspa
Requi red paraneters: N A
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: Carries an RPKI ASPA [ RFC-to- be].
This media type contains no active content. See
Section 4 of [RFC-to-be] for further information
Interoperability considerations: None
Publ i shed specification: [RFCto-be]
Applications that use this nedia type: RPKI operators
Addi tional infornmation:
Content: This nmedia type is a signed object, as defined
in [ RFC6488], which contains a payload of a |ist of
AS identifers as defined in [ RFCto-be].
Magi ¢ nunber(s): None
File extension(s): .asa
Maci ntosh file type code(s):
Person & enmil address to contact for further infornation:
Job Snijders <job@obornost. net>
I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF

I mpl enent ati on Consi derati ons

While the ASN. 1 profile specified in Section 3 inposes no limt on
the nunber of Provider ASes that can be listed for a given Custoner
ASI D, consideration will need to be given to linmtations existing in
validators and el sewhere in the RPKI supply chain. For exanple, the
nunber of Provider ASes that can be listed in a single RPKI-To-Router
prot ocol ASPA PDU (follow ng the Length field constraints in

Section 5.1 of [I-D.ietf-sidrops-8210bis]) is 16,380 providers. In
addition to protocol limtations in the supply chain, |ocally defined
restrictions could exist for the maximumfile size of signed objects
a Relying Party inplenmentation is willing to accept.

Rel ying Party inplementati ons are RECOWENDED to i npose an upper
bound on the nunber of Provider ASes for a given Custoner ASID. An
upper bound val ue between 4,000 and 10,000 Provi der ASes is
suggested. If this threshold is exceeded, Relying Party

i mpl emrent ati ons SHOULD treat all ASPA objects related to the Customer
ASIDinvalid; e.g. not emit a partial list of Provider ASes.
Additionally, an error SHOULD be | ogged in the |ocal system

i ndicating the Custoner ASID for which the threshold was exceeded.
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I mpl enenters and operators SHOULD peri odi cally revi ew whet her inposed
upper bounds still are reasonable in context of the global Internet
routing system

7. Security Considerations

The security considerations of [RFC6481], [RFC6485], and [ RFC6488]
al so apply to ASPAs.

8. Inplenentation status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

* Avalidator inplementation [rpki-client] (version 8.5 and hi gher),
witten in C was provided by Job Snijders.

* A validator inplementation [routinator], witten in Rust was
provi ded by Martin Hoffman from NLnet Labs.

* Avalidator inplementation [rpki-prover], witten in Haskell was
provi ded by M khail Puzanov.

* A Signer inplenentation [rpki-aspa-denp] in Perl was reported on
Tom Harrison from APNI C

* A signer inplenentation [rpki-conmons] in Java was reported on by
Ties de Kock from Rl PE NCC

Azinov, et al. Expires 19 February 2026 [ Page 9]



I nternet-Draft RPKI ASPA Profile August 2025

* A signer inplementation [krill] in Rust was reported on by Tim
Bruijnzeels from NLnet Labs.
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endi x A. Exanpl e ASPA eContent Payl oad

Bel ow an exanpl e of a DER encoded ASPA eContent is provided with
annotation following the '# character.

cho 301DA003020101020300FE633011020300FC00020301000F020500FA56EAQ0 \
xxd -r -ps | openssl asnlparse -inform DER -dunp -i

d=0 hl=2 1= 29 cons: SEQUENCE

d=1 hl=2 1= 3 cons: cont [ O]

d=2 hl=2 1= 1 prim INTECER :01

d=1 hl=2 1= 3 prim | NTEGER : FE63 # Custonmer ASID 65123
d=1 hl=2 |I= 17 cons: SEQUENCE

d=2 hl=2 1= 3 prim | NTEGER : FCOO # Provi der AS 64512

d=2 hl=2 1= 3 prim I NTEGER : 01000F # Provider AS 65551

d=2 hl=2 1= 5 prim | NTEGER : FAS56EA00 # Provi der AS 4200000000
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Bel ow i s a conpl ete Base64 [ RFC4648] encoded RPKI ASPA Signed Object.

M | GLAYJKoZl hveNAQe Col | GHTCCBhk CAQWK DTALBgl ghk gBZQVEAgEWVAYLKoZI

hveNAQKQATGg QQF MB2gAW BAQ DAP5j MBECAWDSAAI DAQAPAgUA+I hgqAKCCBCMNV
ggQf M | DB6 ADAgECAgEEMAOGCSqGSI b3 DQEBOMUAMAS X DTAL BgNVBAMTBHIVb3Qw
HhcNM UMTA2ZMTAYN| Q4WacNM YWMTA2MTAy Nj QAW APMQOwWOWYDVQQDEWRY b290
M | Bl j ANBgkghki GCOWOBAQEFAACCABAM | BCgKCAQEANj RVM j af | KB1cxs8GB
ehcj | P9703CdI hceX8ogt UE19C1v3VZQX t dzaBGLlVi | 2+TJi yueH™®Monq7t | 7A9
Hf KPWGdvwj TUeF4ynpxN qqoGopGPM_uuk 6HdVaKbuEeX3ZAYD2daGBqnmBz k3
F7e+xPvr 6nCTI QX7nr OWQy X74FnmLGM r 6 TV+6MadCnp24A5aCXJo3nilvd QuUKdd/

bMszpbf zaX1lr x BKAOGSdVW/ QEOxFb1BPOhj F+P/ GoDXOg3i 0DoZi DB+ongd UAWDZ
dmsk 0l +2Ey QaCS/ pVCES50Y5z AagTcFabCLKnPvr 3gh9t vj D/ Kl ol Yc35gNI f 0X
7wl DAQAB041 BhDCCAYAwWDg YDVROPAQH BAQDAge AVBOGAL UdDgQNBBQ h8dv Xu72
| ET1KLgskpsol1Vcyr DAf BgNVHSMVEGDAWIBQ2nt AZLGdCeDl i zTKFZr eUEr GPJj AY
BgNVHSABAf 8ED] AMVA0 GCCs GAQUFBwWA CM-8 GCCs GAQUFBWEBBFMMUTBPBggr BgEF
BQcwA0ZDecnNsbmVBLY 9sb2NhbGhve3Quenvnwby 8zNj | BRDAXOTJIDN cORTc4Mzl y
MKNEMz I ANTY2Q c5NDEYyQ E4Rj | 2LmNI ¢j BXBgNVHRSEUDBOMEY gSqBI hkZyc3l u
YzovL2xvY2Fsa®zdCOyZXBvL3RhLz M2 OQUFEMDESMKM2Nz RFNzgzM | yQOQzM g1
Nj ZCNzkOMTICMThGV YuY3Js MD4GCCs GAQUFBWEL BDI wivDAUBggr BgEFBQecwCAYi

cnNSbmVBLY9sb2NhbGhve3QvdGEv YWH b2JqZWNOL iz YTAaBggr BgEFBQc BCAEB
/ wQLMAMg Bz AFAgMAY mMWVDQYJ KoZI hv c NAQEL BQADggEBACqgW D692DUUNLj rri v
SG&yl 7JqAt bgOSvnwxNGM PZ6oTkar f 4aDVI NewgMaOUOz ZPQOVXA48h5R8Tgv Aub
s/ HJ263DLt Pi ScwkWjLZZs61 us2zFot hzDw\oe/ r HKi ecCFOYpJgFhaa6dwevsO
zK77Ze+ alSeeul 1DTWGED] i NBt XCaRx APmv p YGx SKQMRYCl 06vKPSZI zCPqzEZa
MVCnxdl aDQ VPUUWLbFV/ bbZnBS4wMLnbi kt 5SW.ZEVHVE Ay gWOb 7a3KO2G | wOAK9
06JgUoex/ 8y0sb6snBW Re2y9d6k AnTOCONL Kv FONVBI FKSelr YgTt MFY33Xf Cl 7e
I gsxggGqM | Bpgl BAAAUK4Af Hb17u9i BE9Si 4LJKbKNVXMywwWCOWYJ Y1 ZI AWUDBAI B
0Gsw&g YIKoZI hve NAQk DMQOGCy qGSI b3 DQEJ EAEXMBWGCSqGS| b3 DQEJBTEPFWOY
NTAxMDYx MDI 2NDhaMC8GCSqGSI b3DQEJBDEI BCCLMve RYDNSu5auRQYvV6+Dx+b9X
mlt 5R3gkHIc3aX40gz ANBgkghki GOWOBAQEFAASCAQATWDI 3f Ygku2f JPzFXAbnz
| KabFMRvhp9LAhvI 80Pk Cp0z Qu4 Sy JsdvoWwkkpHKnXGmwdgub/ d4G-0weoJgaubDr
ugUsB2e40aQMoTyPcVu$S/ Bi r hl Wbj ONwYovnuJ9G Be67/ sCRBaPC5sBKRBpQ v
| pMpAe2ChaoeDUDcOKYCMA2f 1k FD+PD8PnI vXRi sL3A30FhB+0LY1Z3xi vRAEdt f
gzobZTOHg6CI | Aj NeocOgM Jj /| FyEl LkJdf GHz CW.nVNX2| +9CGhDDdYV13cUTG
yk5CFeQNet s X7 D7 XRNSdKwr r WeqWK/ Kx GF38SsuGe Ty DQ NcChwgv Sf Fc388ge/ G

The above shoul d decode as foll ow ng:
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hj ect SHA256 hash:

EE Subj ect key identifier:
EE Certificate issuer:

EE Certificate serial:

EE Authority key identifier:

EE Authority info access:
F26. cer

EE Subj ect info access:
CMB Signing tinme:

EE not Bef ore:

EE not After:

ASPA eCont ent:

Cust orrer AS:
Provi der Set:

Aut hors’ Addr esses

Al exander Azi nmov
Yandex

RPKI ASPA Profile August 2025

S6B+j KOCFXPI Rn7ws 6Kd5t gps Sx609t JZpwe0CVaf 9Y=

2B: 87: C7: 6F: 5E: EE: F6: 20: 44: F5: 28: B8: 2C. 92: 9B: 28: D5: 57: 32: AC

| CNE=r oot

04

36: 9A: DO: 19: 2C. 67: 4E: 78: 32: 22: CD: 32: 85: 66: B7: 94: 12: B1: 8F: 26

rsync://1 ocal host/repo/ 369AD0192C674E783222CD328566B79412B18

rsync://1ocal host/tal/ an-obj ect. asa
Mon 06 Jan 2025 10: 26: 48 +0000
Mon 06 Jan 2025 10: 26: 48 +0000
Tue 06 Jan 2026 10: 26: 48 +0000

65123

1: AS: 64512

2: AS: 65551

3: AS: 4200000000

Emai |l : a.e.azi mov@nail.com

Eugene Uskov
Jet Lend
Email: eu@etlend.ru

Randy Bush

Internet Initiative Japan

Emai | : randy@sg. com

Job Snijders

Amst er dam

Net her | ands

Enai | : j ob@obornost. net

Russ Housl ey

Vigil Security, LLC
918 Spring Knoll Drive
Her ndon, VA 20170

United States of Anerica

Emai | : housl ey@i gi |l sec. com
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Ben Maddi son

Wor konl i ne

Cape Town

South Africa

Emai | : benm@wr konline. africa
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