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Abst ract

Thi s docunent describes a protocol where on-path network el ements can
gi ve endpoints their perspective on what the nmaxi mum achi evabl e
t hroughput might be for QU C fl ows.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
scone. gi thub.i o/ scone/draft-ietf-scone-protocol.htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-scone-protocol/.

Di scussion of this docunent takes place on the SCONE Working G oup
mailing list (mailto:scone@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/scone/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/scone/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wgy-scone/scone.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Thonson, et al. Expires 17 June 2026 [ Page 1]



Internet-Draft

SCONE Pr ot ocol

Decenber 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft wll

Copyright Notice

expire on 17 June 2026.

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

in effect on the date of publication of this docunent.
as they describe your rights

and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.
2.
3

U WWwww

(o2 o))

~N~~

. 3.

Thonson,

et al.

I ntroduction 3
Overview . . . 4
Applicability . . 5
1. I ndependent of Oongestl on S| gnal s . 5
2. Unspecified Scope . 6
3. Per-Flow Signal . 6
4. Undirectional Signal 7
5. Advi sory Si gnal 7
6. Foll owi ng Advice . 7
Conventions and Definiti ons . 8
SCONE Packet . 8
.1. Rate Signals . 9
.2. Monitoring Period . . . 11
. 3.  Endpoint Processing of SCO\IE Packets 11
.4. Foll owi ng Throughput Advice . . 12
Negoti ati ng SCONE . . 12
.1. Indicating Support on New FI ovvs . 13
.2. Limtations of Indication . 13
.3. Indications for Mgrated Fl ovvs 14
Net wor k Depl oyment . 14
.1.  Applying Throughput AdV| ce S| gnal S 14
.2. Mnitoring Flows . . . 15
Fl ows That Exceed Throughput AdV| ce . 16
Version Interaction . . 17

Expires 17 June 2026 [ Page 2]



Internet-Draft SCONE Pr ot ocol Decenber 2025

8.1. Providing Cpportunltles to Apply Throughput Advi ce

Signals . . . . V4

8.2. Feedback To Sender About Slgnals T R
8.3. Interactions with Congestion Control . . . . . . . . . . 19
9. Security Considerations . . . . . . . . . . . . . . . . ... 19
9.1. Fake SCONE Packets . . . . . . . . . . . . . . . . . .. 20
9.2. Dammge to Oher Protocols . . . . . . . . . . . .. ... 21
10. Privacy Considerations . . . . . . . . . . . . . . . . ... 21
10.1. Passive Attacks . . . . . . . . . . . . . . . . . . . . 22
10.2. Active Attacks . . . . . . . . . . . . . . .. ..., 22
11. |1 ANA Considerations . . . . . . . . . . . . . . . . . . . . . 23
11.1. SCONE Versions . . . .. . . . . . . . . 23
11.2. scone_supported Transport Paraneter e e .24
12. References . . e
12.1. Normative References -
12.2. Informative References . . . . . . . . . . . . . . . . . 25
Acknowl edgrents . . . . . . . . . . . . . . . . . . . . ... .. 26
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 26

1. Introduction

Many networ ks have known, concrete rate limts, or apply these lints
by policy to constrain data rates. This is often done w thout any
indication to applications. The result can be that application
performance i s degraded, as the manner in which rate linmts are
enforced can be incompatible with the rate estimtion or congestion
control algorithms used at endpoints.

Havi ng the network indicate what its rate limting policy is, in a
way that is accessible to endpoints, allows applications to use this
i nformati on when adapting their send rate.

The Standard Communi cation with Network El enents (SCONE) protocol is
negoti ated by QU C endpoints. SCONE provides a neans for networks to
signal the maxi mum avail abl e sustai ned throughput, or throughput

advi ce, associated with the flows of UDP datagranms that QU C
exchanges.

Any network function that is able to update the content of UDP
datagrans qualifies as a network el enment that can participate in
SCONE and provide throughput advice to QU C endpoints.

Networks with rate linmting policies can use SCONE to send throughput
advice to cooperating endpoints to limt overall network usage.

Where congestion control signals -- such as ECN, del ays and | oss --
operate on a tinme scale of a round trip tinme, throughput advice
operates over a nuch |onger period.
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This has benefits in some networks as endpoints can adapt network
usage to better suit network conditions. For exanple, radio networks
and battery-powered devices performbetter with short, bursty
exchanges, rather than constant transm ssion at a fixed rate.

For endpoi nts, SCONE throughput advi ce nakes network policies
vi si bl e, which can reduce wasteful probing beyond those linits.

2. Overview

QUI C endpoi nts can negotiate the use of SCONE by including a
transport paraneter (Section 6) in the QU C handshake. Endpoints
then occasionally coal esce a SCONE packet with ordinary QU C packets
that they send.

Net work el ements that have rate linmting policies can detect flows
that include SCONE packets. The network el ement can indicate a
maxi mum sust ai ned t hroughput by nodi fying the SCONE packet as it
transits the network el enent.

The propagati on of SCONE packets, including the throughput advice
that is added, is shown in Figure 1.

S + S IR + S IR +
| QiC | | Network | | QIcC |
| Sender | | El enent | | Receiver |
Fom e -+ e R +

I I I

+--- SCONE --->| SCONE+advice

| +QUI C +---- +QUIC --->

| | | Validate QU C packet
| | | and record rate
I

I I
Figure 1: Propagation of SCONE signa

QUI C endpoints that receive nodified SCONE packets observe the
i ndi cated version, process the QU C packet, and then record the
i ndi cated rate.

Thr oughput advice only apply to the direction and path for which they
are received. A connection that mgrates or uses nultipath [ QU C M]
cannot assume that throughput advice fromone path apply to new
paths. Advice for the client-to-server direction and the server-to-
client direction of each path are independent, and are expected to be
different, for reasons including asymretric |link capacity and path
diversity. Applications may choose to utilize SCONE in either or
both direction(s) of each path as they see fit.
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3.

3.

Applicability

This protocol only works for flows that use the SCONE packet
(Section 5).

The protocol requires that packets are nodified as they transit a
networ k el ement, which provides endpoints strong evi dence that the
network el ement has the power to apply a rate limting policy; though
see Section 9 for potential limtations on this.

The t hroughput advice signal that this protocol carries is
i ndependent of congestion signals, limted to a single path and UDP
packet flow, unidirectional, and strictly advisory.

1. Independent of Congestion Signals

Thr oughput advice signals are not a substitute for congestion

f eedback or congestion control. Congestion signals, such as

acknow edgments or ECN mar ki ngs [ ECN] [ WHY- ECN], provide information

on loss and delay that indicate the real-tine condition of a network
path. Congestion signals mght indicate a throughput limt that is

different fromthe signal ed throughput advice.

Endpoi nts cannot assune that the rate indicated in throughput advice
is achievable if congestion signals indicate otherw se. Congestion
coul d be experienced at a different point on the network path than
the network el ement that signals throughput advice. Therefore,
endpoints need to respect the send rate constraints that are set by a
congestion controller.

Net wor ks can use SCONE to communi cate throughput advice for reasons
other than rate limting policies. For exanple, a network element in
an access network could provide throughput advice to guide
application use of network capacity, in any way that is separate from
any signals that are intended to influence congestion response.

In addition to rate linmiting policies, throughput advice can indicate
tenmporary increases in available capacity or tenporarily reduced
capacity. This includes persistent overuse, equipnent faults, or
other transient issues. Providing advice is applicable if increases
or reductions are expected to last for nore than one nonitoring

peri od; see Section 5. 2.
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3.2. Unspecified Scope

Modi fyi ng a packet does not prove that the throughput that is

i ndi cated woul d be achievable. A signal that is sent for a specific
flowis likely enforced at a different scope. The extent of that
scope is not carried in the signal

For instance, policy limts mght apply at a network subscription
| evel, such that nmultiple flows receive the sane signal, but usage
all contributes to a shared policy limt.

Endpoi nts can therefore be nore confident in the throughput signal as
an indication of the maxi num achi evabl e t hroughput than as any

i ndi cation of expected throughput. 1In addition to endpoints
respecting congestion signals (see Section 3.1), networks m ght need
to nonitor and enforce policies, even where applications attenpt to
foll ow advice (see Section 7.3).

The advi sed throughput will likely only be achi evabl e when the
application is the only user of throughput within the scope that the
advice applies to. 1In the presence of other flows, congestion limts

are likely to determ ne actual throughput.

This inplies that signals can nost usefully be applied to a downlink
flowin access networks, close to an endpoint. 1In that case,
capacity is less likely to be split between multiple active fl ows.

3.3. Per-Flow Signal

The sane UDP address tuple m ght be used for multiple QU C
connections. A single signal nmight be lost or only reach a single
application endpoint. Network elenments can apply SCONE advice to all
QUI C connections that include SCONE packets to ensure that advice is
received by all application endpoints.

The signal ed advice applies to the fl ow of packets on the sane UDP
address tuple for the duration of the current nonitoring period,
unless it is updated earlier or the flow ends; see Section 5.2 for
details on the nonitoring period.

Rate |limting policies often apply on the | evel of a device or

subscription, but endpoints cannot assune that this is the case. A
separate signal can be sent for each flow
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3.4. Undirectional Signa

Thr oughput advice is signaled with SCONE packets that are transmtted
as part of the flow that the advice applies to. Carrying signals in
the affected flow, in the same way that ECN signhals are conveyed,
ensures that there is no anbiguity about what flow is affected.
However, this means that the endpoint that receives throughput advice
is not the endpoint that m ght need to adapt its sendi ng behavi or.

A receiving endpoint mght need to conmunicate the value it receives
to the sending peer in order to ensure that the limt is respected.
Thi s docunent does not define how that signaling occurs as this is
specific to the application in use.

3.5. Advisory Signa

Thr oughput advi ce i ndi cates what one part of the network expects to
be achievable for flows that transit that portion of the network. It
is possible that very different throughput is achievable -- either

hi gher or lower than the advice -- as determi ned by congestion
control. Endpoints that receive this signal therefore need to treat
the informati on as advi sory.

The fact that an endpoint requests throughput advi ce does not
necessarily mean that it will adhere to theny in sone cases, the
endpoi nt cannot. For exanple, a flowmay initially be used to serve
vi deo chunks, with the client selecting appropriate chunks based on
received advice, but later switch to a bul k downl oad for which
bitrate adaptation that cannot be sinilarly controlled. Conposite
flows fromnultiple applications, such as tunneled flows, mght only
have a subset of the involved applications that are capabl e of
handl i ng SCONE signhals. Therefore, when a network el ement detects
that throughput exceeds the advertised throughput advice, it night
switch to applying its policies for non-SCONE fl ows, using congestion
control signals.

Network conditions and rate-linit policies can change in ways that
make previously signal ed advice obsolete. For exanple, routing
changes can cause a flowto nove to a different network path. There
are no guarantees that updated advice will be sent at such events.

3.6. Followi ng Advice
The SCONE t hroughput advice is advisory (see Section 3.5).

Applications that chose to followit will do so in the way that best
suits their needs.
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The nost obvious way to keep within the limts set by throughput
advice is to informthe sending peer of the limt so that the peer
can do whatever rate limting is necessary. Alternatively, a
receiver can control the release of flow control credit (see
Section 4 of [QUC]) to indirectly limt the sending rate of a peer.

Sone applications offer options for rate control that can offer
superior outcones. Most video applications, especially real-tinme and
stream ng video applications, can adapt their use of network

bandwi dth. For instance, typical HITP Live Streaming [ HLS] or DASH
[DASH] clients are provided with manifests that allow themto adjust
the bitrate and quality of nedia segnents based on avail abl e network
capacity.

4. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ BCP14] when, and only when, they appear in all capitals, as
shown here.

5. SCONE Packet

A SCONE packet is a QU C |ong header packet that follows the QU C
invariants; see Section 5.1 of [INVARI ANTS].

Figure 2 shows the format of the SCONE packet using the conventions
from Section 4 of [INVARI ANTS].

SCONE Packet {
Header Form (1) = 1,
Reserved (1),
Rate Signal High Bits (6),
Version (32) = 0x6f7dcOfd or Oxef 7dcOfd,
Destination Connection ID Length (8),
Destination Connection ID (0..2040),
Source Connection ID Length (8),
Sour ce Connection ID (0..2040),

Fi gure 2: SCONE Packet For mat
The nost significant bit (0x80) of the packet indicates that this is

a QU C | ong header packet. The next bit (0x40) is reserved and can
be set according to [QU CBIT].
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The Rate Signal High Bits field consists of the low six bits (0x3f)
of the first byte. Together with the npost significant bit of the
Version field, this fornms the 7-bit Rate Signal. Values for the Rate
Signal are described in Section 5.1

The Version field contains either Ox6f7dcOfd or Oxef7dcOfd. The only
di fference between these two values is the npost significant bit,

whi ch al so contributes to the Rate Signal. Al other bits are
identical, which facilitates detection and nodificati on of SCONE
packets.

Thi s packet includes a Destination Connection IDfield that is set to
the sane val ue as other packets in the same datagram see
Section 12.2 of [QU (.

The Source Connection ID field is set to match the Source Connection
ID field of any packet that follows. [|f the next packet in the

dat agram does not have a Source Connection ID field, which is the
case for packets with a short header (Section 5.2 of [INVARI ANTS]),
the Source Connection ID field is enpty.

SCONE packets MUST be included as the first packet in a datagram
This is primarily to sinplify the process of updating throughput
advice in network elenments. This is also necessary in many cases for
QUI C versions 1 and 2 because packets with a short header cannot
precede any other packets.

5.1. Rate Signals
A Rate Signal is a 7-bit unsigned integer (0-127). The high six bhits
are the Rate Signal High Bits, and the least significant bit is the
most significant bit of the Version field.
When sent by a QUIC endpoint, the Rate Signal is set to 127
Receiving a value of 127 indicates that throughput advice is unknown,
ei ther because network el enments on the path are not providing advice
or they do not support SCONE. All other values (0 through 126)
represent the ceiling of rates advised by the network el ement(s) on
the path.
Thr oughput advice follows a | ogarithm c scal e defined as:
* Base rate (b_mn) = 100 Kbps
* Bitrate at value n = b_mn * 10°(n/ 20)

where n is an integer between 0 and 126 represented by the Rate
Si gnal
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Table 1 lists sone of the potential values for signals and the
correspondi ng bitrate for each.

[ gty &b puj s p e o
| Bitrate | Rate Signal |
[ e el s e )
| 100 Kbps | O |
Fomm e oo - o m e e e oo - +
| 112 Kbps | 1 |
R S +
| 126 Kbps | 2 |
Fom e e o - S +
| 141 Kbps | 3 I
Fomm e oo - o m e e e oo - +
| 1 Mops | 20 |
R S +
| 1.12 Mops | 21 |
Fom e e o - S +
| 10 Mops | 40 |
Fomm e oo - o m e e e oo - +
| 11.2 Mips | 41 |
R S +
| 100 Mops | 60 |
Fom e e o - S +
| 112 Mops | 61 I
Fomm e oo - o m e e e oo - +
| 1 Gops | 80 |
R S +
| 1.12 Gohps | 81 |
Fom e e o - S +
| 10 Gbps | 100 I
Fomm e oo - o m e e e oo - +
| 11.2 Gops | 101 |
R S +
| 100 Ghps | 120 |
Fom e e o - S +
| 112 Gbps | 121 I
Fomm e oo - o m e e e oo - +
| 199.5 Gops | 126 |
R S +
| Unknown | 127 |
Fom e e o - S +

Table 1: Exanpl es of
SCONE si gnal s and
correspondi ng rates
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5.2. Monitoring Period

The tinme over which throughput advice applies is defined to be a
peri od of 67 seconds.

Protocol participants can use a different period, depending on their
role. Senders can limt their send rate over any time period up to
67 seconds. Network elenments can nmonitor and apply linmts to send
rates using tinme period of at |east 67 seconds.

The choi ce of 67 seconds is a conproni se between conpeting interests.
Longer periods allow applications nore flexibility in terms of howto
al | ocate bandwi dth over time. Shorter periods allow networks to

adm nister policies nore tightly. Al so, when circunstances change,
applications are better able recover without exceeding limts for a
significant tine if they have exceeded linmts.

The choi ce of 67 seconds, as a prinme nunber, also hel ps avoid
synchroni zation with other periodic effects that are comonly
measured in whol e seconds. This includes segnment |ength or key frane
intervals in video applications, but also includes tinmers for

m ddl eboxes; see Section 4.3 of [RFC4787]. Any repeating phenonenon
at a 67 second interval is therefore unlikely to be due to other
periodic effects.

5.3. Endpoint Processing of SCONE Packets

Processi ng a SCONE packet involves reading the value fromthe Rate
Signal field. However, this value MJST NOT be used unl ess anot her
packet fromthe same datagramis successfully processed. Therefore,
a SCONE packet al ways needs to be coal esced with other QU C packets.

A SCONE packet is defined by the use of the long header bit (0x80 in
the first byte) and the SCONE protocol version (0x6f7dcOfd or

Oxef 7dcOfd in the next four bytes). The 7-bit Rate Signal can be
extracted by conmbining the low 6 bits of the first byte with the nost
significant bit of the version field. A SCONE packet MAY be

di scarded, along with any packets that come after it in the same
datagram if the Source Connection IDis not consistent with those
coal esced packets, as specified in Section 5.

A SCONE packet is discarded if the rate signal is unknown (127).

A SCONE packet MJST be discarded if the Destination Connection ID
does not match one recogni zed by the receiving endpoint.
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If a connection uses nultiple DSCP markings [ RFC2474], the throughput
advice that is received on datagranms with one marki ng m ght not apply
to datagranms that have different markings

5.4. Fol |l owi ng Throughput Advice

Endpoi nts that receive throughput advice can advise their peer of the
limt so that the peer might lint the amount of data it sends over
any nonitoring period (Section 5.2). Alternatively, the endpoint

m ght change its own behavior to effect a simlar outcone indirectly,
whi ch nmight use flow control or changes to request patterns

An endpoi nt that receives throughput advice mght receive nultiple
different values. |If advice is applied by applications, applications
MUST apply the | owest throughput advice received during any

nmoni toring period; see Section 5.2.

After a nonitoring period (Section 5.2) without receiving throughput
advi ce, any previous advice expires. Endpoints can renmpve any
constraints placed on throughput based on receiving throughput
advice. This does not mean that there are no limts, either in
policy or due to network conditions, only that these limts are now
unknown. O her constraints on usage will still apply, which
necessarily includes congestion control and night include other,
application-specific constraints.

The rel atively |l ong duration of the monitoring period nmeans that this
is preferable to disabling sending conpletely. The cost is that |oss
of information about recent send rate nmight result in tenporarily

exceeding the rates indicated by throughput advice. |In conparison,
applications retain throughput usage state when throughput advice
i ncreases.

Thi s approach ensures that network el enents are able to reduce the
frequency with which they send updated signhals to as | ow as once per
moni toring period. However, applying signhals at a | ow frequency

ri sks throughput advice being reset if no SCONE packet is avail able
for applying signals (Section 7.1), or the rewitten packets are
lost. Sending the signal multiple times increases the |ikelihood
that the signal is received

6. Negotiating SCONE

A QUI C endpoint indicates that it is able to receive SCONE packets by
i ncluding the scone_supported transport parameter (0x219e).
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Each endpoint independently indicates willingness to receive SCONE
packets. An endpoint that does not include the scone_supported
transport paraneter can send SCONE packets if their peer includes the
transport paraneter.

The scone_supported transport paranmeter MJST be enpty. Receiving a
non-zero | ength scone_supported transport paraneter MJST be treated
as a connection error of type TRANSPORT PARAMETER ERROR, see
Section 20.1 of [QU (.

This transport paraneter is valid for QUC versions 1 [QU C] and 2
[QUICv2] and any other version that recogni zes the versions,
transport paraneters, and frane types registries established in
Sections 22.2, 22.3, and 22.4 of [QUI C].

6.1. Indicating Support on New Fl ows

Al new flows that are initiated by a client that supports SCONE MUST
i nclude bytes with values 0Oxc8 and 0x13 as the last two bytes of

dat agrams that conmence a new flow if the protocol permts it. This
i ndi cati on MJST be sent in every datagramuntil the client receives
any datagram fromthe server, at which point the client can be
confident that the indication was received.

A client that uses a QUIC version that includes |ength-delinited
packets, which includes QU C versions 1 [QUC] and 2 [QUICv2], can
i nclude an indicator of SCONE support at the end of datagrans that
start a flow. The handshakes of these protocols ensures that the
i ndi cation can be included in every datagramthe client sends unti
it receives a response -- of any kind -- fromthe server

6. 2. Limtations of |ndication

This indication does not nean that SCONE signals will be respected,
only that the client is able to negotiate SCONE. A server m ght not
support SCONE and either endpoint mght choose not to send SCONE
packets. Finally, applications mght be unable to apply throughput
advi ce or choose to ignore it.

This indication being just two bytes neans that there is a non-
negligible risk of collision with other protocols or even QU C usage
wi t hout SCONE i ndications. This nmeans that the indication alone is
not sufficient to indicate that a flowis QUC with the potential for
SCONE support .

Despite these limtations, having an indication mght allow network
el ements to change their starting posture with respect to their
enforcenment of their rate limt policies.
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6.3. Indications for Mgrated Fl ows

Applications MAY decide to indicate support for SCONE on new fl ows,
including when nmigrating to a new path (see Section 9 of [QUIC]). In
QUIC version 1 and 2, the two byte indicator cannot be used.

Sendi ng a SCONE packet for the first few packets on a new path gives
network el ements on that path the ability to recognize the flow as
bei ng able to receive throughput advice and al so gives the network
el ement an opportunity to provide that throughput advice.

To enable this indication, even if an endpoint would not otherw se
send SCONE packets, endpoints can send a SCONE packet any tinme they
send a QUI C PATH CHALLENGE or PATH RESPONSE frame. This applies to
both client and server endpoints, but only if the peer has sent the
transport parameter; see Section 6.

7. Network Depl oynent

QUI C endpoi nts can enable the use of the SCONE protocol by sending
SCONE packets Section 5. Network el ements can then use SCONE and
replace the Rate Signal field (Section 7.1) according to their
polici es.

7.1. Applying Throughput Advice Signals

A network el enent detects a SCONE packet by observing that a packet
has a QU C | ong header and one of the SCONE protocol versions
(Ox6f 7dcOf d or Oxef 7dcOfd).

A network el enent then conditionally replaces the nost significant
bit of the Version field and the Rate Signal High Bits field with
val ues of its choosi ng.

A network el enent might receive a packet that already includes a rate
signal. The network elenent replaces the rate signal if it wishes to
signal a lower value for throughput advice; otherw se, the origina
val ues are retained, preserving the signal fromthe network el enent
with the | ower policy.

The foll owi ng pseudocode indi cates how a network el enent mnight detect
a SCONE packet and replace the existing rate signal (packet_signal)
with a newrate signal (target_signal) that encodes the throughput
advice of this network el ement.
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is_long = packet[0] & 0x80 == 0x80
packet version = ntohl (packet[1..5])
if is_long and (packet_version & Ox7fffffff) == SCONE_VERSI ON BI TS
packet _signal = ((packet[0] & Ox3f) << 1) | (packet_version >> 31)
if target_signal < packet_signal
packet[0] = (packet[0] & Oxc0) | (target_signal >> 1)
packet[ 1] = (packet[1l] & Ox7f) | (target_signal << 7)

Once the throughput advice signal is updated, the network el enent
updat es the UDP checksum for the datagram

To avoid t hroughput advice expiring, a network el enent needs to
ensure that it sends updated rate signals with no nore than a

moni toring period (Section 5.2) between each update. Because this
depends on the availability of SCONE packets and packet |oss can
cause signals to be m ssed, network el enents m ght need to update
nmore often. ldeally, network el enents update advice in SCONE packets
at least twice per nonitoring period, to match endpoi nt behavior (see
Section 8.1).

At the start of a flow, network el enments are encouraged to update the
rate signal of the first few SCONE packets it observes so that
endpoi nts can obtain throughput advice early.

Senders that send a SCONE packet or network el ements that update
SCONE packets every 2030 seconds is likely sufficient to ensure that
t hroughput advice is not lost. To reduce the risk of synchronization
across nultiple senders, which may cause network el enments to mss
updat es, senders can include a snmall random del ay.

A network el enent MJUST NOT alter datagrans to add SCONE packets or
synt hesi ze datagrans that contain SCONE packets. The latter will not
be accepted and the forner, even if they do not exceed the path MIU
as a result, can be detected by applications and coul d be ignored.
Thi s docunent does not define a nechanismto support detection, but
one night be added in future.

7.2. Monitoring Flows

Sendi ng throughput advice is optional for any network. A network
that sends throughput advice mght, also optionally, choose to
monitor flows to determ ne whether applications are foll owi ng advi ce.

This section outlines a nmethod that a network el ement could use to
determ ne whether advice is being followed. Network deploynents that
choose to nonitor are free to follow any nonitoring regine that suits
their needs.
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This nmonitoring algorithmis guidance only. However, nonitoring any
more strictly than the followi ng could nmean that an application m ght
be incorrectly classified as not followi ng advice. A |ooser
nmoni t ori ng approach, such as nonitoring over a |longer tine w ndow
than the nonitoring period (67s) or using a higher rate than is
signal ed, has no risk of incorrect classification

When a network changes the value it intends to signal, applications
need tine to adjust their sending behavior. As a result, any
nmonitoring needs to allow tine for SCONE packets to be updated, for
those packets to be received by endpoints, and for applications to
adapt .

A network el enent can then monitor affected fl ows to determ ne
whet her the throughput advice it provided was foll owed.

A network el enent SHOULD base its nonitoring on the maxi mum val ue
that was configured to apply during the preceding two nonitoring
periods. |If the network el enent cannot update the throughput advice
in every SCONE packet (or can do so only infrequently), a |onger
period m ght be used to account for the possibility that the updated
SCONE packets are lost. This allows applications tinme to receive
advi ce and adapt their sending rate.

Any monitoring and policy enforcement could be inplenmented in
different network el ements than the ones that signal throughput

advi ce. However, network el ements MJUST NOT enforce throughput based
on throughput advice found in SCONE packets received from other
entities, because unlike endpoints, network el enents do not have the
capability to validate other QU C packets contained in the sane

dat agram see Section 9.1

7.3. Flows That Exceed Throughput Advice
A network coul d depl oy policy enforcenent that drops or del ays
packets to ensure that applications do not exceed throughput linmits
set in policy.
SCONE al | ows networks to provide advice to applications, so that
stricter limts, which can be inefficient and | ead to worse
application performance, are not necessary in all cases.

Sone applications will not support SCONE. O her applications either
wi Il not or cannot follow throughput advice.
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Net wor ks can monitor flows to determine if applications follow

advi ce; see Section 7.2. A network could choose to either disable or
| oosen policy enforcement for flows where SCONE is active, but re-
enabl e or tighten enforcenent if nonitoring indicates that throughput
advice is not being respected.

Version Interaction

The SCONE protocol defines two versions (0x6f7dcOfd and Oxef 7dcOf d)
that cover different ranges of bitrates. This design allows for

* Support for both very low bitrates (down to 100 Kbps) and very
high bitrates (up to 199.5 Ghps)

* Gaceful handling of network elenents that might only recognize
one versi on.

Provi di ng Opportunities to Apply Throughput Advice Signals

Endpoints that wish to offer network el ements the option to add
t hroughput advi ce signals can send SCONE packets at any time. This
is a decision that a sender nakes when constructing datagrans.

When sendi ng SCONE packets, endpoints MJST include the SCONE packet
as the first packet in a datagram coal esced with additional packets.

Upon confirmation that the peer is willing to recei ve SCONE packets,
an endpoi nt SHOULD i ncl ude SCONE packets in the first few UDP
datagrans that it sends. Doing so increases the likelihood of
eliciting early throughput advice from network el ements, allow ng
applications to apply that advice fromthe early stages of the data
transfer.

After that, endpoints that seek to receive throughput advice on a
fl ow MIUST send a SCONE packet at |east twi ce each nonitoring period;
see Section 5. 2.

Sendi ng SCONE packets nmore often m ght be necessary to:

Avoid missing advice: |f SCONE packets are not sent, updated, and
received for an entire nonitoring period, an application night
incorrectly assunme that no advice is being provided.

Reduce latency: The tine between SCONE packets determ nes the
maxi mum del ay between changes in throughput advice and when that
advi ce can be received and acted upon
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A sender can track the receipt of the coal esced QU C packet and send
anot her SCONE packet when loss is detected. However, it is likely
simpler to send SCONE packets nore often.

Sendi ng a SCONE packet every 2030 seconds is likely sufficient to
ensure that throughput advice is not |ost, though endpoints m ght
send a packet every few seconds to inprove responsiveness. This
period could be determ ned by how quickly an application is able to
respond to a change in throughput advice.

For exanple, a streaming application that fetches video segnents that
are 5 seconds in length mght send SCONE packets on a simlar
cadence. A real-tine conferencing application mght send nore often
In either case, the length of the nonitoring period (Section 5.2)
limts how fast any application can react.

Though sendi ng SCONE packets nore than once each round trip tine

m ght hel p reduce exposure to packet loss, it is better to spread
updates over tine rather than to send nultiple SCONE packets in | ess
frequent bursts.

The main cost associated with sending SCONE packets is the reduction
in avail abl e space in datagrans for application data.

A network el enent that wi shes to signal updated throughput advice
waits for the next SCONE packet in the desired direction; see
Section 7. 1.

8.2. Feedback To Sender About Signals

I nformati on about throughout advice is intended for the sending
application. Any signal fromnetwork el enments can be propagated to
the receiving application using an inpl enentation-defined nechani sm

Thi s docunent does not define a neans for indicating what was
received. That is, the expectation is that any signal is propagated
to the application for handling, not handl ed automatically by the
transport layer. How a receiving application conmunicates the

t hroughput advice signal to a sending application will depend on the
application in use.

Di fferent applications can choose different approaches. For exanpl e,
in an application where a receiver drives rate adaptation, it m ght
not be necessary to define additional signaling.

A sender can use any acknow edgrment mechani sm provi ded by the QU C

version in use to | earn whet her datagrans contai ni ng SCONE packets
were likely received. This might help informwhether to send
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addi ti onal SCONE packets in the event that a datagramis |ost.
However, rather than relying on transport signals, an application
m ght be better able to indicate what has been received and
processed.

SCONE packets could be stripped fromdatagrans in the network, which
cannot be reliably detected. This could result in a sender falsely
believing that no network el ement applied a throughput advice signal
Senders will therefore proceed as though there was no advi ce.

8.3. Interactions with Congestion Contro

SCONE and congestion control both provide the application with
estimates of a path capacity. They are conpl enentary. Congestion
control algorithms are typically designed to quickly detect and react
to congestion, i.e., to the "mninunt capacity of a path. SCONE

i nfornms the endpoi nt of the naxi mum capacity of a path based on
network rate linmt policy, network conditions, or a conbination of

t he two.

Consi der for exanple a path in which the bottleneck router inplenents
some formof Early Congestion Notification [ECN]. If the path
capacity di m nishes, queues will build up and the router wll

i medi ately start increasing the rate at which packets are narked as
"Congestion Experienced". The receiving endpoint will notice these
mar ks, and informits peer. The incom ng congestion will be detected
in1round trip time (RTT). This scenario will play out whatever the
reason for the change in capacity, whether due to increased
conpetition between nmultiple applications or, for exanple, to a
change in capacity of a wirel ess channel

9. Security Considerations

The nodification of packets provides endpoints proof that a network
element is in a position to drop datagrans and could apply a rate
limt policy. Section 8.1 states that endpoints only accept signals
if the datagram contains a packet that it accepts to prevent an off-
path attacker frominserting spurious throughput advice signals.
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Sone off-path attackers nmay be able to both observe traffic and

i nject packets. Attackers with such capabilities could observe
packets sent by an endpoint, create datagrans coal escing an arbitrary
SCONE packet and the observed packet, and send these datagrans such
that they arrive at the peer endpoint before the original packet.
Spoof ed packets that seek to advertise a higher limt than m ght
otherw se be permitted al so need to bypass any rate limters. The
attacker will thus get arbitrary SCONE packets accepted by the peer,
with the result being that the endpoint receives a false or
msleading rate limt.

The recipient of a throughput advice signal therefore cannot
guarantee that the signal was generated by an on-path network

el ement. However, the capabilities required of an off-path attacker
are substantially simlar to those of on path el ements.

The actual val ue of the throughput advice signal is not

aut henticated. Any signal mght be incorrectly set in order to
encour age endpoints to behave in ways that are not in their
interests. Endpoints are free to ignore limts that they think are
incorrect. The congestion controller enployed by a sender provides
real -tine informati on about the rate at which the network path is
del i vering data.

Simlarly, if there is a strong need to ensure that throughput advice
is respected, network el enents cannot assume that the signal ed advice
wi |l be respected by endpoints.

9.1. Fake SCONE Packets

Attackers that can inject packets could conpose arbitrary " SCONE-

i ke" packets by selecting a pair of |IP addresses and ports, an
arbitrary rate signal, a valid SCONE version nunber, an arbitrary
"destination connection ID', and an arbitrary "source connection |D"
A coal esced "1RTT" packet will start with a plausible first octet,
and continue with the sel ected destination connection ID foll owed by
a sufficiently I ong series of random bytes, mimcking the content of
an encrypted packet.

Endpoints will reject such packets because they do not contain valid
QUI C packets, but network el enments cannot detect this. Al the
network el ements between the injection point and the destination wll
have to process these packets.

Attackers could send a high volune of these "fake" SCONE packets in a
deni al of service (DOS) attenpt against network el ements. The attack
will force the internediaries to process the fake packets. |If
network el enents are keeping state for ongoing SCONE flows, this
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Th

m ght exhaust menory resources. The mitigation is the sane as for
other distributed DOS attacks: limt the rate of SCONE packets that a
network element is willing to process; possibly, inplenent logic to
di stinguish valid SCONE packets from fake packets; or, use generic
protection against Distributed DOS attacks.

Attackers could also try to craft the fake SCONE packets in ways that
trigger a processing error at network el enments. For exanple, they

m ght pick connection identifiers of arbitrary | ength. Network

el ements can mtigate these attacks with inplenmentations that fully
conforns to the specification of Section 5.

2. Damage to Oher Protocols

Net work el ements that update SCONE packet fields might do that for
dat agrans exchanged in other protocols. This could result in danmage
to those protocols.

The nopst serious damage occurs when every datagramis nodifi ed,
because that could nmean that the protocol is effectively unable to
operate end-to-end.

To that end, network el enents MJST only update the content of
datagrans on a given address tuple a few tines each nonitoring
period. Network el enents MAY update nore often inmediately after a
change in their throughput advice, to reduce the reaction time from
senders

In addition, sone heuristics mght be used to detect SCONE-conpati bl e
QU C flows. This includes identification of a QU C handshake on the
flow, the presence of indications (Section 6.1), or other heuristics.
If these heuristics indicate a non-QUI C flow, the safest option is
for network el enments to di sabl e updati ng of datagrans.

Privacy Consi derations

The focus of this analysis is the extent to which observing SCONE
packets could be used to gain information about endpoints. This

m ght be | eaking details of how applications using QU C operate or

| eaks of endpoint identity when using additional privacy protection,
such as a VPN

Any network el enent that can observe the content of that packet can
read the throughput advice that was applied. Any signal is visible
on the path, fromthe point at which it is applied to the point at
which it is consunmed at an endpoint. On path elenents can also alter
the SCONE signal to try trigger specific reactions and gain further
know edge.
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In the general case of a client connected to a server through the
Internet, we believe that SCONE does not provide nuch advantage to
attackers. The identities of the clients and servers are al ready
visible through their I P addresses. Traffic analysis tools already
provide nore information than the throughput advice set by SCONE

There are two avenues of attack that require nore anal ysis:

* that the passive observation of SCONE packets might help identify
or distinguish endpoints; and

* that active manipulation of SCONE signals might help reveal the
identity of endpoints that are otherw se hi dden behind VPNs or
pr oxi es.

1. Passive Attacks

If only few clients and server pairs negotiate the usage of SCONE
the occasi onal observation of SCONE packets will "stick out". That
observation, could be conmbined with observation of timng and vol une
of traffic to help identify the endpoint or categorize the
application that they are using.

A variation of this issue occurs if SCONE is widely inplenented, but
only used in some specific circunstances. |n that case, observation
of SCONE packets reveal s informati on about the state of the endpoint.

If multiple servers are accessed through the sane front facing
server, Encrypted Cient Hello (ECH may be used to prevent outside
parties to identify which specific server a client is using.

However, if only a few of these servers use SCONE, any SCONE packets
will help identify which specific server a client is using.

This issue will be mtigated if SCONE becones wi dely inplenented, and
if the usage of SCONE is not linmted to the type of applications that
make active use of the signal

QUIC i npl enentations are therefore encouraged to nake the feature
avai |l abl e unconditionally. Endpoints nmight send SCONE packets
whenever a peer can accept them

2. Active Attacks

Suppose a configuration in which nultiple clients use a VPN or proxy
service to access the sanme server. The attacker sees the IP
addresses in the packets behind VPN and proxy and al so between the
users and the VPN, but it does not know whi ch VPN address corresponds
to what user address.
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Suppose now that the attacker selects a flow on the Iink between the
VPN proxy and server. The attacker applies throughput advice signals
to SCONE packets in that flow The attacker chooses a bandw dth that
is lower than the "natural" bandw dth of the connection. A reduction
in the rate of flows between client and VPN proxy might allowthe
attacker to link the altered flowto the client.

S +
| dient |------ .
S SRR + \ AR, +

B d | S +
I + | VPN | <::::::::::>|
| dient |------------- >| / | <==========>| Server |
I + | Pr oxy | <::::::::::>| |

R | A E S +
S SRR + / AR, + |
| dient | —=====' |
Fommm - + n Apply throughput advice signa

oserve change

An attacker that can nmani pul ate SCONE headers can al so simul ate
congestion signals by dropping packets or by setting the ECN CE bit.
That will also likely result in changes in the congestion response by
the affected client.

A VPN or proxy could defend against this style of attack by renoving
SCONE (and ECN) signals. There are few reasons to provide per-flow

t hroughput advice signals in that situation. Endpoints mght also
either disable this feature or ignore any signhals when they are aware
of the use of a VPN or proxy.

11. | ANA Consi derations

Thi s docunent registers new QU C versions (Section 11.1) and a QU C
transport paranmeter (Section 11.2).

11.1. SCONE Versions

Thi s docunent registers the following entries to the "QU C Versions"
registry maintained at https://ww.iana. org/assi gnments/quic
(https://ww. i ana. org/assi gnnents/quic), follow ng the guidance from
Section 22.2 of [QU (.

Val ue: 0x6f 7dc0Ofd

Status: permanent
Speci fication: This docunent
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Change Controller: |ETF (iesg@etf.org)
Contact: QU C Wrking Goup (quic@etf.orqg)
Not es: SCONE Protocol - Low Range

Val ue:  Oxef 7dcOfd

Status: permanent

Speci fication: This docunent

Change Controller: |ETF (iesg@etf.org)
Contact: QU C Wrking Goup (quic@etf.orqg)
Not es: SCONE Protocol - Hi gh Range

11.2. scone_supported Transport Paraneter

Thi s docunent registers the scone_supported transport parameter in
the "QUI C Transport Paraneters" registry maintai ned at

https://ww. i ana. or g/ assi gnnent s/ qui ¢

(https://ww. i ana. org/ assi gnnents/quic), follow ng the guidance from
Section 22.3 of [QUI (.

Val ue: 0x219e

Par amet er Nanme: scone_supported

Status: Permanent

Speci fication: This docunent

Date: This date

Change Controller: |ETF (iesg@etf.org)
Contact: QU C Wrking Goup (quic@etf.orqg)
Not es: (none)
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