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Abst ract

Thi s docunent describes a REST APl with the HTTP resources, request
and response nessages, and error handling needed for an interoperable
i npl ementation of a SCITT Transparency Service, as defined by the
Supply Chain Integrity, Transparency, and Trust (SCITT) Architecture.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-scitt-scrapi/.

Di scussi on of this docunent takes place on the SCITT Working G oup
mailing list (mailto:scitt@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/scitt/. Subscribe at
https://ww. ietf.org/mailman/listinfo/scitt/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-scitt/draft-ietf-scitt-scrapi.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I nt roducti on

The Supply Chain Integrity, Transparency, and Trust (SC TT)
Architecture [I-D.draft-ietf-scitt-architecture] defines the core
objects, identifiers and workfl ows necessary to interact with a SCITT
Transparency Service:

* Signed Statenents

* Receipts

* Transparent Statenents

* Registration Policies

SCI TT Reference APIs (SCRAPI) defines HITP resources for a
Transparency Service using COSE ([ RFC9052]). The follow ng resources
MUST be inpl enented for conformance to this specification:

* Registration of Signed Statenents (Section 2.3, Section 2.4)

* |lssuance and resolution of Receipts (Section 2.5)

* Discovery of Transparency Service Keys (Section 2.1, Section 2.2)
Scope and Relation to the SCITT Architecture

The SCITT Architecture [I-D.draft-ietf-scitt-architecture] specifies
the conceptual roles, nmessage structures, and workflows of a
Transparency Service, but does not define a concrete protocol by
which clients interact with that service. This docunent specifies
one such concrete protocol: an HTTP-based REST APl that realizes
those interactions in an interoperable way. References in this
specification to "normative requirenents of the SCITT Architecture”
are to the requirenents expressed using BCP 14 keywords [ RFC2119]

[ RFC8174] in [I-D.draft-ietf-scitt-architecture] that pertain to the
external |y observabl e behavior of a Transparency Service, such as the
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registration of Signed Statenents, the issuance and validation of
Recei pts, and the publication of the keys used to verify Receipts.

In particular, this docunment defines HITP resources that satisfy the
requirenents in the foll owi ng sections of
[I-D.draft-ietf-scitt-architecture]:

* Registration of Signed Statements (Section 6.3 of
[I-D.draft-ietf-scitt-architecture]), realized by the Signed
Statenment registration resources defined in Section 2.3,
Section 2.4 and Section 2.5.

* lssuance of Receipts and construction of Transparent Statenents
(Section 7 of [I-D.draft-ietf-scitt-architecture]), realized by
the Receipt resolution resource defined in Section 2.5.

* Discovery of the Transparency Service verification keys used by
Verifiers to validate Receipts (Section 5.1.2 and Section 9.4 of
[I-D.draft-ietf-scitt-architecture]), realized by the resource
defined in Section 2.1.

The mandatory-to-inpl enent resources |listed above are sufficient for
an i nteroperabl e Transparency Servi ce.

The foll owing aspects of [I-D.draft-ietf-scitt-architecture] are
intentionally out of scope for this document and are not covered by
this API:

* The internal structure and operation of the Transparency Service's
Verifiable Data Structure (Section 5.1.3 of
[I-D.draft-ietf-scitt-architecture]).

* The contents and eval uati on of Registration Policies
(Section 5.1.1 of [I-D.draft-ietf-scitt-architecture]); this
docunent only defines how the outcone of a policy decision is
communi cated to clients.

* The format and semantics of Signed Statements, Receipts, and
Transparent Statenents thenselves, which are defined in
[I-D.draft-ietf-scitt-architecture] and the COSE specifications
referenced therein.

* Transports other than HTTP, and bi ndi ngs of these resources to
ot her application protocols.
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1.2. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

This specification uses the terns "Signed Statenment", "Receipt”
"Transparent Statenent", "Artifact Repositories", "Transparency
Service" and "Registration Policy" as defined in
[I-D.draft-ietf-scitt-architecture].

Thi s specification uses "payl oad" as defined in [ RFC9052].
2. Resources
Al'l nmessages are sent as HTTP GET or POST requests.

If the Transparency Service cannot process a client’s request, it
MUST return either

1. an HTTP 3xx code, indicating to the client additional action they
must take to conplete the request, such as follow a redirection,
or

2. an HITP 4xx or 5xx status code, and the body MJST be a Concise
Probl em Detai | s obj ect (application/concise-problemdetail s+chor)
[ RFC9290] cont ai ni ng:

* title: A human-readable string identifying the error that
prevented the Transparency Service from processing the request,
ideally short and suitable for inclusion in | og nmessages.

* detail: A human-readable string describing the error in nore
depth, ideally with sufficient detail enabling the error to be
rectified.

SCRAPI is not a CoAP API, but Constrained Problem Details objects

[ RFC9290] provide a useful encoding for problemdetails and avoid the
need to mx CBOR and JSON in resource or client inplenentations.

NOTE: Exampl es use '\’ line wapping per [RFC8792]

Exampl es of errors may include
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[ title / -1\
"Bad Signature Algorithnt,
/ detail / =20\

"Si gni ng aigorithnl’valnutDSA’ not supported"
}

Most error types are specific to the type of request and are defined
in the respective subsections below. The one exception is the

"mal formed"” error type, which indicates that the Transparency Service
could not parse the client’s request because it did not conply with
thi s docunent:

/ title / -1\
"Mal f ormed request”,
| detail / -2\

"The request could not be parsed”

}

Per the guidance in Section 4.6 of [RFC9205], the specific HITP
status codes shown in the exanples throughout this docunent are
illustrative. Status codes can be generated by generic HITP
conmponents (caches, internediaries, captive portals, gateways, etc.)
that are not part of the Transparency Service, and the set of

regi stered HITP status codes can be extended over tinme. Cients MJST
therefore be prepared to handl e any HTTP status code by falling back
to the generic class semantics (1xx, 2xx, 3xx, 4xx, or 5xx) of the
response when a nore specific code is not recognized, and MJST rely
on the Conci se Problem Details [RFC9290] object (when present) rather
than the status code alone to determnine the application-Ievel cause
of an error.

Clients SHOULD treat 5xx HTTP status code responses as transient
failures and MAY retry the sane request without nodification at a
| ater date.

Note that in the case of any error response, the Transparency Service
MAY include a Retry-After header field per [RFCO9110] in order to
request a mnimumtine for the client to wait before retrying the
request. In the absence of this header field, this docunent does not
specify a m ni num

The foll owi ng subsections specify the HITP resources required for
conformance, as listed in Section 1.
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2.1. Transparency Service Keys

This resource, |ocated at /.well-known/scitt-keys (registered in
accordance with [ RFC8615]; see Section 6.1), is used to discover the
public keys that can be used by relying parties to verify Receipts

i ssued by the Transparency Service.

Clients interact with this resource by issuing an HTTP GET request,
and SHOULD i ncl ude Accept: application/cbor in the request. The
Transparency Service MJIST respond with a COSE Key Set, as defined in
Section 7 of [RFC9052], serialized as application/cbor

Request :

GET /.well-known/scitt-keys HITP/ 1.1
Host: transparency. exanpl e

Accept: application/cbor

Response:

HTTP/ 1.1 200 K
Cont ent - Type: application/cbor

Body (in CBOR diagnhostic notation)
[

{
-1:1,
-2:h’ 65edabal. .. 9c08551d" ,
-3:h’ 1e52ed75. ..0084d19c’ ,
1: 2,
2.7 ki d1’

b,

{
-1:1,
-2:h' bac5bllc...d6a09eff’,
-3:h’ 20138bf 8. .. bbfcl17e’,
1: 2,
2:7 ki d2’

}

]

The Transparency Service MAY stop returning at that resource the keys
it no longer uses to issue Receipts, following a reasonable delay. A
delay is considered reasonable if it is sufficient for relying
parties to have obtained the key needed to verify any previously

i ssued Receipt. Consistent with key nmanagenent best practices
described in [ NI ST. SP. 800-57pt 1r5] (Section 5.3.4, which
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di stingui shes the originator-usage period during which a private key
is used to apply cryptographic protection fromthe recipient-usage
period during which the corresponding public key is used to verify
that protection), retired public keys used for signing SHOULD remain
available for verification for as long as any Receipts signed with
themmay still need to be verified. Retaining retired keys has
operational inplications: the Transparency Service is responsible for
storing those keys (and their associ ated nmetadata, such as kid val ues
and validity periods) securely and continuously, and for serving them
via the Individual Transparency Service Key resource (see

Section 2.2) for the entire retention period. |If retired public keys
are not retained, Receipts issued under those keys can no | onger be
verified by relying parties using only the Transparency Service’s
publ i shed key material, which may break the verifiability of
previously issued Recei pts and di srupt downstream consuners that
depend on long-termverification

A Transparency Service MAY include the Expires header field, as
defined in Section 5.3 of [RFCO111], in responses returned by this
resource and by the Individual Transparency Service Key resource
(Section 2.2) to indicate how long clients may cache the returned
keys. A Transparency Service MAY use the Cache-Control header field
with the max-age directive, as defined in Section 5.2.2.1 of

[ RFC9111], for the sane purpose; when both are present, Cache-
Control: max-age takes precedence per Section 4.2.1 of [RFC9111].
The cache lifetime indicated by these headers is a hint about server
availability and does not constrain client retention. A relying
party that holds a Receipt SHOULD retain the verification key for as
long as it may need to verify that Receipt, independent of any cache
lifetime indicated by the Transparency Service.

The presence of these headers does not constitute a guarantee of key
availability. A Transparency Service may still need to retire a key
before any indicated cache lifetine has el apsed, for exanple in
response to suspected conprom se or cryptographic algorithm
deprecation. In such cases, a relying party that holds a Receipt
signed with a retired key can request a fresh Receipt for the sane
Signed Statenent at the same position in the Verifiable Data
Structure, signed with a current key.

2.2. Individual Transparency Service Key
Thi s sub-resource, located at /.well-known/scitt-keys/{kid_value}, is

used to resolve a single public key, froma kid value contained in a
Recei pt previously issued by the Transparency Service.
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Clients interact with this sub-resource by issuing an HITP GET
request, and SHOULD i ncl ude Accept: application/cbor in the request.
The Transparency Service MJIST respond with a single COSE Key, as
defined in Section 7 of [RFC9052], serialized as application/cbor, or
a 404 status if no matching key is found.

Request :

GET /.well-known/scitt-keys/{kid_ value} HITP/1.1
Host: transparency. exanpl e

Accept: application/cbor

Response:

HTTP/ 1.1 200 K
Cont ent - Type: application/cbor

Body (in CBOR diagnhostic notation)

{
-1:1,
-2:h’ bac5bllc...d6a09eff’,
-3:h"20138bf 8. .. bbfcll7e’,
1: 2,
2:' ki d_val ue’

}

The foll owi ng expected error is defined for the condition described
bel ow. Wen this condition is encountered, an inplenmentation MJST
return an error response that is a valid [ RFC9290] object.

I mpl enent ati ons SHOULD use the error defined bel ow, but MAY return
anot her valid [ RFC9290] error instead:

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/conci se-probl em det ail s+cbor

[ title / -1: "No such key"
[/ detail / -2: "No key could be found for this kid val ue”

}

If the kid values used by the service ({kid value} in the request
above) are not URL-safe, the resource MJIST accept the base64url
encodi ng of the kid value, w thout padding, in the URL instead.

Section 2 of [RFC7515] specifies Base64U| encoding as follows:

Bi rkhol z, et al. Expi res 14 Novenber 2026 [ Page 9]



I nternet-Draft SCRAPI May 2026

2.

3.

"Base64 encodi ng using the URL- and fil enane-safe character set
defined in Section 5 of RFC 4648 [ RFC4648], with all trailing ' =
characters omtted and without the inclusion of any line breaks,

whi t espace, or other additional characters. Note that the base64url
encodi ng of the enpty octet sequence is the enpty string. (See
Appendi x C of [RFC7515] for notes on inplenenting base64url encodi ng
wi t hout padding.)"

It is RECOVWENDED to use COSE Key Thunmbprint, as defined in [ RFC9679]
as the mechanismto assign a kid to Transparency Service keys.

[ RFC9679] provides a well-specified, canonical nethod to
deterministically derive a unique kid value directly fromthe COSE
Key itself. Using this nechanismoffers several benefits to

i mpl ement ers:

* it ensures that the kid is uniquely and reproducibly bound to the
key material,

* it renoves the need for an out-of-band identifier assignnment
process,

* it enables independent parties to conpute and verify the sane kid
for a given key, which sinplifies key discovery and reduces the
risk of kid collisions across Transparency Services.

Regi ster Signed Statenent

This resource instructs a Transparency Service to register a Signed
Statement on its log. Since |log inplenentations nay take many
seconds or longer to reach finality, this APl provides an
asynchronous node that returns a locator that can be used to check
the registration’s status asynchronously.

The following is a non-normative exanple of an HTTP request to
regi ster a Signed Statenent:

Request :
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POST /entries HITP/ 1.1

Host: transparency. exanpl e
Accept: application/cbor
Accept: application/cose
Cont ent - Type: application/cose

Body (i n CBOR di agnostic notation)

18([ / CCsE Signl /
<<{
/ signature alg [ 1. -35, # ES384
| key identifier /4 h' 75726e3a. . . 32636573’
|/ cose signl type [/ 16: "application/exanpl etcose",
/ payl oad- hash-al g /[ 258: -16, # sha-256
/ prei mage-content-type / 259: "application/spdx+json”,
/ payl oad-1 ocation /[ 260: "https://.../manifest.json",
/ CW d ains [ 15: {

/[ lssuer [/ 1: "vendor.exanple",
[/ Subject / 2: "vendor.product.exanple",
}
}>>, / Protected Header /
{}, / Unprotected Header /
/ Payl oad, sha-256 digest of file stored at payl oad-|ocation /
h' 935b5a91. . . e18a588a’ ,
h' 269cd68f 4211df fc. .. 0dcb29¢c’ / Signature /

1)

A Transparency Service depends on the verification of the Signed
Statenment in the Registration Policy.

The Registration Policy for the Transparency Service MJIST be applied
before any additional processing. The details of Registration
Pol i cies are out of scope for this docunent.

Si gned Statenents MAY use detached payl oads, as described in
[I-D.draft-ietf-scitt-architecture]. Wen a Signed Statenent is
submitted with a detached payl oad, the Transparency Service stil
requires access to the payl oad content in order to verify the
signature as part of applying the Registration Policy. The mechani sm
by which the payload is nade available to the Transparency Service is
i mpl ement ati on-specific.

Response:

One of the foll ow ng:
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2.3.1. Status 201 - Registration is successful

If the Transparency Service is able to produce a Receipt within a
reasonable time, it MAY return it directly.

Along with the receipt the Transparency Service MAY return a | ocator
in the HITP response Locati on header, provided the locator is a valid
URL.

HTTP/ 1.1 201 Created
Location: https://transparency. exanpl e/ entries/67ed...befe
Cont ent - Type: application/cose

Body (in CBOR di agnostic notation)
/ cose-signl / 18(]

| protected [/ <<{
I key /I 4 : "nxAdKi OKQFZ- dkLebSo3nlCEPR7r N8Xt xkJe45xuyJk",

[ algorithm/ 1 : -7, # ES256
/ vds /[ 395 : 1, # RFC9162 SHA- 256
[ claims / 15 :
/[ issuer [/ 1 : "https://blue.notary.exanple",
/ subject / 2 : "https://green.software.example/cli @1l.2.3",
)b

/ unprotected / {
[/ proofs / 396 : {
/[ inclusion/ -1 : |

<<[
/| size/ 9, [ leaf |/ 8,
[/ inclusion path /
h' 7558a95f . . . e02e35d6’

]1>>

1
b
}

/1 payl oad [ null,
/ signature [/ h'02d227ed. ..ccd3774f’

1)

The response contains the Receipt for the Signed Statenent. Fresh
Recei pts nmay be requested through the resource identified in the
Locati on header.
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2.3.2. Status 303 - Registration is running

In cases where the registration request is accepted but the
Transparency Service is not able to produce a Receipt in a reasonable
time, it MAY return a locator for the registration operation, as in
thi s non-nornmative exanpl e:

HTTP/ 1.1 303 See O her

Location: https://transparency. exanpl e/ entries/67ed. .. befe
Cont ent - Type: application/cose

Content-Length: O

Retry-After: <seconds>

The | ocation MAY be tenporary, and the service may not serve a
rel evant response at this Location after a reasonabl e del ay.

The Transparency Service MAY include a Retry-After header in the HTTP
response to help with polling.

2.3.3. Status 400 - Invalid dient Request

The foll owi ng expected errors are defined for the conditions

descri bed bel ow. Wen such a condition is encountered, an

i npl ementation MUST return an error response that is a valid

[ RFC9290] object. Inplenentations SHOULD use the corresponding error
defined bel ow, but MAY return another valid [ RFC9290] error instead.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ail s+cbor

{

[ title / -1\
"Bad Signature Algorithnt,
/ detail / =20\

"Si gned Statenent contained a non supported al gorithnt

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai | s+cbor

[ title [/ -1 0"\
Confirmation M ssing",
/| detail / -2\

"Signed Statenent did not contain proof of possession”
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai | s+cbor

/ title / -1\
"Payl oad M ssing",
/[ detail / -2\

"Si gned Statenent payl oad nmust be present”

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em detail s+cbor

/ title / -1\
"Rej ect ed",

| detail / -2\
"Si gned Statenent not accepted by the current\
Regi stration Policy"

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai |l s+cbor

[ title / -1: "lInvalid locator",
[/ detail / -2: "QOperation locator is not in a valid fornt

}

2.4. Query Registration Status

This resource lets a client query a Transparency Service for the
registration status of a Signed Statenent they have submtted
earlier, and for which they have received a 303 or 302 - Registration
i's running response.

Request :

CGET /entries/67ed...befe HITP/ 1.1
Host: transparency. exanpl e
Accept: application/cbor

Accept: application/cose

Cont ent - Type: application/cose
Response:

One of the follow ng:
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2.4.1. Status 302 - Registration is running

Regi stration requests may fail, in which case the Location MAY return
an error when queri ed.

If the client requests (GET) the location when the registration is
still in progress, the TS MAY return a 302 Found, as in this non-
normat i ve exanpl e:

HTTP/ 1.1 302 Found

Location: https://transparency. exanpl e/ entries/67ed...befe
Cont ent - Type: application/cose

Content-Length: O

Retry-After: <seconds>

The | ocation MAY be tenporary, and the service nmay not serve a
rel evant response at this Location after a reasonabl e del ay.

The Transparency Service MAY include a Retry-After header in the HTTP
response to help with polling.

2.4.2. Status 200 - Asynchronous registration is successfu
Along with the receipt the Transparency Service MAY return a | ocator

in the HTTP response Location header, provided the locator is a valid
URL.

Bi rkhol z, et al. Expi res 14 Novenber 2026 [ Page 15]



I nternet-Draft SCRAPI May 2026

HTTP/ 1.1 200 &K
Location: https://transparency. exanpl e/ entries/67ed. .. befe

Cont ent - Type: application/cose
Body (in CBOR diagnhostic notation)
| cose-signl / 18(]

/ protected ! <<{
I key /I 4 : "mxAdKi OkQFZ- dkLebSo3mLOEPR7r N8Xt xkJe45xuyJk",

/[ algorithm/ 1 : -7, # ES256
/ vds / 395 : 1, # RFC9162 SHA- 256
/[ claims / 15 :
[ issuer [/ 1 : "https://blue.notary.exanple",
/ subject / 2 : "https://green.software.example/cli @1l.2.3",
)b

/ unprotected / {
/ proofs / 396 : {
/ inclusion / -1 : [

<<[
[ size / 9, | leaf [ 8,
[/ inclusion path /
h' 7558a95f . . . e02e35d6

]1>>

1.
b
}

/" payl oad / null,
/ signature [/ h'02d227ed...ccd3774f’

1)

The response contains the Receipt for the Signed Statenent. Fresh
Recei pts may be requested through the resource identified in the
Locati on header

As an exanpl e, a successful asynchronous follows the follow ng
sequence:
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Initial exchange:

Client --- POST /entries (Signed Statenent) --> TS
Client <-- 303 Location: .../entries/tnpl23 --- TS

May happen zero or nore tines:

Client --- GET .../entries/tnpl23 --> TS

Client <-- 302 Location: .../entries/tnpl23 --- TS

Fi nal | y:

Client --- CGET .../entries/tnpl23 --> TS

Client <-- 200 (Receipt) --- TS
Location: .../entries/final 123

2.4.3. Status 400 - Invalid dient Request

The foll owi ng expected errors are defined for the conditions

descri bed bel ow. Wen such a condition is encountered, an

i npl ementation MUST return an error response that is a valid

[ RFC9290] object. Inplenmentations SHOULD use the corresponding error
defined bel ow, but MAY return another valid [RFC9290] error instead.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai | s+cbor

{
/ title/ -1\
"Bad Signature Al gorithnt,
/ detail / -2\
"Si gned Statenment contained a non supported al gorithnt
}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em detail s+cbor

{
/ title / -1\
Confirmation M ssing",
| detail / -2\
"Signed Statenent did not contain proof of possession”
}
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai | s+cbor

/ title / -1\
"Payl oad M ssing",
/[ detail / -2\

"Si gned Statenent payl oad nmust be present”

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em detail s+cbor

/ title / -1\
"Rej ect ed",

| detail / -2\
"Si gned Statenent not accepted by the current\
Regi stration Policy"

}

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/conci se-probl em det ai |l s+cbor

[ title / -1: "lInvalid locator",
[/ detail / -2: "QOperation locator is not in a valid fornt

}
2.4.4. Status 404 - Operation Not Found

If no record of the specified running operation is found, the
Transparency Service SHOULD respond with a 4xx-class status code
(typically 404 Not Found) and a Concise Problem Details [ RFC9290]
object as in the foll owi ng exanpl e:

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/conci se-probl em det ai | s+cbor

/[ title / -1\
"QOperation Not Found",
[ detail / -2\

"No runni ng operation was found matching the requested |D'
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2.4.5. Status 429 - Too Many Requests

If aclient is polling for an in-progress registration too frequently
then the Transparency Service MAY, in addition to inplenenting rate
limting, return a 429 response:

HTTP/ 1.1 429 Too Many Requests
Cont ent - Type: application/conci se-probl em det ai | s+cbor
Retry-After: <seconds>

/ title / -1\
"Too Many Requests",
[ detail / -2\

"Only <nunber> requests per <period> are allowed."

}

2.5. Resolve Receipt
Request :
CGET /entries/ 67ed41f 1deba. .. cf c158694edObefe HTTP/ 1.1
Host: transparency. exanpl e
Accept: application/cose
Response:

2.5.1. Status 200 - X

If the Receipt is found:
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HTTP/ 1.1 200 &K
Location: https://transparency. exanpl e/ entries/67ed. .. befe

Cont ent - Type: application/cose
Body (in CBOR diagnhostic notation)
| cose-signl / 18(]

/ protected ! <<{
I key /I 4 : "mxAdKi OkQFZ- dkLebSo3mLOEPR7r N8Xt xkJe45xuyJk",

/[ algorithm/ 1 : -7, # ES256
/ vds / 395 : 1, # RFC9162 SHA- 256
/[ claims / 15 :
[ issuer [/ 1 : "https://blue.notary.exanple",
/ subject / 2 : "https://green.software.example/cli @1l.2.3",
)b

/ unprotected / {
/ proofs / 396 : {
/ inclusion / -1 : [
<<[
[ size / 9, | leaf [ 8,
[/ inclusion path /
h' 7558a95f . . . e02e35d6

]1>>
1
3
}
/ payl oad [ null,
/ signature [/ h'02d227ed...ccd3774f’

1)
2.5.2. Status 404 - Not Found

If there is no Receipt found for the specified EntrylD the
Transparency Service SHOULD respond with a 4xx-class status code
(typically 404 Not Found) and a Concise Problem Details [ RFC9290]
object as in the follow ng exanple:

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/conci se-probl em det ai |l s+cbor

{
/ title / -1\
"Not Found",
[ detail / -2\
"Receipt with entry ID <id> not known \
to this Transparency Service"
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3. Privacy Considerations

The privacy considerations section of
[I-D.draft-ietf-scitt-architecture] applies to this docunent.

4. Security Considerations
4.1. Ceneral Scope

Thi s docunent describes the interoperable APl for client calls to,
and i npl enentations of, a Transparency Service as specified in
[I-D.draft-ietf-scitt-architecture]. As such the security
considerations in this section are concerned only with security
considerations that are relevant at that inplementation [ayer. Al
questions of security of the related COSE formats, algorithm choices,
crypt ographi ¢ envel opes, verifiable data structures and the like are
handl ed el sewhere and out of scope for this docunent.

4.2. Applicable Environnent

SCITT is concerned with issues of cross-boundary supply-chain-w de
data integrity and as such nust assunme a very w de range of

depl oynent environnments. Thus, no assunptions can be nade about the
security of the conputing environnment in which any client

i npl ementation of this specification runs.

4.3. Authentication
Aut hentication is out of scope for this docunment. |nplenentations
MAY aut henticate clients, for exanple for the purposes of
aut hori zation or preventing denial of service attacks. |If
Aut hentication is not inplenented, rate limting or other denial of
service mtigations MJST be inpl ement ed.

4.4. Threat Mdel

4.4.1. |In Scope

The npst serious threats to inplenmentations on Transparency Services
are ones that would cause the failure of their main promises, to wt:

* Threats to strong identification, for exanple representing the
Statenments from one issuer as those of another

* Threats to payload integrity, for exanple changing the contents of
a Signed Statenent before making it transparent
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* Threats to non-equivocation, for exanple attacks that woul d enabl e
the presentation or verification of divergent proofs for the sane
St at ement payl oad

4.4.1.1. Denial of Service Attacks

Wi | e denial of service attacks are very hard to defend agai nst

compl etely, and Transparency Services are unlikely to be in the
critical path of any safety-liable operation, any attack which could
cause the _silent_ failure of Signed Statenent registration, for
exanpl e, should be considered in scope.

The inpact of DoS attacks can be detected by a client checking that
the Transparency Service has registered any submtted Signed
Statement and returned a Receipt. Since verification of Receipts
does not require the involvenment of the Transparency Service, a DoS
attack cannot cause the silent loss of a registration. However, this
relies on clients actively checking for Receipts and does not prevent
the disruption itself.

Clients to Transparency Services SHOULD ensure that Receipts are
available for their registered Statenents, either on a periodic or
needs- must basis, depending on the use case.

Beyond this, inplenenters of Transparency Services MJST foll ow
general good practice around defendi ng agai nst network attacks such
as flooding, including defenses such as rate limting.

4.4.1.2. Eavesdropping

Since the purpose of this APl is to ultimately put the nmessage

payl oads on a Transparency Log there is limted risk to
eavesdroppi ng. Nonethel ess transparency may nean 'within a limted
community’ rather than "in full public’, so inplementers MJST add
protections agai nst nman-in-the-m ddl e and network eavesdroppi ng, such
as TLS.

4.4.1.3. Message Modification Attacks

Modi fication attacks are mitigated by the use of the Issuer signature
on the Signed Statenent.

4.4.1.4. Message Insertion Attacks
Insertion attacks are mtigated by the use of the Issuer signature on

the Signed Statenent, therefore care nust be taken in the protection
of Issuer keys and credentials to avoid theft and inpersonation
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4.4.2. Qut of Scope
4.4.2.1. Replay Attacks

Repl ay attacks are not particularly concerning for SCITT or SCRAPI
Once a statement is made, it is intended to be immutable and non-
repudi abl e, so naking it twi ce should not |lead to any particul ar

i ssues. There could be issues at the payload | evel (for instance,
the statement "it is raining" may be true when first submtted but
not when repl ayed), but bei ng payl oad-agnostic inplenentations of
SCI TT services cannot be required to worry about that.

If the semantic content of the payload are timnme-dependent and
susceptible to replay attacks in this way then timestanps MIST be
added to the protected header signed by the Issuer. The iat claimin
a CW_d ai ns header paraneter ([RFC9597]) MJUST be used when the

| ssuer provides the tinestanp thenselves. The COSE header paraneters
defined in [ RFC9921] for including [ RFC3161] tinmestanp tokens or a
sim lar mechanic, for exanple an Epoch Marker
[I-D.ietf-rats-epoch-markers] Claimin the 'CM_C ai ns’ header
paraneter, SHOULD be used, where a tinmestanp froma third party is
required. Oher nechanisns for including timestanps in the protected
header MAY al so be used.

4.4.2.2. Message Deletion Attacks

Once registered with a Transparency Service, Registered Signed

St atements cannot be deleted. Thus, any nessage del etion attack nust
occur prior to registration else it is indistinguishable froma man-
in-the-mddl e or denial-of-service attack on this interface.

4.4.2.3. Use of Unauthenticated HITP Met adat a
I npl enentations that serve nultiple application profiles MAY use
unaut henti cated HTTP-1ayer signals, such as request headers or
distinct registration endpoints, to route incomng Signed Statenents
to profil e-specific processing.

However, these signals are not signed, are not conmitted to the
Verifiable Data Structure, and cannot be replayed by Auditors.

I mpl ement ati ons MUST NOT use unaut henticated signals as authoritative
inputs to the registration decision
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I mpl enent ati ons that use such signals for early dispatch MIUST ensure
that any processing decisions that affect the outconme of registration
are fully determ ned by authenticated inputs, or are otherw se
captured in the Verifiable Data Structure, such that the registration
process renains determnistic and replayabl e by Auditors.

The authoritative identification of the application profile is
carried within the protected header or payl oad of the Signed
Statement, and MJST be verified after signature authentication

5. Operational Considerations
5.1. dient Retry Behavior

Aggressive client retry or polling behavior can significantly inpact
a Transparency Service, increasing |oad and, in extrene cases,
anplifying transient failures into sustai ned outages.

Clients SHOULD honor any Retry-After header field (defined in
{Section 7.1.3 of RFC7231}) returned by the Transparency Servi ce,
treating it as a mninuminterval before retrying. In its absence,
clients SHOULD apply exponential backoff with jitter, cap the tota
nunber of retries, and avoid synchronizing retries across clients.

5.2. Server-Side Retry Configuration

Operators SHOULD configure a mninumretry interval appropriate for
the expected registration |latency and service capacity, and SHOULD
communicate it to clients via the Retry-After header on rel evant
responses (e.g., 202, 429, 503). The interval should account for
wor st-case registration time, sustainable request vol ume, and

i ntermedi ary behavi or.

5.3. Rate Limting

As noted in Section 4.3 and Section 4.4.1.1, rate limting or other
deni al of service mtigations are required. The specific per-client
policy is inplenentation dependent and typically varies wi th whether
and how clients are authenticated (e.g., per-identity for
authenticated clients versus per source |P for unauthenticated
clients), the cost of the operation, and the depl oynent environnent.

When a client exceeds the configured rate limt, the Transparency
Service SHOULD return a 429 response (see Section 2.4.5) including a
Retry-After header field.

6. | ANA Consi derations
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6.1. Well-Known URI for Key Discovery

I ANA is requested to register the /.well-known/scitt-keys URl in the
"Wl | -Known URIs" registry defined in [ RFC8615]. The nornmative
behavi or of this resource and its /{kid value} sub-resource is
specified in Section 2.1 and Section 2. 2.

6.1.1. Registration Tenplate

The following value is requested to be registered in the "Wl | -Known
URI s" registry (using the tenplate from[RFC8615]):

URI suffix: scitt-keys Change controller: |ETF Specification
docunent (s): RFCthis Status: Permanent Rel ated information:
[I-D.draft-ietf-scitt-architecture]
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