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Abstract

Traceability in supply chains is a growing security concern. Wile
verifiable data structures have addressed specific issues, such as
equi vocation over digital certificates, they lack a universa
architecture for all supply chains. This docunent proposes a

scal abl e architecture for single-issuer signed statenent transparency
applicable to any supply chain. It ensures flexibility,
interoperability between different transparency services, and
conmpliance with various auditing procedures and regul atory
requirenents.
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1. Introduction

Thi s docunment defines an architecture, a base set of extensible
message structures, and associated flows to nake signed content
transparent via verifiable data structures maintai ned by
correspondi ng transparency services. The goal of the transparency
enabl ed by the Supply Chain Integrity, Transparency, and Trust
(SCITT) architecture is to enhance auditability and accountability
for single-issuer signed content (statenents) that are about supply
chain comodities (artifacts). Registering signed statenents with a
transparency service is akin to a notarization procedure.
Transparency services performnotary operations, confirmng a policy
is met before recording the statenent on the ledger. The SCITT

| edger represents a linear and irrevocable history of statenents
made. Once the signed statenent is registered, the transparency
service issues a receipt, just as a notary stanps the docunent being
notarized. Simlar approaches have been inplenented for specific
classes of artifacts, such as Certificate Transparency [RFC9162].
The SCITT approach follows a nore generic paradi gmthan previous
approaches. This "content-agnostic" approach allows SCITT
transparency services to be either integrated in existing solutions
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or to be an initial part of new energing systens. Extensibility is a
vital feature of the SCITT architecture, so that requirements from
various applications can be accommodat ed whil e al ways ensuring
interoperability with respect to registration procedures and
corresponding auditability and accountability. For sinplicity, the
scope of this docunent is linmted to use cases originating fromthe
software supply chain domain, but the specification defined is
applicable to any other type of supply chain statenments (al so
referred to as val ue-add graphs), for exanple, statenents about

har dwar e supply chai ns.

Thi s docunent al so defines nessage structures for signed statenments
and defines a profile for COSE receipts
[I-D.draft-ietf-cose-nerkle-tree-proofs], i.e., signed verifiable
data structure proofs). These message structures are based on the
Conci se Binary Ohject Representation Standard [ STD94] and
corresponding signing is facilitated via the CBOR Object Signing and
Encryption Standard [ STD96]. The nessage structures are defined
usi ng the Conci se Data Definition Language [ RFC8610]. The si gned
statenments and receipts are based on the COSE_Signl specification in
Section 4.2 of [STD96]. As these messages provide the foundation of
any transparency service inplenentation for global and cross-domain
application interoperability, they are based on conpl enmentary COSE
specifications, mainly [I-D.draft-ietf-cose-nerkle-tree-proofs].
Therefore, support of COSE Signl and extensibility of COSE Header
Paranmeters are prerequisites for inplenmenting the interoperable
message | ayer included in this docunent.

In summary, this specification supports relying parties obtaining
proof that signed statenents were recorded and checked for their
validity at the time they were registered. How these statenments are
managed or stored is out-of-scope of this docunent.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2

2

Sof tware Supply Chain Scope

To illustrate the applicability of the SCITT architecture and its
messages, this section details the exenplary context of software
supply chain (SSC) use cases. The building bl ocks provided by the
SCI TT architecture are not restricted to software supply chain use
cases. Software supply chains serve as a useful application guidance
and first usage scenari o.

1. Generic SSC Probl em St at emrent

Supply chain security is a prerequisite to protecting consuners and
m nim zi ng economnmic, public health, and safety threats. Supply chain
security has historically focused on risk managenent practices to
saf eguard | ogistics, nmeet regulatory requirements, forecast demand,
and optim ze inventory. Wile these elenents are foundational to a
heal thy supply chain, an integrated cyber security-based perspective
of the software supply chains remains broadly undefined. Recently,
the gl obal community has experienced numerous supply chain attacks
targeting weaknesses in software supply chains. As illustrated in
Figure 1, a software supply chain attack may | everage one or nore
life-cycle stages and directly or indirectly target the conponent.
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Dependenci es Mal i ci ous 3rd-party package or version
I
|
+----- +----- +
| | _
| Code | Conpr omi se source control
I I
Fomm - - Fomm - - +
|
+----- +----- +
| | Mal i ci ous pl ug-ins
| Conmit | Mal i ci ous commi t
I I
Fomm - - Fomm - - +
|
+----- +----- +

| | Modi fy build tasks or the build environnent
| Build | Poi son the build agent/conpiler
| | Tanmper with build cache

Fomm - - Fomm - - +
|
+----- +----- +
| | Conprom se test tools
| Test | Fal sification of test results
I I
Fomm - - Fomm - - +
|
+----- +----- +
| | Use bad packages
| Package | Conprom se package repository
I I
Fomm - - Fomm - - +
|
+----- +----- +
| | Modi fy rel ease tasks
| Release | Modi fy build drop prior to rel ease
I I
Fomm - - Fomm - - +
|
+----- +----- +
| | . o
| Depl oy | Tanper with versioning and update process
I I
N +

Figure 1: Exanple SSC Life-Cycle Threats
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DevSecOps often depends on third-party and open-source software.
These dependenci es can be quite conpl ex throughout the supply chain,
so checki ng provenance and traceability throughout their lifecycle is
difficult. There is a need for manageable auditability and
accountability of digital products. Typically, the range of types of
statenments about digital products (and their dependencies) is vast,
het er ogeneous, and can differ between conmunity policy requirenments.
Taking the type and structure of all statements about digital and
products into account m ght not be possible. Exanples of statements
may include comit signatures, build environnent and paraneters,

software bill of materials, static and dynanm c application security
testing results, fuzz testing results, rel ease approval s, depl oynent
records, vulnerability scan results, and patch |l ogs. |In consequence,

instead of trying to understand and describe the detail ed syntax and
semantics of every type of statenent about digital products, the
SCI TT architecture focuses on ensuring statement authenticity,
visibility/transparency, and intends to provide scal abl e
accessibility. Threats and practical issues can also arise from
uni nt ended si de-effects of using security techniques outside their
proper bounds. For instance digital signatures may fail to verify
past their expiry date even though the signed itemitself remains
completely valid. O a signature may verify even though the
information it is securing is now found unreliable but fine-grained
revocation is too hard.

Lastly, where data exchange underpins serious busi ness deci si on-
making, it is inportant to hold the producers of those data to a

hi gher standard of accountability. The SCITT architecture provides
mechani sms and structures for ensuring that the makers of
authoritative statements can be held accountabl e and not hide or
shred the evidence when it becones inconvenient |ater

The foll owi ng use cases illustrate the scope of SCITT and el aborate
on the generic probl em statenment above.

2.2. Eclectic SSC Use Cases

The three followi ng use cases are a specialization derived fromthe
generic probl em statenent above

2.2.1. Security Analysis of a Software Product

A rel eased software product is often acconpanied by a set of

compl enentary statenents about its security properties. This gives
enough confidence to both producers and consuners that the rel eased
software neets the expected security standards and is suitable to
use.
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Subsequently, multiple security researchers often run sophisticated
security analysis tools on the same product. The intention is to
identify any security weaknesses or vulnerabilities in the package.

Initially, a particular analysis can identify a sinple weakness in a
sof tware conmponent. Over a period of time, a statenment froma third-
party illustrates that the weakness is exposed in a way that
represents an exploitable vulnerability. The producer of the

sof tware product provides a statement that confirms the |inking of a
software conponent vulnerability with the software product by issuing
a product vulnerability disclosure report and al so i ssues an advi sory
statement on how to nitigate the vulnerability. At first, the
producer provides an updated software product that still uses the

vul nerabl e software component but shields the issue in a fashion that
inhibits exploitation. Later, a second update of the software
product includes a security patch to the affected software conponent
fromthe software producer. Finally, a third update includes a new
rel ease (updated version) of the formerly insecure software
component. For this release, both the software product and the

af fected software conponent are deened secure by the producer and
consuners

A consuner of a rel eased software wants to:

* know where to get these security statenments from producers and
third-parties related to the software product in a tinely and
unanbi guous fashion

* attribute themto an authoritative issuer

* associate the statenments in a meaningful manner via a set of well-
known semantic rel ati onships

* consistently, efficiently, and honpbgeneously check their
authenticity

SCI TT provi des a standardi zed way to:
* know the various sources of statenents
* express the provenance and historicity of statenents

* relate and link various heterogeneous statenents in a sinple
fashi on

* check that the statenent cones froma source with authority to
i ssue that statenent
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* confirmthat sources provide a conplete history of statements
related to a gi ven component

2.2.2. Pronotion of a Software Conponent by Miultiple Entities

A software conponent (e.g., a library or software product) rel eased
by a trusted producer is comon practice for both open-source and
commercial offerings. The rel eased software conmponent is accomnpani ed
by a statenment of authenticity. Over time, due to its enhanced
applicability to various products, there has been an increasing
nunber of nultiple providers of the sane software conponent version
on the internet.

Sone providers include this particular software conponent as part of
their rel ease product/package bundl e and provide the package with
proof of authenticity using their issuer authority. Sone packages
include the original statement of authenticity, and sone do not.
Over tine, some providers no |onger offer the exact sane software
component source code but pre-conpiled software conponent binaries
Sone sources do not provide the exact same software conponent, but

i ncl ude patches and fixes produced by third-parties, as these energe
faster than solutions fromthe original producer. Due to conplex
distribution and pronotion |ife-cycle scenarios, the origina

sof tware conponent takes nyriad forns.

A consuner of a released software wants to:

* understand if a particular provider is a trusted originating
producer or an alternative party

* know if and how the source, or resulting binary, of a pronoted
sof tware conponent differs fromthe original software conponent

* check the provenance and history of a software conponent’s source
back to its origin

* assess whether to trust a conponent or product based on a
downl oaded package | ocation and source supplier

SCI TT provides a standardi zed way to:
* reliably discern if a provider is the original, trusted producer
or is atrustworthy alternative provider or is anillegitinmate

provi der

* track the provenance path froman original producer to a
particul ar provider
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* check the trustworthiness of a provider

* check the integrity of nodifications or transformations applied by
a provider

2.2.3. Software Integrator Assembling a Software Product for an
Aut onomous Vehi cl e

Software Integration is a conplex activity. This typically involves
getting various software conponents frommnultiple suppliers,
produci ng an integrated package depl oyed as part of device assenbly.
For exanple, car manufacturers source integrated software for their
aut ononous vehicles fromthird parties that integrate software
components from various sources. |Integration conplexity creates a
hi gher risk of security vulnerabilities to the delivered software

Consuners of integrated software want:
* all components presents in a software product listed

* the ability to identify and retrieve all components froma secure
and t anper-proof |ocation

* to receive an alert when a vulnerability scan detects a known
security issue on a running software component

* verifiable proofs on build process and build environnent with al
supplier tiers to ensure end to end build quality and security

SCI TT provi des a standardi zed way to:

* provide a tiered and transparent framework that allows for
verification of integrity and authenticity of the integrated
software at both conponent and product |evel before installation

* notify software integrators of vulnerabilities identified during
security scans of running software

* provide valid annotations on build integrity to ensure conformance
3. Term nol ogy

The ternms defined in this section have special meaning in the context

of Supply Chain Integrity, Transparency, and Trust, which are used

t hroughout this docunment. When used in text, the corresponding terns

are capitalized. To ensure readability, only a core set of terns is
included in this section.
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The terms "header", "payload", and "to-be-signed bytes" are defined
in [ STDO6] .

The term"claint is defined in [ RFC8392].

St at ement Sequence: a sequence of Signed Statenments captured by a
Verifiable Data Structure. see Verifiable Data Structure

Append-only Log: a Statement Sequence conprising the entire
registration history of the Transparency Service. To nake the
Append-only property verifiable and transparent, the Transparency
Servi ce defines how Signed Statenents are nmade available to
Audi t or s.

Artifact: a physical or non-physical itemthat is nmoving along a
supply chain.

Auditor: an entity that checks the correctness and consi stency of
all Transparent Statenents, or the transparent Statenment Sequence,
i ssued by a Transparency Service. An Auditor is an exanple of a
speci alized Relying Party.

Client: an application nmaking protected Transparency Service
resource requests on behalf of the resource owner and with its
aut hori zati on.

Envel ope: netadata, created by the Issuer to produce a Signed
Statement. The Envel ope contains the identity of the Issuer and
i nformati on about the Artifact, enabling Transparency Service
Regi stration Policies to validate the Signed Statement. A Signed
Statenment is a COSE Envel ope wapped around a Statenent, binding
the metadata in the Envelope to the Statenment. |In COSE, an
Envel ope consists of a protected header (included in the Issuer’s
signature) and an unprotected header (not included in the Issuer’s
signature).

Equi vocation: a state where a Transparency Service provides
i nconsistent proofs to Relying Parties, containing conflicting
cl aims about the Signed Statenent bound at a given position in the
Verifiable Data Structure [ EQU VOCATI QN] .

Issuer: an identifier representing an organization, device, user, or
entity securing Statenments about supply chain Artifacts. An
I ssuer may be the owner or author of Artifacts, or an independent
third party such as an Auditor, reviewer or an endorser. In SCITT
Statements and Receipts, the iss CWI aimis a nmenber of the COSE
header parameter 15: CWM _Cains within the protected header of a
COSE Envel ope.
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Non- equi vocation: a state where all proofs provided by the
Transparency Service to Relying Parties are produced froma Single
Verifiable Data Structure describing a unique sequence of Signed
Statenments and are therefore consistent. Over time, an |Issuer may
regi ster new Signed Statenents about an Artifact in a Transparency
Service with new information. However, the consistency of a
collection of Signed Statenents about the Artifact can be checked
by all Relying Parties.

Recei pt: a cryptographic proof that a Signed Statenment is included
in the Verifiable Data Structure. See
[I-D.draft-ietf-cose-nerkle-tree-proofs] for inplenentations
Recei pts are signed proofs of verifiable data-structure
properties. The types of Receipts MJST support inclusion proofs
and MAY support other proof types, such as consistency proofs.

Regi stration: the process of submitting a Signed Statenent to a
Transparency Service, applying the Transparency Service's
Regi stration Policy, adding to the Verifiable Data Structure, and
produci ng a Recei pt.

Regi stration Policy: the pre-condition enforced by the Transparency
Service before registering a Signed Statenent, based on
informati on in the non-opaque header and netadata contained in its
COSE Envel ope.

Relying Party: a Relying Parties consunes Transparent Statenents,
verifying their proofs and inspecting the Statenent payl oad,
either before using corresponding Artifacts, or later to audit an
Artifact’s provenance on the supply chain.

Signed Statenent: an identifiable and non-repudi abl e Statenent about
an Artifact signed by an Issuer. |In SCITT, Signed Statenents are
encoded as COSE signed objects; the payload of the COSE structure
contains the issued Statenent.

Statenment: any serializable information about an Artifact. To help
interpretation of Statenents, they nmust be tagged with a nedia
type (as specified in [RFC6838]). A Statenent nmay represent a
Software Bill OF Materials (SBOM that lists the ingredients of a
software Artifact, an endorsement or attestation about an
Artifact, indicate the End of Life (EQOL), redirection to a newer
version, or any content an |ssuer w shes to publish about an
Artifact. Additional Statenments about an Artifact are correl ated
by the Subject Claimas defined in the 1 ANA CAT [| ANA cw |
registry and used as a protected header paraneter as defined in
[ RFC9597]. The Statenent is considered opaque to Transparency
Service, and MAY be encrypt ed.
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4.

Subject: an identifier, defined by the Issuer, which represents the
organi zation, device, user, entity, or Artifact about which
Statements (and Recei pts) are made and by which a | ogica
collection of Statenents can be grouped. It is possible that
there are multiple Statenents about the sane Artifact. |In these
cases, distinct Issuers (iss) mght agree to use the sub CW Cd aim
to create a coherent sequence of Signed Statenents about the sane
Artifact and Relying Parties can | everage sub to ensure
compl et eness and Non-equi vocation across Statenents by identifying
all Transparent Statenments associated to a specific Subject.

Transparency Service: an entity that maintains and extends the
Verifiable Data Structure and endorses its state. The identity of
a Transparency Service is captured by a public key that nust be
known by Relying Parties in order to validate Receipts.

Transparent Statenent: a Signed Statenent that is augnmented with a
Recei pt created via Registration in a Transparency Service. The
Receipt is stored in the unprotected header of COSE Envel ope of
the Signed Statenent. A Transparent Statenent remains a valid
Signed Statenent and may be registered again in a different
Transpar ency Servi ce.

Verifiable Data Structure: a data structure which supports one or
nmore proof types, such as "inclusion proofs" or "consistency
proofs", for Signed Statenents as they are Registered to a
Transparency Service. SCITT supports nultiple Verifiable Data
Structures and Receipt formats as defined in
[I-D.draft-ietf-cose-nerkle-tree-proofs], accomodating different
Transparency Service inplenentations.

Definition of Transparency

In this docurment, the definition of transparency is intended to build
over abstract notions of Append-only Logs and Receipts. Existing
transparency systens such as Certificate Transparency are instances
of this definition. SC TT supports multiple Verifiable Data
Structures, as defined in [I-D.draft-ietf-cose-merkle-tree-proofs].

A Signed Statenment is an identifiable and non-repudi abl e Statenent
made by an |Issuer. The |Issuer selects additional netadata and
attaches a proof of endorsenent (in npbst cases, a signature) using
the identity key of the Issuer that binds the Statenent and its

met adata. Signed Statenents can be nmade transparent by attaching a
proof of Registration by a Transparency Service, in the formof a
Recei pt. Receipts denonstrate inclusion of Signed Statenents in the
Verifiable Data Structure of a Transparency Service. By extension,
the Signed Statenent nmay say an Artifact (for exanple, a firnmware
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binary) is transparent if it cones with one or nore Transparent
Statements fromits author or owner, though the context should make
it clear what type of Signed Statements is expected for a given
Artifact.

Transparency does not prevent dishonest or conpronised |ssuers, but
it holds them accountable. Any Artifact that may be verified, is
subject to scrutiny and auditing by other parties. The Transparency
Service provides a history of Statenments, which may be made by
multiple Issuers, enabling Relying Parties to nake inforned
deci si ons.

Transparency is inplenmented by providing a consistent, append-only,
cryptographically verifiable, publicly available record of entries.

A SCITT instance is referred to as a Transparency Servi ce.

I npl enent ati ons of Transparency Services may protect their registered
sequence of Signed Statenents and Verifiable Data Structure using a
conbi nation of trusted hardware, consensus protocols, and
cryptographi c evidence. A Receipt is a signhature over one or nore
Verifiable Data Structure Proofs that a Signed Statenment is
registered in the Verifiable Data Structure. It is universally
verifiable without online access to the TS. Requesting a Receipt can
result in the production of a new Receipt for the same Signed
Statement. A Receipt’s verification key, signing algorithm validity
peri od, header paraneters or other clainms MAY change each tinme a
Recei pt is produced.

Anyone with access to the Transparency Service can i ndependently
verify its consistency and review the conplete list of Transparent
Statenments regi stered by each |ssuer

Reput abl e I ssuers are thus incentivized to carefully review their
Statements before signing themto produce Signed Statenents.
Simlarly, reputable Transparency Services are incentivized to secure
their Verifiable Data Structure, as any inconsistency can easily be
pi npoi nted by any Auditor with read access to the Transparency

Servi ce.

The buil ding bl ocks defined in SCITT are intended to support
applications in any supply chain that produces or relies upon digita
Artifacts, fromthe build and supply of software and |0oT devices to
advanced manufacturing and food supply.

SCITT is a generalization of Certificate Transparency (CT) [ RFC9162],
which can be interpreted as a transparency architecture for the
supply chain of X 509 certificates. Considering CT in terns of
SCITT:
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* CAs (lssuers) sign the ASN.1 DER encoded tbsCertificate structure
to produce an X. 509 certificate (Signed Statenents)

* CAs subnmit the certificates to one or nore CT |ogs (Transparency
Servi ces)

* CT logs produce Signed Certificate Tinestanps (Transparent
St at ement s)

* Signed Certificate Tinmestanps, Signed Tree Heads, and their
respective consistency proofs are checked by Relying Parties

* The Verifiable Data Structure can be checked by Auditors
5. Architecture Overview

The SCITT architecture enables a | oose federation of Transparency
Services, by providing a set of common formats and protocols for

i ssuing and registering Signed Statenents and auditing Transparent
St at enent s.

In order to accommpdat e as nmany Transparency Service inplenmentations
as possible, this docunent only specifies the format of Signed
Statenments (which nmust be used by all Issuers) and a very thin

wr apper format for Receipts, which specifies the Transparency Service
identity and the agility parameters for the Signed Inclusion Proofs.
The remaining details of the Receipt’s contents are specified in
[I-D.draft-ietf-cose-nerkle-tree-proofs].

Figure 2 illustrates the roles and processes that conprise a
Transparency Service independent of any one use case:

* lssuers that use their credentials to create Signed Statenents
about Artifacts

* Transparency Services that evaluate Signed Statements agai nst
Regi stration Policies, producing Receipts upon successful
Regi stration. The returned Recei pt nmay be combined with the
Signed Statenent to create a Transparent Statenent.

* Relying Parties that:

- collect Receipts of Signed Statenents for subsequent
regi stration of Transparent Statenents;

- retrieve Transparent Statenents for analysis of Statenents
about Artifacts thenselves (e.g. verification);
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- or replay all the Transparent Statenents to check for the
consi stency and correctness of the Transparency Service’'s
Verifiable Data Structure (e.g. auditing)

In addition, Figure 2 illustrates nultiple Transparency Services and
mul tiple Receipts as a single Signed Statenment MAY be registered with
one or nore Transparency Service. Each Transparency Service produces
a Receipt, which may be aggregated in a single Transparent Statenent,
demonstrating the Signed Statenent was registered by multiple
Transpar ency Servi ces.

The arrows indicate the flow of infornmation.

---------- Fom e e+
| Artifact | | | ssuer |
[ ’ R +- +
% % %
R L EE L - B .
| Statenent | / si gn / [ verify [/
[ [ F--- -+ Do +- -+
I I | "= :
I STt R : I I
(. I I I
% % % v |
B i S R + |
| Si gned Fom e >+ Transparency | |
| Statement | L+ | |
BEEE T oo ' Smmmmme . | | Servi ce +-+ |
| B + Receipt +<--' H--H-------o-- + | |
| |.----- | + | Transparency | |
I I [ ey o I | |
% % "---+ Receipt +<------ + Service | |
R +- - e m - ! R +----- + |
| Transparent | | |
| Statenent +------- . R )------ '
IRERRE to---- ’ I I I
v v v v
B I . B R i I +--, L ------ R i
/| Collect Receipts / [ Verify Transparent / / Repl ay Log /
B T T + St at ement R +
| Relying Party | "----4-----omomnononn + | Relying Party |
R + | Relying Party | R +
oo +

Figure 2: Relationship of Concepts in SCITT
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The subsequent sections describe the main concepts, nanely
Transparency Service, Signed Statenents, Registration, and
Transparent Statenents in nore detail

5.1. Transparency Service

Transparency Services MJST feature a Verifiable Data Structure. The
Verifiable Data Structure records registered Signed Statenents and
supports the production of Receipts.

Typically a Transparency Service has a single Issuer identity which
is present in the iss Caimof Receipts for that service.

Mul ti-tenant support can be enabl ed through the use of identifiers in
the iss Caim for example, ts.exanple may have a distinct |ssuer
identity for each sub donmain, such as custonerl.ts.exanple and
custoner2.ts. exanpl e.

5.1.1. Registration Policies

Regi stration Policies refer to additional checks over and above the
Mandat ory Regi strati on Checks that are perforned before a Signed
Statement is registered to the Verifiable Data Structure. To enable
audit-ability, Transparency Services MJST mai ntain Registration
Pol i ci es.

Beyond the mandatory Regi stration checks, the scope of additiona
checks, including no additional checks, is up to the inplenentation

Thi s specification | eaves inplenentation, encoding and docunentation
of Registration Policies and trust anchors to the operator of the
Transpar ency Servi ce.

5.1.1.1. Mandatory Registration Checks

During Registration, a Transparency Service MJST, at a nini mum
syntactically check the |Issuer of the Signed Statenent by
cryptographically verifying the COSE signhature according to [ STD96].
The Issuer identity MJIST be bound to the Signed Statenent by
including an identifier in the protected header. |If the protected
header includes nmultiple identifiers, all those that are registered
by the Transparency Service MJST be checked.

Transparency Services MJUST nmaintain a list of trust anchors (see
definition of trust anchor in [RFC4949]) in order to check the
signatures of Signed Statenents, either separately, or inside

Regi stration Policies. Transparency Services MJST authenticate
Signed Statenents as part of a Registration Policy. For instance, a
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trust anchor could be an X. 509 root certificate (directly or its
thunbprint), a pointer to an Openl D Connect identity provider, or any
ot her COSE- conpati bl e trust anchor

When using X 509 Signed Statenents, the Transparency Service MJST
build and validate a conplete certification path froman Issuer’s
certificate to one of the root certificates currently registered as a
trust anchor by the Transparency Service. The protected header of
the COSE_Si gnl Envel ope MJST include either the Issuer’s certificate
as x5t or the chain including the Issuer’s certificate as x5chain.

If x5t is included in the protected header, an x5chain with a | eaf
certificate corresponding to the x5t value MAY be included in the
unpr ot ect ed header

Regi stration Policies and trust anchors MJST be made Transparent and
available to all Relying Parties of the Transparency Service by

Regi stering themas Signed Statenments on the Verifiable Data
Structure.

The Transparency Service MJIST apply the Registration Policy that was
nmost recently committed to the Verifiable Data Structure at the tine
of Registration.

5.1.1.2. Auditability of Registration

The operator of a Transparency Service MAY update the Registration
Policy or the trust anchors of a Transparency Service at any tine.

Transparency Services MJST ensure that for any Signed Statenment they
regi ster, enough information is made available to Auditors to
reproduce the Registration checks that were defined by the
Regi stration Policies at the tine of Registration

5.1.2. Initialization and Bootstrapping
Since the nmandatory Registration checks rely on having registered
Signed Statenents for the Registration Policy and trust anchors,
Transparency Services MJST support at |east one of the three
fol | owi ng boot strappi ng nechani sns:
* Pre-configured Registration Policy and trust anchors;

* Acceptance of a first Signed Statenent whose payload is a valid
Regi stration Policy, wthout perform ng Registration checks

* An out-of-band aut henticated managenent interface
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5.1.3. Verifiable Data Structure

The security properties are determ ned by the choice of the
Verifiable Data Structure ([I-D.draft-ietf-cose-nerkle-tree-proofs])
used by the Transparency Service inplenentation. This verifiable
data structure MJST support the followi ng security requirenents:

Append-Only: a property required for a verifiable data structure to
be applicable to SCITT, ensuring that the Statenment Sequence
cannot be nodified, deleted, or reordered.

Non- equi vocation: there is no fork in the regi stered sequence of
Signed Statenents accepted by the Transparency Service and
committed to the Verifiable Data Structure. Everyone with access
to its content sees the sane ordered collection of Signed
Statements and can check that it is consistent with any Receipts
they have verifi ed.

Repl ayability: the Verifiable Data Structure includes sufficient
information to enabl e authorized actors with access to its content
to check that each data structure representing each Signed
St at ement has been correctly registered.

In addition to Receipts, sonme verifiable data structures m ght
support additional proof types, such as proofs of consistency, or
proof s of non-incl usion.

Specific verifiable data structures, such those describes in

[ RFC9162] and [I-D.draft-ietf-cose-nerkle-tree-proofs], and the
review of their security requirenments for SCITT are out of scope for
this docunent.

5.1.4. Adjacent Services

Transparency Services can be depl oyed al ong si de ot her database or
obj ect storage technol ogies. For exanple, a Transparency Service
that supports a software package managenent system m ght be
referenced fromthe APl s exposed for package managenent. Providing
an ability to request a fresh Receipt for a given software package,
or to request a list of Signed Statements associated with the
sof t war e package
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6

Si gned Statenents

This specification prioritizes conformance to [ STD96] and its
required and optional properties. Profiles and inplenentation
specific choices should be used to determ ne admissibility of
conform ng nessages. This specification is left intentionally open
to allow inplenentations to nmake Registration restrictions that make
the nmost sense for their operational use cases.

There are nmany types of Statenents (such as SBOVs, nal ware scans,
audit reports, policy definitions) that Issuers nay want to turn into
Signed Statements. An Issuer nust first decide on a suitable format
(3: payload type) to serialize the Statement payload. For a software
supply chain, payl oads describing the software Artifacts may incl ude:

* [ CoSW D]

* [ Cycl oneDX]
* [in-toto]

* [ SPDX- CBOR]
* [ SPDX- JSON|
* [ SLSA]

* [ SWD]

Once all the Envel ope headers are set, an |ssuer MJST use a standard
COSE i npl enentati on to produce an appropriately serialized Signed
St at enent .

| ssuers can produce Signed Statenments about different Artifacts under
the sane ldentity. |Issuers and Relying Parties nust be able to
recogni ze the Artifact to which the Statenents pertain by |ooking at
the Signed Statenment. The iss and sub Cains, within the CW_C ai ns
protected header, are used to identify the Artifact the Statenent
pertains to. (See Subject under Section 3 Term nol ogy.)

| ssuers MAY use different signing keys (identified by kid in the
protected header) for different Artifacts or sign all Signed
St at ements under the sane key.

An | ssuer can make nultiple Statements about the same Artifact. For
exanpl e, an Issuer can nmake anended Statenments about the sane
Artifact as their view changes over tine.
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Mul tiple Issuers can make different, even conflicting Statenents,
about the same Artifact. Relying Parties can choose which |Issuers
they trust.

Multiple Issuers can nake the same Statenent about a single Artifact,
affirming nmultiple | ssuers agree.

Addi tionally, x5chain that corresponds to either x5t or kid
identifying the leaf certificate in the included certification path
MAY be included in the unprotected header of the COSE Envel ope.

* \When using x.509 certificates, support for either x5t or x5chain
in the protected header is REQU RED to inpl ement.

* Support for kid in the protected header and x5chain in the
unprotected header is OPTIONAL to inpl enent.

When x5t or xb5chain is present in the protected header, iss MJIST be a
string that neets URI requirenments defined in [ RFC8392]. The iss
value’s length MUST be between 1 and 8192 characters in |ength.

The ki d header paraneter MJST be present when neither x5t nor x5chain
is present in the protected header. Key discovery protocols are out-
of -scope of this docunent.

The protected header of a Signed Statenment and a Recei pt MJST incl ude
the CW d ai ms header paraneter as specified in Section 2 of

[ RFC9597]. The CWI d ains val ue MJUST include the Issuer Caim(Cdaim
| abel 1) and the Subject Cdaim(Caimlabel 2) [IANA cwt].

A Receipt is a Signed Statenent, (COSE Signl), with additional d ains
inits protected header related to verifying the inclusion proof in
its unprotected header. See
[I-D.draft-ietf-cose-nerkle-tree-proofs].

6.1. Signed Statenment Exanples
Figure 3 illustrates a normative CDDL definition [ RFC8610] for the
prot ected header and unprotected header of Signed Statements and
Recei pts.
The SCITT architecture specifies the mnimal mandatory | abels.

I mpl ement ati on-specific Registration Policies may define additiona
mandat ory | abel s.
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Si gned_St at enment
Recei pt = #6. 18( COSE_Si gn1)

COSE Signl = |

= #6. 18( COSE_Si gn1)

protected bstr .cbor
unprotected : Unprotected Header,
payl oad bstr / nil,

si gnature bstr

]

Prot ect ed _Header = {
& CWI_d ai nms: 15)
? &alg: 1) =>int
? &(content _type: 3)
? & kid: 4) => bstr
? &(x5t: 34)
* int => any

}

CW_dainms = {
&(iss: 1) => tstr
&(sub: 2) => tstr
* int => any

}

Unpr ot ect ed_Header = {
? &(x5chain: 33)

=> CW_d ai s

=> COSE_Cert Hash

=> COSE_X509

=> tstr / uint

SCI TT Architecture

Pr ot ect ed_Header,

July 2025

? &receipts: 394) => [+ Receipt]
* int => any
}
Figure 3: CDDL definition for Signed Statenents and Receipts
Figure 4 illustrates an instance of a Signed Statenment in Extended

Di agnostic Notation (EDN), with a payl oad that
| arge Statenents,

payl oads support

integrate with existing storage systens.

18(
[
h’ a4012603. .. 6d706c65’ ,
{}.
nil,
h’ 79adab58. . . 3a28bae4’
]
)
Bi rkhol z, et al.
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Figure 4: CBOR Extended Di agnostic Notation exanple of a Signed

St at enent
Figure 5 illustrates the decoded protected header of the Signed
Statement in Figure 4. It indicates the Signed Statenment is securing

a JSON content type, and identifying the content with the sub Caim
"vendor . product . exanpl e".

{

}

6. 2.

1:

/ Protected /

-7, /[ Al gorithm /

3: application/exanpl e+j son, / Content type /
4: h'50685f55...50523255", / Key identifier /
15: { [ OW C ains /
1: software. vendor. exanpl e, [ lssuer /

2: vendor. product. exanpl e, [ Subj ect /

}

Figure 5: CBOR Extended Di agnostic Notation exanple of a Signed
Statenent’s Protected Header

Regi stration of Signed Statenents

To register a Signed Statenent, the Transparency Service perforns the
fol |l owi ng steps:

1.

*Client authentication:* A Client authenticates with the
Transparency Service before registering Signed Statenments on
behal f of one or nore Issuers. Authentication and authorization
are inpl enentation-specific and out of scope of the SCITT
architecture.

*TS Signed Statenent Verification and Validation:* The
Transparency Service MJST performsignature verification per
Section 4.4 of [STD96] and MJST verify the signature of the
Signed Statenent with the signature algorithmand verification
key of the Issuer per [RFC9360]. The Transparency Service MJST
al so check the Signed Statenent includes the required protected
headers. The Transparency Service MAY validate the Signed

St atement payl oad in order to enforce domain specific
registration policies that apply to specific content types.

*Apply Registration Policy:* The Transparency Service MJST check
the attributes required by a Registration Policy are present in
the protected headers. Custom Signed Statements are eval uated
given the current Transparency Service state and the entire
Envel ope and nay use information contained in the attributes of
named polici es.
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4. *Register the Signed Statenent*

5. *Return the Receipt*, which MAY be asynchronous from
Regi stration. The Transparency Service MJST be able to provide a
Receipt for all registered Signed Statenents. Details about
generating Receipts are described in Section 7.

The last two steps may be shared between a batch of Signed Statenents
registered in the Verifiable Data Structure.

A Transparency Service MJST ensure that a Signed Statenent is
regi stered before releasing its Receipt.

A Transparency Service MAY accept a Signed Statenent with content in
its unprotected header, and MAY use val ues fromthat unprotected
header during verification and registration policy eval uation.

However, the unprotected header of a Signed Statenent MJST be set to
an enpty nmap before the Signed Statement can be included in a
St at enent Sequence.

The sane Signed Statenment may be independently registered in nultiple
Transparency Services, producing multiple, independent Receipts. The
mul tiple Receipts may be attached to the unprotected header of the
Signed Statenent, creating a Transparent Statenent.

An | ssuer that knows of a changed state of quality for an Artifact,
SHOULD Regi ster a new Signed Statenment, using the same 15 CW iss and
sub d ai ns.

7. Transparent Statenents

The Client (which is not necessarily the Issuer) that registers a

Si gned Statenent and receives a Recei pt can produce a Transparent
Statenment by addi ng the Receipt to the unprotected header of the
Signed Statenent. Cient applications MAY register Signed Statenents
on behalf of one or nore Issuers. Cdient applications MAY request
Recei pts regardl ess of the identity of the Issuer of the associated
Si gned St at enent.

When a Signed Statenent is registered by a Transparency Service a
Recei pt becones available. Wen a Receipt is included in a Signed
Statenment a Transparent Statenent is produced.

Recei pts are based on Signed Inclusion Proofs as described in COSE

Receipts [I-D.draft-ietf-cose-nerkle-tree-proofs] that also provides
the COSE header paraneter semantics for |abel 394.
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The Registration time is recorded as the timestanp when the
Transparency Service added the Signed Statenent to its Verifiable
Data Structure.

Figure 6 illustrates a normative CDDL definition of Transparent
Statenments. See Figure 3 for the CDDL rule that defines ' COSE_Si gnl’
as specified in Section 4.2 of [STDO6]

Transparent _Statenent = #6. 18( COSE_Si gn1l)

Unpr ot ect ed _Header = {
& receipts: 394) => [+ Receipt]

Figure 6: CDDL definition for a Transparent Statenent

Figure 7 illustrates a Transparent Statenment with a detached payl oad,
and two Receipts in its unprotected header. The type of |abel 394
receipts in the unprotected header is a CBOR array that can contain
one or nmore Receipts (each entry encoded as a .cbor encoded

Recei pts).

18( / COSE Sign 1 /
h' a4012603. . . 6d706¢c65’ , / Protected /
/ Unprotected /
394: [ / Receipts (2) /
h’ d284586¢. . . 4191f 9d2’ ! Receipt 1 /
h' ¢624586¢. .. 8f 4af 97¢’ /| Receipt 2 /

]

),

nil, | Detached payl oad /
h’ 79adab58. . . 3a28bae4’ [/ Signature /

Figure 7: CBOR Extended Diagnhostic Notation exanple of a
Transpar ent Stat enment

Figure 8 one of the decoded Receipt fromFigure 7. The Receipt
contains inclusion proofs for verifiable data structures. The

unpr ot ect ed header contains verifiable data structure proofs. See
the protected header for details regarding the specific verifiable
data structure used. Per the COSE Verifiable Data Structure Registry
docunented in [I-D.draft-ietf-cose-nerkle-tree-proofs], the COSE key
type RFC9162 SHA256 is value 1. Labels identify inclusion proofs
(-1) and consistency proofs (-2).
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18( / COSE Sign 1 /
[
h’ a4012604. .. 6d706c65" / Protected /
/ Unprotected /
-222: { [/ Proofs /
-1 / Inclusion proofs (1) /
h' 83080783. . .32568964', / Inclusion proof 1 /
]
}1
ni, I, / Detached payl oad /
h' 10f 6b12a. .. 4191f 9d2’ [/ Signature /
]
)
Figure 8: CBOR Extended Diagnostic Notation exanple of a Receipt
Figure 9 illustrates the decoded protected header of the Transparent

Statenment in Figure 7. The verifiable data structure (-111) uses 1
from (RFC9162_SHA256) .

{ / Protected /
1. -7, /[ Al gorithm /
4: h'50685f55...50523255", / Key identifier /
-111: 1, / Verifiable Data Structure /
15: { / CW d ains /

1: transparency.vendor. exanple, / |ssuer /
2: vendor. product. exanpl e, [ Subj ect /
}

}

Figure 9: CBOR Extended Di agnostic Notation exanple of a
Recei pt’s Protected Header
Figure 10 illustrates the decoded inclusion proof fromFigure 8.

This inclusion proof indicates that the size of the Verifiable Data
Structure was 8 at the tine the Receipt was issued. The structure of
this inclusion proof is specific to the verifiable data structure
used (RFC9162_SHA256) .
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I ncl usi on proof 1
Tree size

Leaf i ndex

I ncl usi on hashes (3)
Internmedi ate hash 1
I nternmedi ate hash 2
I nternmedi ate hash 3

h’' ¢561d333...f 9850597’
h' 75f 177fd. . . 2e73a8ab’
h’ Obdaaed3. .. 32568964’

—
e e
e e

Fi gure 10: CBOR Extended Di agnostic Notation exanple of a
Recei pt’s | ncl usion Proof

7.1. Validation

Relying Parties MJST apply the verification process as described in
Section 4.4 of [STD96], when checking the signature of Signed
St atenments and Receipts.

A Relying Party MUST trust the verification key or certificate and
the associated identity of at |east one Issuer of a Receipt.

A Relying Party MAY decide to verify only a single Receipt that is
acceptable to them and not check the signature on the Signed

St at ement or Receipts which rely on verifiable data structures which
they do not understand.

APl's exposing verification logic for Transparent Statenents nmay
provide nore details than a single boolean result. For exanple, an
APl may indicate if the signature on the Receipt or Signed Statenent
is valid, if Clains related to the validity period are valid, or if
the inclusion proof in the Receipt is valid.

Relying Parties MAY be configured to re-verify the Issuer’s Signed
Statenent | ocally.

In addition, Relying Parties MAY apply arbitrary validation policies
after the Transparent Statenent has been verified and vali dat ed.
Such policies may use as input all information in the Envel ope, the
Recei pt, and the Statenent payload, as well as any |local state.

8. Privacy Considerations

Interactions with Transparency Services are expected to use
appropriately strong encryption and authorization technol ogi es.
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The Transparency Service is trusted with the confidentiality of the
Signed Statenents presented for Registration. |Issuers and Cients
are responsi ble for verifying that the Transparency Service’'s privacy
and security posture is suitable for the contents of the Signed
Statements they submit prior to Registration. |Issuers nust carefully
review the inclusion of private, confidential, or personally
identifiable information (PI1) in their Statenents against the
Transparency Service’'s privacy posture.

In sone depl oynents a special role such as an Auditor mght require
and be given access to both the Transparency Service and rel ated
Adj acent Servi ces.

Transparency Services can | everage Verifiable Data Structures which
only retain cryptographic nmetadata (e.g. a hash), rather than the
conpl ete Signed Statenent, as part of a defense in depth approach to
mai ntai ning confidentiality. By analyzing the relationship between
data stored in the Transparency Service and data stored in Adjacent
Services, it is possible to perform netadata anal ysis, which could
reveal the order in which artifacts were built, signed, and upl oaded.

9. Security Considerations
SCI TT provides the follow ng security guarantees

1. Statenments made by |Issuers about supply chain Artifacts are
identifiable and can be authenticated

2. Statenent provenance and history can be independently and
consi stently audited

3. Issuers can efficiently prove that their Statement is |ogged by a
Transpar ency Service

The first guarantee is achieved by requiring Issuers to sign their
Statenments. The second guarantee is achieved by proving a Signed
Statement is present in a Verifiable Data Structure. The third
guarantee is achieved by the conbination of both of these steps.

9.1. Odering of Signed Statenents

Statenments are signed prior to submtting to a SCITT Transparency
service. Unless advertised in the Transparency Service Registration
Policy, the Relying Party cannot assume that the ordering of Signed
Statements in the Verifiable Data Structure matches the ordering of
their issuance.
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9.2. Accuracy of Statenents

I ssuers can make fal se Statenents either intentionally or
unintentionally, registering a Statenent only proves it was produced
by an Issuer. A registered Statenent nmay be superseded by a
subsequently submitted Signed Statenent fromthe sane Issuer, with
the sane subject in the cw _clains protected header. her Issuers
may make new Statenments to reflect new or corrected information.

Rel ying Parties may choose to include or exclude Statenents from

I ssuers to determ ne the accuracy of a collection of Statenents.

9.3. Key Managenent
I ssuers and Transparency Services MJST:
* carefully protect their private signing keys
* avoid using keys for nore than one purpose

* rotate their keys in well-defined cryptoperiods, see
[ KEY- MANAGEMENT]

9.3.1. Verifiable Data Structure

The security considerations for specific Verifiable Data Structures
are out of scope for this docunent. See
[I-D.draft-ietf-cose-nerkle-tree-proofs] for the generic security
considerations that apply to Verifiable Data Structure and Receipts.

9.4. Threat Model

This section provides a generic threat nodel for SCITT, describing
its residual security properties when sonme of its actors (Issuers,
Transparency Services, and Auditors) are either corrupt or
conprom sed.

SCITT primarily supports checking of Signed Statenent authenticity,
both fromthe Issuer (authentication) and fromthe Transparency
Service (transparency). |Issuers and Transparency Services can both
be conprom sed.
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9. 4.

The SCITT Architecture does not require trust in a single centralized
Transparency Service. Different actors may rely on different
Transparency Services, each registering a subset of Signed Statenents
subject to their own policy. Running nultiple, independent
Transparency Services provides different organi zations to represent
consi stent or divergent opinions. It is the role of the relying
party to decide which Transparency Services and |ssuers they choose
to trust for their scenario.

In both cases, the SCITT architecture provides generic, universally-
verifiable cryptographic proofs to individually blame |Issuers or the
Transparency Service. On one hand, this enables valid actors to
detect and di sanbi guate malicious actors who enpl oy Equivocation with
Signed Statenents to different entities. On the other hand, their
liability and the resulting damage to their reputation are
application specific, and out of scope of the SCITT architecture.

Relying Parties and Auditors need not be trusted by other actors. So
Il ong as actors nmintain proper control of their signing keys and
identity infrastructure they cannot "frame" an |ssuer or a
Transparency Service for Signed Statenents they did not issue or
register.

1. Cryptographic Agility
The SCITT Architecture supports cryptographic agility. There are no

mandatory to inplement signing algorithnms for Signed Statenments or
Recei pts.

9.4.2. Key Conprom se

10.

Revocation strategies for conprom sed keys are out of scope for this
docunent. It is inmportant for |Issuers and Transparency Services to
clearly communi cate when keys are conprom sed, so that Signed
Statenments can be rejected by Transparency Services or Receipts can
be ignored by Relying Parties.

| ANA Consi derati ons
I ANA is requested to register:

* the media type application/scitt-statenment+cose in the "Mdia
Types" registry, see bel ow

* the nmedia type application/scitt-receipt+cose in the "Media Types”
registry, see bel ow
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10.1. COSE Recei pts Header Paraneter

394 is requested in [I-D.draft-ietf-cose-merkl e-tree-proofs] and has
received an early assignnent.

10. 2. Media Type application/scitt-statenent+cose Registration

I ANA is requested to add the foll owing Medi a- Type to the "Medi a
Types"” registry [IANA nedi a-types].

[ ety ey ety
| Nane | Tenplate | Reference |
| scitt-statenent+cose | application/scitt- | Section 6 |
| | statenent+cose | of RFCthis

o e e e e e oo oo o e e e e e oo oo R +

Table 1. SCITT Signed Statenent Media Type Registration

Type name: application

Subt ype nanme: statenent +cose

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng considerations: binary (CBOR data iten

Security considerations: Section 9 of RFCthis

Interoperability considerations: none

Publ i shed specification: RFChis

Applications that use this nedia type: Used to provide an
i dentifiable and non-repudi abl e Statenent about an Artifact signed
by an | ssuer.

Fragrment identifier considerations: n/a

Addi tional information: Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA
File extension(s): .scitt

Maci ntosh file type code(s): NA
Person and emai|l address to contact for further information: iesg@e
tf.org
I nt ended usage: COMVON
Restrictions on usage: none
Aut hor/ Change controller: |ETF
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10.3. Media Type application/scitt-receipt+cose Registration

[ oo by S oo ey e
| Nane | Tenplate | Reference |
[ e e e e e e e e e e e s e s s e s e el st
| scitt-receipt+cose | application/scitt-receipt+cose | Section 7 |
| | of RFCthis |
Fom e e e e oo o o m e e e e e e e e e Fomm e oo - +

Table 2: SCITT Recei pt Media Type Registration

Type name: application

Subt ype name: recei pt+cose

Required paraneters: n/a

Optional parameters: n/a

Encodi ng considerations: binary (CBOR data iten)

Security considerations: Section 9 of RFCthis

Interoperability considerations: none

Publ i shed specification: RFChis

Applications that use this nedia type: Used to establish or verify
transparency over Statenents. Typically emtted by a Transparency
Service, for the benefit of Relying Parties wanting to ensure Non-
equi vocation over all or part of a Statenent Sequence.

Fragnment identifier considerations: n/a

Addi tional information: Deprecated alias nanmes for this type: NA

Magi ¢ nunber(s): NA
File extension(s): .receipt

Maci ntosh file type code(s): NA
Person and email address to contact for further information: iesg@e
tf.org
I nt ended usage: COMVON
Restrictions on usage: none
Aut hor/ Change controller: |ETF

10.4. CoAP Content-Format Registrations
I ANA is requested to register the foll owi ng Content-Fornmat nunbers in
the "CoAP Content-Formats" sub-registry, within the "Constrained

RESTf ul Environnents (CoRE) Parameters" Registry
[1 ANA. core-paraneters] in the 0-255 Range:
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[ sl el e pe et b pees e pe
| Content-Type | Content Coding | ID | Reference

[§ pleemesfomsbomsemsee b esoe s esos s esps s fes s fes sl b fos e fes e os e ps e pe gl us e pu gt e e
| application/scitt- | - | 103 | RFCthis

| statenent+cose | | | |
- T S IR +
| application/scitt- | - | 104 | RFCthis |
| receipt+cose | |
oo i R Spp—— R +

Table 3: SCITT Content-Formats Regi stration
11. Common Term nol ogy Di sanbi guati on

Thi s docunent has been devel oped in coordination with the COSE, QAUTH
and RATS WG and uses term nol ogy common to these working groups.

Thi s docunent uses the terns "lssuer", and "Subject" as described in
[ RFC8392], however the usage is consistent with the broader
interpretation of these terms in both JOSE and COSE, and the gui dance
in [RFC8725] generally applies the COSE equivalent terns with

consi stent semanti cs.

The terms "verifier" and "Relying Party" are used interchangeably
through the docunent. While these terns are related to "Verifier”
and "Relying Party" as used in [RFC9334], they do not inply the
processi ng of RATS conceptual nessages, such as Evi dence or
Attestation Results that are specific to renpte attestation. A SCITT
"verifier" and "Relying Party" and "lssuer" of Receipts or Statenents
m ght take on the role of a RATS "Attester". Correspondingly, all
RATS conceptual nessages, such as Evidence and Attestation Results,
can be the content of SCITT Statenments and a SCITT "verifier" can

al so take on the role of a RATS "Verifier"” to, for exanple, conduct
the procedure of Appraisal of Evidence as a part of a SCITT
"verifier" s verification capabilities.

The ternms "Clainm and "Statenment” are used throughout this docunent,
where Claimis consistent with the usage in [RFC9711] and [ RFC7523],
and Statenent is reserved for any arbitrary bytes, possibly
identified with a nmedia type, about which the dains are nade.

The term "Subj ect” provides an identifier of the Issuer’s choosing to
refer to a given Artifact and ensures that all associated Statenents
can be attributed to the identifier chosen by the Issuer.

In sinpler | anguage, a SCITT Statenent could be sone vendor-specific

software bill of materials (SBOVW, results froma nodel checker
static analyzer, or RATS Evi dence about the authenticity of an SBOM
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creation process, where the Issuer identifies thenselves using the
iss Caim and the specific software that was anal yzed as the Subject
using the sub C aim

In [ RFC7523], the Authorization Server (AS) verifies Private Key JW
client authentication requests, and issues access tokens to clients
configured to use "urn:ietf:parans: oauth:client-assertion-type:jwt-
bearer". This neans the ASinitially acts as a "verifier" of the
aut hentication credentials in formof a JW, and then later as an

"I ssuer" of access and refresh tokens. This mrrors how Signed
Statements are verified before Receipts are issued by a Transparency
Service. Note that the use of [RFC7523] is only one possible
approach for client authentication in QAuth.

[ FI PS. 201] defines "assertion" as "A verifiable statement froman |dP
to an RP that contains information about an end user".

[ NI ST. SP. 800- 63- 3] defines "assertion" as "A statenent froma
verifier to an RP that contains information about a subscri ber
Assertions may al so contain verified attributes.™

Thi s docunent uses the term Statenment to refer to potentially
unsecured data and associated O ains, and Signed Statenent and
Receipt to refer to assertions froman |ssuer, or the Transparency
Servi ce.

[ NI ST. SP. 1800-19] defines "attestation" as "The process of providing
a digital signature for a set of measurenents securely stored in
hardware, and then having the requester validate the signature and
the set of neasurements.”

NI ST gui dance "Software Supply Chain Security Gui dance EO 14028" uses
the definition from[N ST_EO14028], which states that an
"attestation" is "The issue of a statenent, based on a decision, that
fulfillnment of specified requirenents has been denonstrated.”. In
the RATS context, a "N ST attestation" is simlar to a RATS
"Endorsenment". Cccasionally, RATS Evidence and RATS Attestation
Results or the procedures of creating these conceptual nessages are
referred to as "attestation” or (in cases of the use as a verb) "to
attest". The stand-alone use of "attestation" and "to attest" is

di scouraged outside a well-defined context, such as specification
text that highlights the application of term nology, explicitly.
Correspondingly, it is often useful for the intended audi ence to
qualify the term"attestation" to avoid confusion and anbi guity.

Bi rkhol z, et al. Expires 16 January 2026 [ Page 34]



I nternet-Draft SCI TT Architecture July 2025

12. Signing Statenents Renotely

Statements about digital Artifacts, containing digital Artifacts, or
structured data regarding any type of Artifacts, can be too large or
too sensitive to be send to a renote Transparency Services over the
Internet. |In these cases a Statenment can al so be hash, which becones
the payl oad included in COSE to-be-signed bytes. A Signed Statenent
(COSE_Si gnl) MJST be produced fromthe to-be-signed bytes according
to Section 4.4 of [STD96].
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