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1. Introduction and Overvi ew

Thi s specification defines Security Events for SCIM Service Providers
and receivers as specified by the Security Event Tokens (SET)

[ RFC8417] specification. SCIM Security Events in this specification
i ncl ude: asynchronous request conpletion, resource replication, and
provi si oni ng co-ordi nati on.

This specification also profiles the use of the HITP Header "Prefer
Async-response" [RFC7240] to allow a SCIM Protocol Cient [ RFC7644]
to request an asynchronous response (see Section 2.5.1.1).

In a typical HTTP client-server relationship, a SCIM Protocol Cient

i ssues commands to a SCI M Service Provider using HITP net hods such as
POST, PATCH, and DELETE [ RFC7644] that cause a state change to a SCIM
Resource. Wen nultiple independent SCIM Clients update SCIM
Resources, individual clients becone out of date as state changes
occur. Sonme clients may need to be informed of these changes for co-
ordi nation or reconciliation purposes. This could be done using
periodic SClI M CGET requests over time, but this rapidly becones

probl emati c as the number of changes and the nunber of resources

i ncreases.

Security Event Tokens [RFC8417] and SCI M Events offer the ability to
exchange nessages that act as triggers for receivers to nonitor over
time in an asynchronous approach. This enables greater scale and
timeliness, where only changed information is exchanged between
parties.

A SET token conveys informati on about a state change that has occured
in a publishing SCIM Service Provider. That token nay be of interest
to one or nore receivers and can be delivered asynchronously to the
originating SCIM Client making the change. Unlike SCI M Protoco
requests which convey protocol commands, Security Events describe
statenents of fact about changes by the SCIM Service Provider. This
approach allows the Event Receiver to deternine the best |oca
followup action to take within its own context. For exanple, the
recei ver can reconcile intentional schema and popul ation differences
bet ween t he domai n.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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1.2. Notational Conventions

For purposes of readability exanples are not URL encoded.
I mpl enenters MUST percent encode URLs as described in Section 2.1 of
[ RFC3986] .

Thr oughout this document all figures MAY contain spaces and extra

I'i ne-wrapping for readability and space limtations. Simlarly, sone
URI's contained within exanpl es, have been shortened for space and
readability reasons.

1.3. Definitions

Thi s specification uses definitions fromthe foll ow ng
speci fications:

* JSON Wb Tokens (JWI) [RFC7519],
* Security Event Tokens (SET) [RFC8417], and
* Systemfor Cross-Domain ldentity Managenent Protocol [RFC7644].

In JSON Wb Tokens and Security Event Tokens, the term"clain refers
to JSON attribute values in a JSON Web Token [ RFC7519] structure

The term"clainl in tokens is used to indicate that an attribute

val ue may not be verified and its accuracy can be questioned. |In the
context of SCIM clainms are referred to as attributes. For the
purposes of this specification clains and attributes are inter-
changeabl e. For consistency, JW and SET | ANA regi stered attributes
will continue to be called clainms, while event attributes (i.e. those
in an event payload) will be referred to as attri butes.

Additionally, the following ternms are defined:

Attributes and C ai ns
The JWI specification [ RFC7519] upon which SET is based uses the
term"clainms" to refer to attributes in a JSON token. SCIMin
contrast uses the term"attributes" to refer to JSON attri butes.
For the purposes of this draft, the terns "attributes" and
"clai 8" are equivalent.
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cP
Abbrevi ati on for "Co-ordinated Provisioning" as defined in
Appendi x A.2. In these relationships, an Event Publisher and
Recei ver typically exchange resource change events without
exchangi ng data. For a receiver to know the val ue of the data,
the Event Receiver usually calls back to the SCI M Event Publisher
domain to receive a new copy of data (e.g. Uses a SCIM CGET

request).

DBR
Abbrevi ation for "Donmain Based Replication" as defined in
Appendix A.1l. In this node because there is an adm nistrative

rel ati onshi p spanning nultiple operational domains, data shared in
Events typically uses the full node variation of change events
including the data payload attribute. This elimnates the need
for a callback to retrieve additional data.

Event Feed / Event Stream
This describes the quality that a feed (aka streanm) MAY be nanaged
per receiving client. A SET transfer (see [RFC3935] [RFCB8936])
Service Provider MAY offer to allow Event Receivers to "subscribe"

to specific event types or events about specific resources (see
Feed Managenent events Section 2.3).

Event Receiver
An entity receives events typically via [ RFC8935], [RFC8936], or
HTTP GET (see Section 2.5.1.1). 1In the case of SET Push Transfer
[ RFC8935], the Event Receiver is an HITP Service Endpoint that
receives requests. In the case of SET Poll-Based Transfer
[ RFC8936], the receiver is an HTTP client that initiates HITP
request to an Event Publisher endpoint.

Event Publi sher
A systemthat issues SET tokens based on a resource state change
that has occurred at a SCIM Service Provider. For exanple, events
MAY be the result of a SCIM Create, Mdify, or Delete as defined
in [RFC7644]. A SCIM Service Provider MAY be an Event Publi sher
or an independent service that aggregates events into Event
Recei ver feeds. As described above, when using [RFC8935], the
Event Publisher is an HTTP Cdient that initiates HITP POST
requests to a defined Event Receiver endpoint. Wen using
[ RFC8936], the Event Publisher provides an HTTP endpoi nt which a
receiver MAY use to "poll" for Security Events.

SCIMdient

An HTTP client that initiates SCIM Protocol [RFC7644] requests and
recei ves responses.
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SCI M Service Provider
An HTTP server that inplements SCI M Protocol [RFC7/644] and SCI M
Schema [ RFC7643] .

SET
Abbreviation for "Security Event Token" as defined in [ RFC8417]

2. SCI M Event s

A SCIMevent is a signal, in the formof a Security Event Token

[ RFC8417], that describe sone event that has occurred. A SET event
consists of a set of standard JWI "top-level" clainms and an "events"
claimthat contains one or nore event URI subclainms (JSON attributes)
each with a JSON object containing relevant event information.

2.1. ldentifying the Subject of an Event

SCI M Events SHALL use the "sub_id" claimdefined by Subject
Identifiers for Security Event Tokens [RFC9493] specification to
identify the subject of events. The sub_id claimMJST be contained
within the main JW cl ains body and SHALL NOT be | ocated within an
Event payload within the events claim A SET with rmultiple event
URI's indicates that the events arise fromthe sane transaction or
resource state change for a single resource or subject. Finally, as
recomended in [ RFC8417] the JW "sub" claim SHALL NOT be used.

{

"iss": "issuer.exanple.cont,

"fat": 1508184845,

"aud": "aud. exanpl e.coni,

"sub_id": {
"format": "scini,
"uri": "/Users/2b2f 880af 6674ac284bae9381673d462",
"external 1d": "alice@xanple.cont

} i)

"events": {

}

Figure 1: SCIM Subject Id Exanpl e
The top-level claim"sub_id" SHALL contain the subclaim"formt"

whose value is set to scimto indicate the other attributes present
are SCIM attributes. The followng sub_id attributes are defined:
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The SCIMrelative path for the resource which usually consists of
the resource type endpoint plus the resource id. For exanple

[ User s/ 2b2f 880af 6674ac284bae9381673d462. This attribute MJIST be
provided in a SCIM Event sub_id claim Note the relative path is
the path conponent after the SCI M Service Provider Base URl as
defined in Section 1.3 [RFC7644]. In cases where the Event
Receiver is unable to match a URI, the Event Receiver MAY issue a
call back to a previously agreed SCI M Service Provider Base URI
plus the relative uri value and performa SCIM GET request per
Section 3.4.1 [ RFC7644].

external I d

id

If known, the externalld value of the SCI M Resource that MAY be
used by a receiver to identify the corresponding resource in the
Event Receiver’s donai n.

The SCIM Id attribute MAY be used for backwards conpatibility
reasons in addition to the uri claim

emui | s, user nane,

2. 2.

A SCIM attribute that is unique to both the Event Publisher and
Receiver. Typically, attributes |like enmail or usernames are used
in situations where normal SCIMidentifiers (id and externalld)
are insufficient to identify a comon resource between an Event
Publ i sher and Event Recei ver.

Common Event Attri butes

The following attributes are available for all events defined. Sone
attributes are defined as SET/JW clains, while others are "Event
Payl oad" clains as defined in Section 1.2 [RFC8417].

txn

Hunt ,

For the purposes of SCIM this SET defined claimidentifies a

uni que transaction originating at a SCIM Servi ce Provider and/or
its underlying data repository or database. The claimis used to
detect duplicate transactions that nmay have been received (e.g. in
the case of a re-transmtted or recovered event). The txn claim
is REQURED. The SET jti claimMAY be used in addition to the txn
claim \Where txn identifies a unique transaction within a SCIM
Service Provider, multiple SETs MAY be issued each with distinct
JTl's stemming froma conmon originating transaction with

i dentical txn val ues
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ver sion
The Etag version of the resource as a result of the event and
corresponds to the Etag response header described in Section 3.14
of SCI M Protocol [RFC7644].

dat a
This event payload attribute contains information described in
SCI M Bul k Operations data attribute, Section 3.7 [RFC/644]. The
JSON obj ect contains the equival ent SCI M command processed by the
SCI M Service Provider. For exanple, after processing a SCIM
Create operation, the data contained includes the fina
representation of the created entity by the SCI M Service Provider
i ncluding the assigned id val ue.

attributes
Thi s payload contains an array of attributes that were added,
revised, or renoved. Values of nodified attributes SHOULD conform
to the ABNF syntax rule for path> (Section 3.5.2 [RFC7644]). For
exanpl e:
"attributes": ["usernane","emails", "nane.fam | yName"]

Only one of data or attributes clains SHALL be provi ded dependi ng on
the event definition

Thi s specification defines a new URI prefix
urn:ietf:params: SCl M event which is used as the prefix for the
foll owi ng defined SCI M Events (see Section 6. 2).

2.3. SCIM Feed Events

This section defines events related to changes in the content of an
event feed. Such as, SCIM Resources that are being added or renoved
froman event feed or events used in Co-operative Provisioning
scenarios where only a sub-set of entities are shared across an Event
Feed. The URI prefix for these events is
urn:ietf:parans: SCl M event : f eed

2.3.1. wurn:ietf:paramnms: SCl M event : f eed: add

The specified resource has been added to the Event Feed. A feed:add
does not indicate a resource is new or has been recently created.

For exanple, an existing user has had a newrole (e.g. CRM User)
added to their profile which has caused their resource to join a

f eed.
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"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"txn": "b7b953f 11cc6489bbf b87834747cc4cl”,
"sub_id": {
"format": "scint,
"uri": "/Users/2b2f 880af 6674ac284bae9381673d462",
"external 1d": "jdoe"
b,
"events": {
"urn:ietf:parans: SCl M event: feed: add": {}
}

"iat": 1458505044,
"iss":"https://scimexanple.coni,
"aud": [
"https://sci mexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]
}

Fi gure 2: Exanmple SCI M Feed Add Event
2.3.2. wurn:ietf:params: SCl M event: feed: renove

The specified resource has been renoved fromthe feed. Renoval does
not indicate that the resource was del eted or otherw se deacti vat ed.
This event has m ninmal disclosure.

{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",

"sub_id": {
"format": "scini,
"uri": "/ Users/2b2f 880af 6674ac284bae9381673d462",
"external 1d": "jdoe",

}

"events": {
"urn:ietf:parans: SCl M event: f eed: renove": {}

} i)
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754"
]
}

Figure 3: Exanple SCIM Feed Renove Event
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2.4. SCI M Provisioning Events

Thi s section defines resource changes that have occurred within a

SCI M Service Provider. These events are used in both Domain Based
Replication (DBR) and Co-operative Provisioning (CP) node. The URI
prefix for these events is urn:ietf:paranms: SCl M event: prov.

2.4.1. wurn:ietf:params: SCl M event: prov:create: {notice|full}
I ndicates a new SCI M resource has been created by the SCI M Service

Provi der and has been added to the Event Feed. Wen the data payl oad
attribute is included, the event URI SHALL end with full, otherw se

the event URI ends with notice. In full npde, the set of val ues
reflecting the final state of the resource at the Service Provider
are provided using the data attribute. In notice node, attributes is

returned disclosing the list of attributes included in the create
request. Note that because the event MAY be used for replication,
the final id attribute that was assigned by the SCI M Service Provider
is shared so that all replicas in the domain MAY use the sane
resource identifier.
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"jti": "4d3559ec67504aaba65d40b0363f aad8",
"iat": 1458496404,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754",
"https://scimexanpl e. com Feeds/ 5d7604516b1d08641d7676ee7"
1,
"sub_id": {
"format": "scint,
"uri": "/Users/44f 6142df 96bd6ab61e7521d9",
"external 1d":"jdoe"

}

vents": {
"urn:ietf:parans: SCl M event:prov:create:full":{
"data": {
"schemas":[ "urn:ietf:parans: scimschenas: core:2.0: User"],
"email s": |

{"type":"work", "val ue":"jdoe@xanpl e. com'}
" iJser Nane":"j doe",
"name": {

"gi venNane": " John",

"fam | yNane": " Doe"

Figure 4: Exanple SCIM Create (Full)
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"jti": "4d3559ec67504aaba65d40b0363f aad8",
"iat": 1458496404,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754",
"https://scimexanpl e. com Feeds/ 5d7604516b1d08641d7676ee7"
1,
"sub_id": {
"format": "scint,
"uri": "/Users/44f 6142df 96bd6ab61e7521d9",
"external ld": "jdoe"

}

vents": {
"urn:ietf:parans: SCl M event: prov:create: notice": {
"attributes": |
"id",
"name",
"user Name",
"passwor d",
"email s"

Figure 5: Exanple SCIM Create Event (Notice)

The event above notifies the Event Receiver which attributes have
changed but does not convey the actual information. The Event
Recei ver MAY retrieve that information by performng a SCCMGET to
the sub val ue specifi ed.

2.4.2. urn:ietf:parans: SCl M event: prov: patch: {notice|full}
The specified resource has been updated using SCIM PATCH. In full

nmode, the data payload attribute is included. Wen the event URI
ends with notice, the list of nodified attributes is provided.
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{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"sub_id":
"format": "scint,
"uri": "/ Goups/176f397ec4c44b94b2cf cb759780b8c2",
"external 1d": "crnlsers"
},
"events": {
"urn:ietf:parans: SCl M event: prov: patch:full": {
"version": "a330bc54f0671c9",
"data": {
"schemas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: Pat chOQp"],
"Operations":[{
"op":"add",
"pat h": "menbers",
"val ue": [{
"di splay": "Babs Jensen",
"$ref": "/Users/2819c223...413861904646",
"val ue": "2819c223-7f 76- 453a- 919d- 413861904646"
}H
}H
}
}
),
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]
}

Figure 6: Exanple SCIM Patch Event (Full)
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"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",

"sub_id":
"format": "scint,
"uri": "/ Goups/176f397ec4c44b94b2cf cb759780b8c2",
"external 1d": "crnlsers"

}

vents": {
"urn:ietf:parans: SCl M event: prov: patch: notice": {
"attributes": ["menbers"],
"version": "a330bc54f 0671c9"
}
),
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]

Figure 7. Exanple SCIM Patch Event (Notice)
2.4.3. wurn:ietf:parans: SCl M event: prov: put:{notice|full}
The specified resource has been updated (e.g. one or nore attributes
has changed). In full node, the SCI M PUT request body is included in

the data attribute. 1In notice node, the nodified attributes are
listed using attributes.
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{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"sub_id":
"format": "scint,
"uri": "/Users/2819c223- 7f 76- 453a- 919d- 413861904646"
},
"events": {
"urn:ietf:parans: SCl M event:prov:put:full": {
"version": "a330bc54f0671c9",
"data": {
"schemas":["urn:ietf:parans:sci mschemas: core: 2.0: User"],
"user Nanme":"j doe",
"external 1d":"jdoe",
"name" :
"formatted":"M. Jon Jack Doe IlI1",
"fam | yNane": " Doe",
"gi venNane": "Jon",
"m ddl eNane": " Jack"
},
"roles":[],
"email s": [
{"val ue":"j doe@xanpl e. cont'},
{"val ue":"anon@ doe. org"}
]
}
}
)
"iat": 1458505044,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]
}

Figure 8: Exanple SCIM Put Event (Full)
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{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"sub_id":
"format": "scint,
"uri": "/Users/2819c223- 7f 76- 453a- 919d- 413861904646"
},
"events": {
"urn:ietf:parans: SCl M event: prov: put:notice": {
"version": "a330bc54f0671c9",
"attributes": ["userNane","externalld","nanme","rol es","email s"]
}
1
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754"
]
}

Figure 9: Exanple SCIM Put Event (Notice)
2.4.4. urn:ietf:parans: SCl M event: prov: del ete

The specified resource has been deleted fromthe SCI M Service
Provider. The resource is also renoved fromthe feed. When a DELETE
is sent, a correspondi ng feedRenove SHALL NOT be issued. A delete
event has no payload attributes. Note that because the del ete event
has no attributes, the qualifiers full and notice SHALL NOT be used.

{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"sub_id":
"format": "scinf,
"uri": "/Users/2b2f 880af 6674ac284bae9381673d462",
"external 1d": "jDoe"

}

1vents":{
"urn:ietf:parans: SCl M event: prov:delete": {}
} ]
"iat": 1458505044,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]
}

Fi gure 10: Exanple SCI M Del ete Event
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2.4.5. urn:ietf:parans: SCl M event: prov: activate

The specified resource (e.g. User) has been "activated”. This does
not necessarily reflect any particular state change at the SCIM
Service Provider but may sinply indicate the account defined by the
SCIMresource is ready for use as agreed upon by the Event Publisher
and Event Receiver. For exanple, an activated resource can represent
an account that may be | ogged in.

{
"jti": "6164f 3bbf 6ff41a88dc94f 18cb0620e8",

"sub_id": {
"format": "scint,
"uri": "/Users/2b2f 880af 6674ac284bae9381673d462"
} ]
"events": {
"urn:ietf:parans: SCl M event: prov: activate": {}

} i)
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754"
]
}

Figure 11: Exanple SCI M Activate Event
2.4.6. wurn:ietf:parans: SCl M event: prov: deactivate

The specified resource (e.g. User) has been deactivated and di sabl ed.
The exact meani ng SHOULD be agreed to by the Event Publisher and its
correspondi ng Event Receiver. Typically, this means the subject may
no | onger have an active security session. As with the activate
event, this event has mninmal disclosure requirenents.

2.5. Mscell aneous Events
This section defines related m scel | aneous events such as
Asynchronous Request conpletion that has occurred within a SCIM
Service Provider. The URI prefix for these events is
urn:ietf:parans: SCl M event: m sc

2.5.1. Asynchronous Events
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2.5.1.1. Making an Asynchronous SCI M Request

A SCIM dient making SCI M HTTP requests defined in [ RFC7644] MAY
request "asynchronous" processing using the "Prefer" HTTP Header as
defined in Section 4.1 [RFC7240]. The client may do this for a
number of reasons such as: avoidi ng hol ding HTTP connecti ons open
during | ong requests, because the result of the request is not

needed, or for co-ordination reasons where the result is delivered to
another entity for further action.

To initiate an async SCI M request, a nornmal SCI M protocol POST, PUT
PATCH, or DELETE request is perforned with the HITP Header Prefer
with a value of respond-async as defined in [RFC9110]. The HTTP
Accept header SHALL be ignored

In response, and as indicated in the SCIM Service Provider
Configuration (see Section 3, the SCIM Service Provider responds wth
either a normal SCI Mresponse or asynchronously by returning HTTP
Status 202 Accepted. The asynchronous response SHOULD contain no
response body. To enable correlation of the future event, the HITP
response header "Set-txn" is returned with a value corresponding to a
future Security Event Token to be received whose "txn" clai m SHALL
mat ch. Per Section 3 [ RFC7240], the response will also include the
header Preference-Applied. The Location header returned SHALL be one
of the follow ng:

* A location URI where the conpletion token MAY be retrieved using
HTTP GET

* The normal SCI M| ocation header response specified by [ RFC7644]

In the foll owi ng non-normative exanple, a "Prefer" header is set to
"respond- async":
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PUT / User s/ 2819c223- 7f 76- 453a- 919d- 413861904646
Host: sci m exampl e. com

Prefer: respond-async

Cont ent - Type: application/sci m+j son

Aut hori zation: Bearer h480djs93hd8

{
"schemas":["urn:ietf:parans: sci mschemas: core: 2. 0: User"],
"id":"2819c223- 7f 76- 453a- 919d- 413861904646" ,
"user Nanme": " bj ensen”,

"external 1d":"bjensen",
"name": {
"formatted":"Ms. Barbara J Jensen |I1"
},
"roles":[],
"email s": [
{
"val ue":"bj ensen@xanpl e. cont
}
]
}

Fi gure 12: Exanpl e Asynchronous SCI M Protocol Request

The SCI M Service Provider responds with HTTP 202 Accepted and
i ncludes the Set-txn header

HTTP/ 1.1 202 Accepted
Set-txn: 734f0614e3274f 288f 93ac74119dcf 78
Pr ef erence- Appl i ed: respond-async
Locati on:
"/ Users/2819c223- 7f 76- 453a- 919d- 413861904646"

Fi gure 13
2.5.1.2. Asynchronous Bul k Endpoi nt Requests

SCI M Protocol Section 3.7 [RFC7644] provides the ability to submt
multiple SCl M operations in a single request. Wen an asynchronous
response is requested, a single Async Request Conpletion Event SHALL
be generated for each requested operation. For exanple, if a single
SCI M Bul k request had 10 operations, then 10 Async Event conpl etions
events woul d be generated.

The "txn" claimMJIST be set to the value originally returned to the
requesting SCIMCient (see Section 2.5.1.1) appended with a col on
(":") followed by the request operation nunber. For exanple, if the
"txn" claimvalue was "2d80e537a3f 64622b0347b641ebc8f 44", then the
first Async Response Event Token representing the first operation
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SHALL have a "txn" cl ai mval ue of
"2d80e537a3f 64622b0347b641ebc8f 44: 1", the second operation SHALL have
a val ue of "2d80e537a3f 64622b0347b641ebc8f 44: 2", and so on

If a SCIM Service Provider elects to optim ze the sequence of
operations (per Section 3.7 [RFC7644]), the Async Request Conpletion
events generated MAY al so be generated out of sequence fromthe order
of operations in the original request. |In this case, the "txn"

cl aims generated SHALL use operation nunmbers that correspond to the
original request order

2.5.1.3. urn:ietf:parans: SCl M event: mi sc: asyncResp

The Async Response event signals the conpletion of a SCl Mrequest.
The event payl oad contains the attributes defined in SCI M Bul k
Section 3.7 [ RFC7644] and is the sane a single SCI M Bul k Response
Qperation as per Section 3.7.3. In the event, the "txn" clai mnust
be set to the value originally returned to the requesting SCIM d i ent
(see Section 2.5.1.1).

{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",

"sub_id": {

"format": "scint,

"uri": "/Users/2819c223- 7f 76- 453a- 919d- 413861904646"
},
"txn": "734f0614e3274f 288f 93ac74119dcf 78",

"events": {

"urn:ietf:parans: SCl M event: m sc: asyncResp": {

"met hod": "PUT",
"version": "W/\"huJj 29dMNgu3WKPD\ " " ,
"status": "200"
}
1
"iat": 1458505044,

"iss":"https://scimexanple.coni,

"aud": [

"https://sci mexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"

]

}

Fi gure 14: Exanple SCIM Async Response Event
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An error may occur in the SCIM Service Provider’s asynchronous
processing of the SCIMrequest. In that case, the event’s operation
MUST include a "response” attribute to indicate a non-200-series HITP
status as defined in Section 3.7 [RFC7644]. The response attribute
MUST contain the sub-attributes defined in Section 3.12 [ RFC7644].
Note that the "status" attribute of the event operation should natch
the "status" attribute of the response.

{
"jti": "6164f 3bbf 6f f 41a88dc94f 18cb0620e8",
"sub_id": {
"format": "scint,
"uri": "/Users/2819c223-7f 76- 453a- 919d- 413861904646"
}

xn": "734f 0614e3274f 288f 93ac74119dcf 78",
"events": {
"urn:ietf:parans: SCl M event: m sc: asyncResp": {
"met hod": " PUT",
"version": "W/\"huJj 29dMNgu3WKPD\ " " ,
"status": "400",
"response”: {
"schemas": |
"urn:ietf:parans:scimapi:nessages:2.0:Error"
]

1cinType":"invaIidSyntax",
"detail": "Request is unparsable",
"status":"400"

}
} i)
"iat": 1458505044,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754"
]
}

Fi gure 15: Exanple SCIM Async Error Response Event

The following 4 figures show Async Conpl etion events for the exanple
in Section 3.7.3 of [ RFC7644].
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"jti": "dbae9d7506b34329aa7f 2f 0d3827848b",
"sub_id":

"format": "scint,

"uri": "/Users/92b725cd- 9465- 4e7d- 8c16- 01f 8e146b87a"
},
"txn": "2d80e537a3f 64622b0347b641ebc8f 44: 1",

"events": {

"urn:ietf:parans: SCl M event: m sc: asyncResp": {

"met hod": " POST",
"bul kI d": "qwerty",
"version": "W/\"oY4Amdwn58t kVj IxK\ " ",
"status": "201"
}
)
"iat": 1458505044,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]

Fi gure 16: Exanple SCI M Async Response Event QOperation 1/4

"jti": "ca977d05ba5c43929e3a69023d5392a9",
"sub_id": {

"format": "scint,

"uri": "/Users/b7cl14771-226c-4d05- 8860-134711653041"
},
"txn": "2d80e537a3f 64622b0347b641ebc8f 44: 2",

"events": {

"urn:ietf:parans: SCl M event: m sc: asyncResp": {

"met hod": " PUT",
"version": "W/\"huJj 29dMNgu3WKPD\ " ",
"status": "200"
}
b
"iat": 1458505045,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]
}

Figure 17: Exanple SCI M Async Response Event QOperation 2/4
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"jti": "4bb87d70ad4ab463bbdcdlf 99111chbbf 1",
"sub_id":

"format": "scint,

"uri": "/Users/5d8d29d3- 342c- 4b5f - 8683-a3cb6763ff cc"
},
"txn": "2d80e537a3f 64622b0347b641ebc8f 44: 3",

"events": {

"urn:ietf:parans: SCl M event: m sc: asyncResp": {

"met hod": " PATCH',
"version": "W/\"huJj 29dMNgu3WKPD\ " ",
"status": "200"
}
b
"iat": 1458505046,
"iss":"https://scimexanple.coni,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f aSbbc879593b7754"
]

Figure 18: Exanple SCI M Async Response Event QOperation 3/4

"jti": "6a7843a7f5244d0eb62ca38b641d9139",
"sub_id": {

"format": "scint,

“uri": "/Users/e9025315-6bea- 44el- 899c- 1e07454e468b"
}
"txn": "2d80e537a3f 64622b0347b641ebc8f 44: 4",
"events": {

"urn:ietf:parans: SCl M event: m sc: asyncResp": {

“met hod": "DELETE",
"status": "204"

}

} i)
"iat": 1458505047,
"iss":"https://scimexanple.cont,
"aud": [
"https://scimexanpl e. com Feeds/ 98d52461f abbbc879593b7754"
]
}

Figure 19: Exanple SCI M Async Response Event QOperation 4/4
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3. Events Discovery Schema for Service Provider Configuration

Section 5 of [RFC7643] defines SCIM Service Provider configuration
schenas.
SCIM Cient to discover the additional capabilities defined by this
speci fication.

This section defines additional attributes that enable a

securityEvents

A SCI M Conmpl ex attribute that specifies the available capabilities
related to asynchronous Security Events based on [ RFC8417]. This
attribute is OPTI ONAL and when absent indicates the SCI M Service
Provi der does not support or is not currently configured for

Securi

ty Events. The follow ng sub-attributes are defi ned:

asyncRequest
A string val ue specifying one of the foll ow ng:

*

NONE i ndi cates async SCI M requests defined in
Section 2.5.1.1 are not supported,;

LONG i ndicates the SCI M Service Provider MAY conpl ete
asynchronously at its discretion (e.g. based on a nax wait
tinme);

REQUEST i ndi cates the request SHALL conpl ete asynchronously
when requested by the SCIM dient.

eventUris
A multivalued string listing the SET Event URIs (defined in
[ RFC8417]) that the server is capable of generating and

del
Thi

iverable via a SET Stream (see [ RFC8935] and [ RFC8936]).
s information is informational only. Streamregistration

and configuration are out of scope of this specification.

4. Security Considerations

As this specification is based upon the Security Event Tokens
specification and the associ ated delivery specifications the
followi ng Security Considerations SHALL be appli ed:

*

Hunt ,

Section 5 of [RFC8417] (Security Event Token)

Section 5 of [RFC8935] (Push-based Delivery Using HITP)

Section 4 of [RFC8936] (Poll-Based Delivery Using HITP)

et al.
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When co-ordinating provisioning between entities, the [ong-term
series of changes may be critical to the information integrity and
recovery requirenments of both sides. To address this, Event
Publ i shers SHOULD consi der storing events for receivers for |onger
periods of time than might typically be used for recovering from
monentary delivery failures and retries per [RFC8935] or [RFC8936].
Simlarly, Event Receivers MJST ensure events are persisted directly
or indirectly to neet |ocal recovery needs before acknow edgi ng the
SET Events were received.

An attacker might |everage transaction and/or signal infornmation
contained in SET Event Publisher or Receiver system To nitigate
this, access to event recovery and forwarding SHOULD be linited to
the parties needed to support recovery or SET forwarding.

Wien SET Events are transferred in such a was as the Event Publisher
is not comunicating directly to the Event Receiver, it may becone
possi ble for an attacker or other systemto insert an event. To
mtigate, the use of JW5 [ RFC7515] signhed SET Events SHOULD be used
to verify the originator of a SET Event. Validating event signatures
is both useful on the initial transfer of SET Events, and may al so be
useful for auditing purposes. Signed SET Events are protected from
tanmpering in the event that an internediate system such as a TLS
term nating proxy, decrypts the SET payl oad before sending it onward
to its intended recipient.

In operation, some SCl M Resources such as SCI M Groups may have a hi gh
rate of change. For exanples groups with nore than a few thousand
menber val ues could | ead to excessive change rates that could lead to
a | oss of SET Events between Event Publishers and Event Receivers.

To mitigate this risk, consider the following to help nmitigate

t hr oughput i ssues:

* Avoid use of SCIM PUT (Section 3.5.1 [ RFC7644]) operations on
| arge groups as this may require excessive locking in data store
systens as well as large Security Event payloads. Use SCI M PATCH
(Section 3.5.2) to focus on updating and notifying about changed
i nformation.

* Use Patch Notice (urn:ietf:paranms: SCl M event: prov: patch:notice) to
reduce event content conbined with periodic SCIM GETs (see section
3.4 [RFC7644]) to retrieve current group state.

* Aggregate nultiple PATCH Events into a single event. Providing

the exact date of each nmembership change is not critical but
instead that the information content renmains intact.
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When usi ng Asynchronous SCI M Requests (see Section 2.5.1.1), a SCIM
Service provider returns a SCl M Accepted response with a URl for
retrieving the event result. An unauthorized entity or attacker
coul d obtain asynchronous request conpletion event information by
querying the asynchronous operation result endpoint used by a SCIM
Service Provider. To mitigate, the returned URI endpoint SHOULD be
protected requiring an HTTP Authorizati on header or sone other form
of client authentication.

5. Privacy Considerations

As this specification is based upon the Security Event Tokens and the
associ ated delivery specifications the follow ng Security
Consi derati ons SHALL be appli ed:

* Section 6 of [RFC8417] (Security Event Token)
* Section 6 of [RFC8935] (Push-based Delivery Using HTTP)
* Section 5 of [ RFC8936] (Poll-Based Delivery Using HITP)

Thi s specification enables the sharing of information between
domai ns. The specification assunes that inplenmenters and depl oyers
are operating under one of the follow ng scenari os:

* A commpn administrative donain where there is one admnistrative
owner of the data. 1In these cases, the objective is to protect
privacy and security of the owner and user data by keeping
i nformati on systens co-ordinated and up-to-date. For exanple, the
domai ns decide to use Domain Based Replication node in order to
keep enpl oyee informati on synchroni zed.

* |In a co-operative or co-ordinated relationship, parties have
decided to share a |limted anmount of data and/or signals for the
benefits of their users. Depending on end-user consent,
information is shared on an as-authorized and/ or as-needed basis.
For exanple, the dommins agree to use Co-ordi nated Provision node
that exchanges things |ike account status or specific mnimnal
attribute information that nust be fetched on request after
receiving notice of a change. This enables authorization to be
verified each tinme data is transferred.

In general, the sharing of SCIM Event information falls within a pre-
existing SCIMdient and Service Provider relationship and carry no
addi ti onal personal information.

Privacy considerations of [RFC8417] MJUST al so be observed.
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6. | ANA Consi derations
6.1. SCI M Async Txn Header Registration

This specification registers the HITP Set-txn field name in the "HTTP
Fi el d Nane Registry" defined in Section 16.3.1 [ RFC9110].

Fi el d nane:
Set -t xn

St at us:
Per nanent

Speci ficati on Docunent:
this specification, Section 2.2 and Section 2.5.1.1.

Comment s:
See also Section 2.2 [RFC8417] Security Event Tokens.

6.2. Registration of the SCIM Event URI's Sub-Registry

IANA will add a new registry called “SCIMEvent URIs” to the “System
for Cross-domain Identity Managenent (SCIM Schema URIs” registry
group initiated by Section 10.1 of [RFC7643] at

https://ww. i ana. org/ assi gnments/scim

Unl ess ot herwi se stated, the procedures and definitions for this sub-
registry are inherited fromthe parent registry.

Nanmespace | D:
The sub-nanespace ID of "event" is assigned within the "scinf
nanmespace.

Syntactic Structure:
The Nanespace Specific String (NSS) of all URNs that use the
"event" Nanespace | D SHALL have the foll owing structure:
"urn:ietf:parans:scimevent: {class}:{nane}: {other}
The keywords have the foll owi ng neani ng:
cl ass

The class of events which is one of: "feed", "prov", "sig", or
Ilm SC".

Hunt, et al. Expi res 4 Decenber 2025 [ Page 27]



Internet-Draft draft-ietf-scimevents June 2025

6

3.

name
A US-ASCI1 string that conforns to URN syntax requirenents (see
[ RFC8141]) and defines a descriptive event name (e.g.
"create")

ot her
An optional US-ASCII string that conforms to URN syntax
requirenents (see [RFC8141]) and serves as an additional sub-
category or qualifier. For exanmple "full"™ and "notice"

Identifier Uniqueness Considerations:
The desi gnated contact shall be responsible for review ng and
enf or ci ng uni queness.

Identifier Persistence Considerations:
Once a nanme has been allocated it MJST NOT be re-allocated for a
di fferent purpose. The rules provided for assignnments of val ues
within a sub-nanmespace MJST be constructed so that the meani ng of
val ues cannot change. This registration mechanismis not
appropriate for nam ng val ues whose meani ng may change over tine.

Regi stration format:
An event registration MJST include the follow ng fields:

*  Event Uri
* Descriptive Name
* Reference to event definition

Initial values to be added to the SCIM Events Registry
Section 6. 3.

Initial Events Registry

Summary of Event URI registrations:

| Event URI | Narme | Ref |
[} gt —————————————————————_—_———_———————_—_ L —_—_—————————— L p—p—————
| urn:ietf:parans: SCl M event : f eed: add | Resource | Secti on
I | added to [2.3.1 |
| | Feed Event | |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e S N +
| urn:ietf:parans: SCl M event: f eed: r enove | Renove | Secti on
| | resource |2.3.2 |
| | From Feed | |
| | Event | |
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Appendi x A.  Use Cases

SCI M Events may be used in a nunber of ways. The follow ng non-
nornmative sections describe sone of the expected uses.

A.1. Donain Based Replication

The obj ective of "Domain Based Replication" events (DBR) is to
synchroni ze resource changes between SCIM Service Providers in a
common adm nistrative domain. |In this node, conplete information
about nodified resources are shared between replicas for i mediate
processi ng.
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Fi gure 20: Donmi n Based Replication Sequence

From a security perspective, it is assuned that servers sharing DBR
events are secured by a common access policy and all servers are
required to be up-to-date. Froma privacy perspective, because all
servers are in the sanme admnistrative domain, the prinmary objective
is to keep individual Service Provider nodes or cluster synchronized.

A. 2. Co-ordinated Provisioning

In "Co-ordinated Provisioning” (CP), SClMresource change events
performthe function of change notification w thout the need to
provide raw data. |In any Event Publisher and Receiver relationship,
the set of SCIM Resources (e.g. Users) that are linked or co-
ordinated is managed within the context of an event feed and MAY be a
subset of the total set of resources on either side. For exanple, an
event feed could be Iinmted to users who have consented to the
sharing of information between domains. To support capability,
"feed" specific events are defined to indicate the addition and
renoval of SCIM Resources froma feed. For exanple, when a user
consents to the sharing of information between donai ns, events about
the User MAY be added to the feed between the Event Publisher and
Recei ver.
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Figure 21: Co-Ordinated Provisioning Sequence

the receiver of an event nust callback to the originating

the newly changed resource in order to obtain the changes.

Co-ordi nat ed provisioning has the follow ng benefits:

*

Hunt ,

Differences in schema (e.g. attributes) between domains.
a receiving domain may only be interested in or allowed

exanpl e,

to access to a few attributes (e.qg.

enabl e access to an application.

et al.
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using a SCIM GET request) to reconcile

For

rol e based access data) to
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* Different Event Receivers MAY have differing needs when accessing
i nformati on and thus be assigned varying access rights. M ninal
i nformati on events combined with callbacks for data all ows data
filtering to be applied.

* Receivers can take independent action. Such as deciding which
attributes or resource lifecycle changes to accept. For exanple,
in the case of a conflict, a receiver can prioritize one donmain
source over another.

* A receiver MAY throttle or buffer changes rather than act
imediately on a notification. For exanmple, for a frequently
changi ng resource, the receiver MAY choose to nake a schedul ed
SCI M GET for resources that have been marked "dirty" by events
received in the |l ast schedul ed cycle.

A di sadvantage of the CP approach is that it nmay be considered costly
in the sense that each event received mght trigger a callback to the
event issuer. This cost should be wei ghed against the cost producing
filtered information in each event for each receiver. Furthernore, a
receiver is not required to nake a call back on every provisioning
event.

It is assuned that an underlying relationship between domai ns exists
that permts the exchange of personal information and credential s.

For exanple, in a cross-donmain scenario a SCIM Service Provider woul d
have been previously authorized to perform SCI M provi si oni ng
operations and publish change events. As such, appropriate
confidentiality and privacy agreenments should be in place between the
donmai ns.

When sharing information between parties, CP Events mnimize the

i nformati on shared in each nessage and require the Security Event
Receiver to receive nore information fromthe Event Publisher as
needed. In this way, the Event Receiver is able to have regul ar
access to information through nornmal SCI M protocol access
restrictions. The Event Receiver and Publisher rmay agree to
communi cat e these updates through a variety of transm ssion methods
such as push and pull based HTTP like in [RFC8935], [RFC8936], or
HTTP GET (see Section 2.5.1.1), stream ng technol ogies (e.g., Kafka
or Kinesis), or via webhooks like in the Shared Signals Franework

[ SSF] .
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