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1. Introduction

The Internet of Things presents a managenent chall enge i n many

di mensions. One of themis the ability to onboard and rmanage | arge
nunber of devices. There are nmany nodel s for bootstrapping trust
bet ween devi ces and network deployments. Indeed it is expected that
di fferent manufacturers will nmake use of different nethods.

SCIM (System for Cross-donmain Identity Managenent) [ RFC7643]

[ RFC7644] defines a protocol and a schena for provisioning of users.
However, it can easily be extended to provision device credentials
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and other attributes into a network. The protocol and core schema
were designed to permit just such extensions. Bulk operations are
supported. This is good because often devices are procured in bul k.

A primary purpose of this specification is to provision the network
for onboardi ng and comruni cati ons access to and fromdevices within a
| ocal depl oynent based on the underlying capabilities of those

devi ces.

The underlying security nmechani sns of sone devices range from non-
exi stent such as the Bluetooth Low Energy (BLE) "Just Works" pairing
met hod to a robust FI DO Device Onboard (FDO nmnechanism |Infornmation
fromthe SCI M server is dispatched to control functions based on

sel ected schema extensions to enabl e these conmunications within a
network. The SCI M database is therefore essentially equivalent to a
network’s Aut hentication, Authorization, and Accounting (AAA)

dat abase, and should be carefully managed as such

1.1. Wy SCIMfor devices?

There are a nunber of existing nodels that mght provide the basis
for a schenme for provisioning devices onto a network, including two
standardi sed by the I ETF: NETCONF [ RFC6241] or RESTCONF [ RFC8040]
with YANG [ RFC7950]. SCI M was chosen for the follow ng reasons:

* NETCONF and RESTCONF focus on *configuration* rather than
provi si oni ng.

* SCIMis designed with inter-domain provisioning in nmnd. The use
of HTTP as a substrate permits both user-based authentication for
| ocal provisioning applications, as well as OAUTH or certificate-
based aut hentication. The inter-domain nature of these operations
does not expose local policy, which itself nust be (and often is)
configured with other APls, many of which are not standardized.

* SCIMis also a fanmiliar tool within the enterprise enviroment,
used extensively to configure federated user accounts.

* Finally, once one chooses a vehicle such as SCIM one is behol den
to its data nodel. The SCIM data nodel is nore targeted to
provisioning as articulated in [ RFC7643].

This taken together with the fact that end devices are not intended

to be *directly* configured |leave us with SCIM as the best standard
opti on.
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1.2. Protocol Participants

In the normal SCIM nodel, it was presuned that |arge federated

depl oynents woul d be SCIMclients who provision and renpove enpl oyees
and contractors as they enter and depart those depl oynents, and
federated services such as sales, paynent, or conferencing services
woul d be the servers.

In the device nodel, the roles are reversed, and may be somewhat nore
varied. The SCI M server resides within a deploynment and is used for
receiving infornmation about devices that are expected to be connected
to its network. That server will apply appropriate |ocal policies
regardi ng whet her/how t he devi ce shoul d be connect ed.

The client may be one of a nunber of entities:

* A vendor who is authorized to add devices to a network as part of
a sales transaction. This is sinilar to the sales integration
somet i mes envi si oned by Bootstrappi ng Renote Key Infrastructure
(BRSKI) [ RFC8995].

* Aclient application that adm nistrators or enpl oyees use to add,

renove, or get information about devices. An exanple m ght be an
tabl et or phone app that scans W-fi Easy Connect QR codes

Local network

o e e e e e e e e e e mmmemao - +
| |
A + Request | +--------- + |
| onboarding|------------- > SCM | |
| app [ <--cmmmmeee-- | Server | |
R + Crl Endpt +--------- + |
I I I
| | (devi ce info) |
I v I

S + | R + S R +
| Control |........... [ .. ALG [ oot | device | |
| A | e + e "
|

Figure 1: Basic Architecture - non-IP exanple

In Figure 1, the onboarding application (app) provides the device
particulars, which will vary based on the type of device, as

i ndi cated by the selection of schema extensions. As part of the
response, the SCI M server mght provide additional information,
especially in the case of non-1P devices, where an application-|ayer
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gateway may need to be used to comrunicate with the device (c.f.,
[I-D.ietf-asdf-nipc]). The control endpoint is one anmobng a number of
objects that may be returned. That control endpoint will then
communi cate with the application | ayer gateway (ALG to reach the

devi ce.
o m m e e e e e e e e ee oo +
I I
R + Request | +--------- + +----+ e +
| onboarding|------------- > SCIM |--> AAAI<-->|switch|] |
| app R | Server | +----+ e + |
R + Crl Endpt +--------- + | |
I I I
o m e e e - + | S + B S, + |
| Control |........... |..] router/fw |......... | device | |
| A ] | + R +
S + | |
| Local network |
o m m e e e e e e e e ee oo +
Figure 2: Interaction with AAA
Fi gure 2 shows how | P-based endpoints can be provisioned. |In this

case, the onboarding application provisions a device via SCCM The
necessary information is passed to the Authentication, Authorization,
and Accounting (AAA) subsystem such that the device is pernitted to
connect. Once it is online, since the device is based on IP, it wll
not need an ALG but will use the normal |IP infrastructure to

conmuni cate with its control application.

1.3. Schena Description

RFC 7643 does not prescribe a | anguage to describe a schema, but

i nstead uses narrative description with exanples. W follow that
approach. In addition, we provide non-normative JSON Schenma

[ JSONSchenma] and OpenAPl [ OpenAPI] versions in the appendi ces for
ease of inplenentation, neither of which existed when SCI M was
originally devel oped. The only difference the authors note between
the normative schema representations is that JSON Schema and OpenAPI
do not have a neans to express case sensitivity, and thus attributes
that are not case sensitive nmust be manual |y vali dat ed.

Several additional schenmas specify specific onboardi ng nmechani sns,

such as Bluetooth Low energy (BLE) [BLE54], W-fi Easy Connect
[ DPP2], and FI DO Devi ce Onboard [ FDOL1].
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1.4. Schenma Representation

Attributes defined in the device core schema and extensions conprise
characteristics and SCI M dat atypes defined in Sections 2.2 and 2.3 of
[ RFC7643]. This specification does not define new characteristics
and datatypes for the SCIM attributes.

1.5. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The reader is also expected to be famliar with the narrative schema
| anguage used in [ RFC7643].

2. ResourceType Device

A new resource type 'Device' is specified. The "ResourceType" schema
specifies the netadata about a resource type (see Section 6 of

[ RFC7643]). It conprises a core device schema and several extension
schemas. This schema provides a minimal resource representation,

wher eas extension schemas extend it depending on the device's
capability.

2.1. Common Attributes
The Device schema contains three common attributes as defined in
Section 3.1 of [RFC7643]. No semantic or syntax changes are nade

here, but the attributes are listed nerely for conpleteness.

id: Arequired and unique attribute of the core device schema (see
section 3.1 of [RFC7643]).

externalld: An optional attribute (see section 3.1 of [RFC7643]).

meta: A conplex attribute and is required (see section 3.1 of
[ RFC7643]) .

3. SCIM Core Device Schena
The core device schema provides the mnimal representation of a
resource "Device". It contains only those attributes that any device

may need, and only one attribute is required. It is identified using
the schema URI:
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"urn:ietf:parans: sci mschenas: core: 2. 0: Devi ce"
The following attributes are defined in the core device schema
3.1. Singular Attributes

di spl ayNanme: A string that provides a human-readabl e nanme for a

device. It is intended to be displayed to end-users and shoul d be
suitable for that purpose. The attribute is not required, and is
not case-sensitive. It may be nodified and SHOULD be returned by

default. No uni queness constraints are inposed on this attribute.

active: A nutable boolean that is required. If set to TRUE, it
means that this device is intended to be operational. Attenpts to
control or access a device where this value is set to FALSE may
fail. For exanple, when used in conjunction with NIPC
[1-D. brinckman-ni pc], commands such as connect, disconnect,
subscribe that control application sends to the controller for the
devi ces any command will be rejected by the controller

mudUrl: A string that represents the URL to the Manufacturer Usage
Description (MJD) file associated with this device. This
attribute is optional and nutable. The nudUrl value is case
sensitive and not unique. Wen present, this attribute nmay be
used as described in [RFC8520]. This attribute is case sensitive
and returned by default.

groups: An optional read-only conpl ex object that indicates group
menbership. |Its formis precisely the sane as that defined in
Section 4.1.2 of [RFC7643].

[ ool oo sl ool s ool s ool ool
| Attribute | Multi | Req | Case | Mutable | Return | Unique

| | Val ue | | Exact | | | |
=t ———————t—————t———————t—-—————————t————————+t————————+
| displayName | F | F | F | RW | Def | None
I i +----- - +----- +----- - Fo-m e - - I I +
| active | F | T | F | RW | Def | None

F-- - - - - - +------- +----- +------- F---- - - - +---- - - - +---- - - - +
| nmudurl | F | F | T | RW | Def | None |
L i +------- +----- +------- L F-------- F-------- +
| groups | T | F | T | RO | Def | n/a |
I i +----- - +----- +----- - Fo-m e - - I I +

Table 1: Characteristics of device schema attributes. (Req =
Required, T = True, F = False, RO = ReadOnly, RW= ReadWite,
and Def = Default)
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<CCDE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2.0: Device"],
"id": "e9e30dba-f08f-4109- 8486-d5c6a3316111",
"di spl ayNane": "BLE Heart MNonitor",
"active": true,
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 222",
"l ast Mbdi fied": "2022-05-13T04: 42: 34z2",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devi ces/ e9e30dba- f 08f
-4109- 8486- d5c6a3316111"

}
}
<CODE ENDS>

Figure 3: Core Device Exanple Entries
4. G oups

Devi ce and Endpoi nt App groups are created using the SCI M groups as
defined in Section 4.2 of [RFC7643]. |If set, the "type" subattribute
of the "nmenbers" attribute MIUST be set to "Device" for devices and
"Endpoi nt App" for endpoint applications.

5. Resource Type Endpoi nt App

Thi s section defines the 'Endpoi nt App’ resource type. The
"ResourceType" schena specifies the nmetadata about a resource type
(see Section 6 of [RFC7643]). The resource "Endpoi nt App" represents
client applications that can control and/or receive data fromthe
devi ces.

6. SCI M Endpoi nt App Schena
The Endpoi nt App schenma is used to authorize control or telenetry
services for clients. The schema identifies the application and how
clients are to authenticate to the various services.
The scherma for "Endpoint App" is identified using the schema URI:
"urn:ietf:parans: sci mschenas: core: 2. 0: Endpoi nt App". The foll ow ng
attributes are defined in this schem.

6.1. Common Attributes

Li ke Section 2.1 The Endpoi nt App schema contains the three comon
attributes specified in Section 3.1 [RFC7643].
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6.2. Singular Attributes

applicationType: A string that represents the type of application
It will only contain two val ues; ’'deviceControl’ or 'telenetry’
"deviceControl’ is the application that sends comands to contro
the device. "telemetry’ is the application that receives data from
the device. The attribute is required, and is not case-sensitive.
The attribute is readOnly and should be returned by default. No
uni queness constraints are inposed on this attribute.

applicationNane: a string that represents a hunman readabl e name for
the application. This attribute is required and nutable. The
attribute should be returned by default and there is no uni queness
contraint on the attribute

O

i ent Token: A string contains a token that the client will use to
authenticate itself. Each token may be a string up to 500
characters in length. It is not nutable, read-only, generated if
no certificatelnfo object is provisioned, case sensitive and
returned by default if it exists. The SCIM server shoul d expect
that client tokens will be shared by the SCIMclient with other
conponents within the client’s infrastructure. groups:

An optional read-only conpl ex object that indicates group
menbership. Its formis precisely the sane as that defined in
Section 4.1.2 of [RFC7643].

6.3. Conplex Attributes
6.3.1. certificatelnfo

certificatelnfo is a conplex attribute that contai ns x509
certificate' s subject name and root CA information associated with
application clients that will connect for purposes of device contro
or telemetry

root CA: A base64-encoded string as described in [ RFC4648] Section 4
a trust anchor certificate. This trust anchor is applicable for
certificates used for client application access. The object is
not required, singular, case sensitive, and read/wite. If not
present, a set of trust anchors MJST be configured out of band.

subj ect Nane: when present, a string taht contains one of two one of
two nanes:

* a distinguished nanme as that will be present in the certificate
subject field, as described in Section 4.1.2.4 of [RFC5280]; or
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* or a dnsNane as part of a subjectAlternateNane as described in
Section 4.2.1.6 of [RFC5280].

In the latter case, servers validating such certificates SHALL
reject connections when nanme of the peer as resolved by a DNS
reverse | ookup does not match the dnsName in the certificate. |If
mul tiple dnsNames are present, it is left to server

i mpl ementations to address any authorization conflicts associ ated
with those nanes. This attribute is not required, mnutable,
singul ar and NOT case sensitive.

B e el b pugente el oo e Cejems e s el e pe S pe e pe g
| Attribute | Multi |Req] Case | Miutable | Return | Unique

| | Value | | Exact | | | |
b b s oo ety s pu e pgt Sl -l poj o pjepy s fu s fu g pune s pu e pu e pte Sepj o peje gt
| applicationType | F |T | F | R | Def | None |
Sy S S I S I S ey S ey +
| applicationName | F |T | F | RwW | Def | None |
I I Fomm - S IR I p—— I p—— +
| clientToken | F |F | T | R | N | None |
o e e e oo R, T S R Fomm oo Fomm oo +
| certificatelnfo | F |F | F | RW | Def | None |
I S S I S I S ey S ey +
| root CA | F |F | T | RW | Def | None |
I I Fomm - S IR I p—— I p—— +
| subj ect Name | F |T | T | RW | Def | None |
o e e e oo R, T S R Fomm oo Fomm oo +

Tabl e 2: Characteristics of Endpoint App schenma attri butes.
(Req = Required, T = True, F = False, R = ReadOnly, RW=
ReadWite, Manuf = Manufacturer, N = No, and Def = Default)

Note that either clientToken or certificatelnfo are used for the

aut hentication of the application. |If certificatelnfo is NOT present
when an endpoi nt App is object created, then the server SHOULD return
a clientToken. Qherwise, if the server accepts the certificatelnfo
obj ect for authentication, it SHOULD NOT return a clientToken. |If
the server accepts and produces a clientToken, then control and
telemetry servers MJIST validate both. The SCiMclient will know that
this is the case based on the SCI M object that is returned.

certificatelnfo is preferred in situations where client functions are

federated such that different clients may connect for different
pur poses.
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<CODE BEG NS>
{
"schemas": ["urn:ietf:parans: sci mschemas: core: 2. 0: Endpoi nt App"],
"id": "e9e30dba-f 08f-4109- 8486-d5c6a3316212",
"applicationType": "deviceControl",
"applicationNane": "Device Control App 1",
"certificatelnfo": {
"rootCA" : "MIBIjAN...",
"subj ect Name": "www. exanpl e. cont
1
"meta": {
"resourceType": "Endpoint App",
"created": "2022-01-23T04: 56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.conm v2/ Endpoi nt Apps/ e9e30dba- f 08f
-4109- 8486- d5c6a3316212"

}
}
<CODE ENDS>
Figure 4: Endpoi nt App Exanple

7. SCI M Devi ce Extensions
SCI M provi des various extension schemas, their attributes, JSON
representation, and exanple object. The core schema is extended with
a new resource type, Device. No schemaExtensions list is specified
in that definition. Instead, |ANA registry entries are created,
where all values for "required" are set to false. Al extensions to
the Device schema MUST be registered via | ANA, as described in
Section 9.2. The schemas bel ow demonstrate how this nodel is to
work. Al the SCIM Server related Schema URIs are valid only with
Devi ce resource types

7.1. Bluetooth Low Energy (BLE) Extension
Thi s schena extends the device schenma to represent the devices
supporting BLE. The extension is identified using the foll ow ng
schema URI:
urn:ietf:parans: sci mschenmas: extension: bl e: 2. 0: Devi ce
The attributes are as foll ows:

7.1.1. Singular Attributes

devi ceMacAddress: A string value that represent a public MAC address
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assigned by the manufacturer. It is a unique 48-bit value. It is
required, case insensitive, is nutable, and is returned by
default. The ECVA regul ar expression pattern [ECMA] is the
fol | owi ng:

A[0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}$

i sRandom A bool ean flag taken from[BLE54]. |f FALSE, the device
is using a public MAC address. |If TRUE, the device uses a random
address. |If an Idenifying Resolving Key (IRK) is present, the
address represents a resolvable private address. O herwi se, the
address is assunmed to be a random static address. Non-resol vabl e
private addresses are not supported by this specification. This
attribute is not required. It is nmutable, and is returned by
default. The default value is FALSE

separ at eBr oadcast Address: Wen present, this string represents an
address used for broadcasts/advertisenents. This value MJST NOT
be set when an IRK is provided. Its formis the sane as
devi ceMacAddress. It is not required, multival ued, nutable, and
returned by default.

irk: A string value that specifies the identity resolving key (IRK),

which is unique to each device. It is used to resolve private
random address. It should only be provisioned when i sRandomis
TRUE. It is nmutable and never returned. For nore information

about the use of the IRK, see Section 5.4.5 of [BLE54].

mobility: A boolean attribute to enable BLE device nobility. |If set
to TRUE, the device could be expected to nove within a network of
APs. For exanple, BLE device is connected with AP-1 and noves out

of range but comes in range of AP-2, it will be disconnected with
AP-1 and connects with AP-2. It is returned by default and
nmut abl e.

7.1.2. Miltivalued Attributes

versi onSupport: A nultivalued set of strings that specifies the BLE
versi ons supported by the device in the formof an array. For
exanmple, ["4.1", "4.2", "5.0", "5.1", "5.2", "5.3", "5.4"]. It is
required, nutable, and return as default.

pai ri ngMet hods: An multivalued set of strings that specifies pairing
met hods associated with the BLE device. The pairing methods may
require sub-attributes, such as key/password, for the device
pairing process. To enable the scalability of pairing nmethods in
the future, they are represented as extensions to incorporate

various attributes that are part of the respective pairing
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process. Pairing nethod extensions are nested inside the BLE
extension. It is required, case sensitive, mutable, and returned
by default.

7.1.3. BLE Pairing Method Extensions
The details on pairing nmethods and their associated attributes are in
section 5.2.4 of [BLE54]. This neno defines extensions for four
pai ring met hods that are nested insided the BLE extension schema
Each extension contains the common attributes Section 6.1. These
extension are as follows:

(i) pairingNull extension is identified using the follow ng schema
URI :

urn:ietf:parans: sci mschenmas: ext ensi on: pai ri ngNul | : 2. 0: Devi ce

pai ri ngNul I does not have any attribute. It allows pairing for BLE
devi ces that do not require a pairing nethod

(ii) pairingJustWrks extension is identified using the foll ow ng
schema URI:

urn:ietf:parans: sci mschenas: ext ensi on: pai ri ngJust Wr ks: 2. 0: Devi ce
Just Works pairing nethod does not require a key to pair devices.
For compl eteness, the key attribute is included and is set to "null’
Key attribute is required, i mutable, and returned by default.

(iii) pairingPassKey extension is identified using the follow ng
schema URI:

urn:ietf:params:sci mschenmas: ext ensi on: pai ri ngPassKey: 2. 0: Devi ce
The passkey pairing nmethod requires a 6-digit key to pair devices.
Thi s extension has one singular integer attribute, "key", which is
required, nmutable and returned by default. The key pattern is as
fol | ows:

AN0-9]{6}%

(iv) pairingOOB extension is identified using the follow ng schema
URI :

urn:ietf:paranms: sci mschemas: ext ensi on: pai ri ngOOB: 2. 0: Devi ce

The out-of -band pairing nmethod i ncludes three singular attributes,
i.e., key, randomNunber, and confirmati onNunber.
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key: A string value, required and received from out-of-band sources
such as NFC. It is case sensitive, mutable, and returned by
defaul t.

randomNunber: An integer that represents a nonce added to the key.
It is arequired attribute. It is nutable and returned by
defaul t.

confirmati onNunber: An integer which sone solutions require in
RESTf ul nmessage exchange. It is not required. It is nutable and
returned by default if it exists.

[ el el e e e = fus e e p gt Cpss e pu e pegeg oo pepp
| Attribute | Multi |Req] Case | Miutable | Return | Unique

| | Value | | Exact | | | |
[ et e pue gy e pgy jeupety St oo jjp—j——p—_— _jjojpj—p—j—py jojofopj—j—j—r
| deviceMacAddress | F |T | F | RW | Def | Manuf |
oo Fommemm - S Fom e Fommmmm o Fommmmm o +
| isRandom | F |T | F | RW | Def | None |
e S N S Foemm oo Foemm oo +
| sepBroadcastAdd | T |F | F | RW | Def | None
e S e S Fommm oo Fommm oo +
| irk | F |F | F | WO | Nev | Manuf
oo Fommemm - S Fom e Fommmmm o Fommmmm o +
| versionSupport | T |T | F | RW | Def | None
e S N S Foemm oo Foemm oo +
| mobility | F |F | F | RW | Def | None
e S e S Fommm oo Fommm oo +
| pairingMethods | T |T | T | RW | Def | None
oo Fommemm - S Fom e Fommmmm o Fommmmm o +

Table 3: Characteristics of BLE extension schema attributes.
sepBroadcast Add is short for separateBroadcast Address. (Req =
Required, T = True, F = False, RW= ReadWite, WO=Wite Only,

Def = Default, Nev = Never, and Manuf = Manufacturer).
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<CCDE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenas: extensi on: bl e: 2. 0: Devi ce"],

"id": "e9e30dba-f 08f-4109-8486-d5c6a3316111",
"di spl ayNane": "BLE Heart Mnitor",
"active": true,
"urn:ietf:parans: sci mschenas: ext ensi on: bl e: 2. 0: Devi ce" : {
"versionSupport": ["5.3"],
"devi ceMacAddress": "2C: 54:91: 88: C9: E2",
"i sRandom': fal se,
"separ at eBr oadcast Address": ["AA BB:88:77:22: 11", "AA BB:88:77
:22:12"],
"mobility": true,
"pairingMethods": ["urn:ietf:parans:sci mschenmas: extension
: pai ri ngPassKey: 2. 0: Devi ce"],
"urn:ietf:parans: sci mschenas: ext ensi on: pai ri ngPassKey: 2. 0
:Device" : {
"key": 123456
}
1
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04: 56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devices/e9e30dba-f08f-4109
- 8486- d5c6a3316111"

}

}
<CODE ENDS>
Figure 5: BLE Exanpl e
In the above exanple, the pairing nethod is "pairingPassKey", which
inplies that this BLE device pairs using only a passkey. [|n another

exanpl e bel ow, the pairing nethod is "pairingOOB", denoting that this
BLE devi ce uses the out-of-band pairing method.
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<CCDE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenas: extensi on: bl e: 2. 0: Devi ce"],

"id": "e9e30dba-f 08f-4109-8486-d5c6a3316111",
"di spl ayNane": "BLE Heart Mnitor",
"active": true,
"urn:ietf:parans: sci mschenas: ext ensi on: bl e: 2. 0: Devi ce" : {
"versionSupport": ["5.3"],
"devi ceMacAddress": "2C: 54:91: 88: C9: E2",
"i sRandoni': fal se,
"separ at eBr oadcast Address": ["AA BB:88:77:22: 11", "AA BB:88:77
:22:12"],
"mobility": true,
"pairingMethods": ["urn:ietf:parans:sci mschenmas: extension
:pai ri ngOOB: 2. 0: Devi ce"],
"urn:ietf:parans: sci mschenas: ext ensi on: pai ri ngOOB: 2. 0: Devi ce":

{
"key": "TheKeyval ueRetri evedFr omOOB",
"randomNunber": 238796813516896
}
},
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devices/e9e30dba-f 08f-4109
- 8486- d5c6a3316111"
}

}
<CCDE ENDS>
Figure 6: BLE with pairingQOOB
However, a device can have nore than one pairing method. Support for
multiple pairing nethods is also provided by the nulti-val ued

attribute pairingMethods. In the exanple below, the BLE device can
pair with both passkey and OOB pairing nethods.
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<CCDE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenas: extensi on: bl e: 2. 0: Devi ce"],

"id": "e9e30dba-f 08f-4109-8486-d5c6a3316111",
"di spl ayNane": "BLE Heart Mnitor",
"active": true,
"urn:ietf:parans: sci mschenas: ext ensi on: bl e: 2. 0: Devi ce" : {
"versionSupport": ["5.3"],
"devi ceMacAddress": "2C: 54:91: 88: C9: E2",
"i sRandoni': fal se,
"separ at eBr oadcast Address": ["AA BB:88:77:22: 11", "AA BB:88:77
:22:12"],
"mobility": true,
"pairingMethods": ["urn:ietf:parans:sci mschenmas: extension
: pai ri ngPassKey: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenmas: extensi on: pai ri ngOOB: 2. 0
: Device"],
"urn:ietf:parans: sci mschemas: ext ensi on: pai ri ngPassKey: 2. 0
:Device" : {
"key": 123456
}

rn:ietf:params: sci mschemas: ext ensi on: pai ri ngOOB: 2. 0: Devi ce"

{
"key": "TheKeyval ueRetri evedFr omOOB",
"randomNunber": 238796813516896
}
}
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Mbdi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",

"l ocation": "https://exanple.com v2/ Devices/e9e30dba-f 08f-4109
- 8486-d5c6a3316111"
}

lCCDE ENDS>
Figure 7: BLE Pairing with both passkey and OOB
7.2. W-Fi Easy Connect Extension
A schema that extends the device schema to enable W-Fi Easy Connect
(ot herwi se known as Device Provisioning Protocol or DPP). Throughout

this specification we use the termDPP. The extension is identified
using the followi ng schema URI:
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urn:ietf:parans: sci mschenmas: ext ensi on: dpp: 2. 0: Devi ce

The attributes in this extension are adopted from[DPP2]. The
attributes are as foll ows:

7.2.1. Singular Attributes

dppVersion: An integer that represents the version of DPP the device
supports. This attribute is required, case insensitive, mutable,
and returned by default.

boot strapKey: A string value representing an Elliptic-Curve Diffie-
Hel | man (ECDH) public key. The base64 encoded | engths for P-256,
P- 384, and P-521 are 80, 96, and 120 characters. This attribute
is required, case-sensitive, nmutable, and returned by default.

devi ceMacAddress: A MAC address stored as string. It is a unique
48-bit value. This attribut is optional, case insensitive,
mut abl e, and returned by default. |Its formis identical to that

of the devi ceMacAddress for BLE devi ces.

serial Number: An al phanuneric serial nunber, stored as string, may
al so be passed as bootstrapping information. This attribute is
optional, case insensitive, nutable, and returned by default.

7.2.2. Mul ti val ued Attri butes

boot st rappi ngMet hod: One or nore strings of all the bootstrapping
met hods avail abl e on the enroll ee device. For exanple, [QR NFC].
This attribute is optional, case insensitive, nutable, and
returned by default.

cl assChannel: One or nore strings representing the gl obal operating
cl ass and channel shared as bootstrapping information. It is
formatted as class/channel. For exanple, ['81/1','115/36"]. This
attribute is optional, case insensitive, mutable, and returned by
defaul t.
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B ool b e Cbjes s pejep T fumjes g b b pu e pe S peje e pe g
| Attribute | Mul ti| Req| Case | Mutable | Return | Unique |
| | Val ue| | Exact | | | |
[ b s sy e p et Cepejety ooty sl p gty o j—pj——p— opj—p—j—t—_—
| dppVersion | F | T |F | RW | Def | None |
e S S I S I R ppe—— R ppe—— +
| boot strapKey | F | T | T | WO | Nev | None |
o e e e e e a e oo +----- B N B S B B +
| devi ceMacAddress | F |F | F | RW | Def | Manuf |
o e e e m oo oo +- - - - - R Y —— R S —— E E +
| serial Nunber | F |F | F | RW | Def | None |
e S S I S I R ppe—— R ppe—— +
| bootstrappi ngMethod | T |F |F | RW | Def | None |
o e e e e e a e oo +----- B N B S B B +
| cl assChannel | T |F | F | RW | Def | None |
o e e e m oo oo +- - - - - R Y —— R S —— E E +

Shahzad,

Tabl e 4: Characteristics of DPP extension schema attri butes.

(Req =
Wite Only,

et al.

Required, T = True, F = Fal se,

RW= ReadWite, WO =

Def = Default, Nev = Never, and Manuf =

Manuf act urer).
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<CCDE BEG NS>

{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenas: extension: dpp: 2.0
: Device"],
"id": "e9e30dba-f 08f-4109- 8486-d5c6a3316111",
"di spl ayName": "WFi Heart Mnitor",
"active": true,
"urn:ietf:parans: sci mschenas: extensi on: dpp: 2. 0: Devi ce" : {
"dppVersion": 2,
"boot st rappi ngMet hod": ["QR'],
"boot st rapKey":
" MDkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DI gADURz xmt
t Zol Rl PWGoQWOOXHWCAQ hXr uVW\OzON | kI A=",
"devi ceMacAddress": "2C: 54:91:88: C9: F2",
"cl assChannel ": ["81/1", "115/36"],
"serial Nunber": "4774LH2b4044"
b
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Mbdi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devi ces/ e9e30dba-f 08f
-4109- 8486-d5c6a3316111"
}
}
<CODE ENDS>

Figure 8: DPP Exanpl e

7.3. FEthernet MAB Extension
Thi s extension enables a | egacy neans of (very) weak authentication,
known as MAC Aut henticated Bypass (MAB), that is supported in many
wired ethernet solutions. |If the MAC address is known, then the
device may be pernmitted (perhaps Iimted) access. The extension is
identified by the follow ng URI:
urn:ietf:parans: sci mschenas: ext ensi on: et hernet - mab: 2. 0: Devi ce

Note that this nethod is not likely to work properly with MAC address
randomi zat i on.
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7.3.1. Single Attribute
Thi s extension has a singular attribute:

devi ceMacAddress: This is the Ethernet address to be provisioned

onto the network. It takes the identical formas found in the BLE
ext ensi on.
[ Sl et Sty Ll pems e, et el el ey o
| Attribute | Multi |Req|] Case | Mutable | Return | Unique |
| | Value | | Exact | | | |
[ e el ooy e e el o fe e p gty Che e pu e pgeg b poj e pe e
| deviceMacAddress | F |T | F | RW | Def | None |
R i +------- R I I +-------- +-------- +

Table 5: Characteristics of MAB extension schema attributes (Req
= Required, T = True, F = False, RW= ReadWite, and Def =
Def aul t)

<CODE BEGQ NS>
{
"schemas": ["urn:ietf:parans:sci mschenas: core: 2.0: Devi ce",
"urn:ietf:parans:sci mschenas: extensi on: et hernet-nab: 2.0
: Device"],

"id": "e9e30dba-f 08f-4109-8486-d5c6a3316111",

"di spl ayName": "Some random Et hernet Device",

"active": true,

"urn:ietf:parans: sci mschenas: ext ensi on: et her net - mab: 2. 0: Devi ce"

A
"devi ceMacAddress": "2C:.54:91: 88: C9: E2"
}1

"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671coO\"",
"location": "https://exanple.com v2/ Devi ces/e9e30dba-f 08f-4109
- 8486- d5c6a3316111"

}
}
<CODE ENDS>

Figure 9: MAB Exanpl e
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7.4. FI DO Device Onboard Extension

Thi s extension specifies a voucher to be used by the FDO Device
Onboard (FDO) protocols [FDOL1l] to conplete a trusted transfer of
ownership and control of the device to the environnent. The SCIM
server MJST know how to process the voucher, either directly or by
forwarding it along to an owner process as defined in the FDO
speci fication.

urn:ietf:parans: sci mschenmas: ext ensi on: fi do-devi ce-onboard: 2. 0: Devi ce
7.4.1. Single Attribute
Thi s extension has a singular attribute:

fdoVoucher: The voucher is formated as a PEM encoded object in
accordance with [ FDOL1].

[ b oo e gty e pe e oo pempenp = fums s g e e e g
| Attribute | Milti | Req | Case | Miutable | Return | Unique |
| | Value | | Exact | | | |
B ety ety L pemnly el el el e ety o
| fdoVoucher | F | T | F | WO | Nev | None |
I +------- +----- +------- R F----- - - F----- - - +

Tabl e 6: Characteristics of FDO extensi on schema attri butes
(Reqg = Required, T = True, F = False, WD = WiteOnly, and
Nev = Never)
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<CODE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschemas: core: 2. 0: Devi ces"”,

"urn:ietf:parans: sci mschenas: extension: fido-devi ce-onboard
:2.0: Devices"],

"id": "e9e30dba-f 08f-4109- 8486-d5c6a3316111",
"di spl ayName": "Some random Et hernet Device",
"active": true,
"urn:ietf:parans: sci mschenas: extensi on: fi do-devi ce-onboard: 2.0
: Devices" : {
"fdovoucher": "{... voucher ...}"
b
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 34Z",
"version": "W/\"a330bc54f 0671co\"",

"location": "https://exanple.com v2/ Devices/e9e30dba-f 08f-4109
- 8486- d5c6a3316111"
}

}
<CODE ENDS>

Fi gure 10: FDO Exanpl e
7.5. Zigbee Extension

A schema that extends the device schema to enabl e the provisioning of
Zi gbee devices [Zigbee]. The extension is identified using the
foll owi ng schema URI:

urn:ietf:parans: sci mschenas: ext ensi on: zi ghee: 2. 0: Devi ce

It has one singular attribute and one nmultivalued attribute. The
attributes are as follows:

7.5.1. Singular Attribute

devi ceEui 64Address: An EU -64 (Extended Unique Identifier) device
address stored as string. This attribute is required, case
insensitive, mutable, and returned by default. It takes the same
formas the devi ceMACaddress in the BLE extension

7.5.2. Miltivalued Attribute

versionSupport: One or nore strings of all the Zighee versions
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supported by the device. For exanple, [3.0]. This attribute is
required, case insensitive, nutable, and returned by default.

[ Rty Lty ety Ll pepe el el ey o
| Attribute |Mul'ti| Req] Case | Mutable | Return | Unique

| | Val ue| | Exact | | | |
[ oo oo ool e pe el e S pojes e = fus e pus g gty Cpes e pus e pegeng e po e pepp
| devi ceEui 64Address | F |T | F | RwW Def | None

I I R +----- +--- - - - - F---- - - - +---- - - - +---- - - - +
| versionSupport | T |T | F | RW | Def | None
T T R I +----- I i L F-------- F-------- +

Table 7: Characteristics of Zighee extension schema attributes.
(Reqg = Required, T = True, F = False, RW= ReadWite, and Def =
Def aul t)

<CODE BEG NS>
{
"schemas": ["urn:ietf:parans:sci mschenas: core: 2.0: Devi ce",
"urn:ietf:parans: sci mschenas: ext ensi on: zi gbee: 2. 0: Devi ce"],

"id": "e9e30dba-f08f-4109- 8486-d5c6a3316111",
"di spl ayNane": "Zi gbee Heart Mbnitor",
"active": true,
"urn:ietf:parans: sci mschenas: extensi on: zi gbee: 2. 0: Device" : {
"versionSupport": ["3.0"],
"devi ceEui 64Address": "50: 32: 5F: FF: FE: E7: 67: 28"

b

"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devices/e9e30dba-f 08f-4109
- 8486- d5c6a3316111"

}
}
<CCDE ENDS>
Figure 11: Zigbee Exanple
7.6. The Endpoint Applications Extension Schema
Sonetimes non-1P devices such as those using BLE or Zigbee require an

application gateway interface to manage them SCIMclients MJST NOT
specify this to describe native | P-based devices.
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endpoi nt AppsExt provides the |list of applications that connect to
enterprise gateway. The endpoi nt AppsExt has one nul tival ued
attribute and two singular attributes. The extension is identified
using the foll owi ng schema URI

urn:ietf:parans: sci mschenas: ext ensi on: endpoi nt AppsExt: 2. 0: Devi ce
7.6.1. Singular Attributes

devi ceControl Enterpri seEndpoint: A string representing the URL of
the enterprise endpoint to reach the enterprise gateway. Wen the
enterprise receives the SCl M object fromthe onboardi ng
application, it adds this attribute to it and sends it back as a
response to the onboarding application. This attribute is
required, case-sensitive, mutable, and returned by default. The
uni queness is enforced by the enterprise.

tel emetryEnterpriseEndpoint: A string representing a URL of the
enterprise endpoint to reach the an enterprise gateway for
telemetry. Wen the enterprise receives the SCI M object fromthe
onboardi ng application, it adds this attribute to it and sends it
back as a response to the onboarding application. This attribute
is optional, case-sensitive, nutable, and returned by default.

The uni queness is enforced by the enterprise. An inplenentation
MJST generate an exception if tel enetryEnterpri seEndpoint is not
returned and telenetry is required for the proper functioning of a
devi ce.

7.6.2. Miltivalued Attribute

applications: A nultivalued attribute of one or nore conpl ex
attributes that represent a list of endpoint applications i.e.,
deviceControl and telenetry. Each entry in the list conprises two
attributes including "value" and "$ref".

value: A string containingthe identifier of the endpoint application
formated as UUID. It is sane as the common attribute "$id" of the
resource "endpointApp". It is read/wite, required, case
insensitive and returned by default.

$ref: A reference to the respective endpoi nt App resource object

stored in the SCIMserver. It is readOnly, required, case
sensitive and returned by default.
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[ oo oo ool e pe el e S pojes e = fus e pus g gty Cpes e pus e pegeng e po e pepp
| Attribute | Multi|Req] Case | Miutable | Return | Unique |
| | Val ue| | Exact | | | |
[ Rty Lty ety Ll pepe el el ey o
| devCont Ent Endpoint | F |T | T | R | Def | Ent |
Feom e e e e m - - - +----- I R F----- - - F----- - - +
| tel Ent Endpoi nt | F |F | T | R | Def | Ent |
I il T I +----- R I I +-------- +-------- +
| applications | T |T | F | RW | Def | None |
I i I R +----- +---t- - - - - +---- - - - +-------- +-------- +
| val ue | F |T | F | RW | Def | None |
Feom e e e e m - - - +----- I R F----- - - F----- - - +
| $ref | F |T | F | R | Def | None |
I il T I +----- R I I +-------- +-------- +

Tabl e 8: Characteristics of Endpoi nt AppsExt extension schema
attributes. DevCont Ent Endpoint represents attribute
devi ceControl Ent er pri seEndpoi nt and t el Ent Endpoi nt represents
tel emetryEnterpriseEndpoint. (Req = Required, T = True, F =
Fal se, R = ReadOnly, RW= ReadWite, Ent = Enterprise, and Def =
Defaul t).

<CODE BEG NS>
{

"schemas": ["urn:ietf:parans:sci mschenas: core: 2.0: Devi ce",
"urn:ietf:parans: sci mschemas: ext ensi on: bl e: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenmas: ext ensi on: endpoi nt AppsExt: 2.0

: Device"],

"id": "e9e30dba-f08f-4109- 8486-d5c6a3316111",

"di spl ayNane": "BLE Heart Mnitor",

"active": true,

"urn:ietf:parans: sci mschemas: ext ensi on: bl e: 2. 0: Devi ce" : {

"versionSupport": ["5.3"],
"devi ceMacAddress": "2C: 54:91: 88: C9: E2",
"i sRandom': fal se,
"separ at eBr oadcast Address": ["AA: BB: 88:77:22: 11", "AA BB:88:77
:22:12"],
"mobility": false,
"pairingMethods": [
"urn:ietf:parans: sci mschenas: extensi on: pai ri ngPassKey: 2. 0

: Device"],
"urn:ietf:parans: sci mschenmas: ext ensi on: pai ri ngPassKey: 2. 0
:Device" : {
"key": 123456
}
1
"urn:ietf:parans: sci mschenas: extensi on: endpoi nt AppsExt: 2.0
: Device": {
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"applications": [
{
"val ue" : "e9e30dba-f 08f-4109-8486-d5c6a3316212",
"$ref" : "https://exanpl e.conf v2/ Endpoi nt Apps/ e9e30dba- f 08f
-4109- 8486- d5c6a3316212"

"val ue" : "e9e30dba-f 08f-4109- 8486- d5¢c6a3316333",
"$ref" : "https://exanpl e. com v2/ Endpoi nt Apps/ e9e30dba- f 08f
-4109- 8486- d5c6a3316333"

}
1,
"devi ceControl Enterpri seEndpoint": "https
./ [ exampl e. coni devi ce_control _app_endpoint/",
"tel emetryEnt erpri seEndpoint™: "https
://exanpl e.conftel emetry_app_endpoint/"
},
"meta": {
"resourceType": "Device",
"created": "2022-01-23T04:56: 227",
"l ast Modi fied": "2022-05-13T04: 42: 342",
"version": "W/\"a330bc54f 0671co\"",
"l ocation": "https://exanple.com v2/ Devices/e9e30dba-f 08f-4109
- 8486- d5c6a3316111"

}

}
<CODE ENDS>

Fi gure 12: Endpoint Applications Extension Exanple
The schema for the endpoi nt AppsExt extension along with BLE extension
is presented in JSON format in Appendix B.9, while the openAPI
representation is provided in Appendix C. 8.

8. Security Considerations

Because provisioning operations permt device access to a network,
each SCIMclient MJUST be appropriately authenticated.

8.1. SCI M operations
An attacker that has authenticated to a trusted SCIMclient could

mani pul ate portions of the SCl M database. To be clear on the risks,
we specify each operation bel ow
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8.1.1. Unauthorized Object Creation

An attacker that is authenticated could attenpt to add el enents that
the enterprise would not nornally permit on a network. For instance,
an enterprise may not wi sh specific devices that have wel | -known
vulnerabilities to be introduced to their environment. To nmitigate
the attack, network admi nistrators should | ayer additional policies
regardi ng what devices are permtted on the network.

An attacker that gains access to SCiMcould attenpt to add an | P-
based device that itself attenpts unauthorized access, effectively
acting as a Bot. Network administrators SHOULD establish appropriate
access-control policies that follow the principle of |least privilege
to mtigate this attack.

8.2. (Object Deletion

Once granted, even if the object is renpved, the server nmay or may
not act on that renmoval. The deletion of the object is a signal of
intent by the application that it no | onger expects the device to be
on the network. It is strictly up to the SCIM server and its back
end policy to decide whether or not to revoke access to the
infrastructure. It is RECOWENDED that SCl M del ete operations
trigger a workflow in accordance with | ocal network policy.

8.3. Read operations

Read operations are necessary in order for an application to sync its
state to know what devices it is expected to nanage. An attacker
with access to SCI M objects may gain access to the devices

thensel ves. To prevent one SCIMclient frominterfering with devices
that it has no business nmanaging, only clients that have created

obj ects or those they authorize SHOULD have the ability to read those

obj ect s.
8.4. Update Operations

Updat e operations may be necessary if a device has been nodified in
some way. Attackers with update access nay be able to disable
network access to devices or device access to networks. To avoid
this, the sane access control policy for read operations is
RECOMMVENDED her e.
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8.5. Higher level protection for certain systens

Devi ces provisioned with this nodel may be completely controlled by
the adm nistrator of the SCI M server, depending on how t hose systens
are defined. For instance, if BLE passkeys are provided, the device
can be connected to, and perhaps paired with. [|f the adm nistrator
of the SCIMclient does not wish the network to have conpl ete access
to the device, the device itself MJST support finer |evels of access
control and additional authentication nechanisns. Any additiona
security nust be provided at higher application |ayers. For exanple,
if client applications wish to keep private information to and from
the device, they should encrypt that information over-the-top

8.6. Logging
An attacker could |l earn what devices are on a network by exam ning
SCIMIlogs. Due to the sensitive nature of SCI M operations, |ogs
SHOULD be encrypted both on the disk and in transit.

9. | ANA Consi derati ons

9.1. New Schenas

The 1ANA is requested to add the followi ng additions to the "SCIM
Schema URIs for Data Resources" registry as follows:

[ oo oo el ey e
| URN | Nane | Reference
S el sl s
| urn:ietf:parans:scimschenmas:core: | Core Device | This nmeno, |
| 2.0:Device | Schema | Section 3
o e e e e e e e e e e e e e e e e e o o m e e e oo - Fomm e oo - +
| urn:ietf:parans:sci mschemas: core: | Endpoint | This neno,
| 2.0: Endpoi nt App | Application | Section 6
o m e e e e e e e e eeee e Fom e o - Fom ek +

Table 9

Note that the line break in URNs should be renpved, as should this
conment .

9.2. Device Schema Extensions

I ANA is requested to create the follow ng extensions in the SCIM
Server-Rel ated Schema URIs registry as described in Section 7
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| URN | Description | Resource| Ref erence
| | | Type | |
[} gt ————————————————————— L —_—————————— L ————— Ll pp—p—p——————
| urn:ietf:params:scim | BLE | Device | This neno, |
| schemas: ext ensi on: | Extension | | Secti on |
| ble:2.0:Device | | | 7.1 |
o m e e e e e e e e e o m e e e oo - Fomm e - o - Fomm oo - +
| urn:ietf:params:scim Et her net | Device | This neno, |
| schenas: ext ension: ethernet- | MAB | | Secti on |
| mab: 2. 0: Device | | | 7.3 |
o m e e e e e e i e e ee oo S T S +
| urn:ietf:parans:scim | FIDO Device |Device |This meno, |
| schemas: extension: fido- | Onboard | | Secti on |
| device-onboard: 2. 0: Devi ce | | | 7.4 |
T S S SRR TS +
urn:ietf:paranms:scim | W-fi Easy |Device |This neno,|
schenas: ext ensi on: | Connect | | Secti on |
dpp: 2. 0: Devi ce | | | 7.2 |
------------------------------ T
urn:ietf:params:scim | Application |Device |This neno,|
schenas: ext ensi on: | Endpoi nt | | Secti on |
endpoi nt AppsExt: 2. 0: Devi ce | Extension | | 7.1.3 |
------------------------------ T e
urn:ietf:paramnms:scim | Just Works |Device | This neno, |
schemas: ext ensi on: | Auth BLE | | Secti on |
pai ri ngJust Wr ks: 2. 0: Devi ce | | |7.1.3 |
------------------------------ T
urn:ietf:parans:scim | Qut of Band | Device | This neno, |
schenas: ext ensi on: | Pairing for | | Secti on |
pai ri ngOOB: 2. 0: Devi ce | BLE | |7.1.3 |
------------------------------ T
urn:ietf:params:scim | Passkey | Device | This neno, |
schenas: ext ensi on: | Pairing for | | Secti on |
pai ri ngPassKey: 2. 0: Devi ce | BLE | | 7.1.3 |
------------------------------ T e
Tabl e 10
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Appendi x A.  Changes from Earlier Versions

[RFC Editor to renove this section.]

Draft 17:

* Fix exanple.

Draft 16:

*  Nbre DI SCUSS resol ution: nmake clear that JSON Schenma i s not
normative

* Add reference for ECVA for regex

* Jlots of typo/spelling error cleanup

* Add figure | abels for exanples

* fix an aasvg rendering problem

* add sone reference targets.

* Elwyn Davi es revi ew suggesti ons.

Drafts 17: * Post DI SCUSS hiccup with groups. * Add OpenAPl header *
mul tival ues->multivalued * external I D->externalld * renove null abl e
(wasn’t doing anything) * Update appropriate json schema and openapi
accordingly.

Drafts 14, 15, 16: * Resol ve DI SCUSSes

Draft 13: * post | ANA and | ETF LC

Drafts 10-12: * additional WG.C and shepherd conmments

Draft -09: * last call coments, bunp BLE version, add

acknow edgnents. * Also, recapture Rohit comments and those of

Chri sti an.

Drafts 04-08: * Lots of cleanup * Security review responses * Renoval
of atab * Dealing with certificate stuff
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Draft -03: * Add MAB, FDO * Some grammar inprovenments * fold QpenAPI
* | ANA consi derati ons

Draft -02: * Cean up exanples * Myve openapi to appendix Draft -01:
* Doh! W forgot the core device schene!
Draft -00:
* Initial revision
Appendi x B. JSON Schema Representation
B.1. Resource Schema

<CODE BEG NS>

[
{

"schemas": ["urn:ietf:paranms: scimschemas: core: 2.0
: Resour ceType"],
"id": "Device",
"name": "Device",
"endpoint": "/Devices",
"description": "Device Account",
"schema": "urn:ietf:parans: sci mschemas: core: 2.0: Devi ce",
"meta": {
"l ocation": "https://exanple.com v2/ Resour ceTypes/ Devi ce",
"resourceType": "ResourceType"

}

"schemas": ["urn:ietf:parans: scimschemas: core:2.0
: Resour ceType"],
"id": "Endpoint App",
"nane": "Endpoi nt App",
"endpoi nt": "/ Endpoi nt App",
"description": "Endpoint application such as device control and
telemetry. ",

"schema": "urn:ietf:parans: sci mschemas: core: 2. 0: Endpoi nt App",
"meta": {

"l ocation": "https

./ [ exanpl e. coni v2/ Resour ceTypes/ Endpoi nt App",

"resourceType": "ResourceType"

}
}

]
<CODE ENDS>
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B.2. Core Device Schemn

<CODE BEG NS>
{
"id": "urn:ietf:parans:scimschemas: core: 2.0: Device",
"nanme": "Device",
"description": "Entry containing attributes about a device",
"attributes" : [
{

"nane": "di spl ayNane",

"type": "string",

"description": "Human readabl e nanme of the device, suitable
for displaying to end-users. For exanple, 'BLE Heart
Monitor’ etc.",

"mul tiVal ued": fal se,

"required": fal se,

"caseEkxact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness”: "none"

b
{ .

"name": "active",

"type": "bool ean",

"description": "A mutabl e boolean value indicating the device
adm nistrative status. If set TRUE, the comuands (such as
connect, disconnect, subscribe) that control app sends to
the controller for the devices will be processeed by the
controller. If set FALSE, any comand comring fromthe
control app for the device will be rejected by the
controller.",

"mul tiVal ued": false,

"required": true,

"caseEkxact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "none"

b
{

"name": "mudUrl ",

"type": "reference",

"description": "A URL to MUID file of the device (RFC 8520).",

"mul ti Val ued": fal se,

"required": false,

"caseExact": true,

"mutability": "readWite",

"returned": "default",

"uni queness": "none"
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"name": "groups",
"type": "COTTp| eX",

urrul

tiValued": true,

"description": "Alist of groups to which the device bel ongs,

ei ther through direct nenbership, through nested groups,
or dynamcally calcul ated. ",

"required": false,
"subAttributes": |

{

"nanme": "val ue",

"type": "string",

"mul ti Val ued": false,

"description": "The identifier of the Device s group."”,
"required": fal se,

"caseEkxact": fal se,

"mutability": "readOnly",

"returned": "default",

"uni queness”: "none"

"name": "S$ref",

"type": "reference",

"referenceTypes": |
" & oup”

"mul ti Val ued": false,

"description": "The URI of the correspondi ng ' Goup’
resource to which the device belongs.",

"required": false,

"caseExact": fal se,

"mutability": "readOnly"

"returned": "default",
"uni queness": "none"
"name": "display",

"type": "string",

"mul ti Val ued": fal se,

"description": "A human-readabl e nane, primarily used for
di spl ay purposes. READ O\LY.",

"required": false,

"casekxact": false,

"mutability": "readOnly"

"returned": "default",

"uni queness": "none"
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"name": "type",
"type": "string",
"mul ti Val ued": false,
"description": "A label indicating the attribute's
function, e.g., 'direct’ or 'indirect’'.",
"required": false,
"caseExact": fal se,
"canoni cal Val ues”: [
"direct",
"indirect"

] i)
"mutability": "readOnly",

"returned": "default",
"uni queness”: "none"
}
1,
"mutability": "readOnly",
"returned": "default"
}
"meta" : {
"resourceType" : "Schema",
"l ocation"
"/v2/ Schemas/ urn:ietf:paranms: sci mschenmas: core: 2. 0: Devi ce"
}
}
<CODE ENDS>

Endpoi nt App Schena

<CODE BEG NS>

{
"id": "urn:ietf:parans:sci mschenmas: core: 2. 0: Endpoi nt App",
"nane": "Endpoi nt App",
"description": "Endpoint application and their credentials",
"attributes" : [
{
"nanme": "applicationType",
"type": "string",
"description": "This attribute will only contain two val ues;

"deviceControl’ or 'telenmetry'.",
"mul ti Val ued": fal se,
"required": true,
"caseExact": fal se,
"mutability": "readOnly",
"returned": "default",
"uni queness": "none"
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"nanme": "applicationNane",

"type": "string",

"description": "Human readabl e name of the application.”,
"mul ti Val ued": fal se,

"required": true,

"casekxact": false,

"mutability": "readWite",

"returned": "default",

"uni queness": "none"

"name": "certificatelnfo",

"type": "conpl ex”

"description": "Contains x509 certificate's subject nane and
root CA information associated with the device control or
telemetry app.",

"mul ti Val ued": false,

"required": false,

"caseExact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "none",

"subAttributes" : [

{

"nane" "root CA",

"type" "string",

"description" "The base64 encodi ng
of the CA certificate",

"mul ti Val ued" fal se,

"required" fal se,

"caseEkxact" true,

"mutability" "readWite",

"returned" "defaul t",

"uni queness" "none"

of the DER encodi ng

"nane"
"type"
"description"
dnsNane",
"mul ti Val ued"
"required"
"caseEkExact"
"mutability"
"returned"
"uni queness"

"subj ect Name",
"string",
"A Common Name (CN) of the formof CN =

fal se,
true,
true,
 "readWite"
"defaul t",
"none"
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}
]
"name": "clientToken",
"type": "string",
"description": "This attribute contains a token that the
client will use to authenticate itself. Each token may

be a string up to 500 characters in length.",

"mul ti Val ued": fal se,
"required": false,
"caseExact": true,

"mutability": "readOnly",
"returned": "default",
"uni queness”: "none"
"nanme": "groups",

"type": "conplex",

"ITU|

ti Val ued": true,

"description": "A list of groups to which an endpoi nt

application belongs, either through direct nenbership,
t hrough nested groups, or dynamically calculated.",

"required": false,
"subAttributes": [

{

"nanme": "val ue",

"type": "string",

"mul ti Val ued": fal se,

"description": "The identifier of the endpoint
application’s group.",

"required": false,

"caseExact": fal se,

"mutability": "readOnly",

"returned": "default",

"uni queness": "none"

n na]’TE" : n $r ef n ,

"type": "reference",

"referenceTypes": |
n G Oup"

"mul ti Val ued": fal se,

"description": "The URI of the corresponding ' G oup
resource to which the endpoint application belongs.",

"required": fal se,

"caseExact": fal se,
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"mutability": "readOnly",
"returned": "default",
"uni queness”: "none"

"nanme": "display",

"type": "string",

"mul ti Val ued": false,

"description": "A human-readabl e nane, primarily used for
di spl ay purposes. READ O\LY.",

"required": false,

"caseExact": fal se,

"mutability": "readOnly",

"returned": "default",

"uni queness”: "none"

"name": "type",
"type": "string",
"mul ti Val ued": false,
"description": "A label indicating the attribute’s
function, e.g., 'direct’ or 'indirect’'.",
"required": fal se,
"caseExact": fal se,
"canoni cal Val ues": [
"direct",
"indirect"
1,
"mutability": "readOnly",
"returned": "default",
"uni queness": "none"
}
I,
"mutability": "readOnly",
"returned": "default"
}
1,
"meta" : {
"resourceType" : "Schema",
"l ocation"
"/v2/ Schemas/ urn:ietf:parans: sci mschenas: core: 2. 0: Devi ce"

}
}
<CODE ENDS>

B.4. BLE Extension Schemn
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<CCDE BEG NS>

[
{
"id": "urn:ietf:parans:sci mschenmas: extension: bl e: 2.0: Devi ce",
"name": "bl eExt ension",
"description": "Ble extension for device account",
"attributes" : [
{
"name": "versionSupport”,
"type": "string",
"description": "Provides a |list of all the BLE versions

supported by the device. For exanple, [4.1, 4.2, 5.0,
5.1, 5.2, 5.3].",

"mul tiVal ued": true,

"required": true,

"caseEkxact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "none"

"name": "devi ceMacAddress",

"type": "string",

"pattern": "A[0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}%",

"description": "A unique public MAC address assigned by the
manuf acturer. ",

"mul tiVal ued": fal se,

"required": true,

"caseExact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "Manufacturer”

"name": "isRandont',
"type": "bool ean",

"description": "The isRandomflag is taken fromthe BLE
core specifications 5.3. If TRUE, device is using a
random address. Default value is false.",

"mul ti Val ued": fal se,
"required": fal se,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness”: "none"

IS
{

nane": "separateBroadcast Address",
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"type": "string",

"description": "When present, this address is used for
broadcast s/ adverti senents. This value MJST NOT be set
when an IRK is provided. Its formis the sane as

devi ceMh' cAddress. ",
"mul ti Val ued": true,
"required": false,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"

"name": "irk",

"type": "string",

"description": "ldentity resolving key, which is unique for
every device. It is used to resolve random addr ess.
Thi s val ue MJUST NOT be set when
separ at eBr oadcast Address is set.",

"mul ti Val ued": false,

"required": false,

"caseEkxact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "Manufacturer"

"nanme": "nobility",

"type": "bool",

"description": "If set to True, the BLE device wll
automatically connect to the closest AP. For exanpl e,
BLE device is connected with AP-1 and noves out of
range but cones in range of AP-2, it wll be
di sconnected with AP-1 and connects with AP-2.",

"mul ti Val ued": fal se,

"required": false,

"caseExact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "none"

"name": "pairingMethods",

"type": "string",

"description": "List of pairing nethods associated with the
bl e device, stored as schema URI .",

"mul tiVal ued": true,

"required": true,
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"caseExact": true,
"mutability": "readWite",
"returned”: "default",
"uni queness": "none"

}

ta" : {

"resourceType" : "Schema",

"location"” : "/v2/Schemas/urn:ietf:parans: sci mschemas
: extension: bl e: 2. 0: Devi ce”

]

"id": "urn:ietf:parans:sci mschemas: extension:pairingNull:2.0
: Devi ce",
"nanme": "null Pairing",
"description": "Null pairing nethod for ble. It is included for
the devices that do not have a pairing nmethod.",
"meta" : {
"resourceType" : "Schema",
"location"” : "/v2/ Schemas/urn:ietf:parans: sci mschemas
:extension:pairingNull:2.0:Device"

"id": "urn:ietf:parans:sci mschenmas: ext ensi on: pai ri ngJust Wr ks
:2.0: Devi ce",
"nanme": "pairingJustWrks",
"description": "Just works pairing nethod for ble.",
"attributes" : [
{
"name": "key",
"type": "integer",
"description": "Just works does not have any key val ue. For
conpl eteness, it is added with a key value "null’.",
"mul ti Val ued": fal se,
"required": true,
"caseExact": fal se,
"mutability": "imutable",
"returned": "default",
"uni queness": "none"

}
"Heta“ {
"resourceType" : "Schema",

"l ocation" : "/v2/Schenmas/urn:ietf:parans: sci mschenmas
: ext ensi on: pai ri ngJust Wr ks: 2. 0: Devi ce"
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"id": "urn:ietf:parans:sci mschemas: ext ensi on: pai ri ngPassKey
: 2. 0: Device",
"name": "pairingPassKey",
"description": "Pass key pairing nmethod for ble.",
"attributes" : [
{
"name": "key",
"type": "integer",
"description": "A six digit passkey for ble device. The
pattern of key is ~[0-9]{6}$.",
"mul ti Val ued": fal se,
"required": true,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"

}

ta" @ {

"resourceType" : "Schema",

"l ocation" : "/v2/Schenmas/urn:ietf:parans: sci mschenas
:extensi on: pai ri ngPassKey: 2. 0: Devi ce"

]

"id": "urn:ietf:parans:sci mschenmas: extension: pairingO0B: 2.0
: Devi ce",
"nanme": "pairingQOOB"
"description": "Pass key pairing nmethod for ble.",
"attributes" : [
{
"name": "key",
"type": "string",
"description": "A key value retrieved fromout of band
source such as NFC. ",
"mul tiVal ued": false,
"required": true,
"caseExact": true,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"

"name": "randonmNunber",
"type": "integer",
"description": "Nonce added to the key.",
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"mul ti Val ued": false,
"required": true,
"caseEkExact": fal se,
"mutability": "readWite",

"returned": "default",
"uni queness": "none"
b
{
"nanme": "confirmati onNunber",
"type": "integer",
"description": "Sonme solutions require confirmation nunber
in RESTful nessage exchange.",
"mul ti Val ued": fal se,
"required": false,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"
}
1,
"meta" : {
"resourceType" : "Schema",
"l ocation" : "/v2/Schenmas/urn:ietf:parans: sci mschenas
:extension: pai ri ngOOB: 2. 0: Devi ce"
}
}
]
<CODE ENDS>

B.5. DPP Extension Schema

<CODE BEG NS>

{

"id": "urn:ietf:parans:sci mschenmas: extensi on: dpp: 2. 0: Devi ce",

"nane": "dppExtension",

"description": "Device extension schema for W-Fi Easy Connect
/ Device Provisioning Protocol (DPP)",

"attributes" : [

{

"name": "dppVersion",
"type": "integer",
"description": "Version of DPP this device supports.”,

"mul ti Val ued": fal se,
"required": true,
"caseExact": false,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"
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"name": "boot strappi ngMet hod”,
"type": "string",

"description": "The list of all the bootstrapping nmethods
avai l abl e on the enroll ee device. For exanple, [QR
NFC] . ",

"mul ti Val ued": true,
"required": false,
"caseExact": fal se,
"mutability": "readWite",

"returned": "default",
"uni queness": "none"
"nane": "bootstrapKey",

"type": "string",

"description": "A base64-encoded Elliptic-Curve Diffie
-Hel I man public key (rmay be P-256, P-384, or P-521).",

"mul ti Val ued": fal se,

"required": true,

"caseExact": true,

"mutability": "readWite",

"returned": "default",
"uni queness": "none"
"nanme": "devi ceMacAddress”,

"type": "string",

"pattern": "A[0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}%",

"description": "A unique public MAC address assigned by the
manuf acturer. ",

"mul tiVal ued": fal se,

"required": fal se,

"caseExact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "Manufacturer”

"name": "classChannel ",

"type": "string",

"description": "Alist of global operating class and
channel shared as bootstrapping information. It is
formatted as class/channel. For exanple, '81/1,
'115/ 36" . ",

"mul tiVal ued": true,

"required": false,
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"caseExact": fal se,
"mutability": "readWite",

"returned": "default”,
"uni queness": "none"

H

{
"name": "serial Nunber",
"type": "string",
"description": "An al phanuneric serial nunber that may al so

be passed as bootstrapping information.",

"mul ti Val ued": fal se,
"required": false,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"

}

"meta" : {

"resourceType" : "Schema",

"l ocation" : "/v2/Schemas/urn:ietf:parans: sci mschenas
: ext ensi on: dpp: 2. 0: Devi ce"

}
}
<CODE ENDS>

B.6. Ethernet MAB Extension Schenmn
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<CCDE BEG NS>

{
"id": "urn:ietf:paramnms:sci mschenas: ext ensi on: et hernet-mab: 2.0
: Devi ce",
"name": "ethernet MabExt ensi on",
"description": "Device extension schema for MAC aut hentication
Bypass. ",
"attributes" : [
{
"name": "devi ceMacAddress",
"type": "string",
"pattern": "A[0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}%",
"description": "A MAC address assi gnhed by the manufacturer”,
"mul ti Val ued": false,
"required": true,
"caseEkxact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "Manufacturer"
}
I,
"meta" : {
"resourceType" : "Schema",
"location" : "/v2/Schemas/urn:ietf:parans: sci mschenas
:extensi on: et her net - mab: 2. 0: Devi ce"
}
}
<CODE ENDS>

B.7. FDO Extension Schema
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<CCDE BEG NS>

{
"id": "urn:ietf:parans:sci mschemas: extension: fido-device-onboard
: 2. 0: Devi ces",
"name": " FDOExt ension",
"description": "Device extension schema for FI DO Device Onboard
(FDO . ",
"attributes" : [
{
"name": "fdoVoucher",
"type": "string",
"description": "A voucher as defined in the FDO
speci fication",
"mul ti Val ued": false,
"required": true,
"caseEkxact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "Manufacturer"
}
I,
"meta" : {
"resourceType" : "Schema",
"location" : "/v2/Schemas/urn:ietf:parans: sci mschenas
:extensi on: fi do-devi ce-onboard: 2. 0: Devi ces"
}
}
<CODE ENDS>
Zi gbee Extension Schema
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<CCDE BEG NS>

{
"id": "urn:ietf:parans:sci mschemas: ext ensi on: zi gbee: 2. 0: Devi ce",
"nanme": "zi gbeeExtension",
"description": "Device extension schema for zigbee.",
"attributes" : [
{
"name": "versionSupport",
"type": "string",
"description": "Provides a list of all the zi gbee versions
supported by the device. For exanple, [3.0].",
"mul tiVal ued": true,
"required": true,
"casekxact": false,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"
H
{
"nanme": "devi ceEui 64Address”,
"type": "string",
"pattern": "A[0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){7}%",
"description": "The EUl -64 (Extended Unique ldentifier)
devi ce address. ",
"mul ti Val ued": fal se,
"required": true,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"
}
1,
"meta" : {
"resourceType" : "Schema",
"l ocation" : "/v2/Schenmas/urn:ietf:parans: sci mschenas
:extension: zi ghbee: 2. 0: Devi ce"
}
}
<CODE ENDS>

B. 9. Endpoi nt AppsExt Extensi on Schenma

<CCDE BEG NS>

{
"id": "urn:ietf:parans:sci mschenmas: ext ensi on: endpoi nt AppsExt: 2.0
: Devi ce",
"nanme": "endpoi nt AppsExt",
"description": "Extension for partner endpoint applications that
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can onboard, control, and communi cate with the device.",

"attributes" : [
"nane": "applications",
"type": "COTT'p| EX",
"description": "Includes references to two types of

application that connect with entrprise, i.e.,
devi ceControl and telenetry.",

"mul tiVal ued": true,

"required": true,

"casekExact": fal se,

"mutability": "readWite",

"returned": "default",

"uni queness": "none",

"sSubAttributes" : [

{

"nanme" : "val ue",
"type" : "string",
"description" : "The identifier of the endpointApp.",
"mul tiVval ued" : fal se,
"required" : true,
"caseExact" : false,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"

"name" : "S$ref",

"type" : "reference",

"referenceTypes" : "Endpoint Apps",

"description" : "The URI of the corresponding
" Endpoi nt App’ resource which will control or obtain
data fromthe device.",

"mul ti Val ued" : fal se,

"required" : fal se,

"caseExact" : true,

"mutability" : "readOnly",

"returned" : "default",

"uni queness” : "none"

"name": "devi ceControl Enterpri seEndpoint",

"type": "reference",

"description": "The URL of the enterprise endpoint which
device control apps use to reach enterprise network
gat eway. ",
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"mul ti Val ued": false,
"required": true,
"casekxact": true,
"mutability": "readOnly",

"returned": "default",
"uni queness": "Enterprise"
b
{
"name": "tel emetryEnterpriseEndpoint”
"type": "reference",
"description": "The URL of the enterprise endpoint which
telenmetry apps use to reach enterprise network gateway.",
"mul ti Val ued": fal se,
"required": false,
"caseExact": true,
"mutability": "readOnly",
"returned": "default",
"uni queness": "Enterprise"
}
1,
"meta" : {
"resourceType" : "Schema",
"l ocation" : "/v2/Schenmas/urn:ietf:parans: sci mschenas
. ext ensi on: endpoi nt AppsExt : 2. 0: Devi ce"
}
}
<CODE ENDS>

Appendi x C. OpenAPl representation

The foll owi ng sections are provided for informational purposes.
C.1. Core Device Schema OpenAPl Representation

penAPl representation of core device schema is as foll ows:

<CCODE BEQ NS>

openapi: 3.1.0

i nf o:
title: SCI M Device Schema
version: 1.0.0

component s:
schenas:
G oup:
type: object
description: Alist of groups to which the device bel ongs,
ei ther through direct nenbership, through nested
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groups, or dynamcally cal cul at ed.
properties:
val ue:
type: string
description: the unique identifier of a group,
typically a UU D.
readOnly: true
witeOnly: false
di spl ay:
type: string
description: a display string for the group
readOnly: true
witeOnly: false

$ref:
type: string
format: uri

description: reference to the group object
readOnly: true
witeOnly: true
Devi ce:
description: Entry containing attributes about a device
type: object
properties:
di spl ayNane:
type: string
description: "Human readabl e nanme of the device, suitable
for displaying to end-users. For exanple,
"BLE Heart Mnitor’ etc."
readOnly: fal se
witeOnly: false
active:
type: bool ean
description: A mutable boolean value indicating the device
adm nistrative status. If set TRUE, the
commands (such as connect, disconnect,
subscribe) that control app sends to the
controller for the devices will be processeed
by the controller. |If set FALSE, any command
comming fromthe control app for the device
will be rejected by the controller
readOnly: fal se
witeOnly: false

mudUr | :
type: string
format: wuri

description: A URL to MUID file of the device (RFC 8520).
It
is added for future use. Current usage is not
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defined yet.
readOnly: fal se
witeOnly: fal se
groups:
type: array
description: list of groups device belongs to
itens:
$ref: ' #/ conponent s/ schemas/ G oup’

required:
- active
addi tional Properties: false
all O :
- $ref: ’'#/ conponents/schemas/ CommpnAttributes
ConmonAt tri but es
type: object
properties:
schenas:
type: array
itemns:
type: string
enum
- urn:ietf:parans:sci mschenas: core: 2. 0: Devi ce
description: The list of schemas that define the resource.
id:
type: string
format: wuri
description: The unique identifier for a resource.
readOnly: true
witeOnly: false
external | d:
type: string
description: An identifier for the resource that is
defi ned
by the provisioning client.
readOnly: fal se
witeOnly: false
met a:
type: object
readOnly: true
properties:
resourceType
type: string
description: The nane of the resource type of the
resource.
readOnly: true
witeOnly: false
| ocation:
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type: string
format: wuri
description: The URI of the resource being returned.
readOnly: true
witeOnly: false
creat ed:
type: string
format: date-tinme
description: The date and time the resource was added
to the service provider.
readOnly: true
witeOnly: false
| ast Modi fi ed:
type: string
format: date-tine
description: The nobst recent date and tine that the
details of this resource were updated at
the service provider.
readOnly: true
witeOnly: false
versi on:
type: string
description: The version of the resource.
readOnly: true
witeOnly: false
addi tional Properties: false
<CODE ENDS>

C. 2. Endpoi nt App Schema OpenAPl Representation

penAPl representation of endpoi nt App scherma is as foll ows:

<CODE BEG NS>

openapi: 3.1.0

i nfo:
title: SCIM endpoint app schena
version: 1.0.0

conmponent s:
schenas:
G oup:

type: object

description: A list of groups to which the endpoint
appl i cation bel ongs, either through
di rect menbership, through nested
groups, or dynamcally cal cul at ed.

properties:

val ue:
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type: string
description: the unique identifier of a group,
typically a UU D.
readOnly: true
witeOnly: false
di spl ay:
type: string
description: a display string for the group.
readOnly: true
witeOnly: false

$ref:
type: string
format: uri

description: reference to the group object
readOnly: true
witeOnly: true
Endpoi nt App:

title: Endpoi nt App

description: Endpoint application resource

type: object

properties:

appl i cationType:

type: string

2025

description: This attribute will only contain two val ues;

"deviceControl’ or "telenetry’.
readOnly: fal se
witeOnly: fal se

appl i cati onNarne:
type: string
description: Human readabl e nane of the application.
readOnly: fal se
witeOnly: false
groups:
type: array
description: list of groups to which the endpoi nt App
bel ongs.
itemns:
$ref: ' #/ conponent s/ schemas/ G oup’

required:
- applicationType
- applicationName

addi tional Properties: true
oneCr:
- $ref: ' #/ conponents/schenas/client Token’
- $ref: ' #/ conponents/schemas/certificatelnfo’
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all O :
- $ref: ’'#/ conponents/schemas/ CommpnAttributes

cl i ent Token:
type: string
description: "This attribute contains a token that the client
will use to authenticate itself. Each token may
be a string up to 500 characters in length."
readOnly: true
witeOnly: fal se

certificatelnfo:
type: object
description: "Contains x509 certificate s subject name and
root CA information associated with the device
control or telemetry app."
properties:
r oot CA:
type: string
description: "The base64 encoding of a trust anchor
certificate,as per RFC 4648 Section 4."
readOnly: fal se
witeOnly: false

subj ect Nane:

type: string

description: "Also known as the Common Name (CN), the
Subject Name is a field in the X 509
certificate that identifies the primary
domain or | P address for which the
certificate is issued."

readOnly: fal se

witeOnly: false

required:
- subj ect Nane

CommonAttri but es:
type: object
properties:
schenas:
type: array
itemns:
type: string
enum
- urn:ietf:parans: sci mschenmas: core: 2. 0: Endpoi nt App
description: The list of schemas that define the resource.
id:
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type: string
format: wuri
description: The unique identifier for a resource.
readOnly: true
witeOnly: false
nmet a:
type: object
readOnly: true
properties:
resourceType:
type: string
description: The name of the resource type of the
resource.
readOnly: true
witeOnly: false
| ocation:
type: string
format: wuri
description: The URI of the resource being returned.
readOnly: true
witeOnly: false
creat ed:
type: string
format: date-tine
description: The date and tinme the resource was added
to the service provider.
readOnly: true
witeOnly: false
| ast Modi fi ed:
type: string
format: date-tine
description: The npst recent date and tine that the
details of this resource were updated at
the service provider.
readOnly: true
witeOnly: false
versi on:
type: string
description: The version of the resource.
readOnly: true
witeOnly: false
addi tional Properties: false
<CODE ENDS>

C. 3. BLE Extension Schema OpenAPl Representation

penAPl representation of BLE extension schema is as foll ows:
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<CODE BEQ NS>

openapi: 3.1.0

i nf o:
title: SCI M Bl uetooth Extension Schenma
version: 1.0.0

component s:
schemas:
Bl eDevi ce:
type: object
description: BLE Device schena.
properties:
schenas:
type: array
itens:
type: string
enum
- urn:ietf:parans:sci mschenas: extension: ble:2.0
: Devi ce
urn:ietf:params: sci mschenas: ext ensi on: bl e: 2. 0: Devi ce:
$ref: ' #/ conponent s/ schermas/ Bl eDevi ceExt ensi on
required: true
Bl eDevi ceExt ensi on:
type: object
properties:
ver si onSupport :
type: array
itens:
type: string
description: Provides a list of all the BLE versions
supported by the device. For exanple,
[4.1, 4.2, 5.0, 5.1, 5.2, 5.3].
readOnly: fal se
witeOnly: false

devi ceMacAddr ess:

type: string

description: It is the public MAC address assigned by the
manuf acturer. It is unique 48 bit value. The
regex patternis
ALO0-9A-Fa-f1{2}(:[0-9A-Fa-f1{2}){5}.

readOnly: fal se

witeOnly: fal se

i sRandom
type: bool ean
description: AddressType flag is taken fromthe BLE core
specifications 5.3. If FALSE, the device is
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using public MAC address. If TRUE, device is
usi ng a random addr ess.

readOnly: fal se

witeOnly: false

separ at eBr oadcast Addr ess
type: string
description: "Wen present, this address is used for
broadcast s/ adverti senents. This val ue MJST
NOT
be set when an IRK is provided. |Its formis
the same as devi ceMa' cAddress. "
readOnly: false
witeOnly: false

irk:
type: string
description: Identity resolving key, which is unique for
every device. It is used to resolve random
addr ess.
readOnly: fal se
witeOnly: true
mobi lity:
type: bool ean
description: If set to True, the BLE device wll
automatically connect to the closest AP. For
exanpl e, BLE device is connected with AP-1

and

nmoves out of range but cones in range of AP
-2,

it will be disconnected with AP-1 and
connects

with AP-2.

readOnly: fal se
witeOnly: false
pai ri nghvet hods:
type: array
itemns:
type: string
description: List of pairing nethods associated with the
bl e device, stored as schema URI
readOnly: fal se
witeOnly: false
urn:ietf:paramnms: sci mschenmas: extension:pairingNull:2.0
: Devi ce:
$ref: ' #/ conponents/schemas/ Nul | Pairing
required: false
urn:ietf:parans: sci mschenas: ext ensi on: pai ri ngJust Wrks: 2.0
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: Devi ce:
$ref: ' #/ conponent s/ schemas/ Pai ri ngJust Wr ks’
required: false
urn:ietf:parans: sci mschenmas: ext ensi on: pai ri ngPassKey: 2. 0
: Devi ce:
$ref: ' #/ conponent s/ schemas/ Pai ri ngPassKey’
required: false
urn:ietf:parans: sci mschemas: ext ensi on: pai ri ngOOB: 2. 0
: Devi ce:
$ref: ' #/ conponent s/ schenas/ Pai ri ngOOB
required: false
required:
- versionSupport
- devi ceMacAddr ess
- AddressType
- pairingMet hods
addi tional Properties: fal se

Nul | Pai ri ng:
type: object

Pai ri ngJust Wor ks:
type: object
description: Just works pairing nethod for ble
properties:
key:
type: integer
description: Just works does not have any key val ue. For
conpl eteness, it is added with a key val ue
"null’.
readOnly: fal se
witeOnly: false
required:
- key

Pai ri ngPassKey:
type: object
description: Pass key pairing nethod for ble
properties:
key:
type: integer
description: A six digit passkey for ble device.
The pattern of key is ~[0-9]{6}$.
readOnly: fal se
witeOnly: true
required:
- key
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Pai ri ngOOB
type: object
description: CQut-of-band pairing nmethod for BLE
properties:
key:
type: string
description: The OOB key val ue for ble device.
readOnly: fal se
witeOnly: fal se
randomNunber :
type: integer
description: Nonce added to the key
readOnly: false
witeOnly: true
confirmati onNunber :
type: integer
description: Sonme solutions require a confirnmation nunber
in the RESTful nessage exchange.
readOnly: false
witeOnly: true
required:
- key
- randomNunber
<CODE ENDS>

C. 4. DPP Extension Schema OpenAPl Representation
penAPl representation of DPP extension schema is as follows:

<CCODE BEG NS>

openapi: 3.1.0

i nfo:
title: SCIM Device Provisioning Protocol Extension Schema
version: 1.0.0

conmponent s:
schenas:
DppDevi ce:
type: object
description: W-Fi Easy Connect (DPP) device extension schema
properties:
schenas:
type: array
itens:
type: string
enum
- urn:ietf:parans:sci mschenas: ext ensi on: dpp: 2.0
: Devi ce
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urn:ietf:paramnms: sci mschenas: ext ensi on: dpp: 2. 0: Devi ce:
$ref: ' #/ conponent s/ schemas/ DppDevi ceExt ensi on’
required: true
DppDevi ceExt ensi on:
type: object
properties:
dppVer si on:
type: integer
description: Version of DPP this device supports.
readOnly: fal se
witeOnly: false
boot st rappi ngMet hod:
type: array
itemns:
type: string
description: The list of all the bootstrapping nmethods
avai l abl e on the enrol |l ee device. For
exanple, [QR NFC].
readOnly: false
witeOnly: false
boot st r apKey:
type: string
description: An Elliptic-Curve Diffie Hell man
(ECDH) public key. The base64 encoded | ength
for P-256, P-384, and P-521 is 80, 96, and
120
characters.
readOnly: fal se
witeOnly: true
devi ceMacAddr ess:
type: string
description: The MAC address assigned by the manufacturer.
The regex pattern is
AN0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}.
readOnly: fal se
witeOnly: false
cl assChannel :
type: array
itens:
type: string
description: A list of global operating class and channel
shared as bootstrapping information. It is
formatted as cl ass/channel. For exanpl e,
'81/1, '115/36'.
readOnly: fal se
witeOnly: false
seri al Nunber :
type: string
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description: An al phanuneric serial nunber that nmay al so
be
passed as bootstrapping information.
readOnly: fal se
witeOnly: false
required:
- dppVer si on
- boot strapKey
addi tional Properties: false
<CODE ENDS>

C.5. FEthernet MAB Extension Schema OpenAPl Representation

OpenAPl representation of Ethernet MAB extension schema is as
fol | ows:
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<CODE BEGQ NS>

openapi: 3.1.0

i nfo:
title: SCIM MAC Aut hentication Bypass Extension Schema
version: 1.0.0

component s:
schemas:
Et her net MABDevi ce:
type: object
description: Ethernet MAC Aut henticated Bypass
properties:
schenas:
type: array
itens:
type: string
enum
- urn:ietf:paramns: sci mschenas: ext ensi on: et her net - mab
:2.0: Device
urn:ietf:params: sci mschenas: ext ensi on: et hernet-mab: 2.0
: Devi ce:
$ref: ' #/ conponent s/ schemas/ Et her net MABDevi ceExt ensi on
required: true
Et her net MABDevi ceExt ensi on
type: object
properties:
devi ceMacAddr ess:

type: string
description: It is the public MAC address assigned by the
manuf acturer. It is unique 48 bit value. The
regex patternis
ANO0-9A-Fa-f]{2}(:[0-9A-Fa-f]{2}){5}.
readOnly: fal se
witeOnly: false
required:
- devi ceMacAddr ess
description: Device extension schema for Ethernet-MAB

<CODE ENDS>
C. 6. FDO Extension Schema OpenAPl Representation

penAPl representation of FDO extension schema is as foll ows:
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<CODE BEGQ NS>

openapi: 3.1.0

i nfo:
title: SCIM Fido Device Onboardi ng Extensi on Schema
version: 1.0.0

component s:
schemas:
FDODevi ce:
type: object
description: FIDO Device Onboardi ng Extension
properties:
schenas:
type: array
itens:
type: string
enum
- urn:ietf:paramnms: sci mschenas: ext ensi on: fi do-devi ce
-onboard: 2. 0: Devi ces
urn:ietf:parans: sci mschemas: ext ensi on: fi do- devi ce- onboard
: 2. 0: Devi ces:
$ref: ' #/ conponent s/ schemas/ FDODevi ceExt ensi on
required: true
FDODevi ceExt ensi on
type: object
properties:
f doVoucher:
type: string
description: A FIDO Device Onboard (FDO Voucher
readOnly: fal se
witeOnly: false
required:
- fdoVoucher
description: Device Extension for a FI DO Device Onboard (FDO
<CODE ENDS>

C. 7. Zigbee Extension Schema OpenAPl Representation

OpenAPl representation of zigbee extension schema is as foll ows:
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<CODE BEGQ NS>

openapi: 3.1.0

i nfo:
title: SCIM Zi gbee Extension Schema
version: 1.0.0

component s:
schemas:
Zi gbeeDevi ce
type: object
description: Zigbee Device schena.
properties:
schenas:
type: array
itens:
type: string
enum
- urn:ietf:params: sci mschemas: extensi on: zi gbee: 2.0
: Devi ce
urn:ietf:paramnms: sci mschemas: ext ensi on: zi gbee: 2. 0: Devi ce:
$ref: ' #/ conponent s/ schermas/ Zi gbeeDevi ceExt ensi on
required: true
Zi gbeeDevi ceExt ensi on:
type: object
properties:
ver si onSupport :
type: array
itens:
type: string
description: Provides a list of all the Zi gbee versions
supported by the device. For exanple, [3.0].
readOnly: fal se
witeOnly: false
devi ceEui 64Addr ess:
type: string
description: The EU -64 (Extended Unique Identifier)
devi ce
address. The regex pattern is
A[0-9A-Fa-f]{16}$.
readOnly: fal se
witeOnly: false
required:
- versionSupport
- devi ceEui 64Addr ess
description: Device extension schema for Zigbee.
<CODE ENDS>
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C. 8. Endpoi nt AppsExt Ext ensi on Schema OpenAPl Representation

OpenAPl representation of endpoint Apps extension schema is as
fol | ows:

<CCDE BEG NS>

openapi: 3.1.0

i nfo:
title: SCIM Endpoi nt extension schema
version: 1.0.0

component s:
schenas:
Endpoi nt AppsExt :
type: object
properties:
appl i cations:
$ref: ' #/ conponents/schemas/ applications

devi ceCont r ol Ent er pri seEndpoi nt :

type: string

format: wurl

description: The URL of the enterprise endpoint which

devi ce

control apps use to reach enterprise network
gat eway.

readOnly: true

witeOnly: false

tel emet r yEnt er pri seEndpoi nt :

type: string

format: wurl

description: The URL of the enterprise endpoint which
telenmetry apps use to reach enterprise

net wor k

gat enay.

readOnly: true

witeOnly: false

required:
- applications
- devi ceControl Ent er pri seEndpoi nt

appl i cations:
type: array
itens:
val ue:
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type: string
description: The identifier of the endpointApp.
readOnly: fal se
witeOnly: false
ref:
type: string
format: wuri
description: The URI of the correspondi ng ' Endpoi nt App’
resource which will control or obtain data
from
t he devi ce.
readOnly: true
witeOnly: false
required:
- val ue
- ref
<CODE ENDS>

Appendi x D. Fido Device Onboardi ng Exanpl e Fl ow

The foll owi ng diagrans are included to denmonstrate how FDO can be
used. In this first diagram a device is onboarded not only to the
devi ce owner process, but also to the AAA server for initial
onboardi ng. The voucher contains a device certificate that is used
by the AAA system for authentication.
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|SCIM | |SCIM | |Omer | ,---.
| dient| | Server | | Servi ce| | AAA
R R R R
—————————————————————————————— .

| voucher contains | .\
| an X. 509 cert chain |

| 1 POST [ FDQ( voucher)]

I I
I I
I I
I I
| | |
| / HTTP | | |
[=--mmmmme - >| I I
I I I I
I | ----. I I
| | | 2 Recover X 509 | |
| | <---" cert chain | |
| | from voucher | |
I I I I
I I I I
| | 3 Add devi ce(voucher) | |
| | / HTTP | |
| [----mmmmmm - >| |
I I I I
| | 4 200 "ok" | |
I | <---mmmmmee e I I
I I I
| | 5 add identity |
| [=--mmmmmm e >|
I I I
| | 6 200 "ok" |
I [ <-mmmmmmm e I
I I
| 7 200 "ok" |
|
I
I

| |
| |
<ererooeenneoa | | |
| |
| |

After this flowis conplete, the device can then first provisionally
onboard, and then later receive a trust anchor through FDO s TQ2
process. This is shown bel ow

| Oaner | Rt | Access| R _
| Servi ce| | AAA | Poi nt | | Devi ce|
1___+___1 1_+_1 1___+__1 1___+__1

| | | R R TP I
| | I | Devi ce configured | _\
| | | | wi th well -known |
| | | | RCO and for trust
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| |on first use |

: L. |
| WLAN confi gured| _\ |
|with well-known | |
I I
‘ I

I

RCO |
| 1 EAP-TLS/ EAPCL
A |
2 EAP-TLS/ Radi us | |
R RRRREEEEEEETEED | |
I I
.......................... 1

| Devi ce ski ps | _\
| server authentication |

| Limited access | _\
| for now

|FSIM Runtine SSID, |\
| Credential s incl. |
| |

T

| ocal trust anchor

Aut hors’ Addr esses
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