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Abst ract

Thi s docunent requests an Internet Protocol Nunmber, an Ethertype

assi gnnent, a CCSDS Encapsul ati on Number, and well known ports for
SCHC. The SCHC architecture, the SCHC i nstance establishment, and
the SCHC conpressi on/ deconpressi on processes are sinplified when SCHC
is easily recognised. Well-known protocol and port nunbers are
needed. The Internet Protocol Nunber request is so that SCHC can be
used for I P independent of other transports such as UDP and ESP. The
Et hertype and the CCSDS Encapsul ati on Number are to support generic
use of native SCHC over any |EEE 802 technol ogy and CCSDS |ink |ayer
technol ogy, respectively, for I P and non-1P protocols.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 May 2026.
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Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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1. Introduction

The Static Context Header Compression (SCHC) Architecture
[schc-architecture] originally envisioned SCHC used at the Network
| ayer to enable | Pv6 over sel ected Low Power Wde Area Networking
(LPWAN) radi o technol ogi es, enconpassing | P and Transport, by the
networ k provider. Then SCHC woul d be used by the application; this
woul d i nclude any security envel ope.

In the evolution of SCHC, conpression and fragnmentation are avail able
at any layer. After applying SCHC, the protocol information is
reduced to a RulelD and the conpression residue (if any). W need to
identify SCHC to recogni se when a protocol header has been conpressed
by SCHC

The identifier to be used depends on the protocol/layer in the stack
where SCHC is applied. It MJST be unambi guous to transform SCHC into
an application. And this identifier could be a protocol number and
port nunbers.

Thi s approach brakes down when dealing with Diet ESP [diet-esp].

When Next Header is ESP, it is challenging for the ESP process to
determine if an incom ng ESP payload is regular ESP [ RFC4303] or a
di et ESP payl oad. Careful allocation of the inconing SP

[i kev2-diet-esp] can nmitigate this and have an inplicit SCHC header,
but it is not sound protocol design. |If the Next Header in the IP
header were SCHC, not ESP, a clear segregation of incomng traffic is
directly supportable.

Additionally, SCHC can then be the Next Header within the ESP header
with 'regular’ SCHC rules for processing this content. This approach
will greatly sinplify [diet-esp].

DTLS 1.3 [RFC9147] adds further conplications. DILS 1.3 headers
thensel ves are typically already very conpressed and SCHC woul d not
provi de nmuch value. But the UDP header in front of DTLS would
benefit of a separate conpression fromthe |P Header conpression
VWhere it is possible with ESPs SPI to mtigate i nbound packet
processing chall enges inplicit SCHC woul d generate, DTLS header does
not safely even provide this and a SCHC | P nunber is necessary to
separate traffic.

New | ETF work has started with the SCHC WG that is chartered to:

| provide specifications for the application of SCHC over underlying
| layers, where underlying layers include but are not limted to UDP
I
I

tunnels, I P, PPP, and Ethernet, as well as the use of SCHC by
upper -l ayer protocols.
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To achieve its charter, the SCHC worki ng group needs the allocations
that are requested in this docunent.

These issues carry over to | P Header conpression if SCHC were

avail abl e as an Ethertype (for 802 networking) and if SCHC were
avai |l abl e as a TCP/ UDP port nunber (for the application layer). At
each layer, SCHC solves a problemthat protocol designers, using
constrai ned networks, currently have to design around.

1.1. Basic use case for SCHC as an Internet Protocol Nunber

A nobi |l e node, or network, nmay use different |inks over a period of
time. |In some cases the node has the multiple interfaces and, in
theory, could tune the conmpression to each interface. In other
cases, it is the whole network that is nobile and individual nodes
have no "know edge" of which Iink with what characteristics is
actively handling the traffic. |In either case, the node

admi nistrator is aware that sone |inks are constrai ned and use of
SCHC conpression is highly reconmended

One exanple is an Uncrewed Aircraft (UA) that uses different |inks
over the duration of an operation (i.e. flight).

* (Cperation starts using a veriport’'s WFi service.
* On gaining altitude, UA transitions to a Cellular service.

* On gaining nore altitude, UA transitions to a constrai ned 700Mz
UHF servi ce.

* On approach to destination vertiport, link transition is reversed.

The UA coul d use SCHC conpression only on the UHF |ink, but this may
conplicate the inplenmentation.

A nore conpl ex exanple is an Uncrewed Cargo Aircraft that has
mul ti pl e avionics systens, all Ethernet connected to an onboard
router that has the nultiple interfaces. Here the nodes each manage
their own secure path to their ground-based server, but have no
know edge of which link is in use to intelligently use conpression
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1.2. Basic use case for SCHC as an Ethertype

In the case of a classical LPWAN |link such as LoRa [ RFC9011], the use
of SCHC to conpress the transported protocol, as well as the SCHC
session (called instance) to use, are inplicit. The MAC Layer

endpoi nts are preconfigured so there can be only one session, and
there can be only SCHC. Wen extended to Ethernet and nore powerful
endpoint, this nmodel is way too restrictive, and it is necessary to
signal both the use of SCHC and the SCHC session to be used. Wile
the SCHC Ws is charterd to produce the latter, the Ethertype defined
in this docunent will be used to signal SCHC as the upper-|ayer

pr ot ocol

As an example that will leverage this, Aircraft-to-anything (A2X)
[dri p-a2x-adhoc-session] and Aircraft-to-G ound
[drip-efficient-a2g-comm] protocols are specific cases that can
benefit from SCHC as an Ethertype. These can use | EEE 802 wirel ess
technol ogy and | essen spectrum contention in high traffic or |ong-
range situations by mninizing the datagram size via SCHC

In the above uses, SCHC conpresses the | Pv6 header completely (all 40
bytes), leaving only destination address (32 bytes, source address
cal cuated fromcontent), or only 8 bytes (needs both addresses) at
the cost of a 1-byte SCHC RulelD. The 2-byte payload |length may be
needed in some cases (as in Section 4).

Since the whole point of SCHC is to reduce payl oad size, SCHC
directly over an 802 technol ogy cannot be addressed via the Ethernet
Prot ocol Assignnent under the ANA QUI. A distinct Ethertype is
needed by SCHC to actually reduce payl oad over head.

1.3. Basic use case for SCHC as a UDP port

There is a need to allow carrying SCHC conpressed data units (i.e.,
SCHC datagrans [draft-ietf-schc-architecture]) atop UDP. For
exanpl e, SCHC-based header conpression for Constrained Application
Prot ocol (CoAP) has been specified [ RFC8824]. The docunent entitled
" Transm ssi on of SCHC- conpressed packets over | EEE 802. 15. 4 networ ks’
[ 6] 0- 15dot 4-schc] ainms to exploit the opportunity of carrying SCHC
conpressed CoAP nessages on top of UDP. To support this
functionality, there is a need for UDP port nunbers known by both
endpoi nts (sender and receiver) that identifies the presence of a
SCHC Stratum atop UDP, i.e., that the UDP payload is a SCHC dat agram
(in this case, a SCHC- conpressed CoAP nessage).
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In addition, note that it is possible to use traditional 6LOWPAN
header conpression [ RFC6282] to conpress | Pv6 and UDP headers, but
not to conpress CoAP headers. Therefore, the only way to support
CoAP header conpression on devices running 6LOWPAN i s by neans of
SCHC, which again requires to place a SCHC Stratum on top of UDP

SCHC header conpression is also being devel oped for further protocols
carried by UDP (e.g., QU C [schc-quic-conpression]). 1In the future,
SCHC may be applied to any protocol at any |ayer, such as DILS and
TCP.

1.4. Basic Use case for SCHC over connection-oriented conmunication

In a connection-oriented comunication, tw endpoints establish a
session to transfer data reliably, with error detection and
reordering of received data. During the connection establishnent
(3-way handshake), both hosts nust identify SCHC with the |ayer-4
port nunber and exchange and agree on the SoR  Through the data
transfer, the managenment of the SoR uses the Yang data nodel as
described in the [draft-toutain-schc-coreconf-nmnagenent]. Both
endpoi nts nmust make the same changes to keep the integrity of the
fl ow control

The SoR may contain dedi cated Rul es for Acknow edgements and
connection term nation.

Thi s approach is essential for critical business applications where
data |l oss or corruption could have serious financial or |ega
consequences.

1.5. Basic use case for SCHC over Space Links

Space communi cations is a very bandw dth constraint environnent.
Space links are typically point-to-point |inks. The deploynent of IP
in deep space is described in the TIPTOP use case
[1-D.ietf-tiptop-usecase] and architecture
[1-D.many-tiptop-ip-architecture] docunents. |t specifies the use of
SCHC on space link layers as defined by the Consultative Conmittee
for Space Data Systens (CCSDS).

1.6. SCHC Port Nunbers and protocol nunber as identifiers

In the current SCHC architecture, the SCHC Stratum Header adds
signalling information to the SCHC packet. It may be fully
compressed, and it does not add any overhead in that case. The SCHC
Stratum Header helps to identify the use of SCHC and sel ects the
correct instance and SoR in the SCHC process. The SCHC Stratum
Header format includes an identifier that depends on the conpressed
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stack layer. These identifiers are the protocol nunber at |ayer
three and port numbers at |ayer four.

2. Ternms and Definitions
2.1. Requirenments Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Internet Protocol Nunmber for SCHC
SCHC as the | P payl oad SHOULD be indicated in the | Pv4d "Protocol"

field or the I Pv6 "Next Header" field with a value of TBD1
(recomrended: 145) as shown bel ow

[ e e ool e sl sl ool °}
| Decimal | Keyword | Protocol | I'Pv6 Extension | Reference

I I I | Header I I
R ey ey sl —_———(—— gy Sl pj—p—j——————
| TBD1 | SCHC | Static Context | | This RFC |
| (145) | | Header | | |
| | | Conpression | | |
F---- - - - F---- - - - i T i T F--- - - - +

Table 1: Internet Protocol Nunbers

The SCHC conpressed header with payload is shown below. The size of
the SCHC RulelD is variable as described in [RFC8724]. An

i npl ement ati on should have a table of source IP address and Rulel D
size. The addresses should be represented in prefix format to all ow
for groups of addresses having the sane Rul el D si ze.

Fi gure 1: SCHC Packet

The Rul el D may be statically configured per [RFC8724], or may be
negotiated within a protocol as in IKE [ikev2-diet-esp].
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4. Ethertype for SCHC

The use of SCHC as an Ethertype is simlar to that as in Section 3,
above. Immediately after the SCHC Ethertype is the RulelD as in
Figure 1. If the rules for the Rulel D does not provide the datagram
I ength, the datagram | ength MJUST be explicit in the Conpression

Resi due, as the 802 header may not provide the needed | ength
information to properly process the datagram

5. Transport Port Nunbers for SCHC

SCHC s first function is to conpress the header; with this action,
the protocol ports are hidden fromthe application. To identify SCHC
in the upper |layers, the protocols do not have a next header fi el d.
The port nunbers are necessary to be aware that the protocol’s header
has been conpressed.

6. CCSDS Encapsul ati on Number for SCHC

The CCSDS |link | ayers have a common encapsul ati on named | nter net

Prot ocol Extension (IPE)[IlPover CCSDSSpacelLi nks]. The codepoints are
managed by the Space Assigned Nunbers Authority(SANA) under the |PE
regi stry [ SANAI PEHeader Regi stry]. This registry already specifies
the encapsul ati on of previous | P header conpression techniques. This
docunent requests SANA through CCSDS to allocate a codepoint for SCHC
in the | PE registry.

7. 1 ANA Consi derations
7.1. 1 ANA Internet Protocol Nunber Registry Update

Thi s docunent requests I ANA to nmake the followi ng change to the
"Assigned Internet Protocol Nunbers"” [IANA-I1PN] registry:

I nternet Protocol Nunber:
Thi s docunent defines the new Internet Protocol Nunmber val ue TBD1
(suggested: 145) (Section 3) in the "Assigned Internet Protoco
Nunbers" registry.
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B oo oo ool e el s ey s e e
| Decimal | Keyword | Protocol | I'Pv6 Extension | Reference |
| | | | Header | |
B Sty ety s el sl gl
| TBD1 | SCHC | Static Context | | This RFC |
| (145) | | Header | | |
| | | Conpression | | |
I I R R R +
Table 2

7.2. | ANA Ethertype Request

I ANA is requested using the process in Section 5.5 of
[intarea-rfc7042bis], to request the Ethertype for SCHC.

7.3. | ANA SCHC Ethertype Registry
A registry of SCHC RulelDs for SCHC as an Ethertype may be needed.
More di scussion is needed to resolve this. For exanple, split a
1-byte RulelD in half. The top half of 1-14 assigned to different
dommi ns of use, like for aviation. A value of 15 designates that a
2-byte Rulel D is used.
8. Security Considerations
TBD
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