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1. Introduction

A network prone to disruptions (NPD) is a type of comunications
networ k where the devices (Dev) may be in the presence of |ong del ays
or intermttent connectivity. Unlike conventional networks that
depend on uninterrupted, |owlatency connectivity, networks prone to
di sruptions are designed to nmanage extended interruptions and
substantial delays in data transm ssion. By enploying nethods |ike
buffering and data forwardi ng, they ensure that information
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ultimately arrives at its destination, even if a direct connection is
not consistently present. NPDs are especially useful in scenarios

Ii ke space exploration, ZE devices, or enmergency situations where
standard comruni cation infrastructure is either |acking or
unreliable. This docunent explains the different topol ogies and how
SCHC can i nprove comuni cation in such networks

Thi s docunent normatively references [ RFC5234] and has nore
informati on in 3GPPdocA and 3GPPdocB. ( REPLACE)

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Devices Types

## ZE-Devi ces based in cellular Zero Energy (ZE) devices are ultra-

| ow- power small electronic circuits that can be used in Internet of
Things (l10oT) applications. Typically, a ZE device solely relies on
the energy that is harvested fromthe surroundi ng environnent through
an energy harvester, e.g., a small solar panel or Radi o Frequencies
(RF). The harvested energy is often stored in small rechargeable
batteries or super-capacitors. However, the nost constrained ZE
devices are conpletely passive and could | ack energy storage. ZE
energy devices typically contain sensors, e.g., tenperature, as well
as a radio interface to offl oad sensor readings.

ZE devices do not require any battery repl acenent, or manua
charging, as they harvest energy fromtheir surroundi ng environnent.
ZE devices might be small, and conme in the form of sensors (which
report on data fromreadi ngs and neasurenents), trackers (which
report on the location of an object or a living being), or actuators
(which pronpt other machines to operate).

The wi despread adoption of ZE devices will lead to a nmassive
reduction in both the cost and power needed to run and naintain |oT
systens, naking them nore scalable. Gathering data fromthese
devices also has the potential to drive higher productivity,

pol lution reduction, and enriched lifestyles, without requiring any
additional energy. Furthernore, battery-less devices are better for
the environnent and can be managed with sinple processes, from
manuf acturing to di sposal
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3.1. 3GPP device classification

At the time of witing, the 3GPP TR 38. 848 col |l ects deci si ons
regarding "Anbient 1oT", which is another name for ZE |oT used
throughout this draft. In that docunent, three different types of ZE
devices are specified based on their energy storage capacity and
their RF transm ssion capabilities.

* Device type A Fully passive devices, wthout any energy storage
capability. The peak power consunption is expected to be |ess
than 10 uW The wirel ess comunication technol ogy used is
backscatter communi cati on.

* Device type B. Sem -passive devices with limted energy storage,
e.g., super-capacitor or coin-cell battery. The peak power
consunption is expected to be in the order of few hundreds of uwW
The wirel ess conmmuni cation technol ogy used is backscatter
conmmuni cation with the stored energy possible to be used for
anplification of the backscattered signal

* Device type C. Active devices with energy storage. The peak
power consunption is expected to be less than 10 MW The wirel ess
conmuni cati on technol ogy used is active comunication and
i ndependent signal generation

The type of devices A, B, and C are able to denodul ate control, data,
etc fromthe relevant entity in RAN according to connectivity

t opol ogy.
3.1.1. 3GPP ZE | oT topol ogi es

3GPP currently di scusses four topol ogies to enabl e conmmruni cation

bet ween ZE devices and the cellular network. Mst capable ZE devices
may be able to communicate directly with a base station (BS). On the
ot her hand, nore constrai ned ZE devi ces may need the assi stance of

i ntermedi ary nodes, for exanple, to provide carrier signals or energy
to excite and power up the device. W would focus so far on the
topology 1 in this docunent.

3.1.1.1. Topology 1
In Topology 1, see Figure 1, the ZE device directly and
bidirectionally comunicates with a base station (BS). The

comuni cati on between the BS and the ZE devi ce incl udes device data
and/ or signaling.
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R R
| BS| <--->| ZE |
O O

Figure 1: Topology 1. The base station (BS) and ZE device
communi cate directly.

3.1.1.2. Topol ogy 2

In Topol ogy 2, see Figure 2, the ZE devi ce communi cates
bidirectionally with an internedi ate node (IN) between the device and
BS. In this topology, the internedi ate node can be a ZE-enabl ed

rel ay, such as a user equiprment (UE), neaning other nobile device or
equi prent, or a repeater. The IN transfers ZE data and/or signaling
bet ween BS and t he ZE devi ce.

+----+ W +----+ +o-- -t
| BS| <--->] IN| <--->| ZE |
oot oot oot

Figure 2: Topology 2. The base station (BS) and ZE device
conmuni cate t hrough an intermedi ary node (IN)

3.1.1.3. Topology 3

In Topol ogy 3, see Figure 3 and Figure 4, the ZE device transnits
data/signalling to a BS, and receives data/signalling fromthe
assisting node (AN). Alternatively, the ZE device receives data/
signaling froma BS and transmits data/signaling to the AN. In this
topol ogy, the AN can be a ZE-enabled relay, for exanple, another UE

oo+ Uu oo+
| BS [--------- >| AN |
+o-- -+ +o-- -+
A I
+o-- -+
+----| ZE | <----+
S

Figure 3: Topol ogy 3 (downlink assistance). The base station

(BS) utilizes an assisting node (AN) to transmt data to the ZE
devi ce.
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Figure 4: Topol ogy 3 (uplink assistance). An assisting node (AN)
relays to the base station (BS) the ZE UL transm ssion.

3.1.1.4. Topology 4

In Topol ogy 4, see Figure 5, the ZE devi ce conmmuni cat es
bidirectionally with a UE. The commruni cati on between UE and the ZE
devi ce includes ZE data and/or signaling.

R R
| UE| <--->| ZE |
RS RS

Figure 5: Topology 4. A user equipnent (UE) and ZE device
conmmuni cate directly.

3.1.2. User plane characteristics for a Cellular ZE-devices

The nature of the ZE devices requires sone changes in the
architecture of the radio network protocol stack to mininize the
power consunption on the transm ssions and sinplify operations. The
reception of data, even control signaling, also requires energy.

In a design for ZE devices design, the energy that is harvested is
preferred to be used for the device's transm ssions. Since the ZE
devi ces are expected to have highly uplink-dom nated traffic, and
therefore the mnimzation of downlink transm ssions (including

f eedback) can be anti ci pat ed.

Al so, the transm ssion opportunities and characteristics require that
the handling of the packets is tolerant to delays in the reception
and reassenbling due to the inherent unreliability of the source of
power for such transmi ssions. Even so, these devices coexist with

| egacy and the nore capabl e devices that will be utilizing the sane
mobi | e networks, and the changes shoul d be conpatible with the type
of equiprment that is typically utilized for cellular netwirks to
favor adoption and econony of scale.

Ranos, et al. Expires 30 July 2026 [ Page 6]



I nternet-Draft SCHC over networks prone to disruptions January 2026

Due to the restricted power on ZE devices, the user plane is expected
to be sinplified and optim zed to reduce the overhead and the need
for handling nmultiple | evels of feedback. The power restriction
itself and the possible lack of |ink adaptation and reduction of the
f eedback m ght increase the probability of packet |oss and in sone
scenarios also the probability of interference. This is due to the
depl oynent of nany devices in close vicinity that are power-charged
by the sane type of energy source and therefore possibly activated

si mul t aneously, which nmay cause access collision to the network as
well as interference to other cells.

The nentioned restrictions nake the design of the user plane for
these kinds of devices is challenging and requires conpromi ses on the
current design. This would inply an iterative approach on what
components and procedures are kept and which ones are new with
respect to the regular cellular devices’ operation

For exanple, to increase the efficiency, the transnissions may be
done at the sane time as accessing the network, meaning the
utilization of the RACH (Random Access Channel) to reduce the contro
signaling. Transm ssions using RACH are susceptible to collision
since they are nostly nultipl exed by preanbles and tim ng chosen
random y by the device and currently are not schedul ed as the

tradi tional user plane transmission are. The minimzation of
downl i nk signaling may have an inpact on the possibility of having
schedul ed traffic, in addition to the inpossibility of the network of
knowi ng if a device has enough energy to nonitor a particul ar
downl i nk signaling channel

The need to reduce overhead and optim ze the nunber of bits over the
air to reduce the power required to transnmit is a clear requirenent
of the ZE devices. Consequently, the use of SCHC (Static Context
Header Conpression) [RFC3724] has a great potential to reduce the
quantity of data needed to be sent over the air, as well as provide
el ements that can be used to increase reliability, support for
fragmentation, and potentially manage the problem of the |ong del ays
bet ween transm ssions. The del ays may happen when a devi ce has j ust
enough energy for transmtting certain packets but not enough to
enpty the buffer. Part of the energy mi ght be needed for the
reception of packets fromthe network

The network is capabl e of managing the possibility that a full object
m ght not be received soon after a transmission is started. This

i ncreases the requirement of how | ong the fragnents and packet m ght
need to be kept in buffers, so it is avoided to | ose the energy that
the devices have used in the initial transmssion(s). This enables
that the device can continue with the rest of the packets once the
power for a new transm ssion has been harvested. O course, the
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buffers should be stored as long as it makes sense for the use case
of the device, and therefore it mght require certain degree of
configuration, in some cases at the devices and in others at the
net work, or both.

The possibility of collisions between transm ssions and the |ack of
power control and |ink adaptation may affect the reliability of the
delivery of packets. But still, the restriction of power for
transmtting and reception and the del ays nake chal |l engi ng the
support for reliability based on retransm ssions. In this respect,
we could think that there is a trade-off between the reliability and
additional delay in receiving the data. |In sonme scenarios, these
del ays coul d make sense and in others, the delay could make the
packets irrelevant to their use case. |In that sense equally to the
previ ous point, the configuration of the delays targeting for
reliability is inportant.

Fromthe required characteristics outlined for the user plane, the
use of SCHC becones relevant to fulfill them SCHC offers fragmented
packet corruption detection, and delivery reliability w ndow based
mechani sms, such as ACK-al ways (Each fragnent delivery is explicitly
acknow edged) and ACK-on Error (only detected | osses trigger delivery
reports outlining the fragment |oss).

The requirenents can be addressed with sonme additional conplenents to
support the depl oyment of SCHC into the cellular Zero Energy device
scenarios. For exanple, adding support for object transport in
contrast to only I P packet support, and providing better nmanagenent
of long delays. In addition, a solution to enable the set up of the
contexts and rul es that make sure there is alignnent between the
network and the devices on the managenent of packets. Part of this
can be acconplished by i mgining that a conplete object fits an

i magi nary junbo | P package and SCHC woul d then fragnent such packet
into pieces that can be fitted in the radio transport bl ock

In this way, a great part of the overhead is renpved and the SCHC
services would take care of the reliability and delay-friendly

transm ssion of packets. In addition, there is the possibility of
integrating even further SCHC to the cellular |ower protocol |ayers,
for exanple by not relying on feedback from MAC for the reliability
of transm ssion of packets but instead using the fragnent bitnmap from
SCHC. This also may inprove the power efficiency of each

transm ssion since the device does not need to nonitor the feedback
channel after each transm ssion

The big challenge in using SCHC in this fashion is how to configure

the SCHC fragnentation and reassenbly entities. A Dev using SCHC and
the endpoint where SCHC is termnated in the network with the
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rel evant context information so the transnmitter and the receiver have
an under st andi ng of what are the parameters of operation for this
particul ar case, which woul d depend on the network | oad and devi ces
power availability for transm ssion and the naxi mum al | owed del ay
configuration.

At the noment it is unclear if the backscattering devices (devices

type A and B) wll support |IP connectivity fromthe device itself,
the current cases being anal yzed are | eaning towards the transm ssion
of one ID when the backscatter signal is activated. In that sense,

the applications would require internediate platforns to fetch the
data and t he onboardi ng procedure would require an association of the
device to an identifier that could be exposed through an APl or IP
tunneling fromnon-1P traffic services.

3.1.2.1. End-to-end view

The traffic characteristics of ZE devices and their use case m ght
drive the devel opment of the end-to-end interactions and protoco
stack. In nostly uplink-dom nated cases, the device would produce
informati on that needs to be collected due to the potential delays by
a platforminstead of being transmtted to a particular application
due to the requirenent of availability. |In the case of applications
using the generated data, it would in nost cases fetch the data from
such platfornms, and therefore the connectivity towards the fina
application nmight not be direct. Therefore, it is highly probable
that the direct communi cation stack can in npst cases be assuned to
be nedi ated by a data collection platform

One option is that such a platformis provided by operators. In that
case, it nakes sense to incorporate SCHC as part of the protoco
stack between the network and the terminal. This option would

require sone know edge of the application protocol stack by the
mobi |l e network so that effective conpression can be realized. This
type of deploynment woul d nmaxi m ze the energy efficiency by optin zing
the conpression up to the transport block |evel reducing additiona
overhead from padding and | ower |ayers headers. |In this scenario the
application would only receive the payl oad whenever a packet or an
object is fully assenbl ed, reducing the need for additiona

i npl ementation to application logic. Wen transmtting a conplete
object in full, SCHC could be utilized in a simlar way to a
transport protocol due to its fragnentation features. They enable
transm ssi ons over |ong periods of tine and reconstruct the ful

object after receiving all fragments and al so provi de sone
reliability control on the fragnments transmtted.
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Figure 6: Platform exposing the ZE devices data

This neans that the device has to be onboarded in the platformwith a
unique identifier that is associated with the SCHC fl ow. Then such
an identifier is utilized to map the transmi ssions to the
applications requiring the data. |In some cases, this identifier may
be supplied and configured out-of-band by auxiliary procedures, since
the device might not have the capability to onboard itself to and
endpoi nt .

The applications require support to notifications of data avail abl e
inasimlar fashion to a pub-sub system |In this way, the
application can request the information fromthe correspondi ng API.
In the case of an IP tunnel, since the connection may not be up
during the whole tine, it would require forwarding the object to a
specific |ocation where the application can fetch the transnitted
obj ect .

Anot her option is the enabling of configurable data collection

pl atforns, which would inply providi ng SCHC support over the top in
the application layer. For this option, the SCHC packets woul d | ook
like non-IP traffic for the network, and the reliability of the
packets, delay nanagenent, and reassenbling of fragnents need to be
handl ed by the application. Therefore, the delays in transm ssions
and changes in network connection points need to be handl ed and
accounted for.
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3.2. Direct-to-satellite IoT (DtS-10T) devices

Direct-to-satellite IoT communication (DtS-10T) is the direct

communi cati on between end devices and the satellite in an |oT
environment without using a terrestrial LPWAN gateway as an

i ntermedi ate connection el ement (radio gateway for LoRaWAN and eNodeB
for NB-10oT). In DtS-10T, the LPWAN gateway is |located on the
satellite. Wen DtS-10T technol ogy uses a single low earth orbit
(LEO satellite or a sparse constellation of LEO satellites, the
conmuni cati on between |oT nodes and the satellite is prone to

di srupti ons.

In order to deal with disruptions, end devices and LEO satellites use
a mechani sm for sendi ng nessages called store and forward. For
upl i nk comuni cati ons, when an end device transmts and is not in
satellite coverage, the end device stores nessages in a queue unti
there is visibility. Simlarly, when the satellite receives the end-
devi ces nessage, it is stored until connection to the ground station
becomes avai |l abl e.

3.2.1. DtS- 10T Topol ogy
A DtS- 10T network is conposed of three types of nodes:

* End-devices: These are devices |ocated at the edge of the network.
They are usually nenory and power-constrai ned devices. The end
devi ces access the network through LEO satellites.

* LEO satellite: a satellite orbiting the Earth at altitudes between
160 and 2,000 kiloneters. Due to its proximity, the visibility
wi ndow between an end-device and a LEO satellite is in the order
of mnutes and its periodicity is generally |less than two hours.

* Gound Station: A network elenent that interconnects a LEO
satellite with a terrestrial network (e.g., Internet).

In the figure Figure 7, the end device comuni cates bidirectionally
with the Gound Station via a LEO satellite.

e + e + e + to/from

| End |<---->] LEO |<----> Gd |<--->terrestrial
| Dev | | Sat | | Sta | net wor ks

S + S + S +

<--->: bidirectional link with disruptions

Figure 7: Topol ogy DtS-10T.
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3.2.2. Disruptions in DtS-10T

In a DtS-10T environnment, disruptions between the ground nodes (end
device and ground station) and LEO satellite occur due to the fast
speed and short |ine-of-sight duration between the satellite and
ground stations.

From the point of view of the ground nodes (end device and ground
station), there are two-tinme wi ndows associated with interrupts.

* Visibility window (visibility tine): the time during which a
device on the ground can comunicate with a satellite.

* Pass-to-pass wi ndow (revisit tine): is the time between the end of
a visibility window (pass $i$) and the beginning of the next
visibility wi ndow (pass $i +1$) for the sane device on the ground.
During this tinme the ground device cannot comruni cate with the
satellite.

Due to the asynchronous conmunication provided by the two tine

wi ndows, the *transfer delay* of a SCHC packet increases.

Figure Figure 8 shows the nessage flow for sending a SCHC wi ndow with
its correspondi ng acknow edgenent through a DtS-10T environnent.

Note that the increase in the transfer delay of a SCHC packet is
directly related to the revisit tine, since the fragnenter (end-
device) waits for a SCHC ACK when an SCHC wi ndow has been conpletely
transmtted or when an ACK REQ has been sent, as defined in

[ RFC8724] .
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4.

Hoomm- + oo + oo +
| End | | LEO | | SCHC
| Dev | | sat | | GW |
+--- - - + B S + B S +
A l--- WEO, FCN=3 ---->| |
Visibility | |--- WO, FCN=2 ---->| |
Time | |--- WO, FCN=1 ---->| |
V |--- WO, FCN=0 ---->] |
A I R e +|
| || No communication |with either | ]
| ||the end device or |the SCHC GW |
| +
| ] |--- WEO, FCN=3 ---->
Revisit | | | --- WEO, FCN=2 ---->
Time | | | --- WEO, FCN=1 ---->
| ] |--- WEO, FCN=0 ---->
[ ] | <--ACK, WEO, C=1 --| Bitmap: 1111
| e +
| || No communication |[with either | ]
| ||the end device or |the SCHC GW |
A I R e +
I
I

|
<--ACK, W0, C=1 --| |
I I

Fi gure 8: Message flow for an SCHC session in a DtS-10T environment.
SCHC as a size and del ay-optim zed transm ssion mechani sm

SCHC mechani snms can be used to provide reliability and segnentation
and then extended to provide delay-tol erant transm ssions of |arge
objects. This can be done by using the SCHC Fragment ati on/ Reassenbl y
mechani sm Ack on Error [RFC8724] which divides the object into
smal l er chunks called tiles that are transmtted according to a
networ k’ s schedul ed occasi ons consi dering the device power saving and
state configuration. The configuration and setup of SCHC obj ect
transfer session considering the network and terninal states
according to the needs of each device matching to their use case
becones a critical functionality to address. [new text]For this case
SCHC woul d becone a sinple transport protocol for the whol e object
instead of only fragnenting | P packets which is different from what
has been specified by RFC [ RFC8724].
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Figure 9: Object Fragnentation utilizing SCHC fragnmentation

4.1. Ceneral architecture

The Figure 10 shows a high

bet ween a Device and an Application Server (App).

configuration of the network comunication
Dev has short-1live

intermttent connections and needs a mddle host called proxy that

wi | |

mai ntain the connection state even if the communication is

di sconti nued with the Dev and conti nued communi cation with the

Application Server.

The proxy may answer some requests instead of

t he Dev.

S S + S S + S +
I | <---> | | <---> | I
| c | Proxy | <---> | App. |
| Dev. |(delay) | (SCHC)| (delay) | Server |
| (SCHO) | <---> | | <---> | (SCHO) |
I o | <--> | I
S D + S D + S I +

Fi gure 10: Hi gh Level Conmunication Architecture
4.2. SCHC in ZE-Devices based on cellul ar
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4.2.1. Device-initiated transm ssions

Once a device is onboarded into a network, or during the network
connection procedure, it nust be configured with a new threshol d

val ue MAX OBJECT_SI ZE, neasured in bytes). This configuration could
be al so pre-defined and notified to the network using out-of-band
met hods. This is used to conpare the object size to be transmitted.
If the object size exceeds such threshold, it means that it is
required to operate with a delay-friendly transm ssion configuration
and it will use the nbst adequate SCHC del ay val ues that are capable
of handling the object size to be transnmitted by the device. The
nost adequate configuration is such that can handl e (bigger or equal)
the size of the object to be transmtted according to the
MAX_OBJECT_SI ZE associ ated confi guration

To avoid collisions and help with the network nanagenent of nultiple
devi ces accessing the network sinultaneously, the configuration could
include a Best Effort Transfer Interval (BETI). A BETI configuration
is neant to provide pacing information to the SCHC device. After
each BETI the device attenpts to transfer a nunber of SCHC tiles.

The val ue of BETI could be based on a tiner (send new fragnent every
X second), transm ssion occasions (send every X occasion), or radio
events (paging, DRX/DTX cycle, etc.). Also, the values of BETI can
be al so deternined by a randomtinmer given by a configured range.

The nunber of tiles to send in each BETlI, a Tile Count (TC)

paraneter, is by default 1 but can be configured by the network to be
a hi gher nunber.

The SCHC Rul e for these devices may be a well-known rule that wll
not need to be updated. |If the Proxy has several devices attached,
it nust recogni ze which one is sending.

4.2.2. Network initiated transm ssion

If there is a need for the network to transnit data to a device in
sonme cases may require transmtting to a | arge nunber of devices and
potentially even the sane network delivery points (e.g., radio base
stations). To acconplish this in a scenario where the conpressor
entity is in the cellular network, it will need to have a copy of the
object to be delivered to the device to transmit it to the device
according to a suitable scheduling and agreed configuration. As
menti oned before, this would require the network to provide APIs to
Applications Servers (AS) that either provide an interface to upl oad
to the network the object to be transferred beforehand or a proxy IP
address for large object transfers that would buffer the object for
further transmission if the data were fromthe application | ayer

The delivery may reuse the sanme nechanisns used to provide IP
tunneling transnissions or non-1P transmi ssions already specified in
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the cel lul ar standards.

4.2.3. SCHC context configuration and additional parameters for ZE
transm ssion

4.2.3.1. Context provisioning

SCHC successful header conpression happens only when a conmon cont ext
i s shared between sender and receiver. Typically, context
provisioning is outside the scope of SCHC RFC docunents, nmainly
because there may be several ways to inplenent it. However, the nobst
constrai ned ZE devices, e.g., 3GPP ZE type 0, may not be able to
recei ve packets fromthe network, thus dramatically restricting
context provisioning possibilities. Hence, this docunent also

di scusses how a SCHC context may be provisioned to ZE devices with no
reception capabilities.

Di scussion of the possibilities:

* Standardi zed set of rules that ZE device nmanufacturers include in
their firmvare. Viable solution but may |lead to even nore
het erogeneity in the 10T ecosystem |In fact, different vendors
may support different non-overl appi ng subsets of SCHC contexts or
none at all.

* Third-party entities or device owners upload and maintain the SCHC
contexts, for exanple flashing the MCU.  Manual process and not
really scal abl e.

* NFC or equivalent interfaces for SCHC context provisioning. Add
costs for the interface, it is a non-scal abl e manual process.

* Use of well-known rul es, provisioned at device configuration
4.2.3.2. Context updating

Since SCHC works with static context information, it is not likely
(or desired) to update the SCHC del ay tol erant configurations very
often (e.g., nore than once a week -- what exactly is "often" depends
on the device capabilities and typical communication frequency), so
the nost feasible options are that the network woul d produce a set of
pre-configured configurations that are addressed individually with a
configuration ID. This nmeans that the network could configure, for
exanple, rules for one device for maxi num SCHC packet size |arge,
medi um and small and use three context groups where it applies this
paraneter setting. In turn, the SCHC MAX PACKET SIZE will be set to
such val ues
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In the case of SCHC being utilized as a transport protocol to
transmt an object, the size of the tiles used to fragment the object
could be set to the MIU of the bearer where the transmi ssion will be
realized, for exanple, if the data is transmtted using regul ar
transm ssi on channels, the MU woul d be 1358 bytes in nost of the
cases. The SCHC standard fragnentation inactivity timers and
fragmentation retransm ssion tinmers can be al so set according to the
schedul i ng cal cul ation and the expected time of delivery (based on
the schedule) for the | arge packets. Those timers are applied to the
fragnments that are transnmitted and their acknow edgnents.

The network can use the expected scheduling tine for one of the rule
groups and set several paraneters according to multiple scheduling
situations, for exanple, extra-long delay, |ong delay, medium delay,
sort delay, and no delay. In a situation with a delay configuration,
the retransnmission tiner and the inactivity tinmer would be set to a
reasonabl e value (e.g., 24 hours), neanwhile, in no delay settings,
the timers woul d be set to significantly smaller values (e.g., 10

m nutes). The values of the tiners would be also correlated to the
SCHC wi ndow (i.e., successive tiles in a group) size selected which
translates to how many transm ssions of the tiles are expected to
check the correct reception of the tiles belonging to one w ndow.
Shorter timers would correspond to shorter wi ndow sizes (i.e., a
smal | er nunber of tiles would be sent, and hence shorter

retransm ssion/inactivity tine is appropriate), meanwhile, |arger
timer values would correspond to | arger wi ndow sizes. The w ndow
size woul d al so depend on how nany tiles the object is fragnented

i nto.

The profile also would have information in reference to the maxi mum
nunber of Attenpts, neaning how many retransm ssions of one packet
(after the retransmission tiner has expired) should be attenpted
before aborting the transm ssion. In cases of devices with a history
of bad coverage (known from e.g., connectivity logs for that
device), this setting could be set to a higher nunber (for exanple
10), and in nore comon cases for a cellular network where
reliability is high, to just one retransmission. Simlarly, if the
uplink seens to be the problem then the adjustment could be done in
the MAX_ACK_REQUESTS, where the sender would poll the receiver to
transmt a bitmap with the received packets if needed and retransmt
the request if the retransmt tinmer expires the nunber of tines that
MAX_ACK REQUESTS is configured to.
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4.2.3.3. Payl oad conpression

Thi s section describes how the SCHC framework may be used to conpress
payl oad, in addition to the headers for which it was initially
designed. As ZE devices nust ninimze the nunber of transmitted
bits, due to their energy constraints, payl oad conpressi on nmay

provi de significant gains in that respect. Since the conpression
(and deconpression) functionality is already inplenmented in the
device, then the sane engine could be re-utilized to provide
conpressi on of the payl oad when possible. This would nean that a
section of the context MJST be dedicated to the payl oad and separated
fromthe header conpression part.

An exanpl e of payl oad conpression targeting key-val ue-based formats
is now provided. Specifically, SenM. [RFC8428] is used to encode a
typical 10T payload, as shown bel ow

json [ {"bn":"2001:db8: 1234:5678::1/", "n":"tenperature", "u":"Cel",
IIVII: 25. 2}1 n r1II: n hum di tyll1 n ull: n WH..’ IIVII: 30} ]

The above SenM. pack includes two SenM. records, JSON objects, that
describe the tenperature and hum dity of two sensors.

A SCHC rul e defined for the above SenM. payl oad nmay be defined as

fol | ows:
o e e e e e e e e oo - T +- - - - - E S B S +
| FI D | FL| FP] DI | ™V | MO CDA || Sent |
I [ I I [ [[bits]]
e R e S R ppe—— B +
| appl i cation/senm +j son. bn. 1| 22| 1] Up|] 2001:...]|equal | not-sent| | 0]
| appl i cation/senm +json.n.1 |11] 1| Up| tenp... |equal]|not-sent|| 0]
| appl i cation/senm +json.u.1 | 3| 1]Up| Cel | equal | not -sent | | 0]
| ... P [ I I A | ] -
| application/senm +json.n.2 | 8 1| Up|] hum.. |equal]|not-sent|| 0]
| . | P PR I I ... |... | o
[ e —————————————— Lty ety Sty ——————— L ——————— el Ll —p——r

The next paragraphs denonstrate how the SCHC conpressor nmay perform
the mat ching of the SenM. payl oad presented above.

The conpressor starts fromthe first entry in the table above, where
the first FID is application/senm +json.bn.1. Here, the FID s nane
has been encoded in a way to describe the content type, application/
senm +j son, the SenM. field, bn, and the identifier of the object
containing such field, 1. To be noticed, a dot, . has been used as a
separator, although other synbols nmay be used.
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The conpressor must now i nspect the payl oad | ooking for the field bn
of the first object, 1, in the SenM. payl oad that is being
compressed. When the field bn is found, the MO is performed agai nst
the TV, the base nane of the sensor, and the CDA is perforned. The
conpressor now noves to the next FIDin the SCHC rule and repeats the
above.

This type of payload conpression is devised specifically for key-
val ue- based formats, such as JSON. However, other types of formats
may be supported as |ong as the conpressor inplenents the logic to
parse the senmantics behind the FID.

4.2.3.4. Fragnentation paraneters

Due to the different types of devices and their energy harvesting
capabilities, the actual paraneters to fragnent the objects have to
consider these differences. As it is difficult to reconfigure these
devi ces because energy is needed for additional processing and
receiving data, the best approach is to create sone profiles that
match the different types of devices. The profiles could depend on
the size of packets that the device could manage as well as the
expected tine that the device nmight need to collect to send such
packets. One proposal is to have 4 categories of tinme-based

profil es:

* Latency mapping hours. The devices that map to this kind of
profile would have a source of energy that can recharge the device
at | east once per hour. Therefore the retransnmission tiners can
be set to a maxi mumof 6 hours, for exanple, and inactivity tiners
that may last 3 to 4 hours.

* Latency mapping a day. The devices may require a full day to
recharge before sending a packet. Therefore the retransm ssion
timer may take 4 or 7 days and an inactivity tinmer of 2 or 3 days.

* Latency mapping a week. In this case, very infrequently packets
are sent and therefore it is not expected that a Iot of data would
be transmitted at once. Therefore retransm ssion timer and
inactivity timer would be quite close to the transm ssion tine.
Could be 2 weeks for an inactivity tinmer and 3 weeks for a
retransm ssion timer.

* Latency mapping a nonth. Sinmilarly to the previous case, the
val ues shoul d also map close to transm ssion expectation. 2 nonths
for the inactivity tiner and 3 nonths for the retransm ssion
tiner.
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Profiles related to packet sizes: * Single value packet * Multiple
val ues in one packet * Miltiple objects

4.3. SCHC for Low Power Wde Area (LPWA) Devices

The LPWA devi ces are devi ces whose architecture could vary a |ot,
ranging fromsmall sensors to nore conpl ex devices with actuators, or
even neters. Mst of those devices are operated through batteries
and are duty-cycled to reduce their power consunption. 1In sone
cases, they may sleep 10 hours and sone inplenentation even switch
off their receivers to save beyond what the network configuration
coul d provide

On one hand, the depl oynent of SCHC may enabl e transm ssions to the
device when it is back in service. On the other hand, SCHC may
enable a device to receive a transm ssion as soon as the device
resunes operation fromdormant node. |If a device is not reachable,
the network could cache the object to transnmit, and transmt it using
the delay-friendly features of SCHC. As such, the device can receive
the data without triggering timeouts or packet |loss. This avoids
creating additional network traffic due to retransm ssions and

ti meouts even before any packet has been sent. 1In addition to the
uplink traffic, the data could be nore efficiently sent in terns of
power and with retransm ssions based on nacked packets.

4.4, SCHC in DtS-10T devices

When an end device in a DtS-10T scenari o uses SCHC as an optimn zed
transm ssi on nechanism the nmain objective is to reduce the transfer
del ay of the SCHC packet. As indicated above, the transfer delay is
directly proportional to the time that the fragnenter (end device)
waits for the reception of a SCHC ACK. This docunment proposes two
mechani sms to reduce this transfer del ay.

1. LEO Satellite as a SCHC Proxy.
2. SCHC with FEC nechani sm
4.4.1. LEO Satellite as a SCHC Proxy
In this nmechanism the LEO satellite has the function of SCHC proxy.
The SCHC proxy has two features to inprove SCHC performance with
| ocal acknow edgnments and retransni ssions. These nessages are
enpl oyed to trigger local (and faster) error recovery. In both

communi cation directions, it is recormended to use the fragmentation
node assi gned by each profile.
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*

4.4.1.

I'n uplink comunications, the SCHC Proxy | ocally acknow edges SCHC
regul ar fragnents with an SCHC ACK nessage. Local acknow edgnents
split the SCHC connection between the end-device and SCHC Gat eway.
When | ocal acknow edgnents are used, the responsibility for
retrieving any fragnents after the proxy SCHC has acknow edged
themlies with the proxy.

I'n downl i nk comuni cations, the SCHC Proxy retransmts locally the
regul ar SCHC fragnents that | osses between SCHC Proxy and end-
devi ce.

1. Device-initiated transm ssions

The figure Figure 11 shows the transm ssion of a SCHC wi ndow i n an

upl

i nk comuni cation using the SCHC nessage fl ows defined in

[ RFC8724]. The transnission of a SCHC wi ndow can be divided into two
phases:

*

Ranos,

*Phase 1:* In the visibility wi ndow, the end device sends the
tiles to the LEO satellite. The tiles are carried by SCHC regul ar
fragments. The tiles are stored in the LEO satellite. Wen the
SCHC Proxy receives all tiles of a SCHC wi ndow, it sends to the
end device a SCHC ACK. If the end device detects the loss of a
tile(s) and the remaining visibility windowtinme allows the tiles
to be sent, the end device imediately retransmits the | ost
tile(s) without waiting for another visibility w ndow.

*Phase 2:* The LEO satellite sends the tiles stored in phase 1 to

the SCHC gateway. The SCHC gateway receives the tiles and
responds to the end device with an SCHC ACK message.
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In this nmechanism the end-device (fragnenter) and the SCHC gat eway
(reassenbl er) use a Forward Error Correction mechanism (FEC) to
protect the tiles. In this nechanism the successful transm ssion of

tiles MAY be confirned by a SCHC ACK nessage.

Figure Figure 12 shows

the transm ssion of a SCHC session with FEC nechanismin a DtS-10T
More details over the inplenmentation in draft-nunoz-
schc-over-dts-i ot

envi ronment .
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5. | ANA consi derations
Thi s document has no | ANA acti ons.
6. Security considerations
Thi s docunent does not add any security considerations and foll ows
the [ RFC8724].
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