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1. Introduction

SCHC Architecture

Cct ober 2025

OCO~NOUOBRRPR,WWN

The | ETF LPWAN WG defined the necessary operations to enable | Pv6

over selected Low Power Wde Area Networking (LPWAN)

technol ogies. [rfc8376] presents an overvi ew of those technol ogi es.
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The Static Context Header Conpression (SCHC) [rfc8724] technology is
the core product of the | ETF LPWAN working group and was the basis to
formthe SCHC Wrking Goup. [rfc8724] defines a generic framework
for header conpression and fragnmentation, based on a static context
that is pre-installed on the SCHC endpoints.

Thi s docunment details the constitutive elenents of a SCHC based
solution, and how the solution can be deployed. It provides a
general architecture for a SCHC depl oynent, positioning the required
specifications, describing the possible deploynment types, and

i ndi cating nodel s whereby the rules can be distributed and installed
to enable reliable and scal abl e operati ons.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Term nol ogy
* ¢ D. Conpression and Deconpression.
* Context. Al the information related to the Rules for a SCHC
Header operation, which can be either Non-Conpression, D, F/'R
or CORECONF_Managenent .

* FID. Field ldentifiers, describing the nane of the field in a
pr ot ocol header.

* KR Fragnmentation and Reassenbly.

* Rule. A description of the header fields to perforns conpression/
deconpressi on, fragnentation/reassenbly, SCHC end-points and
CORECONF_Managenent .

*  SCHC Gateway (end-point). The SCHC end-point | ocated upstream
e.g., in a Network Core Software.

* SCHC Device (end-point). The SCHC end-point |ocated downstream
e.g., in a constrai ned physical device.

* SCHC Header. A SCHC Header contains the information necessary for
a SCHC operation, e.g., a Rule ID and a residue. The SCHC Control
Header transports SCHC s control information whereas the SCHC Data
Header transports user payload that was processed by SCHC.
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* SCHC end-point. An entity (e.g., Device, Application and Network
Gat eway) involved in the SCHC process. Each SCHC end-point wll
have its Set of Rules (SoR), based on the profile, the protocols,
the device, the behaviour and a Set of Variables (SoV).

* SCHC I nstance. The session between SCHC end-points in two or nore
peer nodes operating SCHC to comruni cate using a common SoR and a
mat chi ng SoV. There are at |east two SCHC | nstances involved per
SCHC stratum one SCHC Control Instance that manages the SCHC
Control Header to discrimnate the SCHC Data | nstance(s) and one
or nore SCHC Data | nstance(s) that handl e(s) the SCHC Data Header,
for, e.g., conpression and deconpressi on operations.

* SCHC I nstance Manager. Provides the managenment of SCHC end-
poi nts, the SoR of each end-point and the dial og between hosts to
keep the SCHC synchroni zation, and the establishnment of SCHC
I nstances with peer nodes.

* SoR (Set of rules). Goup of Rules used in a SCHC end-point. The
set of rules contains Rules for different nature as conpression,
no conpression, fragnentation, SCHC end-points and CORECONF
nmanagenent .

* SoV (Set of Variables). External information that needs to be
known to identify the correct protocol, the SCHC Instance id, and
the fl ow when there i s one.

* SCHC Stratum A SCHC Stratumis the SCHC anal oguous to a
classical layer in the IP architecture, but its operation may
cover nultiple IP layers or only a subset of a |ayer.

4. Buil ding Bl ocks

This section specifies the principal blocks defined for building and
usi ng the SCHC architecture in any network topol ogy and protocol

4.1. SCHC Stratum (plural: strata)

A SCHC Stratumis the SCHC anal oguous to a classical layer in the IP
architecture, but its operation may cover nmultiple IP layers or only
a subset of a layer, e.g., IP only, |IP+UDP, CoAP, or OSCORE
[rfc8824]. The termstratumis thus used to avoid confusion with
traditional layers. Also, SCHC Strata are not stacked, though they
can be nest ed.

The SCHC Stratum data in a datagramis conposed of a SCHC Contr ol

Header (which nmay be conpressed to the point that it is fully
inmplicit and thus elided), a SCHC Data Header (that is used to
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unconpress a section of the SCHC datagram, and possibly sone
remai ni ng payl oad that is unaffected by the SCHC Stratum The SCHC
Stratum operation requires at |east 2 end-points, one for the SCHC
Control Header and one or nore for the SCHC Data Header

A SCHC datagram nay contain additional stratumdata, to be handl ed by
sequential (nested) SCHC Strata, where the inner (nested) Stratum
operates within the deconpressed/reassenbl ed payl oad of the outter
(nesting) Stratum

A SCHC Stratumis instantiated in participating nodes as a pair of
SCHC end- points, and mat chi ng SCHC end-poi nts in comruni cati ng nodes
are associated to forma SCHC end-point. A SCHC end-point nmay be
Point to point (P2P), or Point to Miultipoint. A P2MP SCHC end- poi nt
is unidirectional, nmeaning that all the SCHC dat agrams are generated
by the sane node. A P2P SCHC end-point may be unidirectional or
bidirectional, symmetrical (between peers) or asynetrical (between a
devi ce and an application).

A SCHC end- poi nt operates datagram fragnentati on and/or data
compressi on and deconpression, and nmaintains the state and tiners
associated with the Stratum operation over the consecutive datagrans
or fragments.

The SCHC end- points that handl e the conpression for nested Strata

m ght differ for the sane datagram neaning that the payl oad of a
given Stratum m ght be conpressed/unconpressed by a different entity,
possibly in a different node. It results that the degree of
conpression (the nunber of Strata) for a given datagram nay vary as

t he dat agram progresses through the layers inside a node and then

t hrough the networKk.

4. 2. Di scri m nator

The key to determ ne how to deconpress a SCHC Control Header in a
stratumis called a Discrinmnator

The Discrimnator is typically extrinsic to the stratum data.
It may be found in the datagramcontext, e.g., the ID of the
interface, VLAN, SSID, or PPP SCHC | nstance on which the datagramis

recei ved.

It may al so be received in the datagram natively or unconpressed
froma nesting stratum e.qg.

* A source and destination MAC or | P addresses of the datagram
carrying SCHC dat agr ans
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* A source and destination port nunber of the transport |ayer
carrying SCHC dat agr anms

* A next header field

* An MPLS | abel

* A TLS Associ ation

* Any ot her kind of connection id.

The Discrimnator enables to deternmine the SCHC end-point that is
used to deconpress the SCHC Control Header, called a SCHC Contro
end- poi nt .

Once unconpressed, the SCHC Control Header enables to deternine the
SCHC end-point, called a SCHC Data end-point, that is used to restore
the datagram data that is conpressed in the stratum

4.3. SCHC Control End-Point

The SCHC Control end-point nmanages the SCHC Control Headers and
provides the informati on and the selection of a SCHC Data end- point.

The rules for that end-point might be such that all the fields in the
SCHC Control Header are well-known, in which case the header is fully
elided in the stratumdata and recreated fromthe rules

The rules might also leverage intrinsic data that is found in-line in
the stratumdata, in which case the first bits of the stratumdata
are effectively residue to the conpression of the SCHC Contr ol

Header. Finally, the rules may | everage extrinsic data as the

Di scrim nator does.

Figure 1 illustrates the case where a given stratum nay conpress

mul ti ple protocols SCHC | nstances, each corresponding to a different
SCHC Dat a end- poi nt .
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i i i + S
| SCHC Data Hdr | SCHC Data Hdr | SCHC Data Hdr | C
| end-point___ | end-point___ | end-point___ | H
I [ SoR] | [ SoR] | [SoR] | C
I [ [ [
I I I | S
I I I | T
+----inst_idl---+----inst_id2---+----inst_id3---+ R
. SCHC Stratum end- poi nt - A
[ SoR] T
[___] U
F + M

+-- Discrimnator: (SCHC Control Header)(SCHC Data Header)

Each SCHC Data end-point uses its own Set of Rules,
but share the same SCHC Control Header.

Figure 1: SCHC end-points for a stratum
4.3.1. SCHC Control Header

The SCHC Control Header carries information that is required for the
SCHC strata operation. For exanple, it selects the correct end-point
and checks the validity of the datagram There IS NOT al ways a
RulelDif there is only one Rule for the SCHC Control Header, whose
length is 0. The SCHC Control Header format is not fixed, and the
SoR MUST have one or nore Rul es describing the formats. SCHC Contr ol
Header contains different fields. For the end-point, if the SCHC
Control Header identifies, e.g., the next protocol in the stack, the
format of the SCHC Control Header may be represented as shown in

Fi gure 2.
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Non- conmpressed SCHC Control Header Format:
T e L

| SCHC Instance ID | Protocol ID| CRC |
e e

SCHC Control Header Conpressed:
e e - - -+

| Rule ID| Conpressed Residue
T T T T T T

Rul e uses to conpressed the SCHC Control Header

Rul el D

o e fomemm - o +
| FID |FL|POS|DI| TV | MO | CDA |
Fom e e e e oo I S, S Fom e e e +

| SCHC.sesid |10] 1 |Bi|0x00 |MSB(7)| LSB |
| SCHC. proto | 8| 1 |Bi|value|equal | not-sent

| SCHC.CRC | 8| 1 |Bi| | i gnore| val ue-sent|
T T g S R +

Figure 2: Exanple of SCHC Control Header Format and the
correspondi ng Rul e

In this exanple the Rule defines:

2025

* A SCHC InstancelDis 10 bits length and it is used to identify the

SoR used for this end-point of SCHC

* A Protocol IDin 1-byte length giving the value send in the |ayer

bel ow the SCHC datagramto identify the unconpressed protoco
st ack.

* And A CRC. The CRCfieldis 8 bits length and covers the SCHC

Control Header and the SCHC datagramfromerror. Wen it is

elided by the conpression, the |layer-4 checksum MUST be repl aced

by anot her validati on sequence.
SCHC Dat a End- Poi nt

A SCHC Data end-point handl es this node’'s side of a SCHC Data

instance? It is characterized by a particular SoR common with the
correspondi ng di stant end-point. The [rfc8724] defines a protoco
operation between a pair of peers. |In a SCHC strata, several SCHC

end-points may contain different SoR

When the SCHC Device is a highly constrained unit, there is typically
only one end-point for that Device, and all the traffic fromand to

the device is exchanged with the same Network Gateway. All the
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traffic can thus be inplicitly associated with the single end-point
that the device supports, and the Device does not need to nanipul ate
the concept. For that reason, SCHC avoids to signal explicitly the
end-point identification in its data datagrans.

The Network Gateway, on the other hand, maintains nultiple end-

poi nts, one per SCHC Device. The end-point is derived fromthe |ower
| ayer, typically the source of an incom ng SCHC datagram as a
discrimnator in the Figure 1. The end-point is used in particular
to select the set of rules that apply to the SCHC Devi ce, and the
current state of their exchange, e.g., timers and previous fragnents.

4.4.1. SCHC Dat a Header

As defined in section 5.1 of [rfc8724], a SCHC dat agram (or packet)

i s conposed of the conpressed header called the SCHC Data Header

foll owed by the unconpressed renmai nder payl oad fromthe origina

dat agram (or packet). The SCHC Data Header, contains the data
generated by the SCHC operation. It is conposed of a RulelD foll owed
by the content described in the Rule. The content may be a CD
datagram a F/ R datagram a CORECONF_Managenent or a Non Conpressed

dat agram
S Conpressed Header ------ > <- Unconpressed Data ->
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
SCHC Dat agram |
o +
o m e e e e e e e e e eee oo s o e e oo +
SCHC Dat a Header Payl oad
St Fom e e e e oo o +
TS o e e e e e oo oo o e e e e oo +
| RulelD | Rul e Cont ent | Payl oad
S g o e e oo +

Fi gure 3: SCHC Dat agram
Figure 4 shows the conpressed header format that is conposed of the

Rul edl D and a Conpressed Resi due, which is the output of conpressing
a dat agram header with a Rul e.
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C/ D Conpressed SCHC Dat a Header:

Figure 4: SCHC Data Header
4.5. SCHC Profiles

A SCHC profile is the specification to adapt the use of SCHC with the

necessities of the technology to which it is applied. In the case of
star topol ogi es and because LPWAN technol ogies [rfc8376] have strict
yet distinct constraints, e.g., in ternms of maxi numfranme size,

throughput, and directionality, also a SCHC end-point and the
fragnmentation nodel with the paraneters’ values for its use

Appendi x D. "SCHC Paraneters" of [rfc8724] lists the information
that an LPWAN t echnol ogy-specific docunment must provide to profile
SCHC fragnentation for that technol ogy.

As an exanple, [rfc9011] provides the SCHC fragnentation profile for
LoRaWAN net wor ks.

4.6. SCHC Operation

The SCHC operation requires a shared sense of which SCHC Device is
Uplink (Dev to App) and which is Downlink (App to Dev), see
[rfc8376]. |In a star deploynent, the hub is always considered Uplink
and t he spokes are Downlink. The expectation is that the hub and
spoke derive know edge of their role fromthe network configuration
and SCHC does not need to signal which is hub thus Uplink vs. which

i s spoke thus Downlink. In other words, the link direction is
determned fromextrinsic properties, and is not advertised in the
pr ot ocol
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Nevert hel ess, SCHC is very generic and its applicability is not
limted to star-oriented depl oynments and/or to use cases where
applications are very static and the state provisioned in advance.
In particular, a peer-to-peer (P2P) SCHC end-point (see Section 4.4)
may be set up between peers of equivalent capabilities, and the |ink
direction cannot be inferred, either fromthe network topol ogy nor
fromthe device capability.

In that case, by convention, the device that initiates the connection
that sustains the SCHC end-point is considered as bei ng Downli nk,
i.e. it plays the role of the Dev in [rfc8724].

Thi s convention can be reversed, e.g., by configuration, but for
proper SCHC operation, it is required that the method used ensures
that both ends are aware of their role, and then again this
determnation is based on extrinsic properties.

4.6.1. SCHC Rul es

SCHC Rul es are a description of the header protocols fields, into a
list of Field Descriptors. The [rfc8724] gives the format of the
Rul e description for D, F/R and non-conpression. In the sane
manner the SCHC Control Header and SCHc CORECONF_Managenent will use
the [rfc8724] field descriptors to conpress the format information.

Each type of Rule is identified with a RulelD. There are different
types of Rules: CD, F/R SCHC Control Header, CORECONF_Managenent
and No Conpression. Notice that each Rule type used an independent
range of RulelD to identify its rules

A Rul e does not describe how the conpressor parses a datagram header
Rul es only describe the behavior for each header field.

SCHC Action. ToDo
4.6.2. SoR identification
ToDo
4.7. SCHC Managenent

RFC9363 writes that only the managenent can be done by the two
entities of the end-point, and other SoR cannot be nani pul at ed.

Management rules are explicitly define in the SoR, see Figure 5

They are conpression Rules for CORECONF nessages to get or nodify the
SoR of the end-point. The managenent can be linmited with the
[1-D.ietf-schc-access-control] access definition
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o e e oo + o e e oo +
I n I I n I
| gD ! M___ | | M
I +-->[ SoR| | I +-->[ SoR| |
I ! [ I ! [
I ! I I ! I
| F/I'R | | F/I'R |
+------ ins_idl----+----- ins_idi----- +------ ins_idn----+
C/D ! .

R >[ SoR]

. F/' R M [ 1]
o Discrimnator ................0.... +

Figure 5: Inband Managenent

4.7.1. SCHC | nstance Manager

The SCHC | nstance Manager provi des the managenent of SCHC end- points,
the SoR of each end-point and the dial og between hosts to keep the
SCHC synchroni zati on, and the establishment of SCHC I nstances with
peer nodes. Changes that involve the SoR must be transactional, in a
way that ensures that the conpression and deconpression of a datagram
is done with the same SoR on every end-points.

The managenent of the SCHC end-points includes the capability for the
end-points to nodify the conmon SoR, by:

* nodi fyng rul es values (such as TV, MO or CDA) in existing rules,
* adding or
* renmoving rul es.
The rul e nanagenent uses the CORECONF interface based on CoAP. The
managenent traffic is carried as SCHC conpressed datagrans tagged to
sonme specific rule IDs.

4.7.2. SCHC Data Mbdel
A SCHC end-point, summarized in the Figure 6, inplies CD and/or F/R

and CORECONF_Managenent and SCHC end-points Rules present in both end
and that both ends are provisioned with the sane SoR
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[ SoR ] [ SoR ]
+- M ---+ +- M ---+
<===| R &D |<::: <===| C & F |<:::
:::>| C&F |:::> :::>| R & D |:::>
o e + o e +

Pel ov,

Fi gure 6: Summarized SCHC el ements

A common rul e representation that expresses the SCHC rules in an

i nteroperable fashion is needed to be able to provision end-points
fromdifferent vendors to that effect, [rfc9363] defines a rule
representation using the YANG [rfc7950] formalism

[rfc9363] defines a YANG data node
enabl es the use of several protocols for rule managenent,
NETCONF[ RFC6241] , RESTCONF[ RFC8040], and
CORECONF[ | -D.i etf-core-com]. NETCONF uses SSH, RESTCONF uses HTTPS,
and CORECONF uses CoAP(s) as their respective transport |ayer
protocols. The data is represented in XM. under NETCONF, in

JSON[ RFC8259] under RESTCONF and in CBOR[ RFC8949] under CORECONF

Thi s
such as

to represent the rules.

Ccreate
_____ read +=======+
[ SOR ]<------- >| Rul e | <----- + NETCONF,
----- update | Manager | | RESTCONF or
de|ete +o=======+ | CORECONF
o e e e e ee e + request
|
v M
o m e+
<===| R &D |<:::
:::>| C&F |:::>
Fome e +

Figure 7: Summerized SCHC el enents

The Rul e Manager (RM is in charge of handling data derived fromthe
YANG Dat a Model and apply changes to the context and SoR of each SCHC
end- poi nt Figure 7.

The RMis an Application using the Internet to exchange information,
t herefore
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* for the network-Ievel SCHC, the conmunication does not require
routing. Each of the end-points having an RM and both RVMs can be
viewed on the sane |ink, therefore well known Link Local addresses
can be used to identify the Device and the core RM L2 security
MAY be deened as sufficient, if it provides the necessary |evel of
protection.

* for application-level SCHC, routing is involved and gl obal IP
addresses SHOULD be used. End-to-end encryption i s RECOVMENDED.

Managenent nessages can al so be carried in the negotiation protocol
for instace, the [I-D.ietf-schc-over-ppp] proposes a solution. The
RMtraffic may be itself conpressed by SCHC. if CORECONF protocol is
used, [rfc8824] can be appli ed.

5. SCHC Architecture

As described in [rfc8824], SCHC conbi ni ng several SCHC end- points.
The [rfc8724] states that a SCHC end-point needs the rules to process
C/ D and F/R before the SCHC I nstance starts and that the SoR of the
end- point control |ayer cannot be nodified. However, the rules may
be updated in certain end-points to inprove the perfornmance of C/ D
F/' R, or CORECONF_Managenent. The [I-D.ietf-schc-access-control]
defines the possible nodifications and who can nodi fy, update, create
and delete Rules or part of themin the end-points’ SoR

As represented in Figure 8, the conpression of the IP and UDP headers
may be operated by a network SCHC end- poi nt whereas the end-to-end
conpression of the application payl oad happens between the Device and
the application. The conpression of the application payl oad may be
split in two end-points to deal with the encrypted portion of the
application PDU. Fragnentation applies before LPWAN transm ssion

| ayer.
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(Devi ce) (NGW (App)
Fomm oo + Fomm oo +
AS | CoAP | | CoAP |
p C | inner | | inner |
p H S + T +
C | SCHC | | SCHC |
| inner | crypt ogr aphi cal boundary | inner |
AS | cm | T~ T T T T T 7T T T oA |
p C | outer | | outer |
p H Fomm e a - + Fommmeaaa +
C | SCHC | | SCHC |
| outer | | ayer / functional boundary | outer
ﬁr . UDP - T T T T T T - UDP
=2
t | Pv6 | Pv6 | Pv6
W S e e e
oC SCHC/ L3 SCHC/ L3
rH o
k C LPWAN LPWAN
....kkkkLbMAN))jj.............Ll ____ it er net RS

Figure 8: Different SCHC end-points in a global system

Thi s docunent defines a generic architecture for SCHC that can be
used at any of these levels. The goal of the architectural docunent
is to orchestrate the different protocols and data nodel defined by
the LPWAN and SCHC worki ng groups to design an operational and

i nteroperable franmework for allowi ng |IP application over constrained
net wor ks.

The Figure 9 shows the protocol stack and the correspondi ng SCHC
stratas enabling the conpression of the different protocol headers.
The SCHC Control Header eases the introduction of internmediary host
in the end-to-end conmunication transparently. Al the SCHC Contro
Headers are conpressed and in some cases are elided, for exanple for
LPWAN networks. The layers using encryption does not have a SCHC
Control Header in the middl e because they are the sanme entity.

Fi gure 10 shows an exanpl e of an | P/UDP/ CoAP in an LPWAN net work
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DEV NGW APP
{[(Encrypted Application Layer)]} {[(EAL)]}
(Application Layer Protocol) e e o o o ({IALP Y
(scHO) . . e e e s ({IseHA
{[(Encrypted Securrty Layer)]} . .o o . AI(BSL) 1}
{(Security Layer Protocol)}. . . . . . . . . . . . {(SLP)}
{(scHO)} . . e e e s s H(seHO)
(Transport Layer Protocol). . . (TLP) TLP . . . . . .TLP
{(scHO)} . . oo o ... o A{(scHO

(I'nternet Layer Protocol) . . . (IP IP. . . . . . IP
(scHO) . . . .. . . . . . .(scHO

Net wor k Layer Protocol e \ I &

VWhere: {} Optional; [] Encrypted; () Conpressed.
Figure 9: SCHC Architecture

In Figure 9, each line represents a layer or a stratum parentheses
surround a conpressed header, and if it is optional, it has curly
brackets. Al the SCHC strata are conpressed. Square brackets
represent the encrypted data; if the encryption is optional, curly
brackets precede the square brackets.

Figure 10 represents the stack of SCHC end-points that operate over 3
strata, one for OSCORE, one for CoAP, and one for |P and UDP

R OSCORE------------------------- +
[ R + I + |
| | A I I A | |
| | gDt M___ | I tM_ |
S || +-->[ SoR] | | +->[SoR] | |
C || I S | I S B I
H | | ! | | ! | |
C | | F/I R | | F/I' R | |
| +------ ins_idl----+----- ins_idi----- e EEEE ins_idn----+
|| gb ! (CsCORE) |
|| tooomeo e >[SoR] | |
| o F/ R Mo [T |
Fome- - Di scrimnator: |P:A->B/UDP, prot = OSCORE-------- +

| P/ UDP, port =CoAP CoAP ( ) ( OSCORE)
N N N

I / I
| (SCHC Control Header)( SCHC-conpressed data)
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SRR I COAP- - - - e m e +
[ R + Femm e e e e e + |
|| n I I n ||
| 1 &dD ' M___ | | " e
S | | +-->[ SoR] | I +-->[SoR] | |
C | | R D I A I B
Ho| | ! | | ! | |
C | | FI R | | FI R | |
| +------ ins_idl----+----- ins_idi----- oo ins_idn----+ |
|| D ! (CoAP) |
| | e >[SoR] | |
|| F/I R M [
Fomemm - Di scrimnator: |P:A->B/UDP port=SCHC ----------- +
IP/UDP () (CoAP) PAYLOAD2
N N N
I I \
| +- (SCHC Control Header)( SCHC-conpressed data)
I
e I I P/UDP- - - - m e e +
| +------ | -------- + o e + |
|| I I I A ||
| | D ! M___ | | M ]
S | | +-->[ SoR] | I +-->[SoR] | |
C | | N R I S I I
H | | ! I I ! ||
C | | F/I R | | F/I R | |
| +------ ins_idl----+----- ins_idi----- e ins_idn----+ |
| | D ' (1P UDP) | |
| | (AR >[SoR] | |
|| ~ _FIR Mo [T
L Di scrimnator: interface ID  ------- +-+
N N
E /
T | () (1P UDP) PAYLOADL
W | N N
I I \
+- (SCHC Control Header)( SCHC-conpressed data)

Figure 10: SCHC Strata Exanple
6. The Static Context Header Conpression
SCHC [rfc8724] specifies an extrene conpression capability based on a
description that nust natch on the conpressor and deconpressor side.

Thi s description conprises a set of Conpression/ Deconpression (U D)
rul es.
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The SCHC Parser anal yzes incom ng datagrans and creates a list of
fields that it matches against the conpression rules. The rule that
mat ches is used to conpress the datagram and the rule identifier
(RulelD) is transmtted together with the conpression residue to the
deconpressor. Based on the RulelD and the residue, the deconpressor
can rebuild the original datagram and forward it in its unconpressed
formover the Internet. When no Rule matches the header, the No
Conpression Rule is used. When several Rules match the header the

i mpl ement ati on nust choose one. How it is done or based on which
paraneters is out of the scope of this docunent. SCHC conpresses
datagrans and there is no notion of flows.

[rfc8724] also provides a Fragnentation/ Reassenbly (F/R) capability
to cope with the maxi num and/ or variable frame size of a Link, which
is extremely constrained in the case of an LPWAN net wor k.

If a SCHC-conpressed datagramis too large to be sent in a single

Li nk- Layer PDU, the SCHC fragnmentation can be applied on the
conpressed datagram The process of SCHC fragmentation is sinmilar to
that of conpression; the fragnentation rules that are programed for
this Device are checked to find the nost appropriate one, regarding
the SCHC datagram size, the link error rate, and the reliability

| evel required by the application

The rulelD allows to determine if it is a conpression or
fragmentation rule or any other type of Rule.

6.1. SCHC over Network Technol ogi es

SCHC can be used in multiple environments and nultiple protocols. It
was designed by default to work on native MAC frames with LPWAN
technol ogi es such as LoRaWAN[ rfc9011], |EEE std 802.15.4
[1-D.ietf-6lo0-schc-15dot4], and Si gFox[rfc9442].

To operate SCHC over Ethernet, |IPv6, and UDP, the definition of,
respectively, an Ethertype, an |IP Protocol Nunmber, and a UDP Port
Nunber are necessary, nore in
[I-D.ietf-intarea-schc-protocol-nunbers]. 1In either case, there's a
need for a SCHC Control Header that is sufficient to identify the
SCHC peers (endpoints) and their role (device vs. app), as well as
the SCHC I nstance between those peers that the datagram pertains to.
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In either of the above cases, the expectation is that the SCHC
Control Header is transferred in a conpressed form This inplies
that the rules to unconmpress the header are well known and separate
fromthe rules that are used to unconpress the SCHC Data Header. The
expectation is that for each stratum the format of the SCHC Contro
Header and the conpression rules are well known, w th enough
information to identify the SCHC I nstance at that stratum but there
is no expectation that they are the sane across strata.

6.1.1. SCHC over PPP

The LPWAN architecture (Figure 15) generalizes the nodel to any kind
of peers. In the case of nore capabl e devices, a SCHC Devi ce may

mai ntain nore than one end-point with the sane peer, or a set of
different peers. Since SCHC does not signal the end-point inits
datagrans, the information nust be derived froma | ower |ayer point
to point information. For end-point, the SCHC end-point control can
be associated one-to-one with a tunnel, a TLS SCHC I nstance, or a TCP
or a PPP connecti on.

For end-point, [I-D.ietf-schc-over-ppp] describes a type of

depl oynment where the C/' D and/or F/ R operations are perforned between
peers of equal capabilities over a PPP [rfc2516] connection. SCHC
over PPP illustrates that with SCHC, the protocols that are
conmpressed can be discovered dynamically and the rules can be fetched
on-demand usi ng CORECONF nessages Rul es, ensuring that the peers use
the exact sanme set of rules.

AR + W-Fi / AR +
| I P | Ethernet | I P | .. )
| Host A f--e-e-- + Router +---------- ( I nt er net )
| SCHC /D | Serial | SCHC C/'D | ( )
TS + TS +
<-- SCHC -->
over PPP

Figure 11: PPP-based SCHC Depl oynent

In that case, the SCHC end-point is derived fromthe PPP connection
This neans that there can be only one end-point per PPP connection,
and that all the flow and only the flow of that end-point is
exchanged within the PPP connection. As discussed in Section 7, the
Uplink direction is fromthe node that initiated the PPP connection
to the node that accepted it.
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6.1.2. SCHC over Ethernet

Bef ore the SCHC conpression takes place, the SCHC Control Header
showed in the Figure 12, is virtually inserted before the rea

protocol header and data that are conpressed in the SCHC I nstance,
e.g. alPv6 in this figure

o e e e e oo oo o e e e e oo oo S R R +
| SCHC | SCHC | unconp- |

| | EEE 802 Header | Stratum Header | Data | pressed

| Ethertype = SCHC | Ethertype = IPv6 | Header | payl oad

Fom e e e oo Fom e e e oo S R +
<-

SCHC over head
->

Fi gure 12: SCHC over Ethernet
6.1.3. SCHC over |Pv6

In the case of IPv6, the expectation is that the Upper Layer Protoco
(ULP) checksum can be elided in the SCHC conpression of the ULP
because the SCHC Control Header may have its own checksum t hat
protects both the SCHC Control Header and the whole ULP, header and
payl oad.

The SCHC Control Header between IPv6 and the ULP is not needed
because of the Next Header field on the |IPv6 header fornat.

o m e e e oo - oo o - B N +
SCHC | SCHC | unconp- |
| 1Pv6 Header | Stratum Header | Data | pressed
|  NH=SCHC | NH = ULP | Header | payl oad
S o a o S Fom e oo +
<-

SCHC over head

->

Fi gure 13: SCHC over |Pv6
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In the air, both the SCHC Control Header and the ULP are conpressed.
The SCHC I nstance endpoints are typically identified by the source
and destination |IP addresses. |If the roles are well-known, then the
endpoint information can be elided and deduced fromthe |IP header

If there is only one SCHC Instance, it can be elided as well,
otherwi se a rule and residue are needed to extract the SCHC | nstance
I D.

6.1.4. SCHC over UDP

When SCHC operates over the Internet, niddl eboxes nay bl ock datagrans
with a next header that is SCHC. To avoid that issue, it would be
desirable to prepend a UDP header before the SCHC Control Header as
shown in figure Figure 14

. . g S S +

| | | SCHC | SCHC | unconp-

| I Pv6 Header | UDP Header | Stratum Header | Data | pressed

|  NH=UDP | Port = SCHC | NH = ULP | Header | payl oad

S S o e S R R +
<-

SCHC over head

Figure 14: SCHC over UDP

In that case, the destination port can indicate SCHC as in an header
chain, and the source port can indicate the SCHC Instance in which
case it can be elided in the conpressed form of the SCHC Control
Header. The UDP checksum protects both the SCHC Control Header and
the whole ULP, so the SCHC and the ULP checksunms can both be elided.
In other words, in the SCHC over UDP case, the SCHC Control Header
can be fully elided, but the datagram nust carry the overhead of a
full UDP header.

7. SCHC Endpoi nts for LPWAN Networks
Section 3 of [rfc8724] depicts a typical network architecture for an

LPWAN network, sinplified fromthat shown in [rfc8376] and reproduced
in Figure 15.
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O O 0O |
O 000 1\ b ;
0O 000007 \===== A | EEEEEEEEER
O O 0O | | <--|-->] | Appli cation
@) @) @) () [ \=========g| Vv | ============x| Ser ver |
() () () / \ R + B +
Dev RO NGW App

Fi gure 15: Typi cal LPWAN Network Architecture

Typically, an LPWAN network topology is star-oriented, which neans
that all datagrams between the sane source-destination pair follow
the same path fronmito a central point. In that nodel, highly
constrai ned Devices (Dev) exchange information with LPWAN Appli cation
Servers (App) through a central Network Gateway (NGWN, which can be
powered and is typically a |lot |ess constrained than the Devi ces.
Because Devi ces enbed built-in applications, the traffic flows to be
conpressed are known in advance and the |ocation of the D and F/R
functions (e.g., at the Dev and NGWN, and the associated rules, can
be pre provisioned in the system before use.

.1. SCHC Device Lifecycle

In the context of LPWANs, the expectation is that SCHC rul es are
associ ated with a physical device that is deployed in a network.
This section describes the actions taken to enable an automatic

commi ssi oning of the device in the network.

.1.1. Device Devel opnent

The expectation for the devel opnment cycle is that nessage formats are
docunented as a data nodel that is used to generate rules. Severa
nmodel s are possi bl e:

1. In the application nodel, an interface definition | anguage and
bi nary comuni cati on protocol such as Apache Thrift is used, and
the parser code includes the SCHC operation. This nodel inposes
that both ends are conpiled with the generated structures and
linked with generated code that represents the rule operation

2. In the device nodel, the rules are generated separately. Only
the device-side code is |inked with generated code. The Rules
are published separately to be used by a generic SCHC engi ne that
operates in a mddl e box such as a SCHC gat eway.

3. In the protocol nodel, both endpoint generate a datagram format
that is inposed by a protocol. In that case, the protocol itself
is the source to generate the Rules. Both ends of the SCHC
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conpression are operated in mddl e boxes, and special attention
must be taken to ensure that they operate on the conpatible SoR
basically the same maj or version of the same SoR

Dependi ng on the depl oynent, the tools that generate the Rules should
provi de knobs to optinize the SoR, e.g., nore rules vs. |arger
resi due.

7.1.2. Rul es Publication

In the device nodel and in the protocol nodel, at |east one of the
endpoi nts nust obtain the SoR dynamically. The expectation is that
the SoR are published to a reachabl e repository and versi onned
(mnor, major). Each SoR should have its own Uniform Resource Nanes
(URN) [RFCB141] and a version

The SoR should be authenticated to ensure that it is genuine, or
obtained froma trusted app store. A corrupted SoR nmay be used for
multiple forns of attacks, nore in Section 8.

7.1.3. SCHC Devi ce Depl oynent

The device and the network should rmutual |y authenticate thensel ves.
The aut onomi ¢ approach [ RFC8993] provides a nodel to achieve this at
scale with zero touch, in networks where enough bandw dth and conpute
are available. In highly constrained networks, one touch is usually
necessary to program keys in the devices.

The initial handshake between the SCHC endpoi nts shoul d conprise a
capability exchange whereby URN and the version of the SoR are
obt ai ned or conpared. SCHC may not be used if both ends can not
agree on an URN and a nmj or version

Manuf act urer Usage Descriptions (MJD) [ RFC8520] may be used for that
pur pose in the device nodel

Upon t he handshake, both ends can agree on a SoR, their role when the
rules are asymmetrical, and fetch the SoR if necessary. Optionally,
a node that fetched a SoR may informthe other end that it is reacy
fromtransm ssion.

7.1.4. SCHC Devi ce Maintenance

URN updat e wit hout device update (bug fix) FUOTA => new URN =>
reprovi si oni ng
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7.1.5. SCHC Devi ce Decommi ssi onni ng
Si gnal from devi ce/ vendor/ network adm n
8. Security Considerations

SCHC is sensitive to the rules that could be abused to formarbitrary
| ong nmessages or as a formof attack against the ¢ D and/or F/R
functions, say to generate a buffer overflow and either nmodify the
Device or crash it. It is thus critical to ensure that the rules are
distributed in a fashion that is protected agai nst tenpering, e.g.,
encrypted and si gned.
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