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Abst r act

Source address validation (SAV) is an inportant neans to mtigate IP
source address spoofing [ RFC2827]. This docunent anal yzes the gaps
in current operational nechanisns for intra-domain SAV. It also
identifies the properties that new i ntra-domain SAV nechani sns are
expected to provide.
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I ntroduction
Source Address Validation (SAV) defends against |P source address
spoofing [ RFC2827]. Network operators can enforce SAV at the
followi ng | evels (see [ RFC5210]):
* | P source address validation in the access network
* | P source address validation at intra-AS/ingress point
* | P source address validation in the inter-AS case (neighboring AS)
Sone access networks have al ready depl oyed SAV mechani sms. These
mechani sms typically are deployed on switches in the access network

and prevent hosts fromusing the source address of another host on
the Internet [ RFC5210]. Mechani sns incl ude:
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* Source Address Validation |Inproverent (SAVI) Sol ution for DHCP
[ RFC7513]

* | P Source Guard (1 PSG based on DHCP snooping [ PSG
* Cable Source-Verify [cable-verify]

However, access-network SAV nechani sns are not universally depl oyed
[ CAl DA-spoofer]. Therefore, intra-domain (i.e., intra-AS) SAV and
inter-domain (i.e., inter-AS) SAV are required [RFC5210]. For the
pur pose of this docunent, intra-domain SAV is defined as foll ows:

*  The AS validates the source addresses of data traffic that it
originates directly or indirectly. Intra-domain SAV is applied at
external interfaces (on routers) facing entities that are not
depl oyed as nei ghboring ASes and are therefore not covered by
inter-domain SAV. For exanple, as illustrated in Figure 1, an
entity can be a single host, a set of hosts, or a custonmer network
with no AS that nanages one or nore |P prefixes. The entity may
source traffic using prefixes assigned by the AS or its owmn BYOP
prefixes. Fromthe perspective of other ASes, such traffic is
originated by the AS.

SAV on traffic received on external interfaces facing a neighboring
AS is considered inter-domain SAV, regardl ess of whether the

nei ghbori ng AS uses a public ASN or a private ASN. SAV on interna
interfaces (e.g., interfaces between Router 1 and Router 3 in
Figure 1) is also outside the scope of this docunment. This is
because routers inside the sane AS are generally assuned to be
trusted, so SAV on internal interfaces provides limted additiona
benefit when SAV is already applied at external interfaces. In
addi tion, techni ques such as fast reroute can make SAV at interna
interfaces technically challenging.
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Intra-domain SAV is applied at interfaces '*’ and 'X
Figure 1: Deploynment |ocations of intra-domain SAV

Thi s docunent anal yzes the gaps in current operational mechanisnms for
intra-domain SAV. It also identifies the properties that new intra-
domai n SAV nechani sns are expected to provide

1.1. Term nol ogy

SAV Rul e:
The rule in a router that describes the mapping relationship
bet ween a source address (prefix) and the valid incom ng
interface(s). It is used by a router to nake SAV deci sions.

| mpr oper Bl ock:
The validation results that the packets with legitimte source
addresses are bl ocked inproperly due to inaccurate SAV rul es.

| nproper Permt:

The validation results that the packets with spoofed source
addresses are pernitted i nproperly due to inaccurate SAV rul es.

Li, et al. Expi res 10 Novenber 2026 [ Page 4]



I nternet-Draft I ntra-domai n SAVNET Probl em St at enent May 2026

1.

Li,

Proper Bl ock:

The validation results that packets with spoofed source addresses
are bl ocked by SAV rul es.

Proper Permt:

The validation results that packets with legitimte source
addresses are pernmitted by SAV rul es.

SAV-speci fic Information
The information specialized for SAV rul e generation

Direct Server Return (DSR)
A traffic delivery nodel commonly used by Content Delivery
Net wor ks (CDNs) that use anycast service addresses while
delivering data from edge |ocations that do not announce those
addresses. I n such deploynents, a request is received by the
anycast server or location, but the response is sent directly by
anot her server (i.e., the edge location) with the anycast service
address as the source address, rather than the address used to

reach the edge server. This can create a legitimte hidden-prefix
scenari o.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The requirenents | anguage is used in Section 5 and applies to
i mpl ement ati ons of SAV conformant to the |isted requirements

Pr obl em St at enent

The probl ens of existing intra-donain SAV nechani sns can be
characterized al ong three dinmensions: inproper block, inproper
permit, and operational overhead:

* | nproper block. Existing intra-domain SAV nechani sns may bl ock
data packets using legitimate source addresses when the applied
SAV rul es are inaccurate.

* Inproper permt. Existing intra-domain SAV nechani sns may permt
dat a packets using spoofed source addresses when the applied SAV
rules are inaccurate.
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* (Qperational overhead. Existing intra-domain SAV nmechani sns nmay
require operator involvenent to determ ne and update SAV rul es.
Thi s overhead depends on how rmuch manual effort is needed to keep
the SAV rules up to date.

In this docunent, these three dinensions are used to anal yze the gaps
in existing intra-domai n SAV nmechani sns.

3. Current Operational Intra-domain SAV Mechani sns

Al t hough BCP 38 [ RFC2827] and BCP 84 [ RFC3704] specify severa
ingress filtering methods primarily intended for inter-donain SAV,
some of these nethods have al so been applied to intra-domain SAV in
operational practice. This section introduces the nechani sns
currently used to inplement intra-domain SAV

* Access Control Lists (ACLs) can be used as SAV filters [ RFC2827]
to check the source address of each packet agai nst a set of
permitted or prohibited prefixes. Wen applied on a router
interface, each Access Control Entry (ACE) used for SAV filtering
specifies both matching conditions (i.e., prefixes) and the
correspondi ng action (e.g., permt or deny), and packets are
processed accordi ngly.

* Strict uRPF [ RFC3704] provides an automated SAV filter by
val i dating the source address of each packet against the router’ s
| ocal Forwarding Information Base (FIB). A packet is accepted
only if (i) the FIB contains a prefix covering the source address,
and (ii) the FIB entry’ s outgoing interface matches the packet’ s
incomng interface. Oherw se, the packet is discarded.

* Loose uRPF [ RFC3704] also relies on the local FIB for validation,
but only checks for the presence of a covering prefix. A packet
is accepted if the FIB contains a prefix that covers the source
address, regardless of the incomng interface.

4. Gap Analysis

This section anal yzes the gaps of the current operational intra-
domai n SAV mechani sis.
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ACLs can be used on interfaces facing a custoner network with no AS
or a set of hosts to permit only packets whose source addresses

bel ong to specific prefixes. To ensure correct filtering behavior,
the ACLs used for SAV filtering need to be updated when the pernitted
prefi xes change; otherw se, packets nay be inproperly pernitted or

bl ocked. I n ACL-based SAV depl oynents, keeping these ACLs up to date
can introduce operational chall enges when operators need to detect
prefix changes and deternine and apply the correspondi ng ACL updat es.

As described in Section 3 and al so noted in [ RFC3704], |oose uRPF
sacrifices directionality when validating source addresses of data
packets. Since its rules are overly pernissive, any spoofed packet
with a source address present in the FIB may be pernmitted by | oose
URPF (i.e., an inproper permt problem

Strict uRPF may block legitimate traffic in the asymretric routing or
hi dden prefix scenarios (see Section 4.1 and Section 4.2). It may

m stakenly consider a valid incomng interface as invalid, resulting
in legitimte packets being blocked (i.e., an inproper block
probl em .

The foll owi ng subsections describe two specific gap scenarios for
i ntra-domai n SAV.

Asynmmetric Routing Scenario

Asymmretric routing neans a packet traverses froma source to a
destination in one path and takes a different path when it returns to
the source. Asymmetric routing can occur within an AS due to routing
policy, traffic engineering, etc.

For exanple, a customer network with no AS connected to multiple
routers of the AS may need to perform | oad bal ancing on incomn ng
traffic, thereby resulting in asymmetric routing. Figure 2
illustrates an exanple of asymmetric routing. The custoner network
owns prefix 2001: db8::/55 and connects to two routers of the AS,
Router 1 and Router 2. Router 1, Router 2, and Router 3 exchange
routing information via the intra-domain routing protocol. To

achi eve | oad bal ancing for inbound traffic, the custoner network
expects traffic destined for 2001:db8:0::/56 to enter through Router
1, and traffic destined for 2001: db8:0: 100::/56 to enter through
Router 2. To this end, Router 1 advertises 2001:db8:0::/56 and
Router 2 advertises 2001: db8:0:100::/56 through the intra-donmain
routing protocol. Figure 2 also shows the corresponding FIB entries
of Router 1 and Router 2 for the two prefixes.
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Figure 2: An exanple of asymmetric routing

Al t hough the customer network does not expect to receive inbound
traffic for 2001: db8:0:100::/56 via Router 1, it can send outbound
traffic with source addresses in that prefix through Router 1. As a
result, data packets between the custoner network and Router 1 may
follow asymetric paths. Arrows in the figure indicate the direction
of traffic flow

If Router 1 enforces strict uRPF by checking the FIB entry for the
prefix 2001: db8: 0: 100::/56, the correspondi ng SAV rule would only
al | ow packets with a source address from 2001: db8: 0: 100: : / 56 t hat
arrive via Router 3. Consequently, when the custoner network sends
packets with a source address in 2001: db8:0:100::/56 to Router 1
strict uRPF would incorrectly drop these |legitimte packets.
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Similarly, if Router 2 enforces strict uRPF, it would incorrectly
bl ock legitimte packets fromthe custoner network that use source
addresses within the prefix 2001: db8: 0::/56.

H dden Prefix Scenario

The intra-domain hidden prefix scenario refers to situations in which
a host or a custoner network with no AS legitimately originates
traffic using source addresses that are not visible to the intra-
domai n routing protocol within the domain.

* A host (for exanple, a cloud server instance operated by a tenant)
may originate traffic using a source address not allocated by the
AS operator. This can occur in deploynments such as Direct Server
Return (DSR), where return traffic is sent directly fromthe
server using a service |P address that is not part of the
operator’ s internal routing view

* A customer network with no AS nmay originate traffic using source
addresses that are not advertised to the AS operator. This can
occur in scenarios such as Direct Server Return (DSR) depl oyments
or when the custoner network uses address space assigned by
anot her provider (e.g., in multi-homng or hybrid connectivity
scenarios), and such prefixes are not propagated within the
operator’ s intra-domain routing system

For ACL-based SAV, enforcing correct filtering in these scenarios
requires authoritative information that explicitly specifies which
source addresses the host or the custoner network is authorized to

use. In practice, such authoritative information is often m ssing.
Strict uRPF and | oose uRPF also fail in hidden prefix scenarios.
They will drop packets from hi dden prefixes because the source

addresses are absent fromthe router’s FIB or are received from
unexpected interfaces.

Requi rements for New SAV Mechani sns

This section identifies five requirements that can informthe design
of new intra-domain SAV nmechani sms. These requirenents describe the
properties that new nechani sns are expected to provide in order to
i mprove upon existing nechanisns, but do not nmake assunptions about
how t hose properties are achieved. They do not nmandate or justify
any specific extension to routing or other protocols and therefore
cannot be used to directly initiate standards-track protocol changes.

Exi sting intra-domai n SAV nechani sns have problens in terns of

val i dation accuracy and operational overhead. Current uRPF-based
mechani sns derive SAV decisions fromrouting or forwardi ng state,
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which is intended to express reachability rather than authorization
of source address usage. More generally, current mechani sms | ack
authoritative information specifically intended for source address
validation that can be consistently and automatically consuned by SAV
mechani sns. As a result, uRPF-based nechani snms may not provide
accurate validation in scenarios such as asymretric routing or hidden
prefixes (Section 4). Existing ACL-based SAV depl oynents may have
limted applicability in dynam c environments when they rely on
operator-driven ACL mai ntenance. These problens notivate the first
two requirenents below (in Section 5.1 and Section 5.2). The
remaining three requirenents (in Section 5.3, Section 5.4, and
Section 5.5) are notivated by depl oynent and operati ona

consi derati ons.

Accurate Validation

Any new intra-donmai n SAV nechani sm MJST i nprove the accuracy of SAV
over existing intra-domain SAV nmechanisms. |n particular, it MJST
reduce the occurrence of inproper blocks (i.e., blocking legitimte
traffic), inproper permts (i.e., allow ng spoofed traffic), or both.
Specifically, it MJST satisfy the follow ng conditions:

* result in fewer inproper blocks than strict uRPF, particularly in
scenarios involving asymmetric routes or hidden prefixes
(Section 4);

* result in fewer inproper permts than | oose uRPF.

To achi eve hi gher SAV accuracy, additional information beyond the
local FIB (e.g., SAV-specific information) nay be needed to make
val i dation decisions. By integrating such information, routers may
have the ability to account for asymetric routes and hi dden
prefixes, resulting in nore accurate SAV rul es.

Aut omat i ¢ Updat es

Any new intra-domai n SAV nmechani sm MJUST be capabl e of automatically
coll ecting and processing rel evant information, and updating the
corresponding SAV rules in response to rel evant information changes.
Aut omat i on hel ps reduce operational conplexity and mai nt enance
overhead, while allowing sone initial configuration to i nprove SAV
accuracy. This ensures the nmechanismis deployable in practica

net wor ks w t hout introduci ng excessive nanagenent burden
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5.3. Increnmental Depl oynment Support

Any new intra-domai n SAV mechani sm MJUST support increnenta

depl oynent and provi de neasurabl e benefits even when depl oyed on only
a subset of external interfaces facing hosts or custoner networks
with no AS.

5.4. No Adverse Inpact on Routing Convergence and Fast Reroute

If any new intra-donmai n SAV nechani smrequires di sseninating SAV-
specific information anbng intra-donmain routers via a protocol, it
MUST NOT adversely affect the convergence of existing routing
protocol s or the operation of fast-reroute nechanisns.

5.5. Authentication of Information Used for SAV

Any new intra-domai n SAV nechani sm MJST use information that is
authenticated or trusted, either through verification of its
integrity and authenticity, or via an established trust relationship
with the information source

6. Security Considerations

Thi s docunent di scusses the problens with existing intra-domain SAV
practices and identifies informational requirenents for newintra-
domai n SAV nechanisns. As it does not specify any new protocol/
mechani sm or protocol extension, it does not introduce new security
consi derati ons.

7. 1 ANA Consi derations
Thi s docunent does not request any | ANA allocations.
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