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Abst r act

Thi s docunent provides a gap anal ysis of existing intra-donmain source
address validati on nechani sns, describes the fundamental problens,
and defines the basic requirements for technical inprovenents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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Source Address Validation (SAV) defends agai nst source address

spoof i ng.

(see [ RFC5210]):

*

*

*

Sone access networks have al ready depl oyed SAV nechani sns.

Wthin the access network
Wthin the domain (i.e., the autononous systen)

Bet ween domains (i.e., autononobus systens)

Net wor k operators can enforce SAV at the follow ng | evels

These

mechani sms typically are depl oyed on switches and prevent hosts from

usi ng the source address of another

i ncl ude:

*

host on the |Internet.

Mechani sns

Source Address Validation |Inprovenent (SAVI) Solution for DHCP

[ RFC7513]
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* | P Source Guard (I PSG based on DHCP snooping [I| PSG
* Cabl e Source-Verify [cabl e-verify]

However, access-network SAV nechanisns are not universally depl oyed.
Therefore, intra-domain (i.e., intra-AS) SAV or/and inter-donain
(i.e., inter-AS) SAV are required.

Thi s docunent provides a gap anal ysis of the current operational
i ntra-domai n SAV nechani sns, identifies key problens to solve, and
proposes basic requirenents for any new i ntra-domai n SAV sol utions.

In this docunent, intra-domain SAV refers to SAV at external
interfaces that do not carry external BGP (eBGP) sessions (i.e.,
external non-BGP interfaces). SAV at internal interfaces or eBGP
interfaces is considered out of scope. Wthin a domain, as
illustrated in Figure 1, an external non-BGP interface nmay connect to
a set of hosts, a non-BGP customer network, or a non-BGP Internet
Service Provider (1SP) network. The goal of intra-domain SAV at such
interfaces is to prevent traffic using unauthorized source addresses
fromentering the domain.
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Thi s docunment focuses on SAV at external non-BGP
interfaces including Interfaces 'X, '*', and '# .

Fi gure 1: Depl oynent |ocations of intra-domain SAV
1.1. Term nol ogy

Non- BGP Custoner Network: A stub network (i.e., a network that only
originates traffic) connected to the local domain for Internet
connectivity and does not participate in eBGP peering with the |oca
domai n.

Non- BGP I nternet Service Provider (1SP) Network: A network that
forwards traffic fromthe |l ocal domain to the Internet and does not
participate in eBG peering with the | ocal donain.

SAV Rule: The rule in a router that describes the mapping

rel ati onship between a source address (prefix) and the valid incom ng
interface(s). It is used by a router to nake SAV deci sions.
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I mproper Bl ock: The validation results that the packets with
l egitimate source addresses are bl ocked inproperly due to inaccurate
SAV rul es.

I nproper Permit: The validation results that the packets with spoofed
source addresses are permitted inproperly due to inaccurate SAV
rul es.

SAV-specific Information: The information specialized for SAV rul e
gener ati on.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Current Qperational Intra-domain SAV Mechani sims

Al t hough BCP 38 [ RFC2827] and BCP 84 [ RFC3704] specify severa
ingress filtering methods primarily intended for inter-donain SAV,
sonme of these nethods have al so been applied to intra-domain SAV in
operational practice. This section describes the nechanisns
currently used to inplement intra-domain SAV

* Access Control Lists (ACLs) can be used as SAV filters [ RFC2827]
to check the source address of each packet agai nst a set of
permitted or prohibited prefixes. Wen applied on a router
interface, packets that do not match the ACL entries are bl ocked.
Since ACLs are configured and updated manual ly, timely updates are
essenti al whenever the set of permtted or prohibited prefixes
changes.

* Strict uRPF [ RFC3704] provides an automated SAV filter by
val i dating the source address of each packet against the router’ s
| ocal Forwarding Informati on Base (FIB). A packet is accepted
only if (i) the FIB contains a prefix covering the source address,
and (ii) the FIB entry s outgoing interface matches the packet’ s
incomng interface. Qherw se, the packet is discarded.

* Loose UuRPF [ RFC3704] also relies on the local FIB for validation,
but only checks for the presence of a covering prefix. A packet
is accepted if the FIB contains a prefix that covers the source
address, regardless of the incom ng interface.
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* Enhanced Feasi bl e Path uRPF (EFP-uRPF) [ RFC8704] is an advanced
SAV nechani sm specifically designed for inter-domain SAV. It
enforces SAV on eBGP interfaces facing a custoner AS by | everaging
BGP data received fromexternal ASes. EFP-uRPF is not analyzed in
this docunent, as it is outside the scope of intra-domain SAV.

Gap Anal ysi s

This section anal yzes the gaps and key chal | enges of the current
operational intra-domain SAV nechani sns.

ACL-based SAV can be depl oyed on interfaces facing a non-BGP custoner
network or a set of hosts, permtting only packets with authorized
source addresses. Such nechanism can al so be applied on interfaces
facing a non-BGP | SP network to bl ock packets with prohibited source
addresses, including internal -use-only addresses, unall ocated
addresses, and addresses single-honmed to the local domain (e.g., P1
and P2 in Figure 1). The nmain drawback of ACL-based SAV is that it
requi res manual rmai ntenance. Operators nust update thempronptly to
reflect changes in prefixes or topology. Failure to do so may result
in outdated ACLs that inadvertently block legitimate traffic.

As noted in Section 2.4 of [RFC3704], | oose uRPF sacrifices
directionality, so its effectiveness in mtigating source address
spoofing is very limted, and inproper permt problenms may occur

Wth strict uRPF, it may drop legitimte packets in scenarios such as
asymmetric routing or hidden prefixes. The follow ng subsections
describe two specific gap scenarios that arise when using strict uRPF
for intra-domain SAV

Asymretric Routing Scenario

Asymretric routing neans a packet traverses froma source to a
destination in one path and takes a different path when it returns to
the source. Asymmetric routing can occur within an AS due to routing
policy, traffic engineering, etc.

For exanple, a non-BGP custoner network connected to nmultiple routers
of the AS may need to perform |l oad bal ancing on inconmng traffic,
thereby resulting in asynmetric routing. Figure 2 illustrates an
exanpl e of asymretric routing. The non-BGP custoner network owns
prefix 2001: db8::/55 [ RFC6890] and connects to two routers of the AS,
Router 1 and Router 2. Router 1, Router 2, and Router 3 exchange
routing information via the intra-domain routing protocol. To

achi eve | oad bal ancing for inbound traffic, the non-BGP custoner
networ k expects traffic destined for 2001:db8:0::/56 to enter through
Router 1, and traffic destined for 2001: db8:0:100::/56 to enter
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through Router 2. To this end, Router 1 advertises 2001: db8:0::/56
and Router 2 advertises 2001: db8:0: 100::/56 through the intra-domain
routing protocol. Figure 2 also shows the corresponding FIB entries
of Router 1 and Router 2 for the two prefixes.

g +
| Domai n |
I Ho-oe o + I
| | Router 3 | |
I AEEEEEEE R + I
I / \ I
I / \ I
I / \ I
| Fomm e e e oo + Fomm e e e oo + |
| | Router 1 | | Router 2 | |
| +----- oo+ TS + |
| I\ / |
I \ / I
- \emmmm e fom s e e e e e as +
Traffic with \ /| Traffic with
source | P addresses \ /| destination |IP addresses
of 2001:db8:0:100::/56 \ \/ of 2001:db8:0:100::/56
oo +
| Non- BGP Cust onrer |
Net wor k
| (2001: db8::/55) |
oo o - +
FIB of Router 1 FI B of Router 2
Dest Next hop Dest Next hop
2001: db8: 0::/56 Non- BGP 2001: db8: 0: 100: : / 56 Non- BGP
Cust omrer Cust omrer
Nest wor k Net wor k
2001: db8: 0: 100: : / 56 Router 3 2001: db8: 0::/56 Router 3

The legitimate traffic originated from non-BGP custonmer network
with source addresses in 2001:db8:0:100::/56 will be inproperly
bl ocked by strict uRPF on Router 1.

Figure 2: An exanple of asymmetric routing

Al t hough the non-BGP customer network does not expect to receive

i nbound traffic for 2001: db8:0:100::/56 via Router 1, it can send
outbound traffic with source addresses in that prefix through Router
1. As a result, data packets between the non-BGP custoner network
and Router 1 may foll ow asymetric paths. Arrows in the figure
indicate the direction of traffic flow
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If Router 1 enforces strict uRPF by checking the FIB entry for the
prefix 2001: db8: 0: 100::/56, the correspondi ng SAV rule would only

al | ow packets with a source address from 2001: db8: 0: 100: : /56 t hat
arrive via Router 3. Consequently, when the non-BGP custoner network
sends packets with a source address in 2001:db8:0:100::/56 to Router
1, strict uRPF would incorrectly drop these |legitinate packets.
Similarly, if Router 2 enforces strict uRPF, it would incorrectly

bl ock legitimate packets fromthe non-BGP customer network that use
source addresses within the prefix 2001: db8: 0: : / 56.

3.2. Hi dden Prefix Scenario

The intra-domain hidden prefix scenario refers to two situations in
whi ch a host or non-BGP custoner legitimately originates traffic
usi ng source addresses that are not visible to the intra-domain
routing protocol

* A host (for exanple, a cloud server instance operated by a tenant)
that originates traffic with a source address not allocated by the
AS operator, for legitimte purposes such as Direct Server Return
(DSR) depl oynent s.

* A non-BGP custoner network that originates traffic with a source
address not advertised to the AS operator, also for valid
operational reasons.

For ACL-based SAV, enforcing correct filtering in these scenarios
requires authoritative information that explicitly specifies which
source addresses the host or non-BGP custoner is authorized to use.
In practice, such authoritative information is often m ssing.

Exi sting uRPF-based mechani snms (strict uRPF or | oose uRPF) al so fai
in hidden prefix scenarios. They will drop packets from hi dden
prefi xes because the source addresses are absent fromthe router’s
FIB or are received from unexpected interfaces.

4. Pr obl em St at enent

As di scussed above, current operational intra-domin SAV nechani sns
have significant limtations with respect to automatic updates and
accurate validation:

* High operational overhead of ACL-based SAV. ACL-based SAV relies
entirely on manual naintenance, resulting in high operationa
overhead in dynam c networks. To ensure the accuracy of ACL-based
SAV, AS operators nmust manual |y update ACL rul es whenever prefixes
or topol ogy change; otherw se, packets nmay be inproperly bl ocked
or permtted.
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* I nproper block prblemof strict uRPF. Strict uRPF can
automatically update SAV rul es based on the | ocal FIB information,
but it may block legitimate traffic in the asymretric routing or
hi dden prefix scenarios. Strict uRPF may m stakenly consider a
valid incoming interface as invalid, resulting in legitimte
packets being blocked (i.e., an inproper block problem

* Inproper permt problemof |oose uRPF. Loose uRPF al so
automati cal |l y updates SAV rul es based on the local FIB
information, but its rules are overly perm ssive. Any spoofed
packet with a source address present in the FIB may be pernitted
by | oose uRPF (i.e., an inproper pernit problem

The fundanental reason these limtations have persisted is the
absence of SAV-specific, authoritative information that can be
consuned automatically. Current automated uRPF-based nmechani sns
derive their SAV rules solely fromrouting or forwarding information.
However, routing information is designed to express reachability
rather than authorization to use a source address. As a result,
URPF- based mechani sms cannot reliably validate source addresses in
scenari os such as asymetric routing or hidden prefixes. While ACL-
based SAV can accurately encode source address authorization, it
relies on nmanual configuration and ongoi ng operator intervention
Such manual mai ntenance does not scale in dynanm c networKks.
Consequently, addressing these gaps requires the introduction of SAV-
specific, authoritative information and the design of automated
mechani sms that can consune this information directly, rather than
relying only on routing or forwarding state.

Anot her consideration is that uRPF-based nechanisns rely on routing
informati on to nake SAV deci sions, assuming that the routing
information in the local FIBis correct. |If the routing information
is incorrect, SAV decisions may al so be incorrect, potentially
resulting in inmproper blocking or permitting. Ensuring the
correctness of routing information is the responsibility of
mechani snms or operational processes outside the scope of SAV.
However, if SAV relies on routing information or other contextua
information, it is highly recomended that such information be
val i dat ed before being used for SAV

Requi renments for New SAV Mechani snms

This section outlines five general requirenments for technica

i mprovenents that should be considered when designing future intra-
domai n SAV architectures and solutions. These informationa
requirenents can not be used to initiate standards-track protoco
changes.
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5. 4.
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Accurate Validation

Any new intra-domai n SAV mechani sm MJST i nprove the accuracy of
source address validation conpared to existing uRPF-based nechani sns.
In particular, it MJST reduce the occurrence of inproper bl ocks
(i.e., blocking legitimate traffic), inproper pernits (i.e., allowng
spoofed traffic), or both. Specifically, it MJST satisfy the

foll owi ng conditions:

* result in fewer inproper blocks than strict uRPF, particularly in
scenarios involving asymmetric routes or hidden prefixes;

* result in fewer inproper permits than | oose uRPF.

To achi eve hi gher SAV accuracy, additional information beyond the

|l ocal FIB (e.g., SAV-specific information) may be needed to nmake
val idation decisions. By integrating such information, routers may
have the ability to account for asymmetric routes and hi dden
prefixes, resulting in nore accurate SAV rul es.

Aut omat i ¢ Updat es

Any new intra-domai n SAV nechani sm MJUST be capabl e of autonmatically
generating and updating SAV rules on routers, rather than relying
entirely on manual updates as in ACL-based SAV. Automation hel ps
reduce operational conplexity and mai nt enance overhead, while
allowing sone initial configuration to inprove SAV accuracy. This
ensures the mechani smis deployable in practical networks without

i ntroduci ng excessi ve nmanagenent burden

I ncrenental Depl oynent Support

Any new intra-domai n SAV mechani sm MJUST support i ncrenental
depl oynent and provi de neasurabl e benefits even when only a subset of
external non-BGP interfaces deploy the nmechani sm

Fast Convergence

If any new intra-domain SAV nmechani smrequires di ssem nating SAV-
specific information anbng intra-domain routers via a protocol, two
consi derations are essential. First, such mechani sm MJST al | ow
routers to |learn updated SAV-specific information in a tinely nanner.
Second, such nmechani sm MUST NOT transmit excessive SAV-specific
information via a protocol, as this could significantly increase the
burden on the routers’ control planes and potentially degrade the
performance of existing protocols.
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5.5. Authentication of Informati on Used for SAV

Any new intra-domai n SAV nmechani sm SHOULD verify the authenticity and
trustworthiness of infornmation before using it. Using incorrect
information may result in the generation of incorrect SAV rul es,
potentially pernmitting spoofed packets or causing legitimate traffic
to be blocked. [If any new intra-domin SAV mechani smintroduces any
new SAV-specific information, it MJST ensure that such information
can be aut henti cat ed.

5.6. MVulnerability Prevention

9.1
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Any new i ntra-domai n SAV nechani sm MJST NOT i ntroduce additiona
security vulnerabilities to existing intra-domain architectures or
protocols. Protection against conprom sed or nalicious intra-domain
routers is out of scope, as such routers can conprom se not only SAV
mechani sns but also the entire intra-domain routing donain.

Security Considerations

Thi s docunent discusses the linmtations of existing intra-domain SAV
practices and identifies problens and informational requirenents for
i mproved intra-domain SAV nmechanisns. |t does not specify new
protocol s or nmechani snms and, as such, does not introduce any new
security considerations.

I ANA Consi derati ons

Thi s docunent does not request any | ANA all ocations.
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