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I nt roducti on

The main task of an intra-domain SAV nmechanismis to generate the
correct mappi ng between a source address (prefix) and its valid
incomng router interface(s), referred to as SAV rules. The core
challenge lies in efficiently and accurately |earning this mapping.
Exi sting intra-domai n SAV nechani sns (such as strict uRPF [ RFC3704]
and ACL-based ingress filtering [ RFC2827]) suffer fromeither

i naccurate mappings in asymretric routing or hidden prefix scenari os,
or from high operational overhead in dynam c networks (see
[I-D.ietf-savnet-intra-domai n-problemstatenent]). The fundanental
cause is that these nmechani sns generate SAV rules solely based on a
router’ s local routing information or on nmanual configuration

To address this challenge, the intra-domain SAVNET architecture
requires routers to generate SAV rul es based on SAV-specific

i nformati on exchanged anong routers, rather than relying solely on
local routing information or manual configuration. Conpared to uRPF
[ RFC3704], which depends only on a router’ s local routing

i nformati on, SAVNET routers generate SAV rules by using both | oca
routing informati on and SAV-specific information exchanged anong
routers, resulting in nore accurate SAV validation in asymretric
routing and hi dden prefix scenarios. Conpared to ACL-based ingress
filtering [ RFC2827], which relies entirely on manual configuration to
adapt to network dynami cs, SAVNET routers |earn SAV rul es
automatically in a distributed manner.

Thi s docunent describes the conceptual design of intra-domain SAVNET,
along with its use cases and design requirenents, to help ensure that
the intended objectives are nmet. The reader is encouraged to be
famliar with [I-D.ietf-savnet-intra-domain-probl emstatenent] and
[1-D.ietf-savnet-general -sav-capabilities].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

Local Routing Information: Information in a router’ s local RIB or FIB
that can be used to infer SAV rul es.

SAV-specific Information: Informati on exchanged anbng routers that is
specifically used for SAV rul e generation
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SAV-speci fic I nformati on Comuni cati on Mechani sm A nmechani sm for
exchangi ng SAV-specific information between routers. It can be a new
protocol or an extension to an existing one.

SAV Informati on Base: A data structure within a router that stores
both SAV-specific information and | ocal routing information.

SAV Rule: The rule in a router that describes the mapping
rel ati onship between a source address (prefix) and the valid incom ng
interface(s). It is used by a router to nake SAV deci sions.

SAVNET Router: An intra-domain router that runs the intra-domain
SAVNET function

SAVNET Agent: A component within a SAVNET router that is responsible
for exchangi ng SAV-specific information, processing such infornmation,
and generating SAV rul es.

Non- BGP Customer Network: A stub network connected to one or nore
routers of the AS for Internet connectivity. It only originates
traffic and does not participate in BGP routing exchanges with the
AS.

I mproper Bl ock: The validation results that the packets with

l egitimate source addresses are bl ocked inproperly due to inaccurate
SAV rul es.

I nproper Permit: The validation results that the packets with spoofed
source addresses are permitted i nproperly due to inaccurate SAV
rul es.
Threat Model
I ntra-domai n SAVNET assunes the follow ng threat nodel:

1. Attackers

* Directly connected hosts: Hosts that are directly attached to
an intra-domain router (e.g., in a local LAN)

* Non-BGP customer networks: Stub networks connected to one or
more routers of the AS for Internet connectivity. They only
originate traffic and do not participate in BG routing
exchanges with the AS.

* External ASes: Autononpus systens outside the donmain that send
traffic to the domain.
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2. Attacker Capabilities

* Attackers may inject packets with spoofed source addresses
into the domain.

* Specifically:

- At external interfaces facing hosts or non-BGP customer
networ ks, attackers may attenpt to send packets with source
addresses they are not authorized to use.

- At external interfaces facing external ASes, attackers nmay
attenpt to send packets using internal-use-only source
addr esses.

3. Assunptions
* Intra-domain routers are trusted and operate correctly.

* Spoofing traffic originating froma conpronised intra-domain
router is out of scope.

4. Scope and Goal s

* Prevent unauthorized source addresses fromentering the intra-
domain network at external interfaces.

* Focus is on validating traffic at external interfaces, not on
internal interfaces between trusted routers.

* SAVNET ains to automatically generate and enforce SAV rules to
achi eve accurate source address validation, even in the
presence of asynmetric routing or hidden prefix scenarios.

Depl oynment Scope and Use Cases

To reduce depl oynent overhead and avoi d redundant validation, it is

not necessary to include all intra-domain router interfaces within
the depl oynment scope. |In general, external interfaces serve as
vant age points for deploying intra-donmain SAVNET. |ntra-donain

SAVNET at external interfaces is nore effective in identifying and
di scardi ng packets with spoofed source addresses because these
interfaces are located at the boundary of the intra-domain network
and are closer to the source. In addition, Intra-domain SAVNET at
external interfaces can nore clearly determne the valid i ncom ng
direction of specific source prefixes based on the network topol ogy.
Intra-domain SAVNET at internal interfaces is currently considered
out of scope.
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4.1. Use Case 1: Intra-domain SAVNET at External Interfaces Facing
Hosts or Non-BGP Customer Networks

At external interfaces facing directly connected hosts or non-BGP
custoner networks, intra-donmain SAVNET prevents these entities from
i njecting packets into the domain with source addresses they are not
aut hori zed to use.

4.2. Use Case 2: Intra-domain SAVNET at External Interfaces Facing
Ext ernal ASes

At external interfaces facing external ASes, intra-domain SAVNET
prevents those ASes frominjecting packets into the domain that use
i nternal -use-only source addresses.

5. Architecture
5.1. Overview

Figure 1 illustrates the intra-domain SAVNET architecture within an
intra-domain network. To generate accurate SAV rules, intra-domain
SAVNET enabl es SAVNET routers to autonatically exchange SAV-specific
informati on. Each SAVNET router can independently decide which other
SAVNET routers to provide its SAV-specific information to. The
arrows in Figure 1 indicate the directions of SAV-specific
information flows originating fromRouter A and Router C. Flows
originating fromother routers are omtted for clarity.
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Figure 1: Overview of intra-domain SAVNET architecture

Each SAVNET router includes a SAVNET Agent responsible for SAV-
related functions. As shown in Figure 2, a SAVNET router can serve
one or both of the following roles in the intra-domin SAVNET
architecture:

* Source Entity provides its SAV-specific information to other
SAVNET routers.

* Validation Entity receives SAV-specific information from other
SAVNET routers.

Li, et al. Expires 16 April 2026 [ Page 7]



Internet-Draft I ntra-domai n SAVNET Architecture Cct ober 2025

5.1

5. 1.

5.2

Li,

1. Source Entity

VWhen a SAVNET router acts as a source entity, the information

provi der conponent of its SAVNET Agent supplies SAV-specific

informati on to other SAVNET routers acting as validation entities. A
SAVNET router serving as a source entity can obtain SAV-specific

i nformati on about the hosts and/or non-BGP customer networks attached
to it and selectively distribute this information to other SAVNET
routers.

2. Validation Entity

When a SAVNET router acts as a validation entity, the information
recei ver conponent of its SAVNET Agent obtains SAV-specific

informati on from other SAVNET routers acting as source entities. The
SAVNET Agent then processes the received SAV-specific information,
together with its own SAV-specific information and/or |ocal routing
information, to generate SAV rules for the corresponding interfaces.

o e e e e e a e oo + o e e e e e a e oo +
| Source Entity | | Validation Entity |
| (Router A) | | (Router B) |
I | e |
| | SAVNET Agent | | SAV-specific | | SAVNET Agent | |
| | +------------- + | | Information | R + ] |
| | | I'nformation +---------------------- > Information | | |
| | | Provider | ] | | | Receiver | ]
| | +--mmmmmme- + ] | | +--mmmmmme- + ]
[ R + | [ R + |
I I I I
o e e e e e a e oo + o e e e e e a e oo +

Figure 2: SAV-specific information flow
SAV-specific I nformati on Comruni cation

New i ntra-domain SAV sol utions are expected to include a SAV-specific
i nformati on comuni cati on mechani smthat propagates SAV-specific
information fromsource entities to validation entities. This
mechani sm nmay be realized either as a new protocol or as an extension
to an existing one. This docunent does not specify the detail ed
protocol design or extensions; instead, it identifies the essential
features that such a nechani sm SHOULD support.

The SAV-specific information communi cati on nechani sm SHOULD defi ne

the data structure or format of SAV-specific infornmation, as well as
the operations related to comunication (e.g., session establishnent
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and termination). |In addition, the nmechani sm SHOULD enabl e source
entities to notify validation entities of SAV-specific information
updates in a tinely manner, so that validation entities can maintain
SAV rul es based on the latest information

1. Future SAV-specific Information Comuni cation Protoco
Requi rement s

To ensure the convergence and security of the conmunication, the
session of the SAV-specific conmmunication nmechani sm SHOULD sati sfy
the follow ng requirenents:

* The session MAY be long-lived or tenporary, but it MJST provide
sufficient assurance of reliability and tinmeliness to allow
validation entities to update SAV rul es pronptly.

* Aut hentication SHOULD be supported prior to session establishnent.
Whi l e authentication is optional, the mechani sm MJST provide the
capability to performit.

SAV-rel ated I nformati on

For intra-domain SAV, both SAV-specific information and | ocal routing
i nformati on can be used to support SAV deci si on- maki ng.

1. SAV-specific Information

SAV-specific information is information dedicated to SAV and enabl es
the generation of nore accurate SAV rules. A SAVNET router can
derive its own SAV-specific information fromlocal routing
information, |ocal interface configurations, and/or other |oca
configuration data. |In addition, SAVNET routers acting as validation
entities can obtain SAV-specific information from ot her SAVNET
routers acting as source entities. By incorporating SAV-specific

i nformati on provided by other routers, a validation entity can
generate nore accurate SAV rules than by relying solely on its |loca
routing information.

SAV-specific informati on MAY al so be provided by network operators.
In this case, a SAVNET router can obtain the information from an
oper at or - nanaged dat abase or configuration systemand incorporate it
into the SAV rul e generation process. This allows operators to
provi de additional gui dance or correct information that m ght not be
fully derivable fromlocal routing or interface data.

For exanple, SAVNET routers connected to the sane nulti-homed non-BGP

custonmer network can exchange |l ocally known source prefixes of that
networ k through SAV-specific information comruni cation. By
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processing both their own SAV-specific information, information

recei ved from peer SAVNET routers, and optionally operator-provided
information, each router can identify all valid prefixes within the
non- BGP customer network and thus avoid i nproper bl ocking in cases of
asymetric routing.

5.3.2. Routing Information

Routing information is used to conpute packet forwarding rules and is
stored in a router’ s RIB or FIB. Although not specialized for SAV,
it has been widely used to infer SAV rules in existing uRPF-based
mechani sms, such as strict uRPF and | oose uRPF [ RFC3704]. A SAVNET
router acting as a validation entity can obtain routing informtion
fromits local RIB/FIB to generate SAV rules for certain prefixes
when the correspondi ng SAV-specific information i s unavail abl e.

5.4. SAV Rule Generation

Figure 3 illustrates the SAV rul e generation process of a SAVNET
router acting as a validation entity. The SAV Informati on Manager of
the SAVNET Agent consolidates SAV-specific information received from
other routers, the router’ s own SAV-specific information, and |oca
routing information into the SAV Information Base. It then provides
the consolidated information to the SAV Rul e Generator. The SAV Rul e
Generator SHOULD preferentially use SAV-specific information to
generate SAV rules for specific source prefixes. Local routing
informati on i s RECOMVENDED only when the correspondi ng SAV-specific
information is unavail abl e.

The SAV I nformation Manager al so supports diagnostic operations.
Operators can inspect the contents of the SAV Information Base for
moni toring or troubl eshooting purposes.

For exanple, on a SAVNET router facing hosts or non-BGP custoner

net wor ks, the SAVNET Agent processes SAV-related infornmation to
identify the prefixes belonging to the directly connected host or
non- BGP customer network, and then generates SAV rules on the
interface facing that host or network. Data packets received on that
interface are considered invalid and SHOULD be dropped if their
source addresses do not belong to the correspondi ng host or non- BGP
cust oner networKk.
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SAVNET Agent
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Figure 3: Workflow of SAV rul e generation

For a SAVNET router facing an external AS, the SAVNET Agent processes
SAV-related information to identify prefixes within the local AS and
generates SAV rules on the interface facing another AS. Data packets
received on that interface are considered invalid and SHOULD be
dropped if their source addresses belong to the |ocal AS.

In addition, if a SAVNET router also inplenents inter-donmai n SAVNET,
its intra-domain SAVNET Agent SHOULD provide the intra-domin SAV-
specific information to the inter-domain SAVNET Agent. This enables
the inter-domai n SAVNET Agent to generate inter-domain SAV rul es or

i nter-domai n SAV-specific information

5.5. Data Plane SAV Filtering

Thi s docunent primarily focuses on the SAV rul e generation process in
the control plane, including the exchange of SAV-specific

i nformati on, the consolidation of SAV-related information, and the
generation of SAV rules. For data-plane SAV filtering, SAVNET
routers validate the source addresses of incoming data packets
against the locally generated SAV rul es and drop packets identified

Li, et al. Expires 16 April 2026 [ Page 11]



I nt

6. 1.

6. 2.

6. 3.

Li,

ernet-Draft I ntra-domai n SAVNET Architecture Cct ober 2025

as using spoofed source addresses. Consequently, the accuracy of
dat a- pl ane SAV filtering depends entirely on the accuracy of the
generated SAV rules. Further considerations for data-plane SAV can
be found in [I-D.ietf-savnet-general -sav-capabilities].

Meeting the Design Requirenents of Intra-domain SAVNET

The intra-domain SAVNET architecture is designed to satisfy the five
design requirenents defined in
[1-D.ietf-savnet-intra-domai n-problemstatenent].

Accurate Validation

Exi sting intra-domain SAV nechani sns (e.g., strict uRPF) that rely
solely on local routing information to generate SAV rul es may
incorrectly block legitimate traffic under asymretric routing or

hi dden prefix conditions. |Intra-domain SAVNET addresses this
limtation by enabling routers to exchange SAV-specific information
with one another. Each SAVNET router can use both the SAV-specific
i nformati on received fromother routers and its own SAV-specific
informati on to generate nore accurate SAV rul es.

Aut omati ¢ Updat e

In real intra-domain networks, the topology or prefixes of networks
may change dynanically. The SAV nechani sm MUST automatical ly update
SAV rules in response to such network changes. |In contrast, ACL-
based SAV nechani sns require nmanual updates to accommbdat e network
dynanics, resulting in high operational overhead.

I ntra-domai n SAVNET enabl es SAVNET routers to automatically exchange
updat es of SAV-specific information with one another. Upon receiving
updat ed SAV-specific information froma source entity, SAVNET routers
acting as validation entities can generate and update their SAV rul es
accordingly.

I ncrenent al Depl oynent

Al t hough an intra-domain network is typically under a single

adm nistration, incremental or partial deploynent may still occur due
to phased depl oynent or nulti-vendor environnments. |n phased

depl oynent scenarios, SAV-specific information from non-depl oying
routers is unavail abl e.
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As described in Section 5.4, intra-donmain SAVNET can adapt to
incremental or partial deployment. To mitigate the inpact of phased
depl oynent, it is RECOVMENDED that routers facing the sane set of
hosts or non-BGP custoner network adopt intra-donmai n SAVNET

simul taneously so that all routing information of the set of hosts or
non- BGP custonmer network can be identified.

In addition, SAVNET routers acting as validation entities are
RECOMVENDED to support flexible validation nodes and perform SAV
filtering gradually to snpboth the transition frompartial to ful
depl oynent :

* Flexible Validation Mdes: SAVNET routers acting as validation
entities RECOMVENDED to support nodes such as interface-based
prefix allowist, interface-based prefix blocklist, and prefix-
based interface allowist (see
[1-D.ietf-savnet-general -sav-capabilities]). The first two nodes
operate at the interface scale, while the |ast operates at the
device scale. Under increnental or partial deploynent, SAVNET
routers SHOULD sel ect the appropriate validation node according to
the acquired SAV-specific information. For exanple, if a SAVNET
router can identify all prefixes in its non-BGP custoner network
usi ng acqui red SAV-specific information, an interface-based prefix
all owist containing these prefixes can be applied to that
interface. Oherw se, an interface-based prefix bl ocklist or
prefi x-based interface allowist SHOULD be used to avoid i nproper
bl ocki ng.

* @adual SAV-invalid Filtering: Validation entities are RECOMVENDED
to apply filtering for invalid packets gradually. Initially,
routers may take conservative actions on packets identified as
invalid. For instance, packets may not be discarded at the start
of depl oynent; instead, sanpling can be conducted for neasurenent
and anal ysis. Subsequently, rate-limting or redirecting actions
can be applied to packets with invalid results. These
conservative actions reduce the risk of incorrectly bl ocking
legitimate traffic while still providing protection for the
network. Full filtering actions SHOULD be enabled only after
confirm ng that no inproper bl ocking occurs.

Conver gence

When SAV-rel ated i nformati on changes, the SAVNET Agent MUST be able
to detect the changes pronptly and update SAV rul es based on the

| atest information. Oherw se, outdated SAV rul es may cause

|l egitimte packets to be bl ocked or all ow spoofed packets to be
accept ed.
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I ntra-domai n SAVNET requires routers to update SAV-specific
information and refresh SAV rules in a tinely nanner. Because SAV-
specific information originates fromsource entities, those entities
MUST pronptly send updated SAV-specific information to validation
entities. Therefore, the propagation speed of SAV-specific
information is a key factor affecting convergence. Considering that
routing informati on and SAV-specific information can be origi nated
and advertised in simlar ways, SAV-specific informtion SHOULD
propagate at |east as quickly as routing information.

Security

I ntra-domain SAVNET is designed so that it does not introduce
additional security threats to the existing routing architecture or
pr ot ocol s.

Manageabi |l ity Consi derations
The architecture provides a general framework for exchangi ng SAV-
specific information between routers and generating SAV rul es based
on both SAV-specific information and | ocal routing information

Pr ot ocol -i ndependent nechani sns SHOULD be provided for operating and
managi ng SAV-rel ated configurations. For exanple, a YANG data nodel
for SAV configuration and operation is RECOMWENDED to sinplify
managenent .

Mechani sns for diagnosis and the coll ection of necessary | ogging

i nformati on SHOULD be provided. The SAV Information Base SHOULD
store information that may not be directly used for SAV rule
generation but is useful for managenent purposes.

Furthernmore, the SAV-specific information conmunication mechani sm
SHOULD i ncl ude nonitoring and troubl eshooting capabilities to support
the efficient operation of the architecture.
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