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Abst r act

Thi s document proposes the intra-domain SAVNET architecture, which
achi eves accurate source address validation (SAV) in an intra-domain
network by an automatic way. Conpared with uRPF-1ike SAV mechani snms
[ RFC3704] that only depend on routers’ |ocal routing information,
SAVNET routers generate SAV rules by using both local routing

i nformati on and SAV-specific informati on exchanged anobng routers,
resulting in nore accurate SAV validation in asymetric routing
scenarios. Conpared with ACL-based ingress filtering [ RFC2827] that
entirely requires manual efforts to accombdate to network dynam cs,
SAVNET routers learn SAV rules automatically in a distributed way.

Status of This Meno

Li,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Cctober 2025.
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1.

Li,

Aut hors’ Addresses . . . . . . . . . . . . . . . . . ... ... 21
I nt roduction

Source address validation (SAV) is inportant for mtigating source

address spoofing and thus contributes to the Internet security. In
the Source Address Validation Architecture (SAVA) [ RFC5210], SAV is
divided into three checking levels, i.e., access-network SAV, intra-

domai n SAV, and inter-domain SAV. Wen an access network does not
depl oy SAV (such as SAVI [RFC7039][ RFC7513], Cable Source Verify
[cabl e-verify], and IP Source Guard [IPSGE), intra-domain SAV hel ps
bl ock spoofed packets froman access network as close to the source
as possible [I-D.ietf-savnet-intra-donai n-probl emstatenment].

The main purpose of the intra-domain SAV mechanismfor an AS A, is to
bl ock the spoofing data packets froma host or customer network that
use source addresses of other networks, as well as block the spoofing
data packets from other ASes that use source addresses of AS A. The
mai n task of the intra-donmain SAV nmechanismis to generate the
correct mapping relationship between a source address (prefix) and
the valid incomng router interface(s), called SAV rules. The core
chal  enge of the intra-domain SAV nmechanismis howto efficiently and
accurately learn the mapping relationship. Al though many existing

i ntra-domai n SAV nechani sns (such as ACL-based ingress filtering

[ RFC2827], strict uRPF [ RFC3704], and | oose uRPF [ RFC3704]) have been
proposed, they suffer fromeither inaccurate mapping in asymretric
routing scenraios, or high operational overhead in dynam c networks.
The key cause is that exsiting nechani sns generate the SAV rules by a
router’s local routing information or by nmanual inputs. To addresses
probl ems of existing intra-domain SAV nechani sns, five requirenents
for a new intra-domai n SAVNET nmechani sm are proposed in
[I-D.ietf-savnet-intra-domai n-probl em statenment].

et al. Expires 16 October 2025 [ Page 3]



I nternet-Draft I ntra-domai n SAVNET Architecture April 2025

1.1

Li,

Thi s docunment introduces the intra-donmain SAVNET architecture to neet
the five requirenents and gui de devel opnment of future intra-domain
SAV sol utions. The key idea of intra-domain SAVNET is to generate
SAV rules in routers based on SAV-specific information exchanged
anong routers, instead of solely depending on local routing
information like in existing mechanisns. It achieves accurate SAV
val i dati on, because SAV-specific information is specialized for SAV
and t hus hel ps generate nore accurate SAV rul es than solely using

| ocal routing information. It achieves automatic SAV rul e update,
because SAV-specific informati on exchange is triggered when there is
topol ogy change or prefix change. |In the increnental/partia

depl oynent scenario where only part of intra-domain routers support
the intra-domain SAVNET, it provides incremental benefits by using
SAV-specific information provided by routers that support the intra-
domai n SAVNET, and/or l|ocal routing information to generate SAV

rul es.

The reader is encouraged to be famliar with
[1-D.ietf-savnet-intra-domai n-probl emstatenment] and
[ huang- savnet - sav-tabl e] .

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

Local Routing Information: The information in a router’s local R B or
FI B that can be used to infer SAV rul es.

SAV-specific Information: The information specialized for SAV rul e
generation, which is exchanged anong routers.

SAV-rel ated Information: The information used by a router to make SAV
deci sions. For intra-domain SAV, SAV-rel ated information includes
both local routing information and SAV-specific information

SAV-speci fic Informati on Comuni cati on Mechani sm The nechani sm for
exchangi ng SAV-specific informati on between routers. It can be
either a new protocol or an extension to an existing protocol

SAV Information Base: A table or data structure in a router which
stores SAV-specific information and | ocal routing information.
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SAV Rule: The rule in a router that describes the mapping
rel ati onship between a source address (prefix) and the valid incom ng
interface(s). It is used by a router to nake SAV deci sions.

SAVNET Router: An intra-domain router which runs intra-domain SAVNET.

SAVNET Agent: The agent in a SAVNET router that is responsible for
communi cati ng SAV-specific information, processing SAV-rel ated
i nformati on, and generating SAV rul es.

Host-facing Router: An intra-donmain router facing an intra-donain
host net work.

Customer-facing Router: An intra-domain router facing an intra-domain
cust oner networ K.

AS Border Router: An intra-donmain router facing an external AS.

I mproper Bl ock: The validation results that the packets with
l egitimate source addresses are bl ocked inproperly due to inaccurate
SAV rul es.

I nproper Permit: The validation results that the packets with spoofed
source addresses are permitted inproperly due to inaccurate SAV
rul es.

3. Overview

Figure 1 illustrates intra-domain SAVNET architecture in an intra-
domai n network. To generate nore accurate SAV rules, intra-donmain
SAVNET al l ows SAVNET routers to automatically exchange SAV-specific
informati on. Every SAVNET router can choose whi ch SAVNET routers to
provide its SAV-specific information to. Arrows in Figure 1 indicate
the direction of SAV-specific information flows originated from
Router A and Router C. SAV-specific information flows originated
fromother routers are omitted for brevity. After receiving SAV-
specific information provided by other routers, the SAVNET router can
generate nore accurate SAV rul es by using SAV-specific information
provi ded by other routers, its own SAV-specific information, and/or
routing information in the local FIB/R B

Li, et al. Expires 16 October 2025 [ Page 5]
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Figure 1: Overview of intra-domain SAVNET architecture

For exanple, the host-facing (or custoner-facing) router can contain
the | ocal | y-known source prefixes of the network it is facing inits
SAV-specific information and provide its SAV-specific information to
other routers. \When Router B receives Router A's SAV-specific
information, it can learn all source prefixes belonging to the
custoner network in conbination with its |ocally-known source
prefixes of the custoner network, even if there is an asymretric
route between Router B and the customer network. After that, Router
B can bl ock source-spoofed data packets fromthe custoner network
that use source addresses not belonging to the custoner network.
Routers D and E can identify source prefixes belonging to the |oca
AS by using SAV-specific inforantion provided by Routers A B, and C
They can bl ock source-spoofed data packets from other ASes that use
source addresses belonging to the |ocal AS.
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4. Rol es of SAVNET Routers

Every SAVNET router has a SAVNET Agent that is responsible for
actions related to SAV. As shown in Figure 2, a SAVNET router can
act as one or two roles in the intra-domain SAVNET architecture,
namel y, source entity to provide its SAV-specific information to
ot her SAVNET routers, or/and validation entity to receive SAV-
specific information from other SAVNET routers.

4.1. Source Entity

When a SAVNET router acts as source entity, the information provider
of its SAVNET Agent provides its SAV-specific information to other
SAVNET routers that act as validation entity. For exanple, a host-
facing router acting as source entity can obtain its SAV-specific
information related to the host network to which it is connected and
sel ectively provide this information to other SAVNET routers.

4.2. Validation Entity

VWhen a SAVNET router acts as validation entity, the informtion
receiver of its SAVNET Agent receives SAV-specific information from
other SAVNET routers that act as source entity. Then, its SAVNET
Agent processes SAV-specific information provided by other SAVNET
routers, its own SAV-specific information, and/or its |ocal routing
informati on to generate SAV rul es on corresponding interfaces. As
ment i oned above, host-facing routers perform SAV filtering on
interfaces facing the host network, custoner-facing routers perform
SAV filtering on interfaces facing the customer network, and AS
border routers perform SAV filtering on interfaces facing another AS.

o e e e e e a e oo + o e e e e e a e oo +
| Source Entity | | Validation Entity

| (Router A) | | (Rout er B) |
I | e |
| | SAVNET Agent | | SAV-specific | | SAVNET Agent | |
| | +------------- + | | Information | | +------------- + ] |
| | | I'nformation +---------------------- > Information | | |
| | | Provider | ] | | | Receiver | ]
| | +--mmmmmme- + ] | | +--mmmmmme- + ]
[ R + | [ R + |
I I I I
o e e e e e a e oo + o e e e e e a e oo +

Figure 2: Roles of SAVNET routers
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SAV- speci fic I nformati on Comuni cati on Mechani sm

New i ntra-domai n SAV sol utions should design a SAV-specific

conmmuni cati on nmechani smto propagate SAV-specific information from
source entity to validation entity. It can be a new protocol or an
extension to an existing protocol. This docunment does not present
the details of the protocol design or protocol extensions, but lists
necessary features of SAV-specific comunication nechanismin the
fol | owi ng.

The SAV-specific Informati on communi cati on nechani sm SHOULD defi ne
the data structure or format of SAV-specific information, and the
operations of comuni cation (such as comunication establishment and
communi cation termination). In addition, the mechani sm SHOULD
require source entity to informvalidation entity of the updates of
SAV-specific information in a tinely manner, so that validation
entity can update SAV rul es based on the | atest infornation.

In order to ensure the convergence and security of the comruni cati on,
the session of the SAV-specific comruni cati on mechani sm SHOULD neet
the follow ng requirenents:

* The session can be a long-tinme session or a tenporary one, but it
SHOULD provi de sufficient assurance of transmission reliability
and tineliness, so that validation entity can update its SAV rul es
in time.

* Aut hentication can be conducted before session establishnent.
Aut hentication is optional but the ability of authentication
SHOULD be avai |l abl e.

SAV-rel ated I nformati on

For intra-domain SAV, both SAV-specific information and | ocal routing
i nformati on can be used for SAV deci sions.

SAV-speci fic I nformation

SAV-specific information is specialized for SAV and thus hel ps
generate nore accurate SAV rules. A SAVNET router can obtain its own
SAV-specific informati on based on | ocal routing information, |oca
interface configurations, and/or other |ocal configuration
information. |In addition, SAVNET routers acting as validation entity
can obtain SAV-specific information of other SAVNET routers that act
as source entity. By using SAV-specific information provided by

ot her SAVNET routers, the SAVNET router acting as validation entity
can generate nore accurate SAV rules than solely using its loca
routing information.

et al. Expires 16 October 2025 [ Page 8]
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For exanple, custoner-facing routers connected to the same nulti-
honmed customer network can exchange | ocal |l y-known source prefixes of
the customer network through SAV-specific information comrunication
By processing both SAV-specific information of itself and SAV-
specific information of the other custoner-facing routers, each of
them can identify all prefixes in the customer network and thus avoid
i mproper block in case there is an asymetric routing. Section 8.1
el aborates on this exanple.

Routing Information

Routing information is used for conputing packet forwarding rules,
which is stored in the router’s RIB/FIB. Although it is not
specialized for SAV, it is widely used to infer SAV rules in existing
URPF- based SAV nechani sns, such as strict uRPF and | oose uRPF

[ RFC3704]. A SAVNET router acting as validation entity can obtain
routing information fromits local RIB/FIB to generate SAV rul es for
sone prefixes, when the correspondi ng SAV-specific information is

m ssi ng.

SAV Rul e Generation

Figure 3 shows the SAV rul e generation process of the SAVNET router
acting as validation entity. The SAV Informati on Manager of SAVNET
Agent consol i dates SAV-specific information provided by ot her

routers, SAV-specific information of the router itself, and |oca
routing information into the SAV Information Base. Then, it sends
the consolidated information to the SAV Rul e Generator. The SAV Rul e
Generator should preferentially use SAV-specific infornmation to
generate SAV rules for specific source prefixes. Local routing
information is only recommended when sone SAV-specific information is
m ssi ng.

SAV I nformati on Manager al so provi des the support of diagnosis.
Qperators can |l ook up the information in SAV Infornmation Base for
nmoni toring or troubl eshooting purpose.

For exanple, for a host-facing router (or a custoner-facing router),
it processes SAV-related information to identify prefixes in the host
network (or custoner network) it connected to, and then generate SAV
rules on the interface facing to the host network (or custoner
network). Data packets conming fromthat interface will be considered
invalid and should be blocked if they use source addresses not

bel onging to the host network (or custonmer network). In the
incremental /partial deploynment scenario when sonme routers do not
depl oy SAV-specific information comunication nmechani sm the host-
facing router (or custoner-facing router) nay not be able to identify
all prefixes in the host network (or custoner network) through SAV-

et al. Expires 16 October 2025 [ Page 9]
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specific information. To avoid inproper block in this case, the
router is recormended to use less strict SAV rules. For example, it
can choose to only bl ock packets w th non-global or non-routable
source addresses by using its local routing information.

SAVNET Agent

SAV-specific SAV-specific Rout i ng
i nformation i nformation i nformation
provi ded by of the router in |loca
other routers itself FI B/RI B
+ + +
I I I
R R R V- +
| SAV | nformati on Manager |
| S + |
| | SAV Information Base | |
| T + |
o m e e e e e e e e e e e e e e e e e e o +

i Y +
| SAV Rul e Cenerator |
| o m e e e e e e e aao o + |
| | SAV Rul es |
| o e e e e e e oo oo oo + |
o m o oo +
o m oo o e e oo ieaiooo--- +

Figure 3: Workflow of SAV rul e generation

For an AS border router, it processes SAV-related information to
identify prefixes in the local AS, and then generate SAV rules on the
interface facing to another AS. Data packets comi ng fromthat
interface will be considered invalid and should be bl ocked if they
use source addresses belonging to the local AS. 1In the increnmental/
partial depl oyment scenario, the AS border router may only identify
partial prefixes in the local AS through SAV-specific infornation.

In this case, the AS border router can still block data packets with
source addresses in | earned prefixes.

In addition, if the AS border router also inplenents inter-domain
SAVNET, its intra-domain SAVNET Agent SHOULD send the intra-domain
SAV-specific information to its inter-domain SAVNET Agent, hel ping
the inter-domai n SAVNET Agent generate inter-domain SAV rul es or

i nter-domai n SAV-specific infornmation.
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Where to depl oy intra-donmain SAV

A SAVNET router can be a host-facing router, a custoner-facing
router, an AS border router, or other routers. To reduce depl oynent
overhead and redundant validation, it is not necessary to depl oy
intra-domain SAV on all intra-domain routers. Future solutions
shoul d speci fy which routers deploy intra-domain SAV and provide
incremental benefits when those routers increnmentally deploy intra-
domain SAV. To this end, this docunent provides sone key
recomendat i ons and consi derations that should be considered by
future sol utions.

In general, host-facing routers, custoner-facing routers, and AS
border routers are vantage points to inplement intra-domain SAV. It
is not only because these routers are closer to the source and thus
will be nore effective in identifying and discardi ng source-spoofed
data packets, but al so becasue they can clearly determ ne the
directionality of specific source prefixes based on the network

t opol ogy:

* Host-facing routers (e.g., Router Cin Figure 1) generate SAV
rules on interfaces facing a host network and only pernit incom ng
data packets that use a source address bel onging to the host
net wor k.

* Custoner-facing routers (e.g., Routers A and B in Figure 1)
generate SAV rules on interfaces facing a custonmer network and
only permt incom ng data packets that use a source address
bel onging to the custoner network.

* AS border routers (e.g., Routers Dor Ein Figure 1) generate SAV
rules on interfaces facing an external AS and bl ock i ncom ng data
packets that use a source address of the |ocal AS.

When only parts of the edge have depl oyed SAV, every router that has
depl oyed SAV can bl ock spoofing traffic fromthe connected host

net wor k, customer network, or external AS. The local ASis only

vul nerabl e to spoofing traffic entering fromparts of the edge where
SAV has not been depl oyed. The network operator can plan the

i ncremental edge depl oynents by understandi ng the increnenta
benefits.

et al. Expires 16 October 2025 [ Page 11]
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I mpl ementi ng SAV on other inner routers should be nore conplicated
because many factors will affect the forwarding path fromthe source
to this kind of routers. For exanple, Traffic Engineering (TE) or
Fast Reroute (FRR) is commonly used in an intra-domain network to
control the forwarding decisions of routers. To ensure the accuracy
of SAV on inner routers, the conputation of SAV rul es needs to take
all factors that will affect forwarding into account.

8. Use Cases

This section uses two use cases to illustrate that intra-domain
SAVNET can achi eve nore accurate and efficient SAV than existing

i ntra-domai n SAV nechanisns. The two use cases have al ready been
described in [I-D.ietf-savnet-intra-domain-problemstatenent] to show
that existing intra-domain SAV nmechani sns have probl ens of inproper

bl ock or high operational overhead.

8.1. Use Case 1: SAV at Host-facing or Custoner-facing Routers

Figure 4 shows an asymmetric routing in a multi-homed host/customer
network scenario. Router 1 and Router 2 adopt intra-domain SAV to

bl ock spoofing data packets with source addresses not belonging to
Network 1 (e.g., a host network or a custoner network) receiving from
interface '#' .

Network 1 has prefix 10.0.0.0/15 and is connected to two routers
(i.e., Router 1 and Router 2) in the intra-domain network. Due to
the i nbound | oad bal ance strategy of Network 1, Router 1 only |learns
the route to sub prefix 10.1.0.0/16 from Network 1, while Router 2
only learns the route to the other sub prefix 10.0.0.0/16 from
Network 1. After that, Router 1 or Router 2 learns the route to the
other sub prefix through the intra-domain routing protocol. The FIBs
of Router 1 and Router 2 are shown in the figure. Assume Network 1
may send out bound packets with source addresses in sub prefix
10.0.0.0/16 to Router 1 for outbound | oad bal ance. The arrows in
Figure 4 indicate the direction of traffic.

Li, et al. Expires 16 October 2025 [ Page 12]
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Fi gure 4: A use case of outbound SAV

In this case, strict uRPF at Router 1 will inproperly block
legitimate packets with source addresses in prefix 10.0.0.0/16 from
Network 1 on interface '#, because it only accepts data packets with
source addresses in prefix 10.1.0.0/16 from Router 1's interface '#
according to its local routing information.

If intra-domain SAVNET is inplenented in the intra-domai n network,
Router 2 can inform Router 1 that prefix 10.0.0.0/16 al so belongs to
Network 1 by providing its SAV-specific information to Router 1.
Then, by conbining both its own SAV-specific information and SAV-
specific information provided by Router 2, Router 1 |learns that
Network 1 have both prefix 10.1.0.0/16 and prefix 10.0.0. 0/ 16.
Therefore, Router 1 will accept data packets with source addresses in
prefix 10.1.0.0/16 and prefix 10.0.0.0/16 on interface '# , so

i mproper bl ock can be avoi ded.

8.2. Use Case 2: SAV at AS Border Routers
Figure 5 shows a scenario of inbound SAV at AS border routers.
Router 3 and Router 4 adopt intra-domain SAV to bl ock spoofing data

packets with internal source addresses receiving frominterface '# .
The arrows in Figure 5 indicate the direction of spoofing traffic.
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Packets with + Packets with +

spoof ed P1/ P2| spoof ed P1/ P2

S | --------------------------- | --------- +
| AS \/ \/ |
| +o - - - - - + R e I

| | Router 3 +-------u--mnn-- + Router 4 | |
| - + Feomem - + |
I / \ I I
| / \ | |
I / \ I I
| +----a--- + S + S R + |
| | Router 1 | | Router 2 | | Router 5 | |
| +-----a--- + - + Feomem - + |
I \ / I I
| \ / | |
I \ / I I
| S + S R S R + |
| | Host | | Cust oner | |
| | Net wor k | | Net wor k | |
I I (P1) I I (P2) [ |
| S + S +|
I I
o o o e e e e e e meea oo +

Fi gure 5: A use case of inbound SAV

If Router 3 and Router 4 deploy ACL-based ingress filtering, the
operator needs to nmanually generate and update ACL rules at Router 3
and Router 4 when internal source prefixes change. The operationa
over head of manual |y nmintaining and updating ACL rules will be
extrenmely high, especially when there are multiple inbound validation
interfaces "#' .

If intra-domain SAVNET is inplenented in the intra-donmain network,
Router 1, Router 2, and Router 5 will automatically inform Router 3
and Router 4 of prefixes in the host network and custoner network by
provi di ng SAV-specific information. After receiving SAV-specific
informati on fromother routers, Router 3 and Router 4 can identify
all internal source prefixes. The SAV-specific informtion

communi cation will be triggered if topology or prefix related to the
host network or custoner network changes. For exanmple, if the
custonmer network has a new source prefix P3, Router 5 will inform
Router 3 and Router 4 of the new source prefix inmediately through
SAV-speci fic informati on comuni cati on mechanism In this way,
Router 3 and Router 4 can automatically generate and update SAV rul es
on interface '# .
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Meeting the Design Requirenents of |ntra-domain SAVNET

I ntra-domai n SAVNET architecture is proposed to nmeet the five design
requirenents defined in
[I-D.ietf-savnet-intra-domai n-probl emstatenent].

Accurate Validation

In the asymretric routing scenario shown in Figure 4, the host-facing
router (or custoner-facing router) cannot identify all prefixes in
its host network (or customer network) solely using its local routing
information. As a result, existing intra-donmain SAV nechani snms
(e.g., strict uRPF) solely using local routing information to
generate SAV rules will have inproper block problens in the case of
asymetric routing.

I ntra-donmain SAVNET requires routers to exchange SAV-specific

i nformati on anong each other. The SAVNET router can use SAV-specific
i nformati on provided by other routers as well as its own SAV-specific
informati on to generate nore accurate SAV rules. The use case in
Figure 4 has shown that intra-domain SAVNET can achi eve nore accurate
SAV filtering conpared with strict uRPF in asymetric routing

scenari os.

Aut omat i ¢ Updat e

In real intra-domain networks, the topol ogy or prefixes of networks
may change dynamically. The SAV nechani sm MUST automatical |y update
SAV rul es as the network changes. However, ACL-based SAV nmechani sm
requires manual efforts to accommodate to network dynam cs, resulting
i n high operational overhead.

I ntra-domai n SAVNET al |l ows SAVNET routers to exchange the changes of
SAV-speci fic informati on anong each other automatically. After

recei ving updated SAV-specific information fromsource entity, SAVNET
routers acting as validation entity can generate and update their SAV
rul es accordingly. The use case in Section 8.2 has shown that intra-
domai n SAVNET can achi eve automati c update.

I ncrenental /Partial Depl oynent
Al't hough an intra-donmai n network nostly has one admi nistration,
incremental /partial deployment may still exist due to phased
depl oynent or nulti-vendor supplement. In phased depl oynent

scenari os, SAV-specific information of non-depl oying routers is not
avai | abl e.
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As described in Section 6, intra-domain SAVNET can adapt to
incremental /partial deploynment. To nmitigate the inpact of phased
depl oynent, it is RECOVWENDED that routers facing the sane host/
custoner network can sinultaneously adopt intra-domain SAVNET so that
all prefixes in the host/custoner network can be identified. For
example, in Figure 4, Router 1 and Router 2 are reconmmended to be
upgraded to SAVNET routers together so that the two routers can
identify all prefixes in Network 1 and generate accurate SAV rul es on
interfaces "# .

In addition, SAVNET routers acting as validation entity are
RECOMMVENDED t o support flexible validation nodes and perform SAV
filtering gradually to snmooth the transition frompartial to ful
depl oynent :

* SAVNET routers acting as validation entity are RECOMVENDED t o
support flexible validation nodes such as interface-based prefix
allowist, interface-based prefix blocklist, and prefix-based
interface allowist (see [huang-savnet-sav-table]). The first two
modes are interface-scale, and the last one is device-scale.

Under incremental/partial deployment, SAVNET routers SHOULD t ake
on the proper validation node according to acquired SAV-specific
informati on. For exanple, if a custoner-facing router can
identify all prefixes in its customer network by processing

acqui red SAV-specific information, an interface-based prefix

all owist containing these prefixes can be used on that custoner-
facing interface. Oherwi se, it should use interface-based prefix
bl ocklist or prefix-based interface allowist to avoid inproper

bl ock.

* Validation entity is RECOWENDED to perforned SAV-invalid
filtering gradually. The router can first take conservative
actions on the validated data packets. That is to say, the router
wi Il not discard packets with invalid results in the beginning of
depl oynent. It can conduct sanpling action for neasurenent
analysis at first, and then conducts rate-linmting action or
redirecting action for packets with invalid results. These

conservative actions will not result in serious consequences if
some legitimte packets are m stakenly considered invalid, while
still providing protection for the network. Finally, filtering

action is enabled only after confirm ng that there are no i nproper
bl ock probl ens.
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9.4. Convergence

VWhen SAV-rel ated i nformati on changes, the SAVNET Agent MUST be able
to detect the changes in tine and update SAV rules with the | atest
informati on. QO herw se, outdated SAV rules nay cause |legitimate data
packets to be bl ocked or spoofing data packets to be accepted.

I ntra-domai n SAVNET requires routers to update SAV-specific
informati on and update SAV rules in a tinmely manner. Since SAV-
specific information is originated fromsource entity, it requires
that source entity MJUST tinely send the updated SAV-specific
information to validation entity. Therefore, the propagation speed
of SAV-specific information is a key factor affecting the
convergence. Consider that routing information and SAV-specific
informati on can be originated and advertised through a simlar way,
SAV-specific informati on SHOULD at | east have a simlar propagation
speed as routing infornation.

9.5. Security

Typically, routers in an intra-domain network can trust each other
because they woul d not conprom se intra-domain control-plane
architectures and protocols.

However, in some unlikely cases, some routers may do harmto ot her
routers within the same domain. Operators SHOULD be aware of
potential threats involved in deploying the architecture. Sone
potential threats and solutions are as follows:

* Entity inpersonation.

- Potential solution: Mitual authentication SHOULD be conduct ed
bef ore session establishnment between two entities.

- @Gps: Inpersonation may still exist due to credential theft,
i npl ementation flaws, or entity being conprom sed. Sone ot her
security nechani sns can be taken to make such ki nd of
i mpersonation difficult. Besides, the entities SHOULD be
moni tored so that m sbehaved entities can be detected.

* Message bl ocki ng.
- Potential solution: Acknow edgenent mechani sms MJUST be provi ded

in the session between a sender and a receiver, so that nessage
| osses can be detect ed.
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-  (Gaps: Message bl ocking may be a result of DoS/ DDoS attack, man-
in-the-mddle (MTM attack, or congestion induced by traffic
burst. Acknow edgenent mechani snms can detect nessage | osses
but cannot avoid nessage | osses. M TM attacks cannot be
effectively detected by acknow edgenent nechani sns.

* Message alteration.

- Potential solution: An authentication field can be carried by
each nessage so as to ensure nessage integrity.

- Gaps: Mre overhead of control plane and data plane will be
i nduced.

* Message repl ay.

- Potential solution: Authentication value can be conputed by
addi ng a sequence nunber or tinestanp as input.

- (Gaps: Mre overhead of control plane and data plane will be
i nduced.

To neet the security requirenment, the above security threats SHOULD
be consi dered when designing the new intra-domai n SAV nechani sm

Dat a- pl ane Consi derati ons

Thi s docunent mainly focuses on SAV rul e generation process on
control plane, including exchangi ng SAV-specific infornmation,
consolidating SAV-related information, and generating SAV rules. As
for data-plane SAV filtering, SAVNET routers check source addresses
of incom ng data packets against |ocal SAV rules and drop those that
are identified as using spoofing source addresses. Therefore, the
accuracy of data-plane SAV filtering depends entirely on the accuracy
of generated SAV rul es. Modre data-plane considerations can be found
i n [ huang- savnet - sav-tabl e].

Manageabi l ity Consi derations

The architecture provides a general framework for comunicating SAV-
specific informati on between routers and generating SAV rul es based
on SAV-specific information and | ocal routing information. Protocol -
i ndependent nechani sns SHOULD be provided for operating and managi ng
SAV-rel ated configurations. For exanple, a YANG data nodel for SAV
configuration and operation is necessary for the ease of managenent.
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SAV may affect the normal forwarding of data packets. The diagnosis
approach and necessary | ogging informati on SHOULD be provi ded. SAV
I nformati on Base SHOULD store some information that may not be useful
for SAV rule generation but is helpful for managenent. The SAV-
specific informati on communi cati on nechani sm SHOULD have nonitoring
and troubl eshooting functions, which are necessary for efficiently
operating the architecture.

Privacy Consi derations
An intra-domain network is nostly operated by a single organization
or conpany, and the advertised SAV-specific information is used
within the network. Therefore, the architecture will not inport
critical privacy issues in usual cases.

I ANA Consi derations
Thi s docunent has no | ANA requirenents.
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