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I nt roduction

Source Address Validation (SAV) is a fundanental mechani sm for
detecting and mtigating source address spoofing attacks [ RFC2827]

[ RFC5210] [ RFC3704] [RFC8704]. This docunent provides a gap anal ysis
of existing inter-domain SAV nechani sns, describes the probl em space,
and defines the requirements for technical inprovenents. The
corresponding work related to intra-domain SAV is docunmented in
[1-D.ietf-savnet-intra-domai n-problemstatenent].
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In this docunent, inter-domain SAV refers to SAV on AS-to-AS
interfaces that carry external BGP (eBGP) sessions. The eBGP
sessions include Custoner-to-Provider (C2P), Provider-to-Customer
(P2C), lateral peering (p2p), and Route Server to RS-client
connections. The terns custoner, provider (transit provider), and

| ateral peer (non-transit peer; peer (for sinplicity)) used in this
docunment are consistent with those defined in [ RFC7908] [RFC9234].
Furt her, [RFC9234] mentions Route Server (RS) and RS-client. An RS-
to-RS-client interface is akin to the customer interface. For the
pur poses of SAV, an RS-client-to-RS interface nay be treated (1) |ike
a provider interface for sinplicity, or (2) like a union of latera
peers considering all the ASes the RS-client chose to peer with at
the I XP RS.

Access Control List (ACL) and unicast Reverse Path Forwardi ng (uRPF)
based techniques are currently utilized to sone extent for inter-
domain SAV. |In this docunent, the inter-donmain SAV nethods fromonly
the existing | ETF RFCs (BCP 38 [ RFC2827] and BCP 84 [ RFC3704]

[ RFC8704]) are considered for the gap anal ysis; | ETF work-in-progress
docunents are not considered. This docunent anal yzes the avail abl e
met hods and attenpts to answer: (1) what are the technical gaps
(Section 4), (2) what are the outstandi ng probl ens (problem
statenent) (Section 5), and (3) what are the practical requirenents
for the solutions to these problens (Section 6).

The foll owi ng summari zes the fundanmental problenms with existing SAV
mechani sms, as analyzed in Section 4 and Section 5:

* | nproper block: Existing uRPF-based nmechani snms suffer from
i mproper block (false positives) in two inter-domain scenari os:
limted propagation of a prefix and hidden prefix.

* Inproper permt: Wth sone existing uRPF-based SAV nmechani sns,
i nproper permt (false negatives) can happen on any type of
interface (custoner, |lateral peer, or provider). Specifically, if
the nmethod rel axes the directionality constraint [ RFC3704]
[ RFC8704]} to try to achieve zero inproper blocking, the
possibility of inproper permt increases. (Note: It is recognized
that unless there is full adoption of SAV in the customer cone
(CC) of the interface in consideration, inproper permt is not
fully preventable in scenarios where source address spoofing
occurs fromwithin the CC, i.e., a prefix at one Autonomous System
(AS) in the CCis spoofed fromanother AS in the sanme CC. )
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* Hi gh operational overhead (HOO) : ACL-based ingress SAV filtering
i ntroduces significant operational overhead, as it needs to update
ACL rules manually to adapt to prefix or routing changes in a
timely manner. The HOO i ssue does not pertain to existing uRPF-
based nechani sms.

To address these problenms, this document specifies (Section 6) the
foll owi ng key technical requirenments for any new sol ution

* | nproved SAV accuracy over existing nechanisns: Any new inter-
domai n SAV nechani sm MUST avoi d i nproper bl ocki ng and have
superior directionality property (reject nore spoofed traffic)
than existing inter-domai n SAV nechani sns.

* Reduced operational overhead: Any new inter-domain SAV mechani sm
MUST be able to automatically adapt to network dynam cs and
asymmetric routing scenarios. Any such nechani sm MJUST have | ess
operational overhead than ACL-based ingress SAV filtering.

* Benefit in increnental/partial deploynent: Any new sol uti on SHOULD
NOT assune pervasi ve adoption of the SAV nethod or the SAV-rel at ed
information (e.g., Resource Public Key Infrastructure (RPKI)
object registrations). It SHOULD benefit early adopters by
providing effective protection from spoofing of source addresses
even in partial deploynent.

* Automatic updates to the SAV |list and efficient convergence: Any
new i nter-domai n SAV mechani sm SHOULD be responsive to changes in
the BGP (FIB/RIB) data, the SAV-related information (Section 2),
or the SAV-specific information (Section 2). 1t SHOULD
automatically update the SAV list while achieving efficient re-
convergence of the sane.

* Providing necessary security guarantee: |If any proposed new SAV
met hod requires exchangi ng SAV-rel ated or SAV-specific information
bet ween ASes, security nechani snms SHOULD exi st to assure
trustworthi ness of the information.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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Ter mi nol ogy

SAV List:
The table of prefixes that indicates the validity of a specific
source | P address or source |IP prefix per interface. Sonetines
the ternms ' RPF (Reverse Path Forwarding) list’ or 'SAV rules’ are
used interchangeably with *SAV list’.

| mpr oper Bl ock:
The validation results in packets with legitimte source addresses
bei ng bl ocked inproperly due to an inaccurate SAV list.

| mproper Permit:
The validation results in packets with spoofed source addresses
being permitted inproperly due to an inaccurate SAV |ist.

Cust omer Cone:
The Custoner Cone (CC) of a given AS, denoted as AS-A, includes:
(1) AS-Aitself, (2) AS-A's direct custonmers (ASes), (3) The
customers of AS-A's direct custoners (indirect customers), (4) And
so on, recursively, following all chains of provider-to-custoner
(P2C) links down the hierarchy.

Cust omer Cone Prefixes (CC Prefixes):
I P prefixes permitted by their owners to be originated by, or used
as source addresses for data traffic originated from one or nore
Aut ononobus Systens (ASes) within the CC

SAV-rel ated | nformation:
oj ects registered using Resource Public Key Infrastructure
(RPKI). This can include existing RPKI object types (e.g., ROAs
and ASPAs) or any new type(s) that nay be proposed.

SAV-speci fic I nformation:
I nformation dedicated to SAV, which may be defined and exchanged
bet ween ASes using a potentially new inter-AS comruni cation
protocol. The information may al so be in the form of new RPKI
obj ect type(s) meant to assist SAW.

Exi sting Inter-domai n SAV Mechani sns

Inter-domain SAV is typically perforned at the AS I evel (on a per

nei ghbor- AS-interface basis) and can be depl oyed at AS border routers
(ASBRs) to prevent source address spoofing. There are various
mechani sms available to inplement inter-domain SAV for anti-spoofing
ingress filtering [nist] [manrs] [isoc], which are reviewed in this
section.
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* ACL-based ingress filtering [ RFC3704]: ACL-based ingress SAV
filtering is a technique that relies on ACL rules to filter
packets based on their source addresses. However, ACL-based
ingress SAV filtering introduces significant operational overhead,
as ACL rules need to be updated in a tinely manner to reflect
prefix or routing changes in the inter-domain routing system One
may think of using ACL as a disallow list on a provider interface
to bl ock source prefixes that are clearly invalid in the inter-
domai n routing context, such as | ANA special purpose or
unal | ocated | Pv4/ 1 Pv6 prefixes, etc. But it is inpractical to
store and nmaintain a very large and dynam cally varying set of
unal | ocated 1 Pv6 prefixes. Also, for the custoner interfaces, the
ACL method is inmpractical while other techniques (as described
bel ow) are nore effective. ACL-based ingress SAV filtering has
applicability for broadband cable or digital subscriber access
| oop (DSL) access networks where the service provider has clear
know edge of | P address prefixes it has all ocated to nmanage those
services. Here ACL can be used in an allowlist form

* URPF-based nechani sms: A class of SAV mechani snms are based on
Uni cast Reverse Path Forwardi ng (uRPF) [ RFC3704] [RFC38704]. The
core idea of uRPF for SAV is to exploit the symretry of inter-
domai n routing: in many cases, the best next hop for a destination
is also the best previous hop for the source. |In other words, if
a packet arrives froma certain interface, the source address of
that packet shoul d be reachable via the sane interface, according
to the FIB. However, synmetry in routing does not always hold in
practice, and to address cases where it does not hold, many
enhancenments and nodes of uRPF have evolved. Different nodes of
URPF have different levels of strictness and flexibility, and
networ k operators can choose fromthemto suit particul ar network
scenarios. W briefly describe these nodes as foll ows:

- Strict uRPF [RFC3704]: Strict uRPF is the nost stringent node.
It permits a packet only if it has a source address that is
covered by a prefix in the FIB, and the next hop for that
prefix is the same interface that the packet arrived on. This
nmode can be depl oyed at custoner interfaces in sone scenarios,
e.g., a directly connected single-homed stub customer AS
[nist].

- Loose uRPF [ RFC3704]: Loose uRPF verifies that the source
address of a packet is routable on the internet by matching it
with one or nore prefixes in the FIB, regardl ess of the
interface on which the packet arrives. |If the source address
is not routable, Loose uRPF discards the packet. Loose uRPF is
typically deployed at the provider interfaces of an AS to bl ock
packets with source addresses fromprefixes that are not routed
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on the global internet (e.g., |IANA-allocated private-use
addresses, unallocated |IPv4/1Pv6 addresses, multicast
addresses, etc.).

Feasi bl e Path uRPF (FP-uRPF) [RFC3704]: Unlike Strict uRPF

whi ch requires the packet to arrive on the exact best return
pat h, FP-uRPF allows a packet to pass as long as the router
coul d reach that source address through the interface it
arrived on (based on the feasible routes in the Adj-RIBs-1n

[ RFC4271]), even if the route isn't the primary route (per best
path selection). This nakes it nore effective in multi-honed
envi ronnments where asymetric routing is conmon, as it prevents
legitimate traffic from being dropped sinply because it didn't
take the "best" path back to the sender.

Enhanced Feasible Path uRPF with Al gorithm A (EFP-uRPF Al g-A)

[ RFC8704]: EFP-uRPF Al g- A expands the list of valid source
addresses for a specific interface by including all prefixes
associated with any Origin AS that is reachabl e through that
interface. |Instead of only accepting prefixes directly
advertised on a link, the router identifies all the origin ASes
present in the BGP updates received on that interface and then
permits any prefix fromthose same ASes that it sees el sewhere
inits Adj-RIBs-1n (associated with all neighbors — custoners,
provi ders, peers). This "Origin AS- based" approach provides
significantly nore flexibility than strict or traditional FP-
URPF, as it accounts for cases where an AS in the CC may send
traffic for one of its prefixes over a link where it only
advertised a different prefix (multi-homng and asymetric
routing scenarios).
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- Enhanced Feasible Path uRPF with Al gorithm B ( EFP-uRPF Al g- B)
[ RFC8704]: EFP-uRPF Al g-B provides even greater flexibility
(conmpared to EFP-uRPF Al g-A) by aggregating all customer
interfaces into a single "customer group" for validation
purposes. The router first identifies all unique prefixes and
origin ASes associated with all directly connected customer
interfaces using only the Adj-RIBs-In associated with them It
then constructs a conprehensive RPF |list that includes every
prefix originated by those ASes, regardl ess of whether those
prefixes were | earned via custoner, peer, or transit provider
links. This list is applied uniformy across all custoner-
facing interfaces, attenpting to ensure that legitimate traffic
froma nultihomed AS in the CC is never dropped, even if the
traffic arrives on a different custoner-facing port than the
one where the specific prefix was advertised. |In conparison to
EFP- uRPF Al g-A, this nethod (Al g-B) reduces the possibility of
i mproper block but at the expense of increased possibility of
i nproper permt, i.e., reduced directionality.

- Virtual Routing and Forwarding (VRF) uRPF [ RFC4364] [ urpf]
[manrs]: VRF uRPF uses a separate VRF table for each externa
BGP peer and is only a way of inplenentation for a SAV |ist.

Gap Anal ysi s

Inter-domain SAV is essential for preventing source address spoofing
traffic at all AS interfaces — custoners, providers, and |atera
peers. An ideal inter-domain SAV nechani sm nust bl ock all spoofing
traffic while permtting legitimate traffic in all scenarios of
interest. However, in sone cases, existing SAV nmechani sns nmay
unintentionally block legitimate traffic or permt spoofing traffic.
This section ainms to conduct a gap analysis of existing SAV

mechani sms for different types of interfaces under various scenarios
to identify their technical limtations.

SAV at Custoner Interfaces

To prevent source address spoofing on custoner interfaces, operators
can enabl e ACL-based ingress filtering, or uRPF-based mechani sms such
as Strict uRPF, FP-uRPF, or EFP-uRPF. However, the ACL net hod
typically has high operational overhead. The uRPF-based nechanisns
may cause inproper block in two inter-domain scenarios: Linited
Propagation of a Prefix (LPP) and Hidden Prefix (HP). They may al so
cause inproper permt in the scenarios of source address Spoofing
within a Customer Cone (SCC). The LPP scenario occurs when an AS
applies traffic engineering (TE) using a no-export policy. One
exanple is when an AS attaches NO EXPORT BGP Comunity to sone
prefixes (routes) forwarded to sone upstream providers (in nulti-
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honmi ng scenarios) (see Section 4.1.1). Sonetinmes this type of TE is
done wi thout attaching the NO EXPORT, i.e., by selectively
propagating different sets of prefixes to different upstream
providers. The Hidden Prefix (HP) scenario is typically associated
with the Direct Server Return (DSR) scenario; anycast prefix in a
Content Delivery Network (CDN) application is not announced by the AS
where the DSR (edge server) is located (see Section 4.1.2). Source
address Spoofing within a Customer Cone (SCC) scenario arises when a
prefix at one Autononous System (AS) in the CCis spoofed from
another AS in the same CC Section 4.1.3. It is recognized that

unl ess there is full adoption of SAV in the custoner cone (CC) of the
interface in consideration, inproper permt is not fully preventable
in the SCC scenari o.

Figure 1 provides an overview of the gaps associated with the ACL
met hod, Strict uRPF, FP-uRPF, and EFP-uRPF for SAV at custoner
interfaces in the LPP, HP, and SCC scenari os nenti oned above.
Illustrations and anal yses of these gaps are provided in

Section 4.1.1, Section 4.1.2, and Section 4.1.3, respectively.

o e e e R R R, Fomm oo +
| Traffic & Scenarios | ACL | Strict uRPF| FP- uRPF| EFP- uRPF|
S S Fom ek Fom e Fomm o - T +
| Legi ti mat e| LPP | | |
| Traffic R + | | mpr oper Bl ock |
| | HP | Hi gh | possi bl e |
R R +Qperational -+------------------- AR +
| | | Overhead | | I mproper |
| Spoof ed | no SCC | ( HOO) | | Permt |
| Traffic | | | Functions as |only for|
| | | | Expect ed | EFP- uRPF|
I I I I |Alg-B |
| +--------- TS + o e e e e oo oo - E S |
| Spoof ed | SCC | | |
| Traffic | | | | mproper Permt |
| | | | (in partial deploynment) |
S S T o m e e e e e e oo +

LPP = Linmted Propagation of a Prefix

HP = Hi dden Prefix

SCC = Spoofing within a CC

"Functions as Expected’ connotes the absence of inproper permit.
It al so connotes | ow operational overhead.

Figure 1: The gaps of ACL-based ingress filtering, Strict uRPF,

FP- uRPF, and EFP-uRPF for custoner interfaces for the scenarios
of interest.
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4.1.1. Limted Propagation of a Prefix (LPP) Scenario

In inter-domain networks, sone prefixes may not propagate froma
custoner to all its providers and/or may not propagate transitively
fromthe providers to all their providers due to various factors,
such as the use of NO EXPORT or NO ADVERTI SE Communities, or sone

ot her selective-export policies nmeant for traffic engineering. In
these cases, it is possible that a prefix (route) announcenent in the
CC associated with a customer interface has limted propagation in
the CC and is not received on that interface. Then the prefix is
invisible in BGP at that interface but the traffic with source
address in that prefix may still be received on that interface. This
can give rise to inproper block when perforning SAV with existing
mechani sms.  These mechani sns i ncl ude EFP-uRPF Al g-A, which is the
focus on in the followi ng analysis, while it also applies to Strict
URPF and FP-uRPF. All these nechanisns suffer fromthe sanme probl em
of inproper block in this scenario.

. +
| AS 3(P3) |
+-+/\------ +/\ +--+
/ \
/ \
/ \
| (C2P) \
e oo - + \
| AS 4(P4) | \
++/\ - -+ \ - - - -+ ++ \
/ | \ \
P2[AS 2] / | \ \
/ | \ \
[ (C2P) | \ P5[AS 5] \ P5[AS 5]
R + | \ \
| AS 2(P2) | | P1[AS 1] \ \
tommm o +\ - -+ | P6[AS 1] \ \
\ | \ \
P1[ AS 1] \ | \ \
NO_EXPORT \ | \ \

\ (C2P) | (C2P) (Cc2pP)\ (Cc2pP)\
S + S +
| AS 1(P1, P6) | | AS 5(P5) |
- + - +

Figure 2: Limted propagation of a prefix caused by NO EXPORT.
In the scenario of Figure 2, AS 1 is a custoner of AS 2; AS 1 and AS

2 are custoners of AS 4; AS 4 is a custoner of AS 3; and AS 5 is a
customer of both AS 3 and AS 4. AS 1 advertises prefixes Pl to AS 2
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with the NO EXPORT comrunity attribute attached, preventing AS 2 from
further propagating the route for prefix P1L to AS 4. Consequently,
AS 4 only learns the route for prefix PL fromAS 1 in this scenario.
Suppose AS 1 and AS 4 have depl oyed inter-domain SAV whil e other ASes
have not, and AS 4 has depl oyed EFP-uRPF at its customer interfaces.

If AS 4 depl oys EFP-uRPF Al g-A at custoner interfaces, it wll
require packets with source addresses in P1 or P6 to only arrive on
the interface with AS 1. Wien AS 1 sends legitimte packets with
source addresses in P1 or P6 to AS 4 via AS 2, AS 4 inproperly bl ocks
these packets. The same inproper bl ock problemoccurs with the use
of Strict uRPF or FP-uRPF. EFP-uRPF with Al g-B can avoid the

i nproper block in this specific scenario, but even this SAV net hod
woul d have the inproper block if the TE at AS 1 is such that none of
the customer interfaces at AS 4 receives a route for P1 (or P6).

2. Hidden Prefix (HP) Scenario

CDNs use the concepts of anycast [ RFC4786][ RFC7094] and DSR to

i mprove the quality of service by placing edge servers with content
closer to users. An anycast |IP address is assigned to devices in
different |ocations, and incom ng requests are routed to the cl osest
edge server (DSR) location. Usually, only locations with rich
connectivity announce the anycast |P address through BGP. The CDN
server receives requests fromusers and creates tunnels to the edge

| ocations, fromwhere content is sent directly to users. DSR
requires servers in the edge |l ocations to use the anycast |P address
as the source address in response packets. However, the ASes serving
the edge servers do not announce the anycast prefixes through BGP, so
the anycast prefix is hidden (invisible in BGP) on the customer

interface side at internediate ASes which — with existing inter-
domai n SAV nechani sns — woul d i nproperly block the response packets.
Figure 3 illustrates a DSR scenario where the anycast IP prefix P3 is

advertised by AS 3 through BGP. 1In this exanmple, AS 3 is the
provider of AS 4 and AS 5; AS 4 is the provider of AS 1, AS 2, and AS
5; and AS 2 is the provider of AS 1. AS 2 and AS 4 have depl oyed
inter-domain SAV. When a user at AS 2 sends a request to the anycast
destination IP, the forwarding path is AS 2->AS 4->AS 3. The anycast
server in AS 3 receives the request and tunnels it to the edge
servers in AS 1. Finally, the edge server sends the content packets
to the user with source addresses in prefix P3. Let us say, the
forwarding path for the content packets is AS 1-> AS 4->AS 2. Since
AS 4 does not receive routing information for prefix P3 fromAS 1,
EFP- uRPF Al g- A or EFP-uRPF Al g-B (or any other existing uRPF-based
mechani sm) at the custoner interface of AS 4 facing AS 1 will

i mproperly block the response packets fromAS 1.
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o a o +
Anycast Server+-+ AS 3(P3) |
-\ -\ - - - -+
/ \
P3[ AS 3] / \
/ \
[ (C2P) \
S + \
| AS 4(P4) | \
++/\ +- -+ \ +- -+ \ ++ \
P6[ AS 2, AS 1] / | \ \
P1[ AS 2, AS 1] / | \ \
P2[ AS 2] / | \ \
[ (C2P) | \ P5[AS 5] \ P5[AS 5]
R I I + | \ \
User +- + AS 2(P2) | | P[AS 1] \ \
Fo-mmm oo +H\+--+ | P6[AS 1] \ \
\ | \ \
P6[ AS 1] \ | \ \
P1[ AS 1] \ | \ \
\ (C2P) | (C2P) (Cc2pP)\ (Cc2pP)\
Fom e e o + o a o +
Edge Server+-+ AS 1(P1, P6) | | AS 5(P5) |
o a o + o a o +

P3 is the anycast prefix and is only advertised by AS 3 through BGP
Figure 3: A Direct Server Return (DSR) scenari o.

Further, there are cases of specific prefixes that may be exclusively
used as source addresses (legitimtely) w thout being advertised via
BGP by any AS. Wile different from DSR scenari os, these cases
simlarly result in existing inter-domain SAV mechani sms inproperly
bl ocking legitimate traffic originating fromsuch prefixes.

4.1.3. Source Address Spoofing within a Customer Cone (SCC) Scenario

Li,

In general, inproper permt of spoofed packets in SCC scenarios is
unavoi dabl e for various uRPF-based nmethods in partial deploynent.

For exanple, consider a topology in which AS 1 and AS 2 are custoners
of AS 3; and AS 3 is a custonmer of AS 4. AS 1 and AS 2 originate
prefixes Pl and P2, respectively. AS 4 perforns SAV on its custoner
interface with AS 3. P1 and P2 are announced fromAS 3 to AS 4 and
they would be included in the SAV list (allowist) of AS 4 with any
SAV nechani sm Assune AS 3 doesn’t do SAV. Now as an exanpl e of

SCC, if AS 2 spoofs AS 1's prefix P1 and sends the spoofed packets to
AS 4 (via AS 3), there is no way for AS 4 to detect the spoofed
traffic. AS 4's SAV cannot differentiate between the spoofed and the
| egitimate packets that have source address in P1. In an SCC
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scenario of this nature, the only recourse for bl ocking the spoofed
traffic is for AS 3 also to be upgraded to do SAV, i.e., deploynent
of SAV cl oser to the source of spoofing.

Anot her scenario is highlighted in Figure 4 while using EFP-uRPF

Al g-B nmet hod on custoner interfaces. This scenario is non-SCC from
the perspective of each individual custoner interfaces of AS 4, but
it is SCC fromthe perspective of AS 4 as a whole. EFP-uRPF Al g-B
rel axes directionality to reduce (or elimnate) false positives and
that makes it nore susceptible to SCC (per the latter perspective).
This is expected because EFP-uRPF Al g-B sonmewhat conservatively
applies the sane rel axed SAV list across all customer interfaces.

o a e oo +
| AS 3(P3) |
-+ \ -\ +--- -+
/ \
/ \

/ \
/[ (C2P) \

oo o - + \

| AS 4(P4) | \

++/\ +- -+ \ +- -+ \ ++ \

P6[ AS 2, AS 1] / | \ \
P1[ AS 2, AS 1] / | \ \
P2[ AS 2] / | \ \
[ (C2P) | \' P5[AS 5] \ P5[AS 5]
R LR + | \ \
Spoof er(P5") -+ AS 2(P2) | | P1[AS 1] \ \
Fommm - +H\+--+ | P6[AS 1] \ \
\ | \ \
P6[ AS 1] \ | \ \
P1[ AS 1] \ | \ \

\ (C2P) | (C2P) (C2P)\ (C2P)\
o a o + o a o +
| AS 1(P1, P6) | | AS 5(P5) |
o a o + o a o +

P5’ is the spoofed source prefix P5 by the spoofer which is inside of
AS 2 or connected to AS 2 through ot her ASes.

Figure 4: A scenario of source address spoofing within a custoner
cone.

In Figure 4, the source address spoofing takes place within AS 4’ s
customer cone, where the spoofer, which is inside of AS 2 or
connected to AS 2 through other ASes, sends spoofing traffic with
spoof ed source addresses in P5 to AS 3 along the path AS 2->AS 4-> AS
3. The arrows in Figure 4 illustrate the conmrercial relationships
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4. 2.

4. 3.

Li,

bet ween ASes. AS 3 serves as the provider for AS 4 and AS 5, while
AS 4 acts as the provider for AS 1, AS 2, and AS 5. Additionally, AS
2 is the provider for AS 1. Suppose AS 1 and AS 4 have depl oyed
inter-domain SAV, while the other ASes have not.

If AS 4 depl oys EFP-uRPF Al g-B at its custoner interfaces, it wll

al | ow packets with source addresses in P5 to originate fromAS 1, AS
2, and AS 5. Consequently, AS 4 will inproperly permt the spoofed
packets from AS 2, enabling themto propagate further.

In the scenario of Figure 4, Strict uRPF, FP-uRPF, and EFP-uRPF Al g-A
— applied on the custoner interfaces — work effectively to block the
spoof ed packets fromAS 2. This is because these nmechani sns have
stronger directionality property than EFP-uRPF Al g-B

SAV at Peer Interfaces

SAV is used at peer interfaces for validating the traffic entering
the validating AS and destined for the AS' s custoner cone. The data
packets received froma custonmer or |ateral peer AS must have source
addresses belonging only to the prefixes in the custoner cone (CC) of
that AS. In both cases, the focus is on discovering all prefixes in
the CC of the neighbor AS. So, in principle, the SAV techni ques
suitable on a custoner interface may al so be used on a peer
interface, especially EFP-uRPF Al g-A or Alg-B, which are nore
acconmodati ve of asymretric routing. Indeed, asymmetric routing is
thought to be prevalent for peer interfaces. |f SAV techniques
suitable for custoner interfaces are considered for peer interfaces,
then the gap anal ysis of Section 4.1 would al so be applicable to the
SAV for the peer interfaces. However, due to increased concern about
asymetric routing, network operators may conservatively use the same
rel axed SAV techniques for peer interfaces as those for provider
interfaces, e.g., Loose uRPF Section 4.3. |In that case, the gap

anal ysis of Section 4.3 would al so be applicable to the SAV for peer
i nterfaces.

SAV at Provider Interfaces

SAV is used at provider interfaces for validating the traffic
entering the AS and destined for the AS's custoner cone. Figure 5
sunmari zes the gaps of ACL-based ingress filtering and Loose uRPF for
SAV at provider interfaces in the scenarios of interest. ACL-based
ingress filtering may effectively block spoofing traffic from
provider AS, while appropriately allowing legitimate traffic, but it
has hi gh operational overhead. On the other hand, Loose uRPF
correctly permts legitimte traffic, but it can also m stakenly
al | ow spoofing traffic to pass through
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In Figure 5, Spoofed fromProvider Tree (SPT) is a scenario where the
spoofed traffic comes fromthe provider tree, i.e., the providers in
the transitive hierarchy above the validating AS. The spoofed prefix
may belong to (originated by) any AS in the Internet other than the
spoofing AS; it may even belong to an AS in the custoner cone of the
val idating AS (exanple bel ow).

o m e e e e e e e aao o S Fom e e e oo - +
| Traffic & Scenarios | ACL | Loose uRPF |
N S Fom e m oo - - R +
| Legi ti mat e| | | Functions |
| Traffic | -- | Hi gh | as Expected |
R Foe e +Qperational +--------------- +
| Spoof ed | Spoof ed | Overhead | |
| Traffic | from | (HOO) | I nproper Permit|
| | Provi der | | |
I | Tree (SPT) | I I
Ry . - . +

"Functions as Expected’ connotes the absence of inproper bl ock.
It al so connotes | ow operational overhead.

Figure 5: The gaps of ACL-based ingress filtering and Loose uRPF
at provider interfaces in the scenarios of interest.

Figure 6 illustrates a scenario of SPT and is used to anal yze the
gaps of ACL-based ingress filtering and Loose uRPF.
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o a o +
Spoofer (Pl ) +- + AS 3(P3) |
-\ -\ - - - -+
/ \
/ \
/ \
I (C2P) \
S + \
| AS 4(P4) | \
++/\ +- -+ \ +- -+ \ ++ \
P6[AS 2, AS 1] / | \ \
P1[ AS 2, AS 1] / | \ \
P2[ AS 2] / | \ \
[ (C2P) | \ P5[AS 5] \ P5[AS 5]
R I I + | \ \
| AS 2(P2) | | P[AS 1] \ \
Fem e +/\ 4o -+ | P6[AS 1] \ \
\ | \ \
P6[ AS 1] \ | \ \
P1[ AS 1] \ | \ \

\' (C2P) | (C2P) (c2pP) \ (c2pP) \
o a o + o a o +
| AS 1(P1, P6) | | AS 5(P5) |
o a o + o a o +

P1' is the spoofed source prefix Pl by the spoofer which is inside of
AS 3 or connected to AS 3 through ot her ASes.

Figure 6: A scenario of source address spoofing from provider AS.

In Figure 6, the spoofer which is inside of AS 3 or connected to AS 3
t hrough other ASes forges the source addresses in P1 and sends the
spoofing traffic to the destination addresses in P2 at AS 2. AS 1 s
a customer of AS 2; AS 1 and AS 2 are custoners of AS 4; AS 4 is a
customer of AS 3; and AS 5 is a custonmer of both AS 3 and AS 4.
Suppose AS 4 and AS 1 have depl oyed inter-domain SAV, while the other
ASes have not.

Using the ACL method in the formof a disallow (deny) list at the
provider interface of AS 4 (facing AS 3) incurs a very high
operational overhead. As nentioned before (Section 3), it is
inmpractical to store and naintain a very large and dynamically
varying set of unallocated |Pv6 prefixes in the ACL.

Appl yi ng Loose uRPF at the provider interface of AS 4 (facing AS 3)
can greatly reduce the operational overhead because it uses the FIB
as the information source for allowed prefixes, and can adapt to
changes in the network to prevent fal se positives (inproper

bl ocki ng). However, using Loose uRPF at AS 4 will naturally permt
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packets with source addresses in Pl (since Pl is present in the FIB)
and hence will not prevent the inproper pernmt of the spoofed packets
fromAS 3 Figure 6. This is an expected limtation of Loose uRPF.

5. Probl em St at enent

Figure 7 provides a conprehensive summary of the gap analysis in
Section 4. It highlights the scenarios where existing inter-domain
SAV nechani sns may encounter issues, including instances of inproper
bl ocking of legitimate traffic, inproper permtting of spoofing
traffic, or high operational overhead. The various entries in the
table in Section 4 can be traced back to the term nol ogy and anal yses
presented in Section 4.

Fomm oo TS R TS R, Fomm oo +
| Probl ens| ACL | Strict | Loose | FP- uRPF| EFP- uRPF|
| | | uRPF | UuRPF | | |
I [ (C or PI)| (a) | (PI) | (C) | (a) I
Fome e Fome e o e e e oo Fome e oo S fome e +
| I nproper| YES/NO | YES | NO* * | YES |
| Bl ock | (manual | (LPP, HP) | | (LPP, HP) |
| | operator | | | |
| | di l'i gence) | | | |
fome e e e Fome e e - e e e R +
| I nproper| YES/NO | NO (no SCQ) | YES | NO (no SCC) |
| Permit | (manual | YES (SCC) | (SPT) | YES (SCQO) |
| | operator | | | |
I | di I'i gence) | I I I
- oo e e oo Fome o fome e +
I I YES I I
| HOO | (Any I NO I
| | Scenari os) | |
Fomm oo TS o e m e e e e e e e e e e e e e e me e +
Cl = Custoner Interface

Pl = Provider Interface

HOO = Hi gh Operational Overhead

LPP Limted Propagation of a Prefix

HP = Hi dden Prefix

SCC = Spoofing within a CC

SPT = Spoofing from Provider Tree

** Typically, an HP (like DSR prefixes) is hidden on the C's
but received on a provider or peer interface;
hence included in the FIB and that hel ps avoid
i mproper block for Loose uRPF.
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Figure 7: The scenarios where existing inter-domain SAV
mechani sms rmay have i nmproper bl ock problemfor legitimte
traffic, inproper permt problemfor spoofing traffic, or high
oper ati onal overhead.

The problem statenent that results fromthe gap analysis can be
expressed as follows. New proposals for SAV should aimto fill in
the follow ng problemareas (gaps) found in the currently

st andardi zed SAV nethods (found in | ETF RFCs):

* | nproper block: Existing uRPF-based nmechani snms suffer from
i mproper block (false positives) in two inter-domain scenari os:
limted propagation of a prefix (e.g., NOEXPORT and sone ot her
traffic engineering (TE) scenarios) and hidden prefix (e.g., CDN
DSR scenari 0) .

* | nproper permt: Wth sone existing uRPF-based SAV nechani sns,
i mproper permt (false negatives) can happen on any type of
interface (customer, lateral peer, or provider). Specifically, if
the method rel axes the directionality constraint [RFC3704]
[ RFC8704]} to try to achieve zero inproper blocking, the
possibility of inproper permt increases. (Note: It is recognized
that unless there is full adoption of SAV in the custoner cone
(CC) of the interface in consideration, inproper pernit is not
fully preventable in scenarios where source address spoofing
occurs fromwithin the CC, i.e., a prefix at one Autononous System
(AS) in the CCis spoofed fromanother AS in the sane CC.)

* High operational overhead (HOO): ACL-based ingress SAV filtering
i ntroduces significant operational overhead, as it needs to update
ACL rules manually to adapt to prefix or routing changes in a
timely manner. The HOO i ssue does not pertain to existing uRPF-
based mechani sms.

The Iimtations of existing uRPF-based nechani snms are due to their
exclusive reliance on BGP data. Although the algorithnms thensel ves
have evolved (e.g., [RFC8704]), the underlying input has remai ned
unchanged, inherently constraining their accuracy in scenarios such
as LPP and HP. Wth the availability of authoritative SAV-rel ated
information, plus the potential SAV-specific information (Section 4),
it would be possible to devel op conprehensi ve new SAV al gorithns or
mechani sms to overcone the existing gaps

Requi rements for New I nter-domain SAV Mechani sns
This section lists the requirenents for any new i nter-domai n SAV

mechani snms whi ch may be proposed to bridge the technical gaps of
exi sting mechani sns.
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6.1. Accurate Validation

Any new inter-domai n SAV mechani sm MJUST avoi d i nproper bl ocki ng and
have superior directionality property (reject nore spoofed traffic)
than existing inter-domain SAV nechanisns. The requirenent applies
for all directions of AS peering (custoner, provider, and peer).

6.2. Reducing Operational Overhead

Any new inter-domai n SAV nechani sm MJST be able to automatically
adapt to network dynami cs and asymmetric routing scenarios. Any such
sol ution MJUST have | ess operational overhead than ACL-based ingress
SAV filtering.

6.3. Early Adopters Benefit in Incremental/Partial Depl oynent

Any new sol ution SHOULD NOT assune pervasive adoption of the SAV
met hod or the SAV-related information (e.g., Resource Public Key
Infrastructure (RPKI) objects such as ROAs and ASPAs). It SHOULD
benefit early adopters by providing effective protection from
spoofing of source addresses even in partial deploynent.

6.4. Providing Necessary Security Cuarantee

SAV-rel ated information, such as RPKI objects, may be used for
designing a nore accurate SAV. Such information must be protected at
their repositories and during conmunication to the relying parties
(the BGP security community is already diligent about this). If any
proposed SAV net hod requires exchangi ng SAV-specific information

bet ween ASes, security nmechani snms nust exist to assure
trustworthiness of the information. The idea is to prevent nalicious
injection or alteration of the SAV-specific information.

6.5. Automatic Updates to the SAV List and Efficient Convergence

Any new inter-donmai n SAV nechani sm SHOULD be responsive to changes in
the BGP (FIB/RIB) data, the SAV-related information (Section 2), or

the SAV-specific information (Section 2). It SHOULD automatically
update the SAV list while achieving efficient re-convergence of the
same. In this context, convergence refers to the stabilization of

the SAV lists on the AS-to-AS interfaces performng SAV. It is
essential that any new SAV nechani sm converges to the correct updated
SAV list in a proper manner, mnimzing both inproper bl ock and

i mproper permt during the process.
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7. Inter-domain SAV Scope

Any new inter-domai n SAV nmechani snms should work in the sane Internet
Protocol (IP) address scenarios as existing SAV nethods do.
Generally, it includes all |P-encapsul ated scenari os:

* Native IP forwarding: This includes both the global routing table
based forwardi ng and Customer Edge (CE) site forwardi ng of VPN
traffic.

* | P-encapsul ated Tunnel (IPsec, CGRE, SRv6, etc.): In this scenario,
the focus is on the validation of the outer layer |IP source
addr ess.

* Both IPv4 and | Pv6 addresses.
The scope does not incl ude:

*  Non-|P packets: This includes MPLS | abel - based forwardi ng and
ot her non-1P-based forwarding.

In addition, any new inter-domain SAV nechani sms MUST NOT nodify the
data pl ane packets. Existing architectures or protocols or
mechani snms can be inherited by any such nmechanismto achi eve better
SAV effectiveness.

8. Security Considerations

The SAV list will be generated based on routing information from BGP
(FIB/RIB), SAV-related information, and/or SAV-specific information.
If the information is poisoned by attackers, the SAV list will be

i naccurate. Legitimate packets may be dropped inproperly or
malicious traffic with spoofed source addresses may be permtted

i mproperly. BGP routing security using available nethods for the
prevention, detection, and mitigation of route hijacks, route |eaks,
and AS_PATH nmani pul ati ons shoul d be depl oyed which | eads to greater
accuracy of the BGP (FIB/RIB) information used for conputing SAV
lists.

9. | ANA Consi derations

Thi s docunent does not request any | ANA all ocations.
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