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Abst r act

Thi s docunment introduces an inter-domain SAVNET architecture for
performng AS-1evel SAV and provides a conprehensive framework for
gui di ng the design of inter-domain SAV nmechani sms. The proposed
architecture enpowers ASes to generate SAV rul es by sharing SAV-
specific informati on between thensel ves, which can be used to
generate nore accurate and trustworthy SAV rules in a tinely nmnanner
conpared to the general information. During the increnmental or
partial deployment of SAV-specific information, it can utilize
general information to generate SAV rules, if an AS's SAV-specific
information is unavailable. Rather than delving into protoco
extensions or inplenentations, this docunent prinarily concentrates
on proposi ng SAV-specific and general information and guiding howto
utilize themto generate SAV rules. To this end, it also defines
some architectural conmponents and their relations.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026
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I ntroduction

At t acks based on source | P address spoofing, such as reflective DDoS
and fl ooding attacks, continue to present significant challenges to
Internet security. Mtigating these attacks in inter-domain networks
requires effective source address validation (SAV). Wile BCP84

[ RFC3704] [ RFC8704] offers some SAV sol utions, such as ACL-based
ingress filtering and uRPF-based nechani sns, existing inter-domain
SAV nechani sns have limtations in terns of validation accuracy and
operational overhead in different scenarios
[I-D.ietf-savnet-inter-domai n-probl emstatemnment].

There are various existing general information fromdifferent sources
i ncludi ng RPKI ROA objects and ASPA objects, RIB, FIB, and Internet
Routing Registry (IRR) data, which can be used for inter-domain SAV
Generating SAV rul es based on general information, however, cannot
wel | satisfy the requirenents for new inter-domai n SAV nechani sns
proposed in [I-D.ietf-savnet-inter-donai n-problemstatenent]. As
anal yzed in Section 5, general information from RPKI ROA objects and
ASPA obj ects can be used to infer the prefixes and their permssible
i ncom ng directions yet cannot be updated in a tinely nanner to adapt
to the prefix or route changes, and the local routing information,

whi ch represents the general information from R B or FIB, cannot dea
with the asymmetric routing scenarios and may | ead to inproper bl ocks
or inproper permts, while IRR data do not update in a tinmely manner
either and are not always accurate.

Consequently, to address these issues, the inter-domin SAVNET
architecture focuses on providing a conprehensive franmework and

gui delines for the design and inplenentati on of new inter-domai n SAV
mechani sns. I nter-domai n SAVNET architecture proposes SAV-specific
informati on and uses it to generate SAV rules. SAV-specific

i nformati on consists of prefixes and their corresponding legitimate
incomng direction to enter an AS. Inter-domain SAVNET architecture
can use it to generate nore accurate SAV rules. In order to gather
the SAV-specific information, a SAV-specific information

conmuni cati on nechani sm woul d be devel oped for origination,
processi ng, propagation, and term nation of the nessages which carry
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the SAV-specific information, and it can be inplenmented by a new
protocol or extending an existing protocol. Wen the prefixes or
routes change, it can update the SAV-specific informtion
automatically in a tinmely manner. Al so, the inter-domain SAVNET
architecture will communicate the SAV-specific information over a
secure connection between authenticated ASes.

Moreover, during the increnental/partial deploynent period of the
SAV-specific information, the inter-domain SAVNET architecture can

| everage the general information to generate SAV rules, if the SAV-
specific information of an AS is unavailable. Miltiple infornmation
sources may exist concurrently, to determ ne the one used for
generating SAV rules, the inter-domain SAVNET architecture assigns
priorities to the SAV-specific information and different genera

i nformati on and generates SAV rul es using the SAV-rel ated information
with the highest-priority. SAV-specific information has the highest
priority and the priorities of RPKI ROA objects and ASPA objects,
RIB, FIB, and |IRR data decrease in turn.

N +
| AS1 (P1) #
S + \
\ Spoof ed Packet s
- oo - + with Source Addresses in Pl +----------- +
| AS 2 Mmoo # AS 4 |
B - + N +
/
S + /
| AS 3 #
S +

AS 4 sends spoofed packets with source addresses in P1 to AS 3
through AS 2.

If AS 1 and AS 2 deploy inter-domain SAV, the spoofed packets
can be bl ocked at AS 2.

Figure 1: An exanple for illustrating the incentive of deploying
i nter-domai n SAVNET architecture.

The inter-domain SAVNET architecture provides the incentive to depl oy
inter-domain SAV for operators. Figure 1 illustrates this using an
exanple. Pl is the source prefix of AS 1, and AS 4 sends spoofing
packets with Pl as source addresses to AS 3 through AS 2. Assume AS
4 does not deploy intra-domain SAV, these spoofing packets cannot be
bl ocked by AS 4. Although AS 1 can deploy intra-domain SAV to bl ock
i ncom ng packets which spoof the addresses of AS 1, these spoofing
traffic fromAS 4 to AS 3 do not go through AS 1, so they cannot be
bl ocked by AS 1. Inter-domain SAVNET architecture can help in this
scenario. |If AS 1 and AS 2 depl oy inter-donmain SAVNET architecture,
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AS 2 knows that the packets with Pl as source addresses should cone
fromAS 1, and the spoofing packets can thus be bl ocked by AS 2 since
they come fromthe incorrect direction. Specifically, by proposing
SAV-specific information and using it to generate SAV rul es, the

i nter-domai n SAVNET architecture gives nore depl oynent incentive
conpared to existing inter-domain SAV nmechani snms, which will be

anal yzed in Section 8.

In addition, this document primarily proposes a high-Ieve
architecture for describing the comunication flow of SAV-specific
informati on and general information, guiding howto utilize the SAV-
specific information and general information for generating SAV rul es
and depl oy an inter-domain SAV mechani sm between ASes. This docunent
does not specify protocol extensions or inplenentations. |Its purpose
is to provide a conceptual franmework and gui dance for the design and
devel opment of inter-domain SAV nechanisns, allowi ng inplenmenters to
adapt and inplenment the architecture based on their specific

requi renents and network environments.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

SAV Rul e:
The rule that indicates the validity of a specific source IP
address or source |P prefix.

SAV Tabl e:
The table or data structure that inplenents the SAV rules and is
used for perform ng source address validation on the data pl ane.

SAV-speci fic Information
The information that is specialized for SAV rul e generati on,
i ncludes the source prefixes and their legitinmte i ncom ng
directions to enter an AS, and is gathered by the comunication
bet ween ASes with the SAV-specific information conmuni cation
mechani sm

SAV-speci fic I nformati on Comuni cati on Mechani sm
The nechanismthat is used to comuni cate SAV-specific information
bet ween ASes and can be inplenented by a new protocol or an
extension to an existing protocol.
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Local Routing | nformation:
The information that is stored in ASBR s local RIB or FIB and can
be used to generate SAV rules in addition to the routing purpose.

General Infornation:
The information that is not specialized for SAV but can be
utilized to generate SAV rules, and is initially utilized for
ot her purposes. Currently, the general information consists of
the information from RPKI ROA objects and ASPA objects, |oca
routing information, and the one fromI|RR data.

SAV-rel ated | nformation:
The information that can be used to generate SAV rules and
i ncl udes SAV-specific information and general information

SAVNET Agent :
The agent within a SAVNET-adopting AS that is responsible for
gathering SAV-related information and utilizing it to generate SAV
rul es.

SAV | nfornation Base:
SAV information base is a table or data structure for storing SAV-
related information collected fromdifferent SAV infornmation
sources and is a conmponent within SAVNET agent.

SAV I nformation Base Manager:
SAV informati on base manager mmitains the SAV-rel ated information
in the SAV informati on base and uses it to generate SAV rule
accordingly, and is a conponent wi thin SAVNET agent.

| mpr oper Bl ock:
The validation results that the packets with legitimte source
addresses are bl ocked inproperly due to inaccurate SAV rul es.

| nproper Permt:
The validation results that the packets with spoofed source
addresses are pernitted inproperly due to inaccurate SAV rul es.

Source AS
The AS whi ch depl oys SAVNET agent and comruni cates its own SAV-
specific information to other ASes for generating SAV rul es.

Val i dation AS:
The AS whi ch depl oys SAVNET agent and generates SAV rul es
according to the received SAV-specific information from source
ASes.
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Desi gn CGoal s

The inter-domain SAVNET architecture ains to i nprove SAV accuracy and
facilitate partial deploynent with | ow operational overhead, while
guar ant eei ng convergence and provi ding security guarantees to the
communi cated i nformation, which corresponds to the requirenents for
new i nter-domai n SAV nmechani snms proposed in the inter-domin SAVNET
architecture draft [I-D.ietf-savnet-inter-domai n-problemstatement].
The overall goal can be broken down into the foll ow ng aspects:

* *@Gl*: The inter-domain SAVNET architecture should learn the rea
pat hs of source prefixes to any destination prefixes or
perm ssible paths that can cover their real paths, and generate
accurate SAV rules automatically based on the | earned information
to avoid inproper blocks and reduce inproper permts as much as
possi bl e.

* *@*: The inter-domain SAVNET architecture should provide
sufficient protection for the source prefixes of ASes that depl oy
it, evenif only a portion of the Internet does the depl oynent.

* *@G3*: The inter-domain SAVNET architecture should adapt to dynamc
networ ks and asymmetric routing scenarios autonmatically.

* *GA*: The inter-domain SAVNET architecture should pronptly detect
the network changes and | aunch the convergence process in a tinely
manner, while reducing inproper blocks and inproper permits during
t he convergence process.

* *@b*: The inter-domain SAVNET architecture should provide security
guarantees for the communi cated SAV-specific information.

O her design goals, such as | ow operational overhead and easy
i npl ementation, are also very inportant and should be considered in
specific protocols or protocol extensions.

I nter-domai n SAVNET Architecture Overview
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AS X and one of its custonmer ASes have depl oyed SAVNET agent
and can exchange SAV-specific information with each other.

Fi gure 2: Inter-domain SAVNET architecture.

Figure 2 provides an overview of the inter-domain SAVNET
architecture, showcasing an AS topology and the flow of SAV-rel at ed

i nformati on anong ASes. The topol ogy captures the full spectrum of
AS relationships in the Internet, displaying all peer ASes of AS X
including custoners, lateral peers, and providers and the existence
of multiple physical links between ASes. Arrows in the figure
indicate the direction of the corresponding SAV-rel ated i nformation
fromits source to AS X, such as gathering RPKI ROA objects and ASPA
obj ects from RPKI cache server. The inter-domain SAVNET architecture
conveys the SAV-related information through various nmedi ums such as
SAV- speci fi ¢ messages, BGP nmessages, RTR nessages, and FTP nessages.
Based on the SAV-related information, AS X generates SAV rules. It
is also worth noting that the inter-domain SAVNET architecture

di scusses AS-level inter-domain SAV.
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Figure 2 uses AS X as the representative to illustrate that what SAV-
related i nformati on the SAVNET agent within AS X will collect and
where the information is from AS X has depl oyed SAVNET agent and
can generate SAV rules to performinter-domain SAV by consolidating
the SAV-related information. It can obtain SAV-specific information
fromits customer AS which depl oys SAVNET agent and | ocal routing
information originating fromthe BGP update nmessages of its nei ghbor
ASes. Also, AS X can obtain RPKI ROA objects and ASPA objects from
RPKI cache server and IRR data from | RR dat abase

The inter-domain SAVNET architecture proposes SAV-specific
informati on, which is nore accurate and trustworthy than existing
general information, and can update in a timely manner. SAV-specific
i nformati on consists of prefixes and their legitimte incom ng
directions. The SAVNET agent conmuni cates SAV-specific information
bet ween ASes via SAV-specific nessages, when prefixes or routes
change, it can | aunch SAV-specific nessages tinely to update SAV-
specific information. Additionally, when SAVNET agent receives SAV-
specific nessages, it will validate whether the SAV-specific
connections for comunicating SAV-specific nessages are authentic
connections from authenticated ASes. Therefore, when SAV-specific
informati on of an AS is avail able, SAVNET agent will use it to
generate SAV rul es.

Furthermore, if the SAV-specific information is needed to conmunicate
bet ween ASes, a new SAV-specific information communicati on nechani sm
woul d be devel oped to exchange the SAV-specific nmessages between ASes
which carry the SAV-specific information. |t should define the data
structure or format for comunicating the SAV-specific information
and the operations and timing for originating, processing,
propagating, and term nating the SAV-specific nessages.

The SAVNET agent shoul d | aunch SAV-specific messages to adapt to the
route changes in a tinely manner. The SAV-specific information
conmuni cati on nechani sm shoul d handl e route changes carefully to
avoi d i nproper blocks. The reasons for |eading to inproper blocks
may include |ate detection of route changes, del ayed nessage
transm ssi on, or packet |osses. During the convergence process of
the SAV-specific information comuni cati on mechanism the inter-
domai n SAVNET architecture can use the information from RPKI ROA

obj ects and ASPA objects to generate SAV rules until the convergence
process is finished, since these information includes topol ogica
information and is nore stable, and can thus avoid inproper bl ocks.
However, the detail ed design of the SAV-specific informtion

communi cati on nmechani smfor dealing with route changes is outside the
scope of this docunent.
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In the increnmental /partial deploynment stage of the inter-domain
SAVNET architecture, when the SAV-specific information of some ASes

i s unavail abl e, SAVNET agent can | everage general information to
generate SAV rules. If all these general infornmation is available,
it is recommended to use RPKI ROA objects and ASPA objects to
generate SAV rules. Since conpared to the local routing information
and I RR data, they can provide authoritative prefixes and topol ogi cal
i nformati on and have | ess inproper blocks. The systematic
recomendations for the utilizations of SAV-rel ated i nformati on and
the corresponding rationale will be illustrated in Section 6

SAV-specific information comuni cati on nechanismw || require
specifying a newinter-router (or inter-AS) conmunication protocol or
modi fyi ng an existing one. Therefore, while this is pursued, a new
SAV nechanismthat utilizes RPKI objects (e.g., ROA, ASPA) and BGP
data (RIB/FIB) can be pursued. The latter solution nmay have the
potential for deploynent in the near termsince it utilizes existing
SAV-rel ated informati on and can be depl oyed by network operators by
policy configuration on routers.

For ASes that support a network controller, such as a multi-AS or
single-AS control |l er, operators can deploy the SAVNET agent on the
controller to represent the ASes it nmanages and comuni cate SAV-
specific information with others. Additionally, ASes nanaged by the
same controller may obtain SAV-specific information directly fromthe
controll er without needing to comruni cate with each ot her.

Regardi ng the security concerns, the inter-domain SAVNET architecture
shares the simlar security threats with BGP and can | everage

exi sting BGP security nechanisns to enhance both session and content
security.
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Fi gure 3: SAVNET agent and SAV table within AS X in Figure 2

Figure 3 displays the SAVNET agent and SAV table within AS X. The
SAVNET agent can obtain the SAV-specific information and genera

i nformati on fromvarious SAV i nformation sources includi ng SAV-

speci fic nessages from ot her ASes, RPKI cache server, and RIB or FIB
as long as they are available. The SAV information base (SIB) within
the SAVNET agent can store the SAV-specific information and genera
information and is naintained by the SIB nanager. And SIB nanager
generates SAV rul es based on the SIB and fills out the SAV table on
the data plane. Moreover, the SIB can be nanaged by network
operators using various nmethods such as YANG [ RFC6020], Conmand-Li ne
Interface (CLI), rempte triggered black hole (RTBH) [ RFC5635], and

Fl owspec [ RFC8955]. The detailed collection nmethods of the SAV-

rel ated i nformati on depend on the depl oynment and i npl enentati on of
the inter-domai n SAV nechani sns and are out of scope for this
docunent .

In the data plane, the packets coming fromother ASes will be
validated by the SAV table and only the packets which are pernitted
by the SAV table will be forwarded to the next hop. To achieve this,
the router | ooks up each packet’s source address in its local SAV
table and gets one of three validity states: "Valid", "Invalid" or
"Unknown". "Valid" means that there is a source prefix in SAV table

Li, et al. Expi res 2 Septenber 2026 [ Page 11]
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covering the source address of the packet and the valid incom ng
interfaces covering the actual incoming interface of the packet.
According to the SAV principle, "Valid" packets will be forwarded.
"Invalid" nmeans there is a source prefix in SAV table covering the
source address, but the incom ng interface of the packet does not
mat ch any valid incomng interface so that such packets will be
dropped. "Unknown" mneans there is no source prefix in SAV table
covering the source address. The packet with "unknown" addresses can
be dropped or permtted, which depends on the choice of operators.
The structure and detail ed usage of SAV table can refer to
[sav-table].

SAV-rel ated I nformati on

SAV-rel ated information represents the information that can be used
for SAV and consists of RPKI ROA objects and ASPA objects, |oca
routing information, IRR data, and SAV-specific information. 1In the
i nter-domai n SAVNET architecture, RPKI ROA objects and ASPA objects,
local routing information, and | RR data are categorized into genera

information. |In the future, if a new information source is created
and can be used for SAV, but is not originally and specially used for
SAV, its information can be categorized into general information. In

ot her words, general information can also be considered as dual -use
i nformation.

Ceneral Information

General information refers to the information that is not directly
designed for SAV but can be utilized to generate SAV rul es, and

i ncl udes RPKI ROA objects and ASPA objects, local routing

i nformati on, and | RR dat a.

1. RPKI ROA objects and ASPA bjects

The RPKI ROA objects and ASPA objects are originally designed for the
routing security purpose. RPKI ROA objects consists of {prefix,

maxi mum | ength, origin AS} information and are originally used to
mtigate the route origin hijacking, while RPKI ASPA objects consists
of {ASN, Provider AS Set} information and are originally used to
mtigate the route |l eaks. Both the objects are verified and
authoritative. They are also stable and will not be updated
frequently.

Based on ASPA objects, the AS-level network topol ogy can be
constructed. And according to the ROA objects and the constructed
AS-| evel topology information, an AS can learn all the pernissible
pat hs of the prefixes fromits customer cone. Therefore, the
prefixes and all its pernissible inconmng directions can be obtai ned.
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SAV based on RPKI ROA and ASPA objects only may |l ead to inproper

bl ocks, because not all ASes register their ROA and ASPA objects at
the current stage. |In addition, all the perm ssible incomng
directions | earned from ASPA objects do not only consist of the rea

i ncom ng directions of the prefixes, but also the extra non-used
incomng directions by the legitimate traffic. Only utilizing RPKI
ROA and ASPA objects for generating SAV rules with their ful

depl oynent within the custoner cone may |ead to inproper permts when
not all ASes perform SAV

According to a recent study [rpki-tinme-of-flight], the process of
updating RPKI information typically requires several mnutes to an
hour. This enconpasses the addition or deletion of RPKI objects and
the subsequent retrieval of updated information by ASes.

2. Local Routing Information

The local routing information is originally used to gui de the packet
forwardi ng on each router and can be stored in the local RIB or FIB
It can be parsed fromthe BGP nmessages conmmuni cat ed bet ween ASes.

Exi sting uRPF-based SAV mechani snms [ RFC3704] [ RFC8704] use the loca
routing information to generate SAV rules. As analyzed in
[I-D.ietf-savnet-inter-domai n-problemstatenent], in the asymetric
routing scenarios, these nmechani sns, generating SAV rul es using | oca
routing informati on only, have accuracy problens and would lead to

i mproper permts or inproper bl ocks.

5.1.3. IRR Data

5.2

Li,

The I RR data consist of ASes and their correspondi ng prefixes and can
be used for SAV [ RFC3704]. However, SAV using |IRR data only would
have |limted functioning scope, in inter-domain networks, it may only
be able to prevent spoofing by a stub AS. In addition, the IRR data
are not always accurate [ RFC8704].

SAV-speci fic Information

SAV-specific information is the information that is specifically
designed for SAV and consists of prefixes and their legitimte
incomng directions to enter ASes. It can be contained in the SAV-
speci fic nessages which are conmuni cat ed bet ween ASes whi ch depl oy
the inter-domai n SAVNET architecture. When parsing the SAV-specific
messages and obtaining the SAV-specific information, ASes can |learn
the prefixes and their legitimate incomng direction to enter

t hensel ves.
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Moreover, in the inter-domain SAVNET architecture, a SAV-specific

i nformati on comuni cati on mechanismis used to conmuni cate SAV-
specific informati on between ASes and distribute the updated
information to the relative ASes autonmatically in a tinely manner
once the prefixes or routes change. Conpared agai nst genera
information, it nmay be expected that SAV-specific information is nore
accurate and trustworthy, while it can update the SAVrules in a
timely manner to adapt to the prefix or route changes.

6. SAV Information Base

T T . +
| SAV Information Sources | Trust wort hi ness | SAV Usage |
o e e e e e e e Tt o m e e e oo - +
| SAV-specific Information | Specific security mechanisnmni |
R S o e e e e e e e oo + |
| | RPKI ROA & ASPA| X. 509 certificates | |
| R R e +Conpl enent i ng|
| General | Local Routing | ROV, | each other.

| Information | Information | Rout e | eak detection | |
| S o e e e e e e e e oo - + |
| | | RR Dat a | Lower |evel of trust | |
S TR S I S . +

Figure 4: SAV information sources, their trustworthiness, and
their usage for SAV

The SIB is managed by the SIB nanager, which can consolidate SAV-
related information fromdifferent sources. Figure 4 presents the
summary of SAV information sources, their trustworthiness, and the
recommendati on about how to use themfor generating SAV rul es.

I nter-domai n SAVNET architecture can use SAV-rel ated i nformation from
different sources to generate SAV rules. It recomends using the
information fromall the avail able sources which is verified as
trustworthy to generate SAV rules. Therefore, SAV infornmation
sources conpl enent each other for SAV. For example, when both SAV-
specific and general information are avail able, the inter-domain
SAVNET woul d use themall equally.

The recomendati on for conpl eting each information source for SAV
depends on their verified trustworthiness. Each AS deploying inter-
domai n SAVNET can utilize a specific security mechani smas di scussed
in Section 9.5 to validate the received SAV-specific information from
other ASes to guarantee its Trustworthiness. RPKI ROA and ASPA

obj ects use x.509 certificates [RFC5280] to protect the objects and
guarantee the trustworthiness. Beside, local routing infornmation
relies on sone techniques, such as ROV and route | eak detection,

e.g., ASPA or OTC, for achieving the Trustworthiness of their
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information. |Instead, IRR data has | ower level of trust conpared to
others and may be disregarded if RPKI is deployed well, and they are
usual Iy updated in a slower manner than the real network changes and
not al ways correct.

It is noteworthy that using each type of SAV information source
complenentally in Figure 4 is recommended rather than mandated. |If a
new i nter-domai n SAV mechani sm needs to generate SAV rul es using an
i nformaiton source, it should ensure that the correct information is
obtai ned fromthe correspondi ng source and adopts appropriate SAV
actions in the data plane to avoid inproper block and mnimze

i mproper permt. A new inter-domain SAVNET nmechanism in line with
the inter-domain SAVNET architecture, has the flexibility to
determine the utilized SAV informati on sources and how to use them
Especi al | y, when using RPKI ROA objects and ASPA objects as the SAV
i nformati on source, the new inter-domai n SAVNET mechani sm shoul d
avoi d jeopardizing the use of RPKI in routing security.

o e e e e +
| AS 3(P3) |
+-+/\----- +/\ +/\ ++
/ o\
P3[ AS 3] / \' \ P3[AS 3]
/ o\
[ (C2P) Vo
S + \ \
| AS 4(P4) | o\
++/\H/ N+ N+ N+ ++ o\
P6[AS 1, AS 2] /| | | | \ o\
P2[AS 2] | ] | | \ o\
[ | | \ Vo
J | | \ P5[AS 5] \ \ P5[AS 5]
[ | | \ o\
[ 1 (C2P) | | \ o\
R + | | \ o\
| AS 2(P2) | | | P1[AS 1] \ o\
Fommmme s +H\+----+ | | P6[AS 1] \ Vo
P6[ AS 1] \ | | NO_EXPORT \ Vo
P1[ AS 1] \ | | \ o\
NO_EXPORT \ | | \ o\

\ (C2P) | | (C2P/ P2P) (C2P)\ (c2pP) \ \
s + s +
| AS 1(P1, P6) | | AS 5(P5) |
o + o +

Both AS 1 and AS 4 deploy the inter-domain SAVNET architecture
and can exchange the SAV-specific information with each other,
whi |l e other ASes do not deploy it.

et al. Expi res 2 Septenber 2026 [ Page 15]



Internet-Draft I nter-domai n SAVNET Architecture March 2026

Li,

Figure 5: An exanpl e of AS topol ogy.

+--m - - R o e e e e oo oo Fomm oo o e e e e e e e e oo o - +
| I ndex| Prefi x|l ncomng Direction|Relation| SAV Information Source
e S S I e +
| 0 | P1 | AS 2 | Cust omer | SAV-specific Information
Hommm- oo IR Fommmaa - T +
| 1 | P1 | AS 1 | Customer| Ceneral Information |
+--m - - R o e e e e oo oo Fomm oo o e e e e e e e e oo o - +
| 2 | P2 | AS 2 | Custonmer| General Information |
e S S I e +
| 3 | P3 | AS 3 | Provider| GCeneral Information
Hommm- oo IR Fommmaa - T +
| 4 | P5 | AS 3 | Provider| GCeneral Information |
+--m - - R o e e e e oo oo Fomm oo o e e e e e e e e oo o - +
| 5 | P5 | AS 5 | Custonmer| General Information |
e S S I e +
| 6 | P6 | AS 2 | Custonmer| Ceneral Information |
| | | | | SAV-speci fic I nformation|
Fomm - - Fom e e - - Fom e e e oo Fomm e - o - o e e e e e a oo +
| 7 | P6 | AS 1 | Customer| Ceneral Information |
+----- +o-m - - o e e e e oo oo S SRR o e e e e e e oo oo oo +

Figure 6: An exanple for the SAV information base of AS 4 in
Fi gure 6.

We use the exanples shown in Figure 5 and Figure 6 to introduce SIB
and illustrate how to generate SAV rul es based on the SIB. Figure 6
depicts an exanple of the SIB established in AS 4 displayed in
Figure 5. Each row of the SIB contains an index, prefix, incomng
direction of the prefix, reltation between ASes, and the
correspondi ng sources of the information. The incom ng direction
consi sts of custoner, provider, and peer. For exanple, in Figure 6,
the rowwith index O indicates the incomng direction of PLis AS 2
and the information source is SAV-specific information. Note that
the sane SAV-related informati on may have nultiple sources and the
SIB records themall, such as the row indexed 6. Moreover, SIB
shoul d be carefully inplenented in the specific protocol or protoco
extensions to avoid becom ng a heavy burden of the router, and the
simlar optimzation approaches used for the RIB may be appli ed.

Recal | that inter-domain SAVNET architecture generates SAV rul es
based on the SAV information sources in the SIB and each type of
source conpl ements each other. In addition, in the case of an AS s
interfaces facing provider or |ateral peer ASes where | oose SAV rul es
are applicable, the inter-domain SAVNET architecture recommends to
use bl ocklist at such directions to only block the prefixes that are
sure not to cone at these directions, while in the case of an AS s
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interfaces facing custoner ASes that necessitate stricter SAV rules,
the inter-domain SAVNET architecture recommends to use allowist to
only permt the prefixes that are allowed to cone at these
directions.

Based on the above rules, taking the SIBin Figure 6 as an exanple to
illustrate how the inter-domain SAVNET generates rules, AS 4 can
conduct SAV as follows: SAV at the interfaces facing AS 3 bl ocks P1,
P2, and P6 according to the rows indexed 0, 1, 2, 6, and 7 in the
SIB, SAV at the interfaces facing AS 2 pernits P1, P2, and P6
according to the rows indexed 0, 2, and 6 in the SIB, SAV at the
interfaces facing AS 1 pernmt Pl and P6 according to the row i ndexed
1 and 7 in the SIB, and SAV at the interfaces facing AS 5 pernits P5
according to the row indexed 5 in the SIB

SAVNET Communi cati on Mechani sm

S +
| | SAV-specific Information +----------mmmmm +

| | <:::::::::::::::::::::::::| SAVNET Agent in other ASes |

| | o e e e e e e e e e oo oo +

| | oo m e e e e e e e e e e ao - +
I I | Ammmmme e + |
| | | | RPKI ROA Obj. and ASPA oj. | |
I I | A + |
I I | e + |
| | [ | RI B [ |
| SAVNET| General Information [ e +

| Agent | <-------mmmmi i [ e e R + |
I I || FI B [ |
| | | e + |
| | | e + |
| | | | | RR Dat abase | |
| | | e +
| | . +
| | Managenent Information +----------------------------- +

| R L E | Net wor k Oper at or s |

| | o +

B +

Figure 7: Gathering SAV-related information fromdifferent SAV
i nformati on sources.

SAV-specific information relies on the conmunication between SAVNET
agents, and general information can be from RPKI ROA objects and ASPA
objects, RIB, FIB, and IRR data. Therefore, as illustrated in

Figure 7, the SAVNET agent needs to receive the SAV-rel ated
informati on fromthese SAV information sources. SAVNET agent al so
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needs to accept the configurations fromnetwork operators for the
managenment operations. Gathering these types of information relies
on the SAVNET comuni cati on mechani sm which includes SAV-specific
i nformati on comuni cati on mechani sm general infornmation

conmuni cati on nechani sm and managenent informati on communi cation
mechani sm

SAV- speci fic I nformati on Comuni cati on Mechani sm
o e e e e e e oo oo oo +
| AS 3(P3, P3") |
| - + |
| | SAVNET Agent | |
| S + |
R AN S +/\ ++
/ ||
SAV-specific |/ |
Messages| / SAV-specific | |
(P1, AS 2)] [/ Messages[ | |
/ (P3, AS 3), | |
/ (P3', AS3)] | |
R + | |
| AS 2(P2) | ||
R N\ A+ -+ | | SAV-specific
SAV-speci fic \ | | Messages|
Messages[ \ | | (P1, AS 1)]
(P1, AS 2)] \ |
oo +{/+|--+
| AS 1(P1) |
| e + |
| | SAVNET Agent | |
| R + |
o e e e e e e e e oo oo +

(1) The path of the legitimate traffic with source addresses in Pl
and destination addresses in P3is [AS 1, AS 2, AS 3].

(2) The path of the legitimate traffic with source addresses in P1
and destination addresses in P3" is [AS 1, AS 3].

(3) The path of the legitimate traffic with source addresses in P3
or P3' and destination addresses in P1 is [AS 3, AS 1].

Figure 8: An exanple for exchanging SAV-specific information with
SAV-specific information conmuni cati on nechani sm between AS 1 and
AS 3.

Figure 8 uses an exanple to show the exchange of SAV-specific

i nformati on between AS 1 and AS 3 through SAV-specific nessages. The
SAV-specific information is expressed as <Prefix, Inconing Direction>
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pairs, such as (P1, AS 1), (P1, AS 2), (P3, AS 3), and (P3', AS 3) in
Figure 8. AS 1 needs to determine the incomng direction to AS 3 for
its prefix Pl to obtain SAV-specific information, such as (P11, AS 1)
and (P1, AS 2). It then assenbles this information into SAV-specific
messages to send to AS 3, which can subsequently generate SAV rul es
based on the received information. This process may require AS 1 to
col l aborate with internedi ate ASes between AS 1 and AS 3 to obtain
the SAV-specific information. Simlarly, AS 3 needs to deternine the
incomng direction to AS 1 for its prefixes P3 and P3’ and send the
SAV-specific information, such as (P3, AS 3) and (P3', AS 3), to AS 1
t hrough SAV-specific nessages, allowing AS 1 to generate the
corresponding SAV rules. AS 3 nmay al so need to collaborate with

i ntermedi ate ASes between AS 3 and AS 1 to gather the required

i nformati on for obtaining the SAV-specific informtion

The SAV-specific information can be exchanged between ASes via SAV-
specific nessages. SAV-specific nmessages are used to propagate or
originate the SAV-specific informati on between ASes by the SAVNET
agent. For an AS which initiates its own SAV-specific messages, its
SAVNET agent needs to obtain the incomng direction of its own
prefixes to enter other ASes and assenble theminto the SAV-specific
messages to the correspondi ng ASes. Wen ASes receive the SAV-

speci fic nessages, they parse the nessages to obtain source prefixes
and their correspondi ng i ncom ng directions.

Additionally, if SAV-specific information is conmmuni cated between
ASes, a new SAV-specific information comuni cati on mechani sm woul d
need to be devel oped to communicate it and can be inplenented by a
new protocol or extending an existing protocol. The SAV-specific

i nformati on comuni cati on mechani sm needs to define the data
structure or format to conmuni cate the SAV-specific nmessages and the
operations and tining for originating, processing, propagating, and
term nating the nessages. |If an extension to an existing protocol is
used to exchange SAV-specific information, the correspondi ng existing
protocol should not be affected. The SAVNET agent is the entity to
support the SAV-specific communi cati on mechanism By parsing the
SAV-speci fic messages, it obtains the prefixes and their incoming AS
direction for maintaining the SIB. It is inportant to note that the
SAVNET agent within an AS has the capability to establish connections
with multiple SAVNET agents within different ASes, relying on either
manual configurations by operators or an automatic nmechanism In
addi tion, SAVNET agents should validate the authenticity of the
connection for comunicating the SAV-specific information to verify
whet her the SAV-specific information is provided over a secure
connection with an authenticated AS.
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The need for a SAV-specific conmunication nechani smarises fromthe
facts that the SAV-specific information needs to be obtained and
communi cated between ASes. Different fromthe general information
such as routing information fromthe RIB, there are no existing
mechani sm whi ch can support the perception and conmuni cati on of SAV-
specific information between ASes. Hence, a SAV-specific

communi cati on nechanismis needed to provide a nmedi um and set of
rules to establish communicati on between different ASes for the
exchange of SAV-specific information

Furthernore, in order to obtain all the source prefixes of an AS, the
i nter-domai n SAVNET architecture may comrunicate with the intra-
domai n SAVNET architecture
[I-D.ietf-savnet-intra-domain-architecture] to obtain all the
prefixes belonging to an AS. If the legitimte incom ng directions
of SAV-specific information are | earned from BGP AS PATH i nfornati on,
it needs to note that BG AS PATH may hi de sone interfaces that exist
bet ween ASes in the scenarios involving topol ogical fork and merge.

Sone scenarios, such as the ones where policy-based routing or static
route exist in the inter-domain networks, may rely on the w der

depl oynment of SAVNET agent or nore interactive conmunication between
ASes to make the inter-domain SAVNET work better. 1In these
scenari os, operators may override the default BGP decision by using
policy-based routing or static route. For exanple, in Figure 8, AS 2
may use another AS which does not in the AS path [AS 1, AS 2, AS 3]
to transmt the legitimate traffic with source addresses in P1 to AS
3. For such cases, inter-domain SAVNET may require AS 2 to depl oy
SAVNET agent to obtain the SAV-specific information for the
legitimate traffic with source addresses in P1, or AS 1 and AS 3 may
need nore interactive comunication to obtain the SAV-specific

i nformati on.

The preferred AS paths of an AS may change over tinme due to route
changes caused by operator configurations or network failures. In
addi tion, the SAVNET agent should be aware of the route changes and

| aunch SAV-specific nessages to adapt to the route changes in a
timely manner. The SAV-specific information comuni cati on mechani sm
shoul d handl e route changes carefully to avoid inproper blocks. The
reasons for |leading to inproper blocks may include |ate detection of
rout e changes, del ayed nessage transnission, or packet |osses. |If
the SAVNET agent cannot be aware of the route changes caused by
failures, it my not be aware of the failures. A w der deployment of
SAVNET agent can nmake network failure sensing nore sensitive.
However, the detail ed design of SAV-specific information

conmuni cati on nmechani smfor dealing with route changes is outside the
scope of this docunent.
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Ceneral Information Comruni cati on Mechani sm

The general information comunication nechanismis used for

conmuni cating routing informati on between ASes, obtaining RPKI ROA
obj ects and ASPA objects from RPKI cache servers, and obtaining the
i nformati on about ASes and their prefixes fromI|RR databases. The
general conmuni cation nechani smcan be inplenmented by using existing
protocols for collecting the relative information, such as BGP, RTR
[ RFC8210], and FTP [ RFC959].

Managenent | nformati on Comuni cati on Mechani sm

The primary purpose of the nmanagenent infornmati on comunication
mechanismis to deliver manual configurations of network operators.
Exampl es of the management configurations include, but are not
limted to:

*  SAVNET configurations using YANG CLI, RTBH, or Flowspec: Inter-
domai n SAVNET i npl ement ati ons on vendor devices need to accept the
configurations fromoperators, such as the SAV rules directly
configured by operators, and may support various tools to do this,
such as YANG CLI, RTBH, or Fl owspec.

*  SAVNET performance anal ysis: |nter-domain SAVNET inpl ement ati ons
need to support various operation methods to report the statistics
of SAVNET, such as al arm and exception reporting, perfornmance
moni toring and reporting for the control plane and data pl ane,
whi ch are discussed in detail in Section 10.

*  SAVNET depl oynent provisioning: Inter-domain SAVNET
i mpl ement ati ons may support the configurations which relate to its
depl oynent process, such as maxi mum hardware resources used, "on-
of f" of SAVNET, and access authority.

Not e that the managenent infornmation can be delivered at any tine and
requires reliable delivery for the managenent information

communi cati on nechani sminplenmentation. Additionally, to support
performance anal ysis, the managenent information comruni cation
mechani smcan carry telenetry information, such as netrics pertaining
to forwardi ng perfornmance, the count of spoofing packets and

di scarded packets, and the information regarding the prefixes
associated with the spoofing traffic, as observed until the nost
recent tine.
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Use Cases

This section utilizes the sample use cases to showcase that the

i nter-domai n SAVNET architecture can inprove the validation accuracy
in the scenarios of |imted propagation of prefixes, hidden prefixes,
reflection attacks, and direct attacks, conpared to existing SAV
mechani sms, which are also utilized for the gap analysis of existing
i nter-domai n SAV nechani sns in
[I-D.ietf-savnet-inter-domain-problemstatenent]. |In the follow ng,
these use cases are discussed for SAV at customer interfaces and SAV
at provider/peer interfaces, respectively.

SAV at Custoner Interfaces

In order to prevent the source address spoofing, operators can enable
ACL-based ingress filtering, source-based RTBH filtering, and/or
URPF- based nechani snms at custoner interfaces, nanely Strict uRPF, FP-
URPF, VRF uRPF, or EFP-uRPF [manrs] [nist]. However, as analyzed in
[1-D.ietf-savnet-inter-domain-problemstatenent], uRPF-based

mechani sms may lead to fal se positives in two inter-donmain scenarios:
limted propagation of prefixes and hidden prefixes, or may lead to
fal se negatives in the scenarios of source address spoofing attacks
within a custoner cone, while ACL-based ingress filtering and source-
based RTBH filtering need to update SAV rules in a tinmely manner and
|l ead to high operational overhead. The follow ng showcases that the
i nter-domai n SAVNET architecture can avoid fal se positives and fal se
negatives in these scenari 0s.

1. Limted Propagation of Prefixes

et al. Expi res 2 Septenber 2026 [ Page 22]



Internet-Draft I nter-domai n SAVNET Architecture March 2026
o a o +
| AS 3(P3) |
+-+/\----- +/\ +/\ ++
/ o\
P3[ AS 3] / \' \ P3[AS 3]
o\
[ (C2P) Vo
S + \ \
| AS 4(P4) | Vo
++/\H/ N+ N+ N+ ++ o\
T \ o\
P2[AS 2] | [/ | ] \ o\
[ | ] \ Vo
J | \ P5[AS 5] \ \ P5[AS 5]
[ | \ Vo
[ (P | | \ o\
R + | \ o\
| AS 2(P2) | | | P1[AS 1] \ o\
Fome e +H\+----+ | | P6[AS 1] \ Vo
\ | | NO_EXPORT \ o\
P1[ AS 1] \ | \ Vo
NO_EXPORT \ | \ o\

\ (C2P) | | (CP/IP2P) (C2P)\ (c2pP) \ \
o a o + o a o +
| AS 1(P1, P6) | | AS 5(P5) |
S + S +

Figure 9: Limted propagation of prefixes caused by NO EXPORT

Figure 9 presents a scenario where the |imted propagation of

prefixes occurs due to the NO EXPORT community attribute

scenario, AS 1 is a custoner

In this
of AS 2, AS 2 is a custoner of AS 4, AS

4 is a custonmer of AS 3, and AS 5 is a custoner of both AS 3 and AS

4.

AS 2 and adds t he NO EXPORT
advertisenent sent to AS 2,

the route for prefix P1 to AS 4.
community attribute to the BGP adverti senent sent to AS 4,

in AS 4 not propagating the
Consequently, AS 4 only |ear
this scenario.
whi | e ot her ASes have not,
customer interfaces.

In this scenari o,

The rel ati onship between AS 1 and AS 4 can be either custoner-to-
provi der (C2P) or peer-to-peer (P2P)

AS 1 advertises prefixes Pl to
community attribute to the BGP

preventing AS 2 fromfurther propagating

Simlarly, AS 1 adds the NO EXPORT
resulting

route for prefix P6 to AS 3.

ns the route for prefix PLfromAS 1 in

Suppose AS 1 and AS 4 have depl oyed inter-domain SAV
and AS 4 has depl oyed EFP-uRPF at

its

exi sting uRPF-based SAV nechani sns woul d bl ock the
traffic with P1 as source addresses inproperly,

and thus suffer from

the probl em of fal se positives

Li, et al.

Expi res 2 Septenber 2026

[ Page 23]



Internet-Draft I nter-domai n SAVNET Architecture March 2026

8. 1.

Li,

[I-D.ietf-savnet-inter-domai n-problemstatenent]. |f the inter-
domai n SAVNET architecture is deployed, AS 1 can communi cate the SAV-
specific information to AS 4 and AS 4 will be aware that the traffic
with Pl as source addresses can arrive at the interfaces facing AS 1
and AS 2. As a result, the false positive problemcan be avoi ded.

2. Hidden Prefixes
oo o - +
Anycast Server +-+ AS 3(P3) |
-+ \----- +H\+/\ ++
/ o
P3[ AS 3] / \' \ P3[AS 3]
/ o
I (C2P) o
R + o\
| AS 4(P4) | o
FH N H VAV H N+ o
P6[AS 1, AS 2] / | | | \ N
P2[AS 2] / ] [ ] \ o
I [ ] \ o
I [ ] \ P5[AS 5] \ \ P5[AS 5]
I [ ] \ o
[reep || \ o
R R R R R + [ ] \ N
User +- + AS 2(P2) | | | PL[AS 1] \ Vo
Hommmemm - H A\ - | | P6[AS 1] \ o
P6[ AS 1] \ | | NO_EXPORT \ o
P1[ AS 1] \ [ ] \ o
NO_EXPORT \ [ ] \ o
\ (&P | | (C2P) (c2pP) \ (czpP) v
S + S +
Edge Server+-+ AS 1(P1, P6) | | AS 5(P5) |
oo - - + oo - - +

P3 is the anycast prefix and is only advertised by AS 3 through BGP.

Figure 10: A Direct Server Return (DSR) scenario.
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Figure 10 illustrates a direct server return (DSR) scenario where the
anycast IP prefix P3 is only advertised by AS 3 through BGP. 1In this
exanple, AS 3 is the provider of AS 4 and AS 5, AS 4 is the provider
of AS 1, AS 2, and AS 5, and AS 2 is the provider of AS1. AS 1 and
AS 4 have depl oyed inter-domain SAV, while other ASes have not. Wen
users in AS 2 send requests to the anycast destination |IP, the
forwarding path is AS 2->AS 4->AS 3. The anycast servers in AS 3
receive the requests and tunnel themto the edge servers in AS 1.
Finally, the edge servers send the content to the users with source
addresses in prefix P3. The reverse forwarding path is AS 1->AS

4- >AS 2.

In this scenario, existing uRPF-based nmechanisnms will inproperly

bl ock the legitimte response packets fromAS 1 at the customer
interface of AS 4 facing AS 1

[1-D.ietf-savnet-inter-domai n-problemstatenent]. |In contrast, if
the inter-domain SAVNET architecture is depl oyed, AS 1 can

conmmuni cate the SAV-specific information to AS 4 and AS 4 will be
aware that the traffic with P3 as source addresses can arrive at the
interfaces facing AS 1 and AS 3. As aresult, the legitimte
response packets with P3 as source addresses fromAS 1 can be all owed
and the fal se positive problemcan be avoi ded.

8.1.3. Reflection Attacks

Li,
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P1’ is the spoofed source prefix Pl by the attacker which is inside of
AS 2 or connected to AS 2 through ot her ASes.

Figure 11: A scenario of reflection attacks by source address
spoofing within a customer cone.

Figure 11 depicts the scenario of reflection attacks by source
address spoofing within a custonmer cone. The reflection attack by
source address spoofing takes place within AS 4's custoner cone,
where the attacker spoofs the victims IP address (P1) and sends
requests to servers’ | P address (P5) that are designed to respond to
such requests. As a result, the server sends overwhel m ng responses
back to the victim thereby exhausting its network resources. The
arrows in Figure 11 illustrate the comrercial rel ationships between
ASes. AS 3 serves as the provider for AS 4 and AS 5, while AS 4 acts
as the provider for AS 1, AS 2, and AS 5. Additionally, AS 2 is the
provider for AS 1. Suppose AS 1 and AS 4 have depl oyed inter-donain
SAV, while the other ASes have not.

In this scenario, EFP-uRPF with algorithmA/ B will
the spoofing attacks originating fromAS 2
[I-D.ietf-savnet-inter-domai n-problemstatenent].

i nproperly permt

If the inter-
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domai n SAVNET architecture is deployed, AS 1 can conmmuni cate the SAV-
specific information to AS 4 and AS 4 will be aware that the traffic
with Pl as source addresses can only arrive at the interface facing
AS 1. Therefore, at the interface of AS 4 facing AS 2, the spoofing
traffic can be bl ocked.

8.1.4. Direct Attacks

o e e o +
| AS 3(P3) |
A +/\ +/\ ++
| Vo
| Vo
| Vo
| (C2P) o\
S + o\
| AS 4(P4) | Vo
++H N H NN H N\ ++ o
P6[AS 1, AS2] / [ | | \ Vo
P2[AS 2] | ] | | \ Vo
[ | | \ o\
Il | \P5[AS 5] \ \ P5[AS 5]
Il || \ Vo
I 1(Cc2P) | | \ Vo
o + || \ Vo
Attacker (P5")-+ AS 2(P2) | | | P1[AS 1] \ Vo
Fommm e e +/\+----+ | | P6[AS 1] \ o\
P6[ AS 1] \ | | NO_EXPORT \ o\
P1[ AS 1] \ || \ Vo
NO_EXPORT \ || \ o
\ (C2P) | | (C2P) (C2P) \  (C2P) \ \
o a e oo + o a e oo +
Victim-+ AS 1(P1, P6) | | AS 5(P5)
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P1' is the spoofed source prefix Pl by the attacker which is inside of
AS 2 or connected to AS 2 through ot her ASes.

Figure 12: A scenario of the direct attacks by source address
spoofing within a customer cone.

Figure 12 portrays a scenario of direct attacks by source address
spoofing within a customer cone and is used to anal yze the gaps of
URPF- based mechani sms bel ow. The direct attack by source address
spoofing takes place within AS 4’s custoner cone, where the attacker
spoofs a source address (P5) and directly targets the victinis IP
address (P1), overwhelmng its network resources. The arrows in
Figure 12 illustrate the commercial relationshi ps between ASes. AS 3
serves as the provider for AS 4 and AS 5, while AS 4 acts as the
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provider for AS 1, AS 2, and AS 5. Additionally, AS 2 is the
provider for AS 1. Suppose AS 4 and AS 5 have depl oyed inter-donmain
SAV, while the other ASes have not.

In this scenario, EFP-uRPF with algorithmA/B will inproperly permt
the spoofing attacks
[1-D.ietf-savnet-inter-domai n-problemstatenent]. |f the inter-

domai n SAVNET architecture is deployed, AS 5 can communi cate the SAV-
specific information to AS 4 and AS 4 will be aware that the traffic
with P5 as source addresses can arrive at the interface facing AS 3
and AS 5. Therefore, at the interface of AS 4 facing AS 2, the
spoofing traffic can be bl ocked.

SAV at Provider/Peer Interfaces

In order to prevent packets with spoofed source addresses fromthe
provi der/ peer AS, ACL-based ingress filtering, Loose uRPF, and/or
sour ce-based RTBH filtering can be deployed [nist].
[1-D.ietf-savnet-inter-domai n-probl emstatenent] exposes the
limtations of ACL-based ingress filtering, source-based RTBH
filtering, and Loose uRPF for SAV at provider/peer interfaces in
scenari os of source address spoofing attacks from provi der/peer AS.
The source address spoofing attacks from provider/peer AS include
reflection attacks from provi der/peer AS and direct attacks from
provi der/peer AS. The foll owi ng showases that the inter-domain
SAVNET architecture can avoid fal se negatives in these scenari os.

1. Reflection Attacks
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P1’ is the spoofed source prefix Pl by the attacker which is inside of
AS 3 or connected to AS 3 through ot her ASes.

Figure 13: A scenario of reflection attacks by source address
spoofing from provider/peer AS.

Figure 13 depicts the scenario of reflection attacks by source
address spoofing fromprovider/peer AS. 1In this case, the attacker
spoofs the victims |IP address (Pl) and sends requests to servers' |P
address (P2) that respond to such requests. The servers then send
overwhel mi ng responses back to the victim exhausting its network
resources. The arrows in Figure 13 represent the comrerci al

rel ati onshi ps between ASes. AS 3 acts as the provider or latera
peer of AS 4 and the provider for AS 5, while AS 4 serves as the
provider for AS 1, AS 2, and AS 5. Additionally, AS 2 is the
provider for AS 1. Suppose AS 1 and AS 4 have depl oyed inter-donain
SAV, while the other ASes have not.

Bot h ACL-based ingress filtering and source-based RTBH filtering wll
i nduce additional operational overhead, and Loose uRPF nmay i nproperly
permt spoofed packets

[I-D.ietf-savnet-inter-donai n-problemstatenent]. |If the inter-
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domai n SAVNET architecture is deployed, AS 1 can conmmuni cate the SAV-
specific information to AS 4 and AS 4 will be aware that the traffic
with Pl as source addresses can arrive at the interface facing AS 1
and AS 2. Therefore, at the interface of AS 4 facing AS 3, the
spoofing traffic can be bl ocked.

8.2.2. Direct Attacks
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/ o\
/ Vo
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P2’ is the spoofed source prefix P2 by the attacker which is inside of
AS 3 or connected to AS 3 through ot her ASes.

Figure 14: A scenario of direct attacks by source address
spoofing from provider/peer AS.
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Figure 14 showcases a scenario of direct attack by source address
spoofing fromprovider/peer AS. 1In this case, the attacker spoofs
anot her source address (P2) and directly targets the victims IP
address (P1), overwhelmng its network resources. The arrows in
Figure 14 represent the conmercial relationships between ASes. AS 3
acts as the provider or lateral peer of AS 4 and the provider for AS
5, while AS 4 serves as the provider for AS 1, AS 2, and AS 5.
Additionally, AS 2 is the provider for AS 1. Suppose AS 1 and AS 4
have depl oyed inter-domain SAV, while the other ASes have not.

Al'so, in this scenario, both ACL-based ingress filtering and source-

based RTBH filtering will induce additional operational overhead, and
Loose uRPF may inproperly pernit spoofed packets
[I-D.ietf-savnet-inter-domai n-problemstatenment]. |If the inter-

domai n SAVNET architecture is deployed, AS 2 can conmuni cate the SAV-
specific information to AS 4 and AS 4 will be aware that the traffic
with P2 as source addresses can only arrive at the interface facing
AS 2. Therefore, at the interface of AS 4 facing AS 3, the spoofing
traffic can be bl ocked.

Meeting the Design Requirenents of |nter-domain SAVNET

The inter-domain SAVNET architecture proposes the guidelines for the
desi gn of new inter-domain SAV mechani sms to neet the requirnments
defined in [I-D.ietf-savnet-inter-domain-problemstatenent]. The
followings illustrate the design guidelines to neet the requirenents
one by one.

I nprovi ng Validation Accuracy over Existing Mechanisns

As analyzed in Section 8, existing uRPF-based SAV nechani sns nay have
i mproper bl ock or inproper permt problenms in the scenarios of
limted propagation of prefixes, hidden prefixes, reflection attacks,
and direct attacks for SAV at customer interfaces, and the scenarios
of reflection attacks and direct attacks for SAV at provider/ peer

i nterfaces.

I nter-domai n SAVNET proposes SAV-specific information, which consists
of the source prefixes of ASes and their corresponding legitimte
incomng direction to enter other ASes. ASes which depl oy SAVNET
agent can conmuni cate SAV-specific information with each other and
generate accurate SAV rules for the prefixes fromthe SAV-specific
informati on. The use cases shown in Section 8 has denonstrated

i nter-domai n SAVNET can inprove validation accuracy conpared to
exi sting SAV nmechanisnms. Along with nore ASes depl oy SAVNET agent
and communi cate SAV-specific information with each other, accurate
SAV rul es can be generated for these ASes and their prefixes can
obtain better protection
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9.2. Working in Increnmental/Partial Deploynent

A new i nter-domai n SAVNET nechani sm shoul d consi der increnmental/
partial deployment as it is not feasible to depl oy SAVNET agent
simultaneously in all ASes, due to various constraints, such as
devi ce capabilities, versions, or vendors.

I nter-domai n SAVNET can support increnental/partial deploynent, as it
is not mandatory for all ASes to deploy SAVNET agents for

conmmuni cati ng SAV-specific information. ASes which depl oy SAVNET
agents can establish a | ogical neighboring relationship with other
ASes. The connections for conmunicating SAV-specific information can
be achi eved by nmanual configurations set by operators or an automatic
nei ghbor di scovery mechani sm An automatic nei ghbor discovery
mechani smcan utilize existing protocols or tools to collect the
SAVNET nei ghboring information. This flexibility enables the inter-
domai n SAVNET to accommbdat e varyi ng degrees of deploynment, pronoting
interoperability and col |l aborati on anong participating ASes. During
the partial/incremental deployment of SAVNET agent, the SAV-specific
informati on for the ASes which do not depl oy SAVNET agent cannot be
obtained. To protect the prefixes of these ASes, inter-domain SAVNET
can use the general information in the SIB to generate SAV rul es.
When using the general information, inter-domain SAVNET needs to
guarantee the SAV accuracy for the correspondi ng application
scenarios. The use cases in Section 8 denonstrates that inter-domain
SAVNET supports incremental /partial depl oynment.

As nore ASes adopt the inter-domain SAVNET, the "depl oyed area"
expands, thereby increasing the collective defense capability against
source address spoofing. Furthernmore, if multiple "depl oyed areas"
can be logically interconnected across "non-depl oyed areas", these

i nterconnected "depl oyed areas" can forma |ogical alliance,
provi di ng enhanced protection agai nst address spoofing. Especially,
along with nore ASes depl oy SAVNET agent and support the

conmmuni cati on of SAV-specific infornmation, the generated SAV rul es
wi |l become nore accurate, as well as enhancing the protection
capability agai nst source address spoofing.

In addition, releasing the SAV functions of the inter-domai n SAVNET
incrementally is RECOMWENDED as one potential way to reduce the
depl oynent risks and can be considered in its depl oynment by network
operat ors:
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* First, the inter-domain SAVNET can only do the neasurenment in the

data plane and do not take any other actions. Based on the
measur enent data, the operators can evaluate the effect of the
inter-domain SAVNET on the legitimate traffic, including

val idation accuracy and forwardi ng performance, as well as the
operati onal overhead.

* Second, the inter-domain SAVNET can open the function to linmt the
rate of the traffic that is justified as spoofing traffic. The
operators can further evaluate the effect of the inter-donain
SAVNET on the legitimate traffic and spoofing traffic, such as
limting the rate of all the spoofing traffic without hurting the
legitimate traffic.

* Third, when the validation accuracy, forwarding performance, and
operational overhead have been verified on a |arge scale by the
live network, the inter-domain SAVNET can open the function to
directly block the spoofing traffic that is justified by the SAV
table in the data pl ane.

Reduci ng Operational Overhead

The inter-domain routes or the prefixes of ASes usually change
dynani cally, which requires the SAV rules to be updated
acutomatically. ACL-based ingress filtering and source-based RTBH
filtering requires manual configuration to update SAV rul es to adapt
to the routing or prefix changes, which | eads to high operationa
over head.

I nter-domai n SAVNET proposes the SAV-specific information

conmuni cati on nechanismand utilizes it to comuni cate SAV-specific

i nformati on automatically between ASes whi ch depl oy SAVNET agent.
Upon receiving the SAV-specific information, SAVNET agent will use it
to generate SAV rules. The use cases displayed in Section 8.2 show
that inter-domain SAVNET reduces operational overhead conpared to
ACL-based ingress filtering and source-based RTBH filtering.

Guaranteeing Efficient Convergence

Conver gence i ssues SHOULD be carefully considered due to the dynamc
nature of the Internet. |Internet routes undergo continuous changes,
and SAV rul es MUST proactively adapt to these changes, such as prefix
and route changes, in order to avoid inproper block and reduce

i mproper permt. To effectively track these changes, the SAVNET
agent shoul d proactively conmmuni cate the changes of SAV-specific

i nformati on between ASes and generate SAV rules in a tinmely manner
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The SAVNET agent shoul d | aunch SAV-specific nmessages to adapt to the
route or prefix changes in a tinmely manner. During the routing
convergence process, the traffic paths of the source prefixes can
undergo rapid changes within a short period. The changes of the SAV-
specific information may not be comunicated in tinme between ASes to
update SAV rul es, inproper block or inproper permt may happen. Such
i naccurate validation is caused by the delays in conmmunicating SAV-
specific information between ASes, which occur due to the factors

i ke packet |osses, unpredictable network |atencies, or nessage
processing |latencies. The detailed design of the SAV-specific

i nformati on comuni cati on mechani sm shoul d consi der these issues to
reduce the inaccurate validation

Besi des, for the inter-domain SAVNET, the potential ways to deal with
the inaccurate validation issues during the convergence of the SAV-
specific informati on communi cati on nechanismis to consider using the
informati on from RPKI ROA objects and ASPA objects to generate SAV
rules until the convergence process of the SAV-specific comunication
mechani smis finished, since these information is nore stable and can
hel p avoi d i nmproper block, and thus avoiding the inpact to the
legitimate traffic.

9.5. Providing Necessary Security Cuarantee

For inter-domain SAVNET, the SAVNET agent plays a crucial role in
generati ng and di ssem nati ng SAV-specific nmessages across different
ASes. To safeguard against the potential risks posed by a malicious
AS generating incorrect or forged SAV-specific nessages, it is
important for the SAVNET agents to enploy security authentication
measures for each received SAV-specific nmessage. The nmjour security
threats faced by inter-domain SAVNET can be categorized into two
aspects: session security and content security. Session security
pertains to verifying the identities of both parties involved in a
session and ensuring the integrity of the session content. Content
security, on the other hand, focuses on verifying the authenticity
and reliability of the session content, thereby enabling the
identification of forged SAV-specific nessages.

The threats to session security include:

* Session identity inmpersonation: This occurs when a nalicious
router deceitfully poses as a legitinate peer router to establish
a session with the targeted router. By inpersonating another
router, the nmalicious entity can gai n unauthorized access and
potentially mani pul ate or disrupt the comunication between the
legitimate routers.
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* Session integrity destruction: In this scenario, a malicious
intermedi ate router situated between two peering routers
intentionally tanmpers with or destroys the content of the relayed
SAV-specific message. By interfering with the integrity of the
session content, the attacker can disrupt the reliable
transm ssion of information, potentially leading to
m scommuni cati on or inaccurate SAV-rel ated data bei ng propagat ed.

The threats to content security include:

* Message alteration: A nalicious router has the ability to
mani pul ate or forge any portion of a SAV-specific nessage. For
exanpl e, the attacker nmay enpl oy techni ques such as using a
spoof ed Aut ononous System Number (ASN) or nodi fying the AS path
information within the nessage. By tanpering with the content,
the attacker can potentially introduce inaccuracies or deceive the
recei ving ASes, conpromising the integrity and reliability of the
SAV-rel ated information.

* Message injection: A nalicious router injects a seemngly
"legitimate" SAV-specific nmessage into the conmmuni cation stream
and directs it to the corresponding next-hop AS. This type of
attack can be likened to a replay attack, where the attacker
attenpts to retransmt previously captured or fabricated nessages
to mani pul ate the behavi or or decisions of the receiving ASes.
The injected message may contain malicious instructions or fal se
information, leading to incorrect SAV rul e generation or inproper
val i dati on.

* Path deviation: A malicious router intentionally diverts a SAV-
specific nessage to an incorrect next-hop AS, contrary to the
expected path defined by the AS path. By deviating fromthe
i ntended routing path, the attacker can disrupt the proper
di ssem nation of SAV-related information and introduce
i nconsi stencies or conflicts in the validation process. This can
underm ne the effectiveness and accuracy of source address
validation within the inter-domain SAVNET architecture.

Overall, inter-domain SAVNET shares simlar security threats with BGP
and can | everage existing BGP security nechani sns to enhance both
session and content security. Session security can be enhanced by
enpl oyi ng session authentication nechanisns used in BGP. Sinilarly,
content security can benefit fromthe depl oynment of existing BGP
security nechanisns |ike RPKI, BGPsec, and ASPA. \While these
mechani sms can address content security threats, their w despread
depl oynent is crucial. Until then, it is necessary to develop an

i ndependent security mechani sm specifically designed for inter-domain
SAVNET. One potential approach is for each source AS to calculate a
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digital signature for each AS path and include these digita
signatures within the SAV-specific nessages. Upon receiving a SAV-
speci fic nessage, the SAVNET agent can verify the digital signature
to ascertain the nmessage’s authenticity. Furthernore, it is worth
noting that the SAV-specific information comruni cati on nmechani sm may
need to operate over a network link that is currently under a source
address spoofing attack. As a result, it may experience severe
packet | oss and high | atency due to the ongoing attack, and the

i mpl ement ati on of the SAV-specific comunicati on nechani sm shoul d
ensure uninterrupted conmuni cation. Detailed security designs and
considerations will be addressed in a separate draft, ensuring the
robust security of inter-domain SAVNET.

Manageabi l ity Consi derations

It is crucial to consider the operations and nmanagenent aspects of
SAV information sources, the SAV-specific conmunication mechani sm
SIB, SIM and SAV table in the inter-domain SAVNET architecture. The
foll owi ng guidelines should be followed for their effective
managermnent :

First, managenent interoperability should be supported across devices
fromdifferent vendors or different rel eases of the sanme product,
based on a unified data nmodel such as YANG [ RFC6020]. This is
essential because the Internet conprises devices fromvarious vendors
and different product rel eases that coexist sinultaneously.

Second, scal abl e operation and nmanagenent net hods such as NETCONF

[ RFC6241] and sysl og protocol [RFC5424] should be supported. This is
i mportant as an AS may have hundreds or thousands of border routers
that require efficient operation and nanagenent.

Thi rd, managenent operations, including default initial
configuration, alarmand exception reporting, |ogging, performance
moni toring and reporting for the control plane and data pl ane, as
wel | as debuggi ng, should be designed and inplenented in the
protocol s or protocol extensions. These operations can be performnmed
either locally or remotely, based on the operational requirements.

By adhering to these rules, the managenent of SAV information sources
and rel ated conponents can be effectively carried out, ensuring
interoperability, scalability, and efficient operations and
managenent of the inter-domain SAVNET architecture.

Privacy Consi derations
TBD
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I ANA Consi derations
Thi s docunent has no | ANA requirenents.
Scope and Assunptions

In this architecture, the choice of protocols used for comruni cation
between the SIMand different SAV information sources is not limted.
The inter-domain SAVNET architecture presents considerations on how
to consolidate SAV-related information from various sources to
generate SAV rules and perform SAV using the SAV table in the

dat apl ane. The detail ed design and i nplenmentation for SAV rul e
generati on and SAV execution depend on the specific inter-domain SAV
mechani sms enpl oyed.

Thi s docunent does not cover administrative or business agreenents
that may be established between the involved inter-domain SAVNET
parties. These considerations are beyond the scope of this docunent.
However, it is assumed that authentication and authorization
mechani sms can be inplenented to ensure that only authorized ASes can
communi cate SAV-rel ated information

Thi s docunent nakes the follow ng assunptions:

* Al ASes where the inter-domain SAVNET is depl oyed are assuned to
provi de the necessary connectivity between SAVNET agent and any
intermedi ate network el ements. However, the architecture does not
i mpose any specific limtations on the formor nature of this
connectivity.

* Congestion and resource exhaustion can occur at various points in
the inter-domain networks. Hence, in general, network conditions
shoul d be assuned to be hostile. The inter-domain SAVNET
architecture nust be capable of functioning reliably under al
ci rcunstances, including scenarios where the paths for delivering
SAV-rel ated information are severely inpaired. It is crucial to
design the inter-domain SAVNET systemwi th a high | evel of
resilience, particularly under extrenely hostile network
conditions. The architecture should ensure uninterrupted
conmuni cati on between inter-donmai n SAVNET agents, even when dat a-
pl ane traffic saturates the link

* The inter-domain SAVNET architecture does not inpose rigid
requirenents for the SAV informati on sources that can be used to
generate SAV rules. Simlarly, it does not dictate strict rules
on howto utilize the SAV-related information from di verse sources
or perform SAV in the dataplane. Network operators have the
flexibility to choose their approaches to generate SAV rul es and
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14.

15.

15.

Li,

perform SAV based on their specific requirements and preferences.
Operators can either follow the reconmendati ons outlined in the

i nter-domai n SAVNET architecture or manually specify the rules for
governing the use of SAV-rel ated information, the generation of
SAV rul es, and the execution of SAV in the datapl ane.

* The inter-domain SAVNET architecture does not inpose restrictions
on the selection of the local AS with which AS to conmuni cate SAV-
specific Information. The ASes have the flexibility to establish
connections for SAV-specific comunication based on the nanua
configurations set by operators or other automatic nechani sns.

* The inter-domain SAVNET architecture provides the flexibility to
acconmodat e Quality-of-Service (QoS) policy agreements between
SAVNET- enabl ed ASes or local QoS prioritization nmeasures, but it
does not nmke assunptions about their presence. These agreenents
or prioritization efforts are ained at ensuring the reliable
delivery of SAV-specific Information between SAVNET agents. It is
inportant to note that QoS is considered as an operationa
consi deration rather than a functional component of the inter-
domai n SAVNET architecture.

* The SAVNET comuni cati on mechani sns are | oosely coupled and are
used for comunicating or gathering SAV-rel ated information, and
how t he inter-domai n SAVNET synchroni zes the managenment and
operation configurations is out of scope of this docunent.
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