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Abst ract

Thi s docunent describes prom nent scenarios where enterprise systens
and networks maintaining digital assets require the ability to
securely transfer assets or data to each other.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-
satp.github.io/draft-ietf-satp-usecases/draft-ietf-satp-

usecases. htm . Status information for this document rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-satp-usecases/.

Di scussion of this docunent takes place on the Secure Asset Transfer
Protocol Working Group nailing list (mailto:sat@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/sat/. Subscribe
at https://ww.ietf.org/mailman/listinfo/sat/.

Source for this draft and an issue tracker can be found at
https://github.comietf-satp/draft-ietf-satp-usecases.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Busi ness networks, built on both centralized and decentralized
nodel s, have energed to nmanage cross-organi zati on assets and

wor kfl ows. The scope of such workfl ows and the assets they govern,
as well as the set of participating organizations within a network,
have been quite limted, partly for security, privacy, and

scal ability reasons, and partly because organi zati ons have been
reticent to noving large portions of their pre existing workflows to
such networks. This is especially observable in the areas of trade,
finance, supply chain logistics, and property nmanagenent. Yet the
wor kf | ows managed by these networks are naturally interlinked in the
real world, and therefore cannot afford to remain isolated fromeach
ot her technol ogically, which would dimnish the value of their
assets. At the sane time, a network, once built, has institutiona
staying power, and it is therefore inpractical to assune that they
will expand or nmerge. |Interoperability is therefore an inperative in
this fragmented busi ness network ecosystem This cones in different
flavors, nanely the ability to nove an asset from one network to
anot her, interlinking workflows to share asset state with proof of
authenticity fromone network to another, and swapping assets in
different networks as part of a business transaction, as listed in
the SAT Architecture Specification [SATA]. The purpose of this
docunent is to describe prom nent exanples of these nodes that have
been encountered by enterprises and busi ness consortiuns and
identified as challenges to be overcone. |In particular, this
docunent describes scenarios where the Secure Asset Transfer Protoco
(SATP) [ SATP] can be directly applied to solve the probl em of noving
digital assets across networks, for which no other canonical protoco
exists in the literature.

Ter m nol ogy

The following are some term nology used in the current docunment, with
sonme borrowed from [N ST] and [I1 SO, and new terns introduced only
when needed:

* Asset network (system: The network or systemwhere a digita
asset is utilized.

* Secure Asset Transfer Protocol (SATP): The protocol used to
transfer (nmove) a digital asset fromone network to another using
gat eways

* Origin network: The current network where the digital asset is
| ocat ed.

Ramakri shna, et al. Expires 19 Septenber 2026 [ Page 3]



Internet-Draft SAT Use Cases March 2026

* Destination network: The network to which a digital asset is to be
transferred.

* Data sharing: The process, using the Asset Transfer Protocol, by
whi ch one or nore units of verifiably authentic data are
communi cated froman Origin network to a Destination network,
either voluntarily or upon request.

* Asset Transfer: A fail-safe process of noving an asset from one
network to another, with the destruction of the asset in the
Oigin network and its recreation in the Destination network
occurring as a single atonic action.

* Asset Exchange: A fail-safe process of exchanging (or swapping)
assets held by a pair of owners, each asset being maintained in a
different network, with the two in-network transfers occurring as
a single atom c action.

3. International Trade and Supply Chains
3.1. Trade Finance and Logistics

There are several real-world exanpl es of consortium networks nanagi ng
different aspects of international trade. Networks |ike W. Trade
[WET], built on Hyperledger Fabric [HLF], and Marco Polo [MP], built
on R3 Corda [R3C], nmnage trade finance workfl ows by connecting
exporters, inporters, and financial institutions (primarily banks).

O her networks |ike TradeLens [TL], built on Hyperl edger Fabric,
manage trade shippi ng and docunentation |ogistics, by connecting
exporters and shipping carriers. As an exanple, consider a system of
two networks as illustrated in Figure 1: (a) a trade finance network
managi ng letters of credit business lifecycles fromapplication to
fulfilment, and (b) a trade |ogistics network managi ng shi ppi ng

consi gnment creation and di spatch docunents like bills of |ading.
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Figure 1
An exporter who belongs to both systens nust produce a valid bill of

lading in the trade finance network to enforce a paynent fromthe
buyer to fulfil the terns of the letter of credit. But this bill,
whi ch serves as evidence of a shipping consignnent’ s dispatch via a

carrier, lies in the other, i.e., trade logistics, network. The two
net wor ks nmust therefore be interoperable in such a way that the
| ogistics network can share a bill with the finance network al ong

wi th independently verifiable proof of authenticity. Oherw se, the
trade finance network’ s workflow nust trust that the exporter is
acting in good faith and suppl yi ng genuine bills of |ading, which
adds insecurity. This interoperation, which involves sharing of
networ k data, can be extrapolated to other scenarios involving the
two networks. The trade |ogistics network can require an exporter to
produce a valid letter of credit fromthe trade finance network
before permtting a consignment record creation. Both these cross-
network data sharing instances are illustrated in Figure 2
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Figure 2

Asset transfers anong trade networks: In the precedi ng exanpl e,
letters of credit and bills of |ading represent portions of state of
the | arger export-inport workflow But these docunents are al so
digital assets in their own rights.

A bill of lading can serve as title to the consignnent of goods being
shi pped, and hence can be traded as a security or used as collatera
agai nst debt obligations in the financial market. Hence, Step 11 in
Figure 2 may well be enbodied by the transfer rather than the sharing
of state of a bill so that it ceases to remain on the Trade Logistics
Net wor k | edger and instead belongs to the Seller’ s Bank on the Trade
Fi nance Network’ s | edger
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Aletter of credit nmay al so assune the properties of a digital asset
in certain situations. Consider the case of an inporter who w shes
to nove their business to a different trade finance network and

mai ntain their records on that network’ s ledger. The banks and the
exporter can be assunmed to participate in the second trade finance
network as well, which exists to serve a different clientele. The
importer needs to be able to nove its letter of credit state to the
ot her network and resune the trade workflow after mgration. This
requires the ability to transfer the letter in the formof a digita
asset fromone trade finance network to another.

3.2. Tracki ng Food Shipnents

The use case linking a trade finance network with a trade |ogistics
networ k can be augnmented by adding a food tracking network |ike the
| BM Food Trust [IFT] to the mix. Such a network connects producers,
suppliers, manufactures, and retailers, who participate in food
supply chains. Purchase orders, |ike those negotiated between
producers and retailers, and which are illustrated as negoti ated

bet ween exporter and inporters in Figure 2, are recorded in this
network’ s ledger. For quality control, its business workflow will
track at periodic intervals the state (e.g., tenperature and

hum dity) of containers carrying, for exanple, produce fromfarmto
source port and fromdestination port to warehouse. The trade

| ogi stics network handl es docunentati on and di spatch but does not
track the location or condition of a consignnment outside of a
carrier’ s purview Cdearly, these networks play conplementary roles
in a supply chain. The logistics network should be able to get the
state and history of a container before dispatch fromthe food
tracki ng network, as should the latter fromthe fornmer after the
carrier has delivered a consignnment. End-to-end supply chain
visibility and effectiveness relies on the interoperability of these
two networks, or to be precise, their ability to share verifiably
authentic data with each other. Further, such interoperation also
enabl es the trade finance network to allow the creation of a letter
of credit only after verifying the existence of a valid purchase
order in the food tracking network. Figure 3 illustrates the links
bet ween t hese networks.
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3.3. Supply Chain Managenent

To conplete the picture, a paynent network can be added to the m x.
Thi s payment network maintains currency accounts for clients in
different countries and enabl es cross-border paynents, an exanple
being the Stellar network [STN]. After goods have been di spatched,
and optionally after verification of the delivery and proper
condition of a shipnent, paynment is due froman inporter to an
exporter. The trade finance network can record a paynent obligation
on its ledger but it will rely on the payment network to process and
confirmthe actual transfer of funds. The forner shares data about
the obligation to the latter, which shares data about a successfu
(or otherwi se) paynent in return, as illustrated in Figure 4.
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Addendum yet another network, one that nanages regul atory
compliance, can be added to the mx. (E.g., proof-of-concept systens
have been built to bring banks and corporations on a single
distributed | edger and smart contract platformto share KYC
information in privacy-preserving ways [BKYC] [SKYC].) Now issuances
of letters of credit in the trade finance systemw || be dependent on
valid KYC records being naintai ned as assets in the regul atory
conpliance system

4. Currency and Fi nance

The energi ng paradi gm of Decentralized Finance (DeFi) and the
energing application of Central Bank Digital Currency (CBDC) have
opened up a spectrum of scenarios that require managenent of
financial digital assets across nultiple systems, typically built on
di stributed | edgers.
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DeFi is a “new financial paradigmthat |everages distributed |edger
technol ogies to offer services such as |ending, investing, or
exchangi ng cryptoassets without relying on a traditional centralized
internmediary” [BISDeFi]. Followi ng the Web3 phil osophy [Wb3],
scoped for the world of finance, DeFi offers architecture and
protocols built on smart contracts depl oyed on bl ockchai n or other
distributed | edger technology. It thereby obviates the need for
centrali zed managenent and orchestration of financial processes
(e.g., currency transfers, exchanges, securities settlements) by
trusted authorities who can gai n undue | everage.

CBDC is a form of tokenized cryptocurrency that various central banks
around the world are experimenting with as the digital equival ent of
tradi tional central bank-issued nobney used by banks and ot her
financial institutions as well as end users for conmerci al
transactions and settlenents. Central banks possess excl usive
authority to mnt and issue noney in physical cash formand in the
formof electronic reserves. They al so support conmercial bank noney
used in retail transactions by banks and other users in their private
capacities. Central banks have traditionally used their control over
these different forns of nmoney to enforce nonetary policy in a way
that pronotes financial stability and provi des broad access to safe
and efficient paynents [BISCBDC]. CBDCs would forma new, or
alternative, type of central bank noney, typically (but not always)
built on bl ockchain or other distributed | edger technol ogy. They
have recently garnered significant interest in government circles by
prom sing increased access and inclusion, better resilience, and

i ncreased scal e and efficiency of currency transfers, conpared to
traditional fornms of central bank-issued or central bank-backed
currency.

CBDCs can broadly be classified into “wholesale” and “retail”
Whol esal e CBDC, which facilitates inter-bank and cross-border
settlenents, is currency that is available only to banks and ot her
financial institutions. Retail CBDC is available to the public and
can be used as a digital formof cash, enabling fast transparent
paynments for goods and services at high scale and volune; in effect,
it can be used as a substitute for |egacy paynment mechani sms.

Different systemarchitectures exist to manage CBDC for banks and end
users, fromissuance to transfers to redenptions. A 2-tier nodel as
illustrated in Figure 5 has recently gai ned popularity, where

whol esal e CBDC networ ks nanage interactions between central and
comrer ci al banks, and retail CBDC networks nanage interactions

bet ween comrerci al banks and end users. |If the role of the centra
bank is treated as the defining characteristic of a system
architecture, this nmodel can be referred to as “indirect” , because

commer ci al banks nedi ate clai ne between the central bank and end

Ramakri shna, et al. Expires 19 Septenber 2026 [ Page 10]



Internet-Draft SAT Use Cases March 2026

users and also facilitate paynents. Qher architectures al so exist,
including “direct CBDC” , where the central bank issues CBDC directly
to end users and facilitates paynents, and “hybrid CBDC” , which
provides users the facility to make direct clains on the central bank
while allowing internediaries to facilitate paynents [ Bl SRCBDC] .

4.1. Currency Transfers

The 2-tier “indirect CBDC” nodel illustrated in Figure 5 presents
uni que interoperability challenges that require protocols for asset
transfers and which SATP is well-suited to handle. In the higher
tier lie whol esal e CBDC networks, bringing together central or
reserve banks and various comrercial banks. Follow ng the DeFi
logic, these networks are typically built on distributed | edger and
smart contract technol ogi es. Conmmercial banks hold reserve currency
deposits with the reserve bank, which has the special power to mnt
currency and issue CBDC and al so enforce regul atory conpliance. In
the lower tier lie retail CBDC networks for conmmercial banks and
their custoners, built on similar technol ogi es, enabling seanl ess,
efficient, and transparent paynents using CBDCs. A retail CBDC
network may involve a single comrercial bank or multiple comrercia
banks, depending on the nmarket caps of those banks and their purposes
for joining such a network.
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In scenarios described subsequently, a given conmercial bank

mai ntains digital currency accounts in a whol esal e CBDC network as
well as one or nore retail CBDC networks. To inject liquidity into a
retail CBDC network, this bank will need to transfer currency from
its reserve account in the whol esale CBDC network. O it may need to
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approve (or at least audit) the transfer of currency from one retai
CBDC network to another bank in another retail CBDC network. 1In the
wor | d of decentralized finance, or DeFi for short, currency cannot
afford to remain siloed in any single CBDC network. Hence, these
networ ks nmust be interoperable in order to facilitate secure
transfers of currency anong thenselves, as illustrated in Figure 5.

Two specific instances of currency transfer across networks can be
observed in this exanple: one froma whol esal e CBDC network to a
retail CBDC network, and another fromone retail CBDC network to
another. Since currency in tokenized formis a digital asset, these
scenarios require the direct application of a secure protocol for
asset transfer. SATP [SATP] fits the bill, is agnostic of the types
of distributed | edger technol ogi es on which the respective networks
are built, and sinply requires the networks to use SATP gat eways.
This is not just a theoretical proposition; a candi date design for a
bri dge between Hyperl edger Fabric [HLF] and Hyperl edger Besu [ HLB]
net wor ks usi ng SATP and the Hyperl edger Cacti interoperability
platform [HLC] has been proposed by distributed | edger researchers

[ Aug23].

4.2. Milti-CBDC Econony

Several governments, banks and financial communities have explored
the use of a shared | edger containing multiple CBDCs as way to
potentially obtain an econony of scale in the devel opment and

mai nt enance of their own respective CBDCs. Such a Miulti-CBDC
approach has the potential benefit to inprove cross-border paynents
and protect nonetary sovereignty, w thout necessarily becoming a
nmonet ary uni on [ Bl SMCBDC] .

However, even within a Milti-CBDC configuration, there nmust be a
mechani smto interconnect each respective national (sovereign) bank
network with the shared Miulti-CBDC network. Gateways appear to be an
attractive neans to pernit the transfer of a CBDC from one nati ona
net wor k/ | edger into the shared Milti-CBDC | edger, and vice versa.

One major requirenent is the assurance that consistency is naintained
bet ween the CBDC counts on the national network with that on the

Mul ti-CBDC network (i.e. no counterfeiting; no double-spend).

Wth or without a Multi-CBDC | edger, the existence of different

nati onal networks managi ng different whol esal e CBDC assets will
necessitate inter-network transfers for cross-border paynments and
settlenents [BI SCBP] [WBGCBP] [PUbin]. \Whether directly between two
whol esal e CBDC networ ks or between a whol esal e CBDC network and the
Mul ti-CBDC network, transfer of currency assets is a problemfor

whi ch SATP appears to be the npst suitable solution
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4.3. Delivery vs Paynent (DvP) of Securities

In Decentralized Finance, or DeFi for short, investors and financia
institutions will formnetworks to nmanage the creation and purchase
of securities. As a sinple exanple, consider a network to which the
Treasury, which issues bonds, and commerci al banks, which purchase
and trade bonds, belong. Al so consider a paynent network of the kind
seen in Section 3.3 (or a retail CBDC network of the kind seen in
Section 4.1), which allows CBDC transfers between comrercial banks’
accounts. In the securities network, banks may wi sh to transfer
bonds to each other but only in exchange for conpensation. But such
conpensation can be made only on a paynent network where the two

mai ntain currency accounts (e.g., in CBDC). Therefore, the
securities and paynment networks nust be able to interoperate in such
a way that two banks can carry out a delivery-vs-paynment transaction
spanni ng these two i ndependent networks. Such a transaction nust be
atomic, i.e., either both bond and CBDC tokens get transferred in
their respective networks or neither gets transferred. Figure 6
illustrates this exchange.
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Figure 6

In a variation of this exanple, the two comrercial banks nmay hol d
CBDC accounts in two different Paynment Networks. |n that case,
fulfilment of the DvP would require transfer of CBDC from one network
to another. An instance of SATP between gateways representing those
two networ ks woul d handl e that probl em
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4.4. Stock Options Contract Ful fil ment

Stock options are financial instruments that allow holders to buy or
sell stock at predeternmined prices until specific expiration dates
[StOpt]. Exercising an option, i.e., buying or selling a stock by
paying a “strike price” , involves a nore conplex cross-network
financial transaction than the securities DvP use case. Option
contracts can be managed and enforced in a specific business network
(which can be | abeled a “stock network” ) to which entities |like an
Options Cearing Corporation (OCC), stock exchanges (e.g., the

Chi cago Board Options Exchange), and brokerage firns, belong. The
OCC is the issuer and guarantor for all options and futures contracts
traded on U. S. exchanges [OCC]. It provides secured back-end
clearing services, while exchanges provide front-end tradi ng nmarkets.
Transfer and settlenent of paynents, just like in the DvP scenario,
will typically occur in a dedicated paynent network in which buyers
and sellers of stock have currency accounts. Options contract
fulfilnment requires the stock and paynent networks to work in
concert, and hence need SATP to coordinate transacti ons across them

Figure 7 illustrates a sinplified flow for the exercising of a “call”
option, where a buyer acquires stock froma seller by paying it a
strike price. First, the buyer informs its brokerage, which then
notifies its exchange about the buyer’s intent to exercise the

option. The exchange in turn notifies the OCC in the Stock Network.
(AI'l these notifications typically occur via a smart contract).

Steps 1-2 illustrate these notifications. The OCC then verifies the
contract’ s validity and the buyer’ s right to exercise the option. |If
this is successful, the OCC triggers a paynent request to the buyer
through a contract-to-contract communication fromthe Stock Network
to the Payment Network (step 3). (Alternatively, the buyer nay
trigger a paynent request in the Payment Network, which then requests
the Stock Network for proof of the contract’ s validity fromthe OCC
bef ore approving the paynent.) The buyer then pays the strike price
to the seller (step 4). The paynent receipt is now sent to the Stock
Network for the OCC' s verification (or alternatively, the buyer can
request the OCC to fetch and verify the receipt fromthe Paynent
Network) and ful filment of the contract (step 5). The OCC, via the
exchange, requests the brokerage to transfer stock fromthe seller’ s
to the buyer’ s account (steps 6-7).

Thi s cross-network transactions require SATP using gateways, either
to communicate information of a contract’ s validity (step 3) or a
paynment receipt (step 5) with authenticity proof (i.e., data
sharing), or by ensuring that strike price paynent (step 4) and
contract fulfilment (step 6-7) occur atom cally as an exchange using
a coordi nated set of commtments.
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Figure 7
5. Decentralized Commerce: Paynments for Goods and Services

In the energi ng Web3 worl d, undergirded by bl ockchain and DLT, goods
and services are increasingly available on decentralized networks,
either as purely digital objects or proxies of physical objects. The
networ ks typically manage these assets in the form of non-fungible
tokens (NFTs) using smart contracts and decentralized applications
(DApps for short). DeFi in a Wb3 ecosystemcan create thriving
online market pl aces where goods and services can be bought and sold
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across network boundaries if those networks are interoperable (i.e.,
assets and data can be nmoved or nanaged seanl essly across networks).
SATP is a necessary requirenment to enabl e and secure such a
decentralized form of commerce

5.1. Transferal of Digital Art and Paynents across National Borders

There is currently growing interest within many artist comunities of
devel oping and selling digital-only artwork, in which the artwork
consists of a file in a well-known (e.g., JPEG MPEG format that is
created by an artist. The artists seek to sell copies of the
digital-only artwork on the gl obal marketplace, allow ng anyone in
the world to purchase a copy and consume (e.g., display offline) the
artwork at the buyer’ s discretion. Currently, the nost popul ar
technol ogi cal vehicle to achieve this goal is through the

t okeni zati on of the copies of the artwork coupled with digita
encryption/signature technol ogies to transfer control (and thereby

| egal ownership) of the digital-only artwork to the buyer

Al t hough there are a nunber of technical and | egal challenges (e.g.,
copyright enforcenent) to completing such a sale, one key issue
pertains to the sale and paynent for digital-only artwork across

nati onal borders. Many nations enforce taxation upon the sale of any
asset, including that of artwork generally both donestically and
internationally. Thus, when the control/ownership of a tokenized
digital-only artwork is transferred to a new owner in a foreign
nation and payment is received, taxation nust be obtained at the

poi nt-of -sal e (which could be an online platform and proof of
delivery nust be traceable to ensure that no taxation-avoi dance
occurs. A secure asset transfer protocol between systens that can be
built on distributed or shared | edgers via gateways w th designated

| egal authority is necessary to enforce governnental regulations and
provi de accountability.

5.2. Paynent for Stream ng Services

Streaning services like Netflix and IPTV can tap into the
cryptocurrency and DeFi user markets by offering content on
distributed | edger networks using smart contracts. |nstead of

mont hly subscriptions, they can offer pay-as-you-go stream ng of
arbitrarily I ow anounts to | arge nunbers of users on such networks
Content transfer can be backed by NFTs, which users can redeem on any
vi deo or audi o playback application. Because here already exi st
several paynment networks for unregul ated (e.g., Bitcoin) and

regul ated (e.g., CBDC) currencies, the content networks are likely to
remai n i ndependent and not involve any nonetary transactions on their
own | edgers, as that would create safety and regul atory issues.
Content transfer in a content network can be backed by a
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correspondi ng paynent in a paynent network if there is a facility to
transfer payment receipts fromthe latter to the former. This can be
fulfilled through the data sharing node of SATP, whereby know edge of
paynent along with authenticity proof can be communi cated across
networks. Alternatively, an atomc swap of the content and the
paynent can occur across both networks using the asset exchange node
of SATP.

In a related exanple, if users wish to obtain content that is not
availabl e currently with the stream ng service provider, that

provi der may seek and purchase that content from another distributer
that is offering it on a different content network. The copyright to
that content can be backed by NFTs and the secure transfer of those
NFTs from one network to another will require SATP.

Though these exanpl es show what is possible, ongoing initiatives in
Europe and China are ained at facilitating data and asset transfers.
Si nce 2022, China has issued a series of policies and guidelines to
pronote the devel opment of a nationw de data market that supports
data el ements’ assetization, capitalization, and circul ation
[CNMeas]. A nulti-layered national data infrastructure is slated be
built by the end of 2029 to support transaction, transni ssion, and
utilization, of data; telecomoperators |ike China Mbile and China
Uni com are buil ding large- scale networks to enable data transm ssion
[CNDat I nf]. Design and inplenentation of this infrastructure will be
gui ded by the newy established National Data Standardization
Techni cal Committee (TC609), which will coordinate with existing data
circulation standards organi zations like SO IEC JTC 1/SC 32 and | SO
| EC JTC 1/ SC 42, and reuse existing standards.

In Europe, several projects like Gaia-X [GaiaX] and Catena-X
[CatenaX] aimto create secure, decentralized, and interoperable data
infrastructures. Catena-X specifically targets data exchanges in
autonotive industry operations while Gaia-X is a nore generic, EU

wi de data infrastructure. The International Data Spaces Association
(1 DSA) produces several |1SO standards like 1SO1EC AW 20151 and | SO
| EC 23751: 2022 for exchanges across data spaces [IDSA]. The | DSA

al so partners with the Eclipse Foundation to inplement open-source
solutions [Ecl DS] and jointly devel op the Dataspace Protocol (DSP),
usi ng whi ch data usage policies, usage contracts, and schemas can be
negotiated (in the so-called "control plane") between two data-
exchange gateway peers [DSP]. The actual post-negotiation data
transfer (in the so-called "data plane") is out of scope of DSP, and
here SATP can fill the gap
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6

Trustworthy DNS Resource Record M grations using an Augnented EPP

Several exanpl es have been presented in this docunent where SATP is

i ndi spensabl e for enabling cross-network asset and data transfer and
transaction settlenent. But SATP can al so be used to augnent an

exi sting protocol by making it nore secure, trustworthy, and
efficient rather than creating an altogether new feature that

preexi sting technol ogy was unable to provide. Conventional |nternet
architecture offers scope for such augnentation. Though highly
decentralized, the Internet consists of nodes (or actors) that play
critical roles in various protocols. Such protocols would benefit if
the actions of these actors can be recorded and tracked on bl ockchain
or other decentralized | edger networks. (It nmust be noted that the
performance inplications of these augnentations ought to be studied
before firmrecomendati ons are made.)

Consi der the DNS architecture [ RFC1034] [RFC1035], where nultiple
registries and registrars may co-exi st, managi ng DNS records for
owners (registrants). For exanple, Verisign [VSign] acts as a TLD
(top-level domain) registry for the “.exanple” nanespace, and GoDaddy
[ GoDaddy] and Squarespace [ SSpace] are registrars that can issue and
sell SLDs (second- |evel domains) to custoners (say Alice and Bob).
The Extensible Provisioning Protocol (EPP) allows registrars to
communi cate with registries for resource record updates, including
changes in domai n ownership [RFC5730]. Consider a scenario in which
Alice, who owns an SLD (say alice. exanple) issued by GoDaddy, wi shes
to transfer that SLD to Squarespace. She can submit a request to
Squar espace for this purpose, follow ng which the respective

regi strars (GoDaddy and Squarespace) can comruni cate with the
registry (Verisign) using EPP to transfer the SLD between thensel ves.
Squar espace will then reissue the donain to Alice. 1In a related
scenario, Alice can transfer (or sell) her GoDaddy-issued domain to
Bob, who uses Squarespace as a registrant.

Though EPP facilitates these resource updates and transfers, and
reputed registrars offer custoners these features in a usabl e nanner,
such scenarios face safety issues as they require trust and proper
coordi nati on anong the participants. These issues can be mtigated
by distributed | edger networks, smart contracts, and NFTs, which
collectively provide a platformfor safe and transparent DNS resource
transfers with easy detection of non-conpliance.

In such a schenme, domains (or domain nanes) can be nonetized as NFTs
or digital assets, e.g., in the formof ERC 721 [ERC721] tokens, a
popul ar NFT standard in the Ethereum ecosystem [Ethereuni. The
creation of a domain is represented by mnting of an NFT and the

del etion of a domain by the burning of the NFT using smart contracts
whose transactions are tracked on a distributed | edger maintained by
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a network of entities. Registrants Alice and Bob al so participate in
the smart contracts and hold wallet identities, allowing themto
trade assets by submitting transactions to the | edger. Registrants,
registrars, and registries can engage in comrercial transactions
usi ng contracts governi ng tokeni zed (and nonetized) donains for the
pur poses of issuing and transferring domains (anmong owners and
registrars). This provides nore safety where registrars are not
reputed, and allows new registrar services to emerge and build
reputations. It also enables custoners like Alice and Bob to sel
dommi ns to each other safely and seanl essly.

SATP is crucial to enabling this schenme where registrars belong to,
and issue, NFT-backed domains in different |edgers nmaintai ned by
different networks. Ensuring that tokens are securely and atomcally
transferred between the | edgers will be a necessary prerequisite for
an EPP resource record update operation. Further, non-conpliance, or
non-ful fil ment of EPP, by either registrar, can be easily detected by
exami ning the SATP logs fromthe respective networks  gateways,

t hereby safeguarding the process. |In future, reputed registrars may
require their counterparties to conply with SATP-based transfers
across |l edgers as a prerequisite to engaging in a domain transfer
with them

This scenario additionally illustrates an exanple of what typically
occurs in Stage 0 of a SATP instance [ SATP], which is where

negoti ati on and agreemnent-buil di ng occurs between gateways. EPP

i nstances anong registrars and registries will occur in this stage,
both prior to the start of an SATP instance and after its concl usion.
EPP wi Il produce the transaction context the gateways need to
transfer an asset (in this case, a tokenized domain) using SATP.

Many ot her applications of SATP for asset transfers may simlarly
augment or bol ster pre-existing business workflows, which (lIike EPP
here) will produce transactions contexts for SATP instances.

7. Interoperation Protocol Considerations

The use cases provided as exanples serve to illustrate instances of
general phenonena that the Secure Asset Transfer Protocol [SATP],
with a limted nunber of variations, is designed to handle. The data
sharing exanples in Section 3 can be extrapol ated to any ki nds of
data that need to be shared between networks running arbitrary

wor kfl ows. The asset transfer exanple in Section 4.1 and the asset
exchange exanple in Section 4.3 simlarly can be extrapolated to any
kinds of digital assets lying within any kind of network.

Consi derations for the interoperability protocol, or SATP, can
therefore be limted to standard distributed systens issues |ike
integrity, fault tolerance, and liveness, while conpletely

di sregarding the nature of the assets, networks, and workfl ows, which
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can all remain opaque to the protocol.
8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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