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Abst ract

This meno describes the Secure Asset Transfer (SAT) Protocol for
digital assets. SAT is a protocol operating between two gateways
that conducts the transfer of a digital asset from one gateway to
anot her, each representing their corresponding digital asset
networks. The protocol establishes a secure channel between the
endpoi nts and i npl enents a 2-phase comit (2PC) to ensure the
properties of transfer atomicity, consistency, isolation and
durability.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://ietf-
satp.github.io/draft-ietf-satp-core/draft-ietf-satp-core.htm.

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-satp-core/.

Di scussion of this docunent takes place on the Secure Asset Transfer
Prot ocol Working Goup mailing list (mailto:sat@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/sat/. Subscribe
at https://ww.ietf.org/mailman/listinfo/sat/.

Source for this draft and an issue tracker can be found at
https://github.comietf-satp/draft-ietf-satp-core

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 February 2026.
Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

This meno proposes a secure asset transfer protocol (SATP) that is
i ntended to be depl oyed between two gateway endpoints to transfer a
digital asset froman origin asset network to a destination asset
network. Readers are directed first to [ARCH for a description of
the architecture underlying the current protocol

Both the origin and destination asset networks are assuned to be
opaque in the sense that the interior construct of a given network is
not read/wite accessible to unauthorized entities.

The protocol utilizes the asset burn-and-m nt paradi gm whereby the
asset to be transferred is pernanently disabled or destroyed (burned)
at the origin asset network and is re-generated (minted) at the
destination asset network. This is achieved through the coordinated
actions of the peer gateways handling the unidirectional transfer at
the respective networks.

A gateway is assunmed to be trusted to performthe tasks involved in
the asset transfer.
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The overall aimof the protocol is to ensure that the state of assets
in the origin and destinati on networks remain consistent, and that
asset novements into (out of) networks via gateways can be accounted
for.

There are several desirable technical properties of the protocol
The protocol must ensure that the properties of atonicity,
consi stency, isolation, and durability (ACID) are satisfied.

The requirenent of consistency inplies that the asset transfer
protocol always | eaves both asset networks in a consistent state
(that the asset is located in one system network only at any tine).

Atom city means that the protocol nust guarantee that either the

transfer conmts (conpletes) or entirely fails, where failure is

taken to nmean there is no change to the state of the asset in the
origin (sender) asset network.

The property of isolation neans that while a transfer is occurring to
a digital asset froman origin network, no other state changes can
occur to the asset.

The property of durability neans that once the transfer has been
committed by both gateways, that this conmmtnment nmust hold regardl ess
of subsequent unavailability (e.g. crash) of the gateways

i mpl ementing the SAT protocol

Al'l nmessages exchanged between gateways are assuned to run over
TLS1.2 or higher, and the endpoints at the respective gateways are
associated with a certificate indicating the |egal owner (or
operator) of the gateway. HITPS/S nust be used intead of plain HITP

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ REQ LEVEL].
In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying significance described in RFC 2119

3. Termi nol ogy

The following are some term nology used in the current document, some
borrowed from [N ST]:

Har greaves, et al. Expires 8 February 2026 [ Page 5]



I nternet-Draft SATP Core August 2025

4.

4.

* Digital asset: digital representation of a value or of a right
that is able to be transferred and stored el ectronically using
distributed | edger technology or simlar technology [M CA].

* Asset network: A nonolithic systemor a set of distributed systens
that manage digital assets.

* (Cient application: This is the application enployed by a user to
interact with a gateway.

* Gateway: The conputer system functionally capable of acting as a
gateway in an asset transfer.

* Sender gateway: The gateway that initiates a unidirectional asset
transfer.

* Recipient gateway: The gateway that is the recipient side of a
uni directional asset transfer.

* Claim An assertion made by an Entity [JW].
* (CaimType: Syntax used for representing a C aimValue [ JW].

* CGateway Caim An assertion nade by a Gateway regardi ng the status
or condition of resources (e.g. assets, public keys, etc.)
accessible to that gateway (e.g. within its asset network or

system.

In the renmai nder of this docunent, for brevity of description the
term “asset network” will often be shorted to "network".

The Secure Asset Transfer Protocol
1. Overview

The Secure Asset Transfer Protocol (SATP) is a gateway-to-gateway
protocol used by a sender gateway with a recipient gateway to perform
a unidirectional transfer of a digital asset.

The protocol defines a nunber of APl endpoints, resources and
identifier definitions, and nessage flows corresponding to the asset
transfer between the two gateways.

The current document pertains to the interaction between gateways
t hrough API 2 [ SATP- ARCH] .
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4.2. SAT Model

The nodel for SATP is shown in Figure 1 [ SATP-ARCH . The dient
(application) interacts with its |ocal gateway (Gl) over an interface
(API'1) in order to provide instructions to the gateway with regards
to actions to assets and related resources | ocated in the |ocal
system or network (NA).

Gateways interact with each other over a gateway interface (API2). A
given gateway may be required to access resources that are not

| ocated in network NWL or network NW2. Access to these types of
resources are performed over an off-network interface (API3).

4.3. Stages of the Protocol

The SAT protocol defines three (3) stages for a unidirectional asset
transfer:

* Transfer Initiation stage (Stage-1): These flows deal with
comrenci ng a transfer fromone gateway to another. |In this stage
the sender gateway delivers a proposal containing the paraneters
agreed upon in Stage-O0.

* Lock-Assertion stage (Stage-2): These flows deal with the
conveyance of signed assertions fromthe sender gateway to the
recei ver gateway regarding the | ocked status of an asset at the
ori gi n network.
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4.

5.

5.

*  Commitment Preparation and Finalization stage (Stage-3): These
flows deal with the asset transfer and comm tment establishnent
bet ween two gat eways

In order to clarify discussion, the interactions between the peer
gateways prior to the transfer initiation stage is referred to as the
setup stage (Stage-0), which is outside the scope of the current

speci fication.

The Stage-1, Stage-2 and Stage-3 flows will be discussed bel ow.
Gat eway Cryptographic Keys

SATP recogni zes the foll ow ng cryptographic keys which are intended
for distinct purposes within the different stages of the protocol

* Gateway signature public key-pair: This is the key-pair utilized
by a gateway to digitally sign assertions and receipts.

* Gateway secure channel establishnment public key-pair: This is the
key-pair utilized by peer gateways to establish a secure channe
(e.g. TLS) for a transfer session

* Cateway identity public key pair: This is the key-pair that
uniquely identifies a gateway.

* Gateway-owner identity public key pair: This is the key-pair that
identifies the ower (e.g. legal entity) who is the | egal owner of
a gat eway.

Thi s docunment assunes that the relevant X 509 certificates are
associated with these keys. However, the mechanisnms to obtain X 509
certificates is outside the scope of this specification

SATP Message Fornmat, identifiers and Descriptors

Overvi ew

Thi s section describes the SATP nessage-types, the format of the
messages exchanged between two gateways, the format for resource
descriptors and other rel ated paraneters.

The mandatory fields are deternm ned by the nessage type exchanged
bet ween the two gateways (see Section 7).
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5.2. SATP Message Digital Signhatures

Al'l SATP messages exchanged between gat eways nust be signed, using
JSON Wb Signatures mechani sm (RFC7515).

Al'l gateways inplenmenting SATP nust support the ECDSA signature
algorithmwith the P-256 curve and the SHA-256 hash function

Addi tional signature algorithns and keyi ng paraneters may be
negoti ated by peer gateways. However, the negotiation protocol is
outside the scope of this specification

5.3. SATP Message Format and Payl oads
SATP messages are exchanged between peer gateways, where dependi ng on
the nmessage type one gateway nmay act as a client of the other (and
Vi ce versa).

Al'l SATP messages exchanged between gateways are in JSON fornmat
[ RFC8259], with the rel evant payl oads Base64 encoded.

5.3.1. Protocol version

This refers to SATP protocol Version, encoded as "nmjor.m nor"
(separated by a period synbol).

The current version is "1.0".
5.3.2. Message Type

This refers to the type of request or response to be conveyed in the
nessage

The possi bl e val ues are:
* transfer-proposal-msg: This is the transfer proposal nmessage from
the sender gateway carrying the set of proposed paraneters for the

transfer.

* proposal -recei pt-nsg: This is the signed recei pt nessage
i ndi cating acceptance of the proposal by the receiver gateway.

* reject-msg: This is a reject nessage froma gateway to the peer
gateway in the session, indication the reason and the resulting
action.

* transfer-comence-nsg: Request to begin the commencenent of the
asset transfer.
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* ack-comrence-nsg: Response to accept the commencenent of the asset
transfer.

* | ock-assert-nsg: Sender gateway has perforned the | ock of the
asset in the origin network.

* assertion-receipt-nsg: Receiver gateway acknow edges receiving the
si gned | ock-assert-nsg.

* comm t-prepare-nsg: Sender gateway requests the start of the
conmi t nent st age.

* ack-prepare-nmsg: Receiver gateway acknow edges receiving the
previous comm t-prepare-nsg and agrees to start the conmtnent
st age.

* commt-final-nmsg: Sender gateway has performed the extingui shnent
(burn) of the asset in the origin network.

* ack-commit-final-nmsg: Receiver gateway acknow edges receiving the
signed conmt-final-nmsg and has perforned the asset creation and
assignnent in the destination network.

* commt-transfer-conpl ete-nsg: Sender gateway indicates closure of
the current transfer session.

* error-meg: This nessage is used to indicate that an error has
occured at the SATP layer. It can be transnitted by either
gat eways

* session-abort-mnmsg: This nessage is used by a gateway to abort the
current session.

5.3.3. Digital Asset ldentifier
This is the identifier that uniquely identifies the digital asset in
the origin network which is to be transferred to the destination
net wor k.
The digital asset identifier is a value that is derived by the
applications utilized by the originator and the beneficiary prior to
starting the asset transfer.

The nmechani smused to derive the digital asset identifier is outside
the scope of the current docunent.
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5.3.4. Asset Profile ldentifier

This is the unique identifier of the asset schema or asset profile
whi ch defines the class or type of asset in question. The asset
profile is relevant froma regul atory perspective

In sone cases the profile identifier may be needed by the receiver
gateway at the destination network in order to eval uate whether the
asset is pernmitted to enter the destination network.

The formal specification of asset profiles and their identification
is outside the scope of this docunent.

5.3.5. Transfer-Context |D

This is the unique immutable identifier representing the application
| ayer context of a single unidirectional transfer. The nethod to
generate the transfer-context IDis outside the scope of the current
docunent .

The transfer-context may be a conplex data structure that contains
all information related to a SATP execution instance. Exanples of
informati on contained in a transfer-context may include identifiers
of sessions, gateways, networks or assets related to the specific
SATP execution instance.

The sender gateway provides this value to the receiver gateway.
Mechani sns to establish this value between the sender and receiver
gateways nay be utilized prior comrencing the SAT protocol. However,
these are out of scope.

5.3.6. Session |ID

This is the unique identifier representing a session between two
gateways handling a single unidirectional transfer. This may be
derived fromthe Transfer-Context ID at the application level. There
may be several session IDs related to a SATP execution instance.

Only one Session ID nay be active for a given SATP execution
instance. Session IDs may be stored in the transfer-context for
audit trail purposes.

The sender gateway provides this value to the receiver gateway.
5.3.7. Gateway Credential Type

This is the type of authentication nechani sm supported by the gateway
(e.g. SAM,, QAuth, X 509)
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5.3.8. Gateway Credentia

This payload is the actual credential of the gateway (token,
certificate, string, etc.).

5.3.9. CGateway ldentifier

This is the unique identifier of the gateway service. The gateway
identifier MJUST be uniquely bound to its SAT endpoint (e.g. via X 509
certificates).

This gateway identifier is distinct fromthe gateway operator
business identifier (e.g., legal entity identifier (LEI) nunber). A
gat eway operator may operate multiple gateways. Each of these

gat eways MJST have a uni que gateway identifier

The nechani sns to establish the gateway identifier or the operator
identifier is outside the scope of this specification

5.3.10. Payl oad Hash
This is the hash of the current nessage payl oad.
5.3.11. Signature Al gorithns Supported

This is the list of digital signature algorithm supported by a
gateway, with the base default being the NI ST ECDSA signature
algorithmwith the P-256 curve and the SHA-256 hash function

5.3.12. Lock assertion C ai mand Fornat

This is the format of the claimregarding the state of the asset in
the origin network. The claimis network-dependent in the sense that
different asset networks or systens may utilize a different asset

| ocki ng (disabl enment) nmechani sm

The sender gateway provides the choice of the format to the receiver
gateway. Mechanisns to establish this value between the sender and
recei ver gateways may be utilized prior commenci ng the SAT protocol

However, these are out of scope.

5.4. Negotiation of Security Protocols and Paraneters
The peer gateways in SATP nust establish a TLS session between them
prior to starting the transfer initiation stage (Stage-0). The TLS

session continues until the transfer is conpleted at the end of the
conmi tnent establishnment stage (Stage-3).

Har greaves, et al. Expires 8 February 2026 [ Page 12]



I nternet-Draft SATP Core August 2025

In the follow ng, the sender gateway is referred to as the client
whil e the received gateway as the server.

5.4.1. TLS Secure Channel Establishment
TLS 1.2 or higher MJST be inplenented to protect gateway
conmuni cations. TLS 1.3 or higher SHOULD be inpl enented where both
gat eways support TLS 1.3 or higher.

5.4.2. dient offers supported credential schenes
Prior to commecing the TLS 1.3 secure channel establishnent, the
client (sender gateway) may choose to send a JSON bl ock containing
informati on regarding the client’s supported credential schenes.
The purpose of the credential schene is to enable the client to
deliver to server the relevant identity information in that schene
regarding the gateway-identity and gateway-owner identity
i nformati on.

5.4.3. Server selects supported credential schene
If the client (sender gateway) transmts a |list of supported
credential schenmes, the server (recipient gateway) selects one
acceptabl e credential scherme fromthe offered schenes.

If no acceptable credential scheme was offered, a "No Acceptable
Schene" error is returned by the server

5.4.4. dient asserts or proves identity

The details of the assertion/verification step are specific to the
chosen credential schene and are outside the scope of this docunent.

5.4.5. Messages can now be exchanged

Handshaking is complete at this point, and the client and server can
begi n exchangi ng SATP nmessages.

6. Overview of Message Fl ows
The SATP nessage flows are logically divided into three (3) stages
[ARCH], with the preparatory stage denoted as Stage-0. How the tasks
are achieved in Stage-0 is out of the scope of the current
speci fication.

The Stage-1 flows pertains to the initialization of the transfer
bet ween the two gat eways
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After both gateways agree to commence the transfer at the start of
St age-2, the sender gateway Gl nmust deliver a signed assertion that
it has correctly perfornmed the relevant action on the asset within
the origin network (NWM). Exanples of actions by Gl include
performng a tenporary lock on the asset, or perform ng a pernmanent
di sabl ement (burn) of the asset in NA.

If that signed assertion is accepted by gateway &, it nust in return
transmt a signed receipt to gateway Gl that it has correctly
performed the rel evant correspondi ng action on destination network
(NW2). Exanples of actions by & include creating (nnting) a
tenporary asset under its control in NW2.

The Stage-3 flows commit gateways Gl and & to the burn and mint in
St age-2. The sender gateway Gl nust nmake the |ock on the asset in
the origin network N\ to be pernmanent (burn). The receiver gateway
@& nust assign (mint) the asset in the destination network N2 to the
correct beneficiary.

The reader is directed to [ARCH for further discussion of this
nodel .
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7

Identity and Asset Verification Stage (Stage 0)

Prior to comrencing the asset transfer fromthe sender gateway
(client) to the recipient gateway (server), both gateways nust
performa nunber of verification steps. The types of information
required by both the sender and recipient are use-case dependent and
asset -type dependent.

The verifications include, but not limted to, the foll ow ng:

* Verification of the gateway signature public key: The sender
gateway and receiver gateway nmust validate their respective
signature public keys that will later be used to sign assertions
and claims. This may include validating the X509 certificates of
these keys.

* Gateway owner verification: This is the verification of the
identity (e.g. LElI) of the owners of the gateways.

* Gateway device and state validation: This is the device
attestation evidence [ RFCO334] that a gateway mnust collect and
convey to each other, where a verifier is assunmed to be avail able
to decode, parse and apprai se the evidence.

* Oiginator and beneficiary identity verification: This is the
identity and public-key of the entity (originator) in the origin
network seeking to transfer the asset to another entity
(beneficiary) in the destination network.

These are considered out of scope in the current specifications, and
are assunmed to have been successfully conpleted prior to the
comrencenent of the transfer initiation flow. The reader is directed
to [ARCH] for further discussion regarding Stage-O0.

Transfer Initiation Stage (Stage 1)

This section describes the transfer initiation stage, where the
sender gateway and the receiver gateway prepare for the start of the
asset transfer.

The sender gateway proposes the set of transfer paraneters and asset-
related artifacts for the transfer to the receiver gateway. These
are contained in the Transfer Initiation Caim
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If the receiver gateway accepts the proposal, it returns a signed
recei pt message for the proposal indicating it agrees to proceed to
the next stage. |If the receiver gateway rejects any paraneters or
artifacts in the proposal, it can provide a counteroffer to the
sender gateway by responding with a proposal reject nessage carrying
alternative paraneters

Gat eways MUST support the use of the HITP GET and POST met hods
defined in RFC 2616 [ RFC2616] for the endpoint.

Clients (sender gateway) MAY use the HTTP GET or POST nethods to send
messages in this stage to the server (recipient gateway). |If using
the HTTP GET nethod, the request paraneters may be serialized using
URI Query String Serialization

(NOTE: Fl ows occur over TLS. Nonces are not shown)
8.1. Transfer Initialization Caim

This is set of artifacts pertaining to the asset that must be agreed
upon between the client (sender gateway) and the server (recipient
gat eway) .

The Transfer Initialization Caimconsists of the follow ng:

* digital Assetld REQU RED: This is the globally unique identifier
for the digital asset located in the origin network.

* assetProfileld REQU RED: This is the globally unique identifier
for the asset-profile definition (document) on which the digita
asset was issued.

* verifiedOriginatorEntityld REQURED: This is the identity data of
the originator entity (person or organization) in the origin
network. This information nust be verified by the sender gateway.

* wverifiedBeneficiaryEntityld REQU RED. This is the identity data of
the beneficiary entity (person or organization) in the destination
network. This information nmust be verified by the receiver
gat eway.

* originatorPubkey REQU RED. This is the public key of the asset
owner (originator) in the origin network or system

* beneficiaryPubkey REQU RED. This is the public key of the
beneficiary in the destination network
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* sender Gat ewaySi gnat ur ePubl i cKkey REQUIRED. This is the public key
of the key-pair used by the sender gateway to sign assertions and
receipts.

* receiver Gt ewaySi gnat urePubl i cKey REQUI RED. This is the public
key of the key-pair used by the recevier gateway to sign
assertions and receipts.

* senderGatewayld REQU RED. This is the identifier of the sender
gat eway.

* recipientGatewayld REQU RED. This is the identifier of the
recei ver gateway.

* sender Gat ewayNetworkld REQU RED. This is the identifier of the
origin network or system behind the client.

* recipientGatewayNetworkld REQU RED. This is the identifier of the
destination network or system behind the server

* sender Gat ewayDevi cel denti t yPubkey OPTI ONAL. The devi ce public key
of the sender gateway (client).

* receiver Gat ewayDevi cel dentityPubkey OPTIONAL. The device public
key of the receiver gateway

* sender Gat ewayOmerld OPTIONAL: This is the identity information of
the owner or operator of the sender gateway.

* receiverGatewayOmerld OPTIONAL: This is the identity information
of the owner or operator of the recipient gateway.

Here is an exanple representation in JSON format:

{ "digital Assetld": "2c949e3c-5edb-4a2c- 9ef 4- 20de64b9960d",
"assetProfileld": "38561",

"verifiedOriginatorEntityld": "CN=Alice, OJUExanple Og Unit,
O=Exanpl e, L=New York, C=US",

"verifiedBeneficiaryEntityld": "CN=Bob, OU=Case Org Unit, O=Case,
L=San Franci sco, C=US",

"ori gi nat or Pubkey": "0304b9f 34d3898b27f 85h3d88f a069a879abel4db5060dde
466ddle4a31f f 75e44",

"benefi ci aryPubkey": "02a7bc058elc6f3a79601d046069c9b6d0ch8ea5af c99e6
074a5997284756f c9ae",

"sender Gat ewaySi gnat ur ePubl i cKey": "02a7bc058elc6f3a79601d046069c9b6d
Ocb8eabaf c99e6074a5997284756f c9ae",

"recei ver Gat ewaySi ghat ur ePubl i cKey": "0243bl2ada6515ada3bf 99a7da32e84
f 00383b5765f d7701528e660449ba5ef 260",
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"sender Gat ewayl d": "GA",

"recipi ent Gat ewayl d": " GR",

"sender Gat ewayNet wor kl d": " 1",

"reci pi ent Gat ewayNet wor kI d": "43114",

"sender Gat ewayDevi cel denti t yPubkey": "0245785e34b4a7b457dd4683a297¢ea3
d78bab35f 8b2583df 55d9df 8c69604d0e73",

"recei ver Gat ewayDevi cel denti t yPubkey": "03763f 0bc48ff 154cff45ea533a9d
8a94349d65a45573e4de6ad6495b6e834312b",

"sender Gat ewayOmner | d": " CN=Gat ewayOps, OU=Gat ewayOps Syst ens,

O=Gat ewayQps LTD, L=Austin, C=US",

"recei ver Gat ewayOaner | d": "CN=Bri dgeSol uti ons, OU=Bri dgeSol uti ons
Engi neering, O=BridgeSol utions LTD, L=Austin, C=US'

8.2. Conveyance of Gateway and Network Capabilities

This is set of paraneters pertaining to the origin network and the
destination network, and the technical capabilities supported by the
peer gateways.

Sone networ k-speci fic parameters regarding the origin network may be
rel evant for a receiver gateway to evaluate its ability to process
the proposed transfer

For exanple, the average duration of tine of a lock to be held by a
sender gateway may informthe receiver gateway about del ay
expect ati ons.

The gateway and network capabilities list is as foll ows:

* gat ewayDef aul t Si gnat ureAl gorithm REQUI RED: The default digita
signature algorithm (algorithmid) used by a gateway to sign
cl ai ns.

* gat ewaySupport edSi gnatureAl gorithnms OPTIONAL: The |ist of other
digital signature algorithm (algorithmid) supported by a gateway
to sign clainms

* networkLockType REQUI RED: The default | ocking nmechani smused by a
network. These can be (i) tinmelock, (ii) hashlock, (iii)
hashti nel ock, and so on (TBD).

* networkLockExpirationTi ne REQUI RED: The duration of time (in
seconds) for a lock to expire in the network.

* gatewayCredential Profile REQU RED: Specify type of auth (e.g.,
SAM., QAuth, X 509).

Har greaves, et al. Expires 8 February 2026 [ Page 19]



I nternet-Draft SATP Core August 2025

* gatewaylLoggi ngProfil e REQU RED: contains the profile regarding the
| oggi ng procedure. Default is local store

* gatewayAccessControl Profile REQU RED: the profile regarding the
confidentiality of the log entries being stored. Default is only
the gateway that created the | ogs can access them

Here is an example representation in JSON format:

{ "gat ewayDef aul t Si gnatureAl gorithni: "ECDSA",

"gat ewaySupport edSi gnat ureAl gorithms": ["ECDSA", "RSA"],
"net wor kLockType": "HASH Tl ME_LOCK",

"net wor kLockExpi rationTi me": 120,

"gatewayCredential Profile": "QAUTH',

"gat ewaylLoggi ngProfile": "LOCAL_STORE",

"gat ewayAccessControl Profile": "RBAC'

8.3. Transfer Proposal Message
The purpose of this message is for the sender gateway as the client
toinitiate an asset transfer session with the receiver gateway as
t he server.
The client transmits a proposal nessage that carries the claim
related to the asset to be transferred. This nessage nust be signed

by the client.

This nmessage is sent fromthe client to the Transfer Initialization
Endpoi nt at the server.

The paraneters of this message consist of the foll ow ng:
* version REQU RED: SAT protocol Version (najor, mnor).
*  messageType REQUI RED: urn:ietf:satp: msgtype:transfer-proposal - nsg.

* sessionld REQU RED: A unique identifier chosen by the client to
identify the current session.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* transferlnitd aimREQU RED: The set of artifacts and paraneters as
the basis for the current transfer.

* transferlnitd ainFormat REQUI RED: The format of the transfer
initialization claim
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* gat ewayAndNet wor kCapabi liti es REQUI RED: The set of origin gateway
and network paranmeters reported by the client to the server.

Here is an exanple of the nessage request body:

{ "version": "1.0",

"messageType": "urn:ietf:satp:nsgtype:transfer-proposal -nsg",
"sessionld": "d66a567c-11f 2-4729-a0e9-17celfaf47cl”,
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"transferinitdaint: {

"digital Assetld": "2c949e3c-5edb-4a2c- 9ef 4- 20de64b9960d",
"assetProfileld": "38561",

"verifiedOriginatorEntityld": "CN=Alice, OJUExanple Og Unit,

O=Exanpl e, L=New York, C=US",

"verifiedBeneficiaryEntityld": "CN=Bob, OU=Case Org Unit, O=Case,
L=San Franci sco, C=US",

"ori gi nat or Pubkey": "0304b9f 34d3898b27f 85bh3d88f a069a879abel4db5060dde
466ddle4a31f f 75e44",

"benefi ci aryPubkey": "02a7bc058elc6f3a79601d046069c9b6d0ch8ea5af c99e6
074a5997284756f c9ae",

"sender Gat ewaySi gnat ur ePubl i cKey": "02a7bc058elc6f3a79601d046069c9b6d
Ocb8eabaf c99e6074a5997284756f c9ae",

"recei ver Gat ewaySi ghat ur ePubl i cKey": "0243bl2ada6515ada3bf 99a7da32e84
f 00383b5765f d7701528e660449ba5ef 260",

"sender Gat ewayl d": "GA",

"recipi ent Gat ewayl d": "GR",

"sender Gat ewayNet wor kl d": " 1",

"reci pi ent Gat ewayNet wor kI d": "43114",

"sender Gat ewayDevi cel denti t yPubkey": "0245785e34b4a7b457dd4683a297¢ea3
d78bab35f 8b2583df 55d9df 8c69604d0e73",

"recei ver Gat ewayDevi cel denti t yPubkey": "03763f 0bc48ff 154cff45ea533a9d
8a94349d65a45573e4de6ad6495b6e834312b",

"sender Gat ewayOmner | d": "CN=Gat ewayOps, OU=Gat ewayOps Systens,

O=Gat ewayQps LTD, L=Austin, C=US",

"recei ver Gat ewayOnner | d": " CN=Bri dgeSol uti ons, OU=Bri dgeSol uti ons

Engi neering, O=BridgeSol utions LTD, L=Austin, C=US'

},
"transferlnitd ainFormat": "TRANSFER I N T_CLAI M FORMAT 1",
"gat ewayAndNet wor kCapabi lities": {

"gat ewayDef aul t Si gnat ur eAl gorithn': "ECDSA",

" gat ewaySupport edSi gnat ur eAl gori thns": ["ECDSA", "RSA"],
"net wor kLockType": "HASH TI ME LOCK",

"net wor kLockExpi rati onTi me": 120,

"gatewayCredential Profile": "QAUTH',

"gat ewayLoggi ngProfile": "LOCAL_STORE",

"gat ewayAccessControl Profile": "RBAC'

|3

}
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8.4. Transfer Proposal Receipt Message

The purpose of this nmessage is for the server to indicate explicit
acceptance of the paraneters in the claimpart of the transfer
proposal nessage.

The nessage nust be signed by the server

The nessage is sent fromthe server to the Transfer Proposal Endpoint
at the client.

The paraneters of this nmessage consist of the foll ow ng:
* version REQUI RED: SAT protocol Version (mgjor, mnor).
*  nmessageType REQUI RED: urn:ietf:satp: nsgtype: proposal -recei pt-nsg.

* sessionld REQU RED: A unique identifier chosen by the client to
identify the current session.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer

* hashTransferlnitd ai m REQU RED: Hash of the Transfer
Initialization aimreceived in the Transfer Proposal Message.

* timestanp REQUIRED: tinmestanp referring to when the Initialization
Request Message was recei ved.

Here is an exanple of the nessage request body:

"version": "1.0",

"messageType": "urn:ietf:satp:nsgtype: proposal -receipt-nmsg",
"sessionld': "d66ab567c-11f2-4729-a0e9-17celf af 47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashTransferlnitd aint:

" 154df af 0406038641e7e59509f ebf 41d9d5d80f 367db96198690151f 4758cabe",
"timestanp": "2024-10-03T12: 02+00Z",

}
8.5. Reject Message

The purpose of this nmessage is for the server to indicate explicit
rejection of the the previous nessage receuved fromthe client. This
message can be sent at any tinme in the session. The server MJST
include an error code in this nessage. A reject nessage is taken to
mean an i nmedi ate ternination of the session
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The nessage nmust be signed by the server.

The paraneters of this message consist of the foll ow ng:
* version REQU RED: SAT protocol Version (najor, mnor).
*  messageType REQUI RED: urn:ietf:satp:nsgtype:reject-nsg

* sessionld REQU RED: A unique identifier chosen by the client to
identify the current session.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashPrevMessage REQUI RED: The hash of the | ast nessage that caused
the rejection to occur.

* reasonCode REQUI RED: the error code causing the rejection.
* timestanmp REQUI RED: tinmestanmp of this nmessage.

Here is an exanple of the nessage request body:

{

"version": "1.0",

"messageType": "urn:ietf:satp: nsgtype:reject-nsg",

"sessionld": "d66ab567c-11f2-4729-a0e9-17celf af47cl",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

" 154df af 0406038641e7e59509f ebf 41d9d5d80f 367db96198690151f 4758ca6e",
"reasonCode": "err_2.1",

"timestanp": "2024-10-03T12: 02+00Z",

}

8.6. Transfer Conmence Message
The purpose of this nmessage is for the client to signal to the server
that the client is ready to start the transfer of the digital asset.
Thi s message nust be signed by the client.

This nessage is sent by the client as a response to the Transfer
Proposal Recei pt Message previously received fromthe server.

This nmessage is sent by the client to the Transfer Conmmence Endpoi nt
at the server.

The paraneters of this nessage consist of the foll ow ng:
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*  nmessageType REQUI RED. MJST be the val ue
urn:ietf:satp: msgtype:transfer-conmence- nsg.

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashTransferlnitd ai m REQU RED: Hash of the Transfer
Initialization daimin the Transfer Proposal nessage.

* hashPrevMessage REQUI RED. The hash of the |ast nessage, in this
case the Transfer Proposal Receipt nessage.

For exanple, the client nmakes the foll owing HTTP request using TLS:

"messageType": "urn:ietf:satp:nsgtype:transfer-comence-nsg",
"sessionld": "d66a567c-11f 2-4729-a0e9-17celfaf47cl”,
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashTransferlnitd ai n':

" 154df af 0406038641e7e59509f ebf 41d9d5d80f 367db96198690151f 4758cabe"”,
"hashPrevMessage":

"0ObOaecc2680e0d8a86becebb54c454f ba67068799484f 477cdf 2f 87e6541db66" ,

}

8.7. Commence Response Message (ACK-Conmence)
The purpose of this nessage is for the server to indicate agreenent
to proceed with the asset transfer, based on the artifacts found in
the previous Transfer Proposal Message.

This nessage is sent by the server to the Transfer Comrence Endpoi nt
at the client.

The nessage nmust be signed by the server.

The paraneters of this message consist of the follow ng: The
paraneters of this nmessage consist of the follow ng:

*  messageType REQUI RED urn:ietf:satp: nsgtype: ack- cormence- nsg

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.
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* hashPrevMessage REQUI RED. The hash of the |ast nessage, in this
case the the Transfer Commence Message.

An exanpl e of a success response could be as foll ows:

{

"messageType": "urn:ietf:satp: nsgtype: ack- coomence- nsg",
"sessionld": "d66a567c-11f 2-4729-a0e9-17celfaf47cl”,
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

"dd5a6l1a26f c8f 5d72e5ca6052c2alf cal613115e5582d9417d336375¢196dh89",

}
9. Lock Assertion Stage (Stage 2)

The nessages in this stage pertain to the sender gateway providing

the recipient gateway with a signed assertion that the asset in the
origin network has been | ocked or disabled and under the control of
the sender gateway.

In the followi ng, the sender gateway takes the role of the client
while the recipient gateway takes the role of the server

The flow foll ows a request-response nodel. The client nakes a
request (POST) to the Lock-Assertion Endpoint at the server

Gat eways MJST support the use of the HITP GET and POST met hods
defined in RFC 2616 [ RFC2616] for the endpoint.

Clients MAY use the HTTP GET or POST nethods to send nessages in this
stage to the server. |If using the HITP GET net hod, the request
paraneters may be serialized using URI Query String Serialization
(NOTE: Fl ows occur over TLS. Nonces are not shown)

9.1. Lock Assertion Message
The purpose of this message is for the client (sender gateway) to
convey a signed claimto the server (receiver gateway) declaring that
the asset in question has been | ocked or escrowed by the client in
the origin network (e.g. to prevent doubl e-spending).

The format of the claimis dependent on the network or system of the
client and is outside the scope of this specification

This nessage is sent fromthe client to the Lock Assertion Endpoi nt
at the server.
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The server nust validate the claim (payload) in this nessage prior to
the next step.

The nessage nust be signed by the client.
The paraneters of this nessage consist of the foll ow ng:
*  messageType REQUI RED urn:ietf:satp: nmsgtype: | ock-assert-nsg.

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* | ockAssertionC ai m REQU RED. The | ock assertion claimor
statenent by the client.

* ] ockAssertionC ai nfFormat REQUI RED. The format of the claim

* | ockAssertionExpirati on REQU RED. The duration of tine of the
| ock or escrow upon the asset.

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.
Exanpl e:
{

"messageType": "urn:ietf:satp:nsgtype:lock-assert-nsg",
"sessionld': "d66ab567c-11f2-4729-a0e9-17celfaf47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",

"l ockAssertiond ainm': {},

"l ockAssertiond ai nFormat": "LOCK_ASSERTI ON_CLAI M_FORMAT 1",

"l ockAssetionExpiration": "2024-12-23T23:59:59.9992",
"hashPrevMessage":
"b2c3e916703c4eed494f 45bcf 52414a2c3edf e53643510f f 158f f 4a406678346",

}

9.2. Lock Assertion Recei pt Message
The purpose of this message is for the server (receiver gateway) to
i ndi cate acceptance of the claimin the | ock-assertion nessage
delivered by the client (sender gateway) in the previous nmessage.

This nmessage is sent fromthe server to the Assertion Recei pt
Endpoint at the client.

The nessage nust be signed by the server
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10.

The paraneters of this nmessage consist of the foll ow ng:
* messageType REQUI RED urn:ietf:satp: nsgtype: assertion-recei pt-nsg.

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.
Exanpl e:
{

"messageType": "urn:ietf:satp:nsgtype: assertion-receipt-nsg",
"sessionld": "d66a567c-11f 2-4729-a0e9- 17celf af 47cl",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

"16c983122d7506c78f 906c15caldcc7142a0f a94552cdea9578f e87419c2c5d0",

}

Conmitrrent Preparation and Finalization (Stage 3)

This section describes the transfer conmitnent agreement between the
client (sender gateway) and the server (receiver gateway).

This stage nust be conpleted within the tinme specified in the
| ockAssertionExpiration value in the | ock-assertion nmessage.

In the followi ng, the sender gateway takes the role of the client
whil e the recipient gateway takes the role of the server.

The flow foll ows a request-response nodel. The client nmakes a
request (POST) to the Transfer Conmitnent endpoint at the server

Gat eways MUST support the use of the HITP GET and POST net hods
defined in RFC 2616 [ RFC2616] for the endpoint.

Clients MAY use the HTTP GET or POST nethods to send nessages in this
stage to the server. |If using the HITP GET net hod, the request
paraneters nmay be serialized using URI Query String Serialization

The client and server nmay be required to sign certain nessages in
order to provide standal one proof (for non-repudiation) independent
of the secure channel between the client and server. This proof may
be required for audit verifications post-event.
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(NOTE: Fl ows occur over TLS. Nonces are not shown).
10.1. Commit Preparation Message (Commit-Prepare)

The purpose of this nmessage is for the client to indicate its
readi ness to begin the commtnent of the transfer.

This message is sent fromthe client to the Comrmit Prepare Endpoint
at the server.

The nessage nmust be signed by the client.
The paraneters of this nmessage consist of the foll ow ng:

*  messageType REQU RED. It MJIST be the val ue
urn:ietf:satp: msgtype: comm t - prepare-nsg

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.
Exanpl e:
{

"messageType": "urn:ietf:satp:nsgtype: commt-prepare-nsg",
"sessionld': "d66ab567c-11f2-4729-a0e9-17celfaf47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

" 399bdadc07f eObd57c4df dd6ccl76ceecab0abe744f 774154ecchbeee8908f baa",

}

10.2. Commit Ready Message (Conmit - Ready)
The purpose The purpose of this nessage is for the server to indicate
to the client that: (i) the server has created (m nted) an equival ent
asset in the destination network; (ii) that the newy nmnted asset

has been self-assigned to the server; and (iii) that the server is
ready to proceed to the next step.

This nmessage is sent fromthe server to the Commit Ready Endpoint at
the client.

The nessage nmust be signed by the server.
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10.

The paraneters of this nmessage consist of the foll ow ng:

*  messageType REQU RED. It MJIST be the val ue
urn:ietf:satp: megtype: commt-ready-nsg.

* sessionld REQUI RED: A unique identifier chosen earlier by client
inthe Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.

* mntAssertionC aimREQU RED. The mint assertion claimor
statenment by the server.

* mntAssertionFormat REQUI RED. The format of the assertion
payl oad.

Exanpl e:
{

"messageType": "urn:ietf:satp:nsgtype: comit-ready-nsg"”,
"sessionld': "d66ab567c-11f2-4729-a0e9-17celfaf47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":
"8dcc8dc4e6c2c979474b42d24d3747ce4607a92637d1a7b294857f f 7288b8e46",
"mnt AssertionCaint: {},

"m nt AssertionC ai nFormat": "M NT_ASSERTI ON_CLAI M FORMAT 1",

}

3. Conmt Final Assertion Message (Conmit-Final)

The purpose of this nmessage is for the client to indicate to the
server that the client (sender gateway) has conpleted the

extingui shnment (burn) of the asset in the origin network.

The nessage nmust contain a standalone claimrelated to the

extingui shment of the asset by the client. The standal one cl ai m nust
be signed by the client.

This message is sent fromthe client to the Conmit Final Assertion
Endpoi nt at the server

The nessage nust be signed by the server

The paraneters of this nessage consist of the foll ow ng:
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*  messageType REQU RED. It MJUST be the val ue
urn:ietf:satp: msgtype: comm t-final -nsg.

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.

* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.

* burnAssertionC aim REQU RED. The burn assertion signed claimor
statenment by the client.

*  burnAssertionC ai nFormat REQUI RED. The format of the claim
Exanpl e:
{

"messageType": "urn:ietf:satp: nsgtype: conmit-final-nsg",
"sessionld': "d66a567c-11f2-4729-a0e9-17celfaf47c1”,\
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

"b92f 13007216c58f 2b51a8621599c3aef 6527b02c8284e90c6a54a181d898e02",
"burnAssertiondaint: {},

"burnAssertiond ai nFornmat": "BURN ASSERTI ON_CLAI M FORMAT 1",

}

4. Commt-Final Acknow edgenent Recei pt Message (ACK-Fi nal - Recei pt)
The purpose of this nmessage is to indicate to the client that the
server has conpleted the assignment of the newly mnted asset to the
i ntended beneficiary at the destination networKk.

This nessage is sent fromthe server to the Commit Final Receipt
Endpoi nt at the client.

The nessage nust be signed by the server.
The paraneters of this nessage consist of the foll ow ng:

*  messageType REQU RED. |t MJST be the val ue
urn:ietf:satp: msgtype: ack-conmit-final-nsg.

* sessionld REQU RED: A unique identifier chosen earlier by client
inthe Initialization Request Message.
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* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.

* assignment AssertionC ai m REQUI RED. The claimor statement by the
server that the asset has been assigned by the server to the
i nt ended beneficiary.

* assignnent Assertiond ai nfFormat REQUI RED. The format of the claim

Exanpl e:

"messageType": "urn:ietf:satp: nsgtype: ack-commt-final-nmsg",
"sessionld": "d66a567c-11f 2-4729-a0e9- 17celf af 47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

"9c8f 07c22ccf 6888f c0306f ee0799325ef b87df d536d90bb47d97392f 020e998",
"assi gnment AssertionCl aim: {},

"assi gnment Asserti onCl ai nFor mat ":

" ASSI GNVENT_ASSERTI ON_CLAI M_FORMAT_1",

}

10.5. Transfer Conpl ete Message
The purpose of this message is for the client to indicate to the
server that the asset transfer session (identified by sessionld) has
been conpl eted and no further nessages are to be expected fromthe
client in regards to this transfer instance.

The nessage closes the first message of Stage 2 (Transfer Commence
Message) .

This nessage is sent fromthe client to the Transfer Conplete
Endpoi nt at the server.

The nessage nust be signed by the client.
The paraneters of this nessage consist of the foll ow ng:

*  messageType REQU RED. |t MJST be the val ue
urn:ietf:satp: msgtype: commit-transfer-conpl ete-nsg.

* sessionld REQU RED: A unique identifier chosen earlier by the
client in the Initialization Request Message.
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* transferContextld REQU RED: A unique identifier used to identify
the current transfer session at the application |ayer.

* hashPrevMessage REQUI RED. The hash of the previ ous nessage.

* hashTransf er Conmence REQUI RED. The hash of the Transfer Commence
message at the start of Stage 2.

Exanpl e:
{

"messageType": "urn:ietf:satp:nsgtype: comit-transfer-conplete-nsg",
"sessionld': "d66ab67c-11f2-4729-a0e9-17celfaf47c1",
"transferContextld": "89e04e71-bba2-4363-933c-262f42ec07a0",
"hashPrevMessage":

"9c8f 07c22ccf 6888f c0306f ee0799325ef b87df d536d90bb47d97392f 020e998",
"hashTr ansf er Commrence":

"4ba76c69265f 4215b4e2d2f 24f e56e708512f db49e27f 50d2ac0095928e1531b",

}

6. Error Message

The purpose of this nmessage is for either the sender or the receiver
gateways to indicate to its peer that an error has occurred within
the transfer protocol flow

Thi s message nust contain the error type (see the appendi x) and the
course of action indicated by the severity level. Typicaly, the
action taken will be the immediate term nation of the session.

*  messageType REQU RED. It MJUST be the val ue
urn:ietf:satp: msgtype: error-nsg.

* sessionld REQU RED: This is the current session in which the error
pertains.

* errorMsgType: The pevious nsg-type that was erronous.
* errorType REQU RED: This is the error code.

* errorSeverity REQURED: This is the severity level of the error,
| eading to the action.

Fut her di scussion on protocol errors can be found bel ow.
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7. Session abort nessage

The purpose of this message is to indicate that one of the peer
gat eways have decided not to proceed with the session. No further
messages will be delivered after the abort nessage.

*  messageType REQU RED. It MJUST be the val ue
urn:ietf:satp: msgtype: sessi on-abort - nsg.

* sessionld REQU RED: This is the current session in which the abort
occurs.

The effect of session aborts on the state of the asset is discussed
bel ow.

SATP Sessi on Resunption

This section answers the question of how can a backup gateway build
trust with the counterparty gateway to resume the execution of the
protocol, in the presence of errors and crashes?

Gat eways may enter a faulty state at any tinme while executing the
protocol. The faulty state can manifest itself in incorrect
behavi or, leading to gateways enitting alerts and errors.

In sone instances, gateways may crash. W enploy either the primary-
backup or self-healing paradigm neaning that the crashed gateway
will eventually be replaced by a functioning one, or recover,
respectively.

When a crash occurs, we initiate a recovery procedure by the backup
gateway or the recovered gateway, as defined in the crash recovery
draft [I1-D.draft-bel chior-satp-gateway-recovery]. 1In either case, if
the recovery happens within a tine period defined as nax_tinmeout (in
Stage 2), the recovered gateway triggers a session resunption. The
schenma and order of the recovered nessages are specified in the crash
recovery draft.

In the case where there is no answer fromthe gateway within the
specified max_tinmeout, the counterparty gateway roll backs the process
until that stage. Upon recovery, the crashed gateway |earns that the
counterparty gateway has initiated a rollback, and it proceeds
accordingly (by also initiating a rollback). Note that rollbacks can
al so happen in case of unresolved errors.

The non-crashed gateway that conducts the rollback tries to
communi cate with the crashed gateway fromtine to tinme (self-healing)
or to contact the backup gateways (prinmary-backup). In any case,
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upon the conpletion of a rollback, the non-crashed gateway sends a
ROLLBACK nessage to the recovered gateway to notify that a roll back
happened. The recovered gateway shoul d answer wi th ROLLBACK- ACK

Since the self-healing recovery process does not require changes to
the protocol (since fromthe counterparty gateway perspective, the
sender gateway is just taking |onger than nornmal; there are no new
actions done or |ogs recorded), we focus on the primary-backup

par adi gm

1. Primry-Backup Session Resunption

Upon a gateway recovering using primary-backup, a new gateway
(recovered gateway) takes over the crashed gateway. The counterparty
gat eway assures that the recovered gateway is legitimte (according
to the crash recovery specification).

After the recovery, the gateways exchange infornmation about their
current view of the protocol, since the crashed gateway nay have been
in the mddl e of executing the protocol when it crashed.

After that, the gateways agree on the current state of the protocol
2. Recovery Messages

We have omitted the | ogging procedure (only focusing on the different
messages). As defined in the crash recovery draft

[1-D. draft-bel chior-sat p-gat eway-recovery], there is a set of
messages that are exchanged between the recovered gateway and
counterparty gateway:

* RECOVER when a gateway crashes and recovers, it sends a RECOVER
message to the counterparty gateway, informng themof its nost
recent state. The nessage contains various paraneters such as the
session | D, nmessage type, SATP stage, context ID, a flag
indicating if the sender is a backup gateway, the new public key
if the sender is a backup, the tinestanp of the last known | og
entry, and the sender’s digital signature.

* RECOVER- UPDATE: Upon receiving the RECOVER nessage, the
counterparty gateway sends a RECOVER- UPDATE nessage. The nessage
i ncl udes paranmeters such as the session ID, nessage type, the hash
of the previous nmessage, the list of |og nmessages that the
recovered gateway needs to update, and the sender’s digita
si gnature.
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* RECOVER- SUCCESS: The recovered gateway responds with a RECOVER-
SUCCESS message if its | ogs have been successfully updated. |If
there are inconsistencies detected, the recovered gateway
initiates a dispute with a RECOVER-DI SPUTE nessage. The nessage
paraneters include session | D, nessage type, the hash of the
previ ous nessage, a bool ean indicating success, a list of hashes
of log entries that were appended to the recovered gateway | og,
and the sender’s digital signature.

In case the recovery procedure has failed and a roll back process is
needed, the followi ng nessages are used:

*  ROLLBACK: A gateway that initiates a rollback sends a ROLLBACK
message. The nmessage paraneters include session I D, nessage type,
a bool ean indicating success, a list of actions perfornmed to
roll back a state (e.g., UNLOCK, BURN), a list of proofs specific
to the DLT [ SATP], and the sender’s digital signature.

* ROLLBACK- ACK: Upon successful rollback, the counterparty gateway
sends a ROLLBACK- ACK nmessage to the recovered gateway
acknow edgi ng that the roll back has been performed successfully.
The nessage paraneters are simlar to those of the ROLLBACK
message

Error Messages
SATP di sti ngui shes between session term nation initiated by the user
at the application |ayer fromsession term nation cased by errors at
the SATP protocol |ayer.

A gateway can transnit an error nessage at any point in the SATP
protocol flowto its peer gateway.

The default action to be taken by the transitting gateway is to
term nate the session i mediately.

Error messages at the SATP protocol layer is distinct fromtime-outs
due to gateway crashes.

1. Session Termination Notification

Session closure initiated at the application layer is not considered
to be an error at the SATP protocol |ayer

The nessage type used for application-initiated session termnation
sessi on-abort - nsg.

The nessage type used to indicate protocols errors: error-nsg.
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A gateway can transnit the session abort nessage at any point in the
SATP protocol flow. No further messages will be sent by the gateway.

Any data received after the session term nati on nessage MJST be
i gnor ed.

2. Connection Errors

Errors may occur at the connection |ayer, independent of the flows at
the SATP | ayer and errrors there.

(a) connectionError: There is an error in the TLS session
establi shnent (TLS error codes should be reported-up to the gateway
| evel)

(b) badCertificate: The gateway TLS certificate was corrupt,
contai ned signatures, that did not verify correctly, etc. (Sone
common TLS |l evel errors: unsupported certificate,
certificate_revoked, certificate_expired, certificate_unknown,
unknown_ca).

3. SATP Protocol Errors

The errors at the SATP | evel pertain to protocol flow and the
information carried within each nmessage. These are enunerated in the
appendi Xx.

4. Effectiveness of Session Aborts

The effectiveness of a session-abort nessage on the state of the
asset depends on where the abort nessage occurs in the SATP protocol
flowin Figure 2.

Not e that a session-abort nessage by be | ost and never be received by
the peer gateway. Gateways can crash prior to receiving an abort
nessage

If gateway & transmits a session-abort message after gateway Gl
performs a | ock (nsgtype: | ock-assert-nmsg) on the asset in network
NWL, the gateway GL can al ways unlock the asset and restore its
state.

If either gateway Gl or gateway (& transmits a session-abort nessage
after gateway Gl sends a | ock-assert message (nsgtype: | ock-assert-
msg) but before & sends the conmmit ready message (msgtype: commt-
ready-nmsg), the gateway Gl can al ways unl ock the asset and restore
its state in network NWM.
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Simlarly, if either gateway GL or gateway &2 transmits a session-
abort nessage imediately after gateway Gl sends a conmit-prepare
message (nsgtype: comm t-prepare-nsg) but before G sends the commt
ready nessage (nsgtype:commt-ready-nsg), the gateway & can al ways
reverse the changes nade by G to NW (i.e. reverse the assignhnent-
to-self of the minted asset).

However, an abort nessage (occurring in either direction) after
gateway Gl transmits the conmt final message (msgtype:commt-final-
nmsg) will not be effective. This is because GL has al ready burned
the asset in N\ and & has already minted the asset in N\ and has
legally agreed to assign the asset to the appropriate beneficiary in
N2,

In general, the term nation of sessions or aborts occurring before
the sender gateway Gl di sables (burns) the asset in N\l (in flow 3.4
in Figure 2) will incur a mnimal cost in ternms of conputing
resources or fees on the part of both gateways GlL and (.

Security Consideration

Gat eways may be of interest to attackers because they enable the
transferal of digital assets across networks and therefore are an
i nportant function in the digital econony.

* Disruptions in transfers and denial of service: Disruptions to a
transfer session may cause not only resource waste (e.g. CPU
usage), but in sone cases may result in financial |oss on the part
of the gateway operator (e.g. fees charged by network). Denial-
of -service attacks by third parties to a run of the protocol nmay
result in the termnation of the current run (e.g. tinme-outs at
the SATP | ayer), and for new attenpts to be conducted. If the
gat eway sel ection mechanisns are utilized by networks NW and NW2,
such attacks may incur nore del ays because new gateways nay have
to be elected at either network.

* Di shonest gateways: The SATP protocol requires gateways to sign
messages related to the transfer |ayer, not only to provide
message source authentication and integrity but also to maintain
honesty on the part of the gateways. Gateway-operators may take-
on legal and financial liabilities in certain jurisdictions by
digitally signing nessages. Dishonest gateways nmay intentionally
del ay the delivery of certain nessages or intentionally fai
(abort) the protocol run at certain crucial points [ARCH. Two
such crucial points in the nessage flows are the follow ng: (i)
the commit-final-nsg, where the sender Gl asserts it has
extingui shed (burned) the asset in the origin network, and (ii)
the ack-prepare-nsg where the receiver gateway & asserts it is
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ready to proceed with the final commitnent. |f gateway Gl
intentionally drops the commit-final-nmsg (commit-final) such that
gateway 2 tinmes-out, then & may suffer financial |oss due to
roll-back costs in network N2. Similarly, if @ intentionally
drops the ack-prepare-nsg to signal that it is ready to proceed
with the conmitnment (comit-ready), then gateway GL may tine-out
and term nate the protocol run, causing resource waste at GL.
Operators of gateways should utlize relevant tools to detect
possi bl e di shonest behavi or of certain gateways, and select to
have their gateways peer with other reliable gateways.

* Protection of gateway keys: It is crucial to protect the
cryptographic keys utilized by gateways. This includes keys for
secure session establishment (TLS1.3) and keys utilized for
si gni ng SATP nessages. Loss of gateway keys may incur financia
| oss on the part of the gateway-operator. |Inplenentation of
gat eways shoul d consider utilizing tanper-resistant hardware to
store and nmanage the rel evant keys for gateways operationa
functions.

* Gateway identification: Mechanisnms nmust be utilized to provide
unique identifiers to gateway inplenentations to ensure gl oba
uni queness and reachability. Existing identification nechanisns
such a X509 certificates and Verifiable Credentials (VC) and
Sel ecti ve Disclosure CBOR Wb Tokens (SD-CW) nay be applied for
gateway identification.

* ldentification of networks: There needs to be nechani smfor
gateways to declare or disclose the asset networks it current
serves. Conbined with strong gateway identification, this allows
renote gateways to quickly locate suitable gateways to peer with
for the purposes of asset transfers.

I ANA Consi deration

The foll owi ng request is being nmade to | ANA

1. URN Registration

URN: Request to be assigned by | ANA

Conmon Nane: urn:ietf:satp

Regi strant Contact: |ESG

Description: The secure asset transfer protocol (SATP) requires

nmessage types, endpoints and paraneters to be defined within a uni que
nanespace to prevent collision.
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14.2. SATP Message Types Registry
Thi s specification establishes the SATP Message Types registry. The
purpose of this registry is to define the various nessage types
utilized in the secure asset transfer protocol (SATP)
14.3. Initial Registry Contents
The SATP Message Types registry’'s initial contents are as foll ows:
14.3.1. Paraneter nane: transfer-proposal-nsg

* Paraneter usage |ocation: Transfer Proposa

* Change controller: IETF

*

Speci fication docunment(s): Section 8.3 of draft-ietf-satp-core
14.3.2. Paraneter nane: proposal-receipt-nsg
* Parameter usage |ocation: Transfer Proposal Receipt Message

* Change controller: |IETF

*

Speci fication docunment(s): Section 8.4 of draft-ietf-satp-core
14.3.3. Paraneter nane: reject-nsg
* Parameter usage |ocation: Transfer Reject

* Change controller: |IETF

*

Speci fication docunment(s): Section 8.5 of draft-ietf-satp-core
14. 3. 4. Paraneter nane: transfer-comence-nsg

* Parameter usage | ocation: Transfer Conmence

* Change controller: IETF

* Specification docunent(s): Section 8.6 of draft-ietf-satp-core.
14.3.5. Paraneter nane: ack-comrence-nsg

* Parameter usage |ocation: Transfer Conmence Response

* Change controller: |IETF
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* Specification docunent(s): Section 8.7 of draft-ietf-satp-core
14.3.6. Paraneter nane: |ock-assert-nsg
* Parameter usage |ocation: Lock Assertion

* Change controller: |IETF

*

Speci fication docunment(s): Section 9.1 of draft-ietf-satp-core

14.3.7. Paraneter nane: assertion-receipt-nsg

*

Par amet er usage | ocation: Lock Assertion Receipt

* Change controller: IETF

*

Speci fication docunment(s): Section 9.2 of draft-ietf-satp-core
14.3.8. Paraneter nane: comrt-prepare-nsg
* Parameter usage |location: Commit Preparation

* Change controller: |IETF

*

Speci fication docunment(s): Section 10.1 of draft-ietf-satp-core
14.3.9. Paraneter nane: commt-ready-nsg
* Parameter usage |ocation: Commt Ready

* Change controller: |IETF

*

Speci fication docunment(s): Section 10.2 of draft-ietf-satp-core
14.3.10. Paraneter nanme: comit-final-nsg

* Parameter usage location: Comit Final Assertion

* Change controller: IETF

* Specification docurment(s): Section 10.3 of draft-ietf-satp-core.
14.3.11. Paraneter nane: ack-commit-final-nsg

* Paranmeter usage |location: Commit-Final Acknow edgenent Recei pt

* Change controller: |IETF
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* Specification docunent(s): Section 10.4 of draft-ietf-satp-core
3.12. Paraneter nane: conmit-transfer-conplete-nsg
* Parameter usage |ocation: Transfer Conplete

* Change controller: |IETF

*

Speci fication docunment(s): Section 10.5 of draft-ietf-satp-core

3.13. Paraneter name: error-nsg

*

Par amet er usage | ocation: Error nessage

* Change controller: IETF

*

Speci fication docunment(s): Section 10.6 of draft-ietf-satp-core
3.14. Paraneter nane: session-abort-nsg
* Parameter usage | ocation: Session Abort

* Change controller: |IETF

*

Speci fication docunment(s): Section 10.7 of draft-ietf-satp-core
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Appendi x: Error Types
The following lists the error associated with the SATP nessages.
1. Transfer Proposal and Receipt errors

The following is the list of errors related to the Transfer Proposa
and Recei pt.

Errors related to the transfer context ID and session |ID
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* err_1.1.1: Badly formed nmessage: invalid transferContextld.

* err_1.1.2: Badly formed nessage: invalid sessionld.

* err_1.1.3: Badly forned nessage: incorrect transferlnitd ai nfFornat.

* err_1.1.4: Badly formed nessage: bad signature.

Errors within one of nmore clains in the transfer initialization

cl ai mset:

* err_1.1.11: Badly formed claim

* err_1.1.12: Badly forned claim

nval i d digital Asset | d.

nval id assetProfil el d.

* err_1.1.13: Badly forned claim invalid
verifiedOriginatorEntityld.
* err_1.1.14: Badly fornmed claim invalid

verifiedBeneficiaryEntityld.

* err_1.1.15: Badly forned claim

* err_1.1.16: Badly formed claim

nval i d ori gi nat or Pubkey.

nval i d benefi ci aryPubkey.

* err_1.1.17: Badly forned claim invalid

sender Gat ewaySi gnat ur ePubl i cKey.

* err_1.1.18: Badly forned claim invalid

recei ver Gat ewaySi gnat ur ePubl i cKey.

* err_1.1.19: Badly forned claim invalid sender Gat ewayl d.

* err_1.1.20: Badly forned claim invalid recipientGtewayl d.

Errors within one of nore paraneters in the gateway and network

capabilities claimset:

* err_1.1.31: Badly forned paraneter

gat ewayDef aul t Si gnat ur eAl gorithm

* err_1.1.32: Badly fornmed paraneter:

* err_1.1.33: Badly forned paraneter:

net wor kLockExpi rati onTi ne.

* err_1.1.34: Badly fornmed paraneter:

gat ewayCredenti al Profil e.

unsupported

unsupported networkLockType.

unsupported

unsupported
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* err_1.1.35: Badly forned paraneter: unsupported
gat ewaylLoggi ngProfil e.

* err_1.1.36: Badly forned paraneter: unsupported
gat ewayAccessControl Profile.

Errors related to the proposal receipt nessage:
* err_1.2.1: Badly formed nessage: m smatch transferContextld.
* err_1.2.2: Badly forned nessage: nismatch sessionld.
* err_1.2.3: Badly formed nessage: msmatch hashTransferlnitC ai m
* err_1.2.4: Badly formed nessage: bad signature.
16.2. Transfer Commence and Acknow edgenent errors
The following is the list of errors related to the Transfer Conmence:
* err_1.3.1: Badly formed nessage: msmatch transferContextld.
* err_1.3.2: Badly forned nessage: nismatch sessionld.
* err_1.3.3: Badly formed nessage: msmatch hashTransferlnitC ai m
* err_1.3.4: Badly formed nessage: m smatch hashPrevMessage.
* err_1.3.5: Badly forned nessage: bad signature.
The following is the list of errors related to the ACK Commence:
* err_1.4.1: Badly formed nmessage: msmatch transferContextld.
* err_1.4.2: Badly forned nessage: nismatch sessionld.
* err_1.4.3: Badly formed nessage: mi smatch hashPrevMessage.
* err_1.4.4: Badly formed nessage: bad signature.
16.3. Lock Assertion errors
The following is the list of errors related to Lock Assertion
* err_2.2.1: Badly formed nmessage: msmatch transferContextld.

* err_2.2.2: Badly forned nessage: nismatch sessionld.
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* err_2.2.3: Badly formed nessage: unsupported
| ockAssertionC ai nFor mat .

* err_2.2.4: Badly forned nessage: unsupported
| ockAsserti onExpiration

* err_2.2.5: Badly formed nessage: mi smatch hashPrevMessage.
* err_2.2.6: Badly formed nessage: bad signature.
16.4. Lock Assertion Receipt errors

The following is the list of errors related to Lock Assertion
Recei pt:

* err_2.4.1: Badly forned nessage: msmatch transferContextld.
* err_2.4.2: Badly formed nessage: mnismatch sessionld.
* err_2.4.3: Badly formed nessage: m smatch hashPrevMessage.
* err_2.4.4: Badly forned nessage: bad signature.
16.5. Commit Preparation errors
The following is the list of errors related to Comrit Preparation
* err_3.1.1: Badly forned nessage: msmatch transferContextld.
* err_3.1.2: Badly fornmed nessage: mnismatch sessionld.
* err_3.1.3: Badly formed nessage: m smatch hashPrevMessage.
* err_3.1.4: Badly forned nessage: bad signature.
16.6. Commit Ready errors
The following is the list of errors related to Cormit Ready:
* err_3.3.1: Badly forned nessage: msmatch transferContextld.
* err_3.3.2: Badly fornmed nessage: mnismatch sessionld.
* err_3.3.3: Badly formed nessage: m smatch hashPrevMessage.
* err_3.3.4: Badly forned nessage: unsupported m nt Asserti onFormat.

* err_3.3.5: Badly fornmed nessage: bad signature.
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Commit Final Assertion errors

The following is the list of errors related to Commit Final
Assertion:

*

16. 8.

err_3.5.1: Badly forned
err_3.5.2: Badly formed
err_3.5.3: Badly forned

err_3.5.4: Badly formed

message:
message:
message:

nessage:

bur nAsserti onC ai mFor mat .

err_3.5.5: Badly fornmed nessage:

m smat ch transfer Cont ext | d.
m snmat ch sessi onl d.
m smat ch hashPrevMessage.

unsupported

bad si gnature.

Conmit Final Acknow edgenent Receipt errors

The following is the list of errors related to Cormit Fi nal
Acknow edgenent Recei pt:

*

16. 9.

The following is the list of errors

err_3.7.1: Badly forned
err_3.7.2: Badly fornmed
err_3.7.3: Badly formed

err_3.7.4: Badly forned

message:
message:
message:

message:

assi gnnent Assertiond ai nfFor nat .

err_3.7.5: Badly formed

nmessage:

Transfer Conplete errors

Assertion:

*

17.

err_3.9.1: Badly formed
err_3.9.2: Badly forned
err_3.9.3: Badly fornmed
err_3.9.4: Badly formed
err_3.9.5: Badly forned

Ref er ences

message:
message:
message:
message:

message:

m smat ch transf er Cont ext | d.
m smat ch sessi onl d.
m smat ch hashPrevMessage.

unsupported

bad si gnhature.

related to Commit Final

m smat ch transfer Contextld.

m smat ch sessi onl d.

m smat ch hashPrevMessage.

m smat ch hashTr ansf er Conmence.

bad si gnature.
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