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1. Introduction

Thi s docunent proposes an interoperability architecture based on
gat eways, which are points of interconnection between asset networks
or systens.

There are several services that nmay be offered by a gateway, one of
whi ch being the direct transfer of a digital asset from one network
to another via pairs of gateways without a mediating third party.

A given asset network or system nmmy have one or nobre gateways to
performa unidirectional direct transfer of digital assets to another
net wor k possessi ng one or nore conpati bl e gateway.

The peer gateways nust inplement a secure asset transfer protoco
that nust satisfy certain security, privacy, atomcity and liveliness
requirenents.

The purpose of this architecture docunment is to provide technica
framework within which to define the required properties of a gateway
that supports the secure asset transfer protocol

2. Howto read this docunent

The current interoperability architecture document provides
background concepts pertaining to the unidirectional transfer of a
digital asset fromone asset-network to another. This includes
concepts around conm tnent agreenent nechani sns or subprotocols, such
as the 2-Phase Conmit (2PC), which is at the heart of a

uni di rectional transfer

Readers who are new to asset transfer scenarios in the various
industries (e.g. banking, real-world assets, supply chains, etc.) are
directed to the SAT use-cases docunent [ CASE].

Readers who seek detailed technical information regarding the SAT
asset transfer protocol should read the current docunent before
proceedi ng to the SAT-Core docunment [ CORE]

3. Term nol ogy
The current architcture specification borrows existing term nol ogy
fromN ST [NISTBC] and SO [ISOBC]. New terns have been introduced

notably in relation to the use of the gateways paradi gm and
commi t nent subpr ot ocol s.
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* Asset-network (system): The network or system where an asset is
digitally represented (e.g., as a token). The remainder of the
docunent uses the term "network"” to mean asset-systens or asset-
networks (including their |edgers where applicable).

* Secure Asset Transfer Protocol: The protocol used to transfer
(rmove) a digital asset fromone network to another using gateways.

* Origin network: The current asset-network where the digital asset
i s |ocated.

* Destination network: The asset-network to which a digital asset is
to be transferred.

*  Two-Party Commitnent Agreenment: The current interoperability
architecture utilizes the classic two-party conmtnment agreenent
strategy borrowed fromdistributed database transactions
managenment [Gay81]. The basic ideais for the two parties (two
gateways) to follow a sequence of predefined steps, where at each
step the parties conmmuni cate acknow edgenent to proceed to the
next step. This progressive strategy |leads to the final step,
al so known as FINAL COW T, where both parties agree to a
per manent change of state in their backend systenms (e.g.,
dat abases, bl ockchains, etc.). This progressive strategy is often
referred to in technical terns as the 2-Phase comitnent (2PC)
agreenment subpr ot ocol

* Resource Donmain: The collection of resources and entities
participating within an asset network. The donmain denotes a
boundary for permissible or authorized actions on resources.

* Interior Resources: The various interior protocols, data
structures and cryptographic constructs that are a core part of an
asset network or system

* Exterior Resources: The various protocols, data structures and
cryptographic constructs that are outside of (external to) the
network or system

* Gteway: The collection of services which connects to a m ni num of

one network or system and which inplenments the secure asset
transfer protocol.
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* Entity public-key pair: This the private-public key pairs of an
entity, where the public-key is available and verifiabl e outside
the network. Anmong others, it may be utilized for interactions
with external entities (e.g. comunications) |ocated outside the
network. The termis used to distinguish this public-key other
key-pairs belonging to the sanme entity, but which is only
avai l able within the (private) network.

* (Originator: Person or organization in an origin network seeking
the transfer of a digital asset to a beneficiary located in a
renot e networ k.

* Beneficiary: Person or organization in an destination network
seeking to receive the transfer of a digital asset to from an
originator located in a renote network

* Cateway device identity: The identity of the device inplenenting
the gateway functions. The termis used in the sense of the DevlD
(I EEE 802. 1AR) [Devi D] or the EK/AIK keys (in TPML.2 and TPM2. 0)
[ TPMdevI D] .

* Gateway owner: The entity that owns and operates a gateway within
a networ k.

* Application Context-ID: The relevant identifier used by
originator’s application and the beneficiary' s application to
identify the context of the asset transfer at the gateway |evel
The context identifier may al so be used to bind the application to
sel ected gateway for the given transfer instance, identified by a
Session-1D

* CGateway Session-1D: This is the identifier used between the sender
gateway Gl and the recipient gateway & to identify the specific
transfer instance between them The Session-1D val ue MIST be
included in all nessages between the peer gateways in a transfer
i nst ance.

4. Assunptions and Principles
The foll owi ng assunptions and principles underlie the design of the

current gateway architecture, and correspond to the design principles
of the Internet architecture.
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4.1. Design Principles

* (Opaque network resources: The interior resources of each network
is assuned to be opaque to (hidden fronm) external entities. Any
resources to be nade accessible to an external entity nust be nade
explicitly accessible by a gateway with proper authorization

* Externalization of value: The asset transfer protocol is agnostic
(oblivious) to the economc or nmonetary value (if any) of the
digital asset being transferred.

The opaque resources principle permts the architecture to be applied
in cases where one (or both) networks are private (closed
menbership). It is the anal og of the autononpbus systens principle in
I P networking [Clar88], where interior routes in |ocal subnets are
not visible to other external networks.

The val ue-externalization principle pernmits an asset transfer

protocol to be designed for efficiency, security and reliability --

i ndependent of the changes in the perceived econonic val ue of the
digital asset. It is the analog of the end-to-end principle in the
Internet architecture [SRC84], where contextual information is placed
at the endpoints of the transfer.

4.2. Operational Assunptions

The foll owi ng conditions are assunmed to have occurred, |leading to the
i nvocation of the asset transfer protocol between two gateways:

* Application | evel context establishnment: The transfer request from
an Oiginator utilizing an application (Appl) in the origin
network is assuned to have occurred, and that some context-
identifier has subsequently been derived by the respective
applications (Appl and App2). Furthernore, this context-
identifier is assunmed to have been delivered by each application
to its correspondi ng gateway, permiting each gateway to internally
bind the transfer session-identifier to that context-identifier

* ldentification of asset to be transferred: The applications at the
originator and the beneficiary are assuned to have identified the
digital asset to be transferred.

* ldentification of originator and beneficiary: The originator and

beneficiary are assuned to have been identified and that consent
has been obtained fromboth parties regarding the asset transfer
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4. 3.

Identification of origin and destination asset networks: The
origin and destination networks is assumed to have been
identified.

Sel ection of gateway: The two correspondi ng gateways at the origin
and destination networks is assuned to have been identified and
sel ect ed.

Assunpti ons Regardi ng Gateway Operators

The foll owi ng conditions are assuned to have occurred, |leading to the
i nvocation of the asset transfer protocol between two gateways:

*

Identification of gateway-owners: The owners of the two
correspondi ng gateways are assunmed to have been identified and
their ownership status verified

Gateway liabilities: Gateways are performing digital signatures on
messages. As such, gateway operators are assuned to take on the
relevant liabilities for signing the nmessages.

Gat eway nessage signatures: Al nmessages between gateways are
assuned to be signed and verified (e.g. with X 509).

Transitory control of asset by gateway: An asset being transferred
via SAT will technically be controlled by gateway throughout the
transfer duration to ensure the state of the asset is not nodified
by another entity. Gateway owners are liable for the asset

t hroughout this duration.

Net wor k data: Gateways are assuned to have mechanisns in place to
trust data returned fromtheir local networks. This will depend
on the technical architecture and capabilities of each specific
net wor K.

Gat eways are trusted: The gateways are assuned to be trusted to
carry-out all the stages of the protocol described in this
architecture [HS19].

Gateway | nteroperability Mdes

The current interoperability architecture based on gateways
recogni zes several types of transfer flows:
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6

* Asset transfer: This refers to the transfer of a digital asset
fromthe origin network to a destination network, where a
successful asset transfer causes the asset to be extinguished
(burned) in the origin network and be regenerated (mnted) at the
destination network [HLP19].

* Data Sharing: This refers to the transfer of data only under
aut hori zation, in such a way that the data can be verified by a
third party [Abebel9]. The data sharing node addresses the use-
cases where the state update in one network or system depends on
the existence of state information recorded in a different network
or system [ DLVI EW .

* Asset exchange (swap): This refers to the case where two users are
present in two networks, and they perform concurrent and atonic
swaps of two assets in the two correspondi ng networks, without
transferring the assets outside (i.e. across) the networks. The
gateways aid in coordinating the nmessages pertaining to the swap

The current SATP architecture can be extended to address the use-
cases pertaining to asset exchanges (swap) between two entities, both
of which are assuned to be present in the origin and destination
asset networks. Simlarly, the SATP architecture can be utilized for
the data transfer node to report the state of an asset within a
private network, where the gateway acts as an internediary. However
the asset exchange and data transfer node will be addressed in future
speci fications.

The remai nder of this architecture docunent will focus on the asset
transfer fl ows.

Architecture
1. Goal of Architecture

The goal of the interoperability architecture is to pernit two (2)
gat eways bel onging to distinct networks to conduct a transfer of
digital assets transfer between them in a secure, atom c and
verifiable manner.

The asset as understood by the two gateways is expressed in an
standard digital format in a way neani ngful to the gateway
syntactically and semantically.

The architecture recogni zes that there are different networks
currently in operation and evolving, and that in nmany cases the
interior technical constructs in these networks maybe inconpatible
wi th one anot her.
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The architecture therefore assumes that in addition to inplenmenting
the bilateral secure asset transfer protocol, a gateway has the role
of maki ng opaque (i.e. hiding) the constructs that are |ocal and
specific to its network

Overall this approach ensures a high degree of interoperability
across these networks, where each network can operate as a true

aut ononous system Additionally, this approach pernmits each network
to evolve its interior technol ogy inplenentations wi thout affecting
ot her (external) networks.

The current architecture focuses on unidirectional asset transfers,
al t hough the building blocks in this architecture can be used to
support protocols for bidirectional transfers.

For sinplicity the current architecture enploys tw (2) gateways per
transfer as the basic building block, with one gateway in the origin
and destination networks respectively. However, the architecture
seeks to be extensible to address future cases involving multiple
gat eways at both sides.

The abstract construct of the gateway is used to represent endpoints
that inplenment the asset transfer protocol interactions and the

busi ness |l ogic that coordinates the transfer protocol steps unti

conmpl etion satisfying the ACID properties and ensuring liveliness of
the protocol interactions. |In classical distributed databases, this
business logic is often referred to as the transacti on manager or the
transaction coordinator. This architecture specification does not
prescribe any inplenentations of gateways.

6.2. Overview of Asset Transfer

An asset transfer between two networks is performed using a secure
asset transfer protocol inplenented by the gateways in the respective
networks [CORE]. The two gateways inplenment the protocol in a direct
i nteraction (unnedi at ed).

A successful transfer results in the asset being extingui shed
(burned) at the origin network, and for the asset to be regenerated
(mnted) at the destination network

The secure asset transfer protocol provides a coordination between

the two gateways through the various nessage flows in the protoco
that is communi cated over a secure channel
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The protocol inplenments a two-party conmitnent agreneent mechani sm
(subprotocol) between the two gateways to ensure that the rel evant

properties atomcity, consistency, isolation, and durability (ACID)
are achieved in the transfer.

The nechani smto extinguish (burn) or regenerate (mnt) an asset
frominto a network by its gateway i s dependent on the specific
network and is outside the scope of the current architecture
specification. Simlarly, the mechani snms used to provide

crypt ographi c proofs that an asset has been burned or minted in a
given network is also network-specific and therefore out of scope.

As part of the two-party conmmitnment agreneent mechani sm the sender
gateway in the origin network delivers a signed assertion to the

recei ver gateway at the destination network which states that asset
i n question has been extinguished (burned) fromthe origin network

Simlarly, the receiver gateway at the destination network in return
delivers a signed assertion to the sender gateway at the origin
networ k which states that the asset has been regenerated (mnted) in
the destinati on network.

These two tasks are be perfornmed in a synchronized fashi on between
the two gateways, followi ng the steps of the two-party commitnent
agreneent mechani sm Adherence to the steps provides sufficient
evi dence of the asset transfer that is verifiable by an authorized
third party.

The nessages exchanged between the gateways within the two-party
conmmi t nent agreenment subprotocol are digitally signed by the sender
and transnitted over a secure TLS session. Each nessage is

crypt ographically bound to the previous nessage (i.e., includes hash
of previous nessage) to ensure the integrity of the step-by-step
flows in the comm tnent agreenent subprotocol. Each nmessage carries
a nmessage-type, Session-ID and tinmestanp, thereby allow ng both
parties to performthe correct sequencing of these nessages.

The use of digital signatures on the nessages exchanged by the
gateways in conmtnment agreement subprotocol strengthens the security
properties of the two-party conmmtnent agreenent inplenentation, and
assists in dispute resolutions in the case where one party (or both)
acts in a dishonest way.

6.3. Desirable Properties of Asset Transfer

The desirable features of asset transfers between two gateways
include, but are not limted, to the follow ng:
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* Atomicity: Atransfer MIST either commit or entirely fail (failure
means no change to asset state).

* Consistency: A transfer (conmit or fail) MJST al ways | eaves the
networks in a consistent state (i.e. the asset is located in one
network only at any tine).

* |solation: Wile the transfer is occurring, the asset state MJST
NOT be nodified in the origin network.

* Durability: Once a transfer has been commtted by both gateways,
it MJST remain so regardl ess of subsequent gateway crashes.

* Liveliness and safety: The asset transfer protocol results in both
gat eways reaching a non-blocking state (commts or aborts)
sati sfying the above ACI D properti es.

* Verifiable by authorized third parties: The proof that the asset
has been extinguished in the origin network, and the proof that
the asset has been generated in the destination network MJST be
verifiable by an authorized third party.

An inpl enentation of the asset transfer protocol MJST satisfy these
properties, independent of whether the inplenentation enploys
stateful nessaging or statel ess nessagi ng between the two gat eways.

Perform ng an asset transfer safely and securely is not sinmply a
matter of communicating desire or intent between two systens
represented by gateways, though such conmunication is a necessary
part of asset transfer. The systens, or at |east their gateway

proxi es, must be interoperable in order to transfer assets anong
thensel ves, but such interoperability inposes strictly nore demands
on systenms managi ng digital assets, especially systens that are built
on distributed | edgers, conpared to conventional conmunication
interoperability.
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Conmruni cation interoperability, which is concerned with syntax and
semantics of information geared towards produci ng a conmon
under st andi ng (or know edge reconciliation) anong systems, is
insufficient to fulfill an asset transfer that requires systens to
carry out state updates in concert with each other. But
communi cati on, or messagi ng standards, play a necessary and

compl enentary role to asset transfer protocols. An exenplar of this
is |1 SO 20022, which is a conprehensive global standard for financia
messagi ng that specifies nessage syntax for conmpn actions occurring
in financi al business processes, including paynents, credit card
transactions, securities settlenents, funds, and trade [|SC20022].
Thi s standard provides the tools to nodel business processes from
basic | ogical building bl ocks and schenas to construct nessages using
common formats |ike XM, JSON, and ASN. 1.

As di scussed | ater, such nessagi ng standards are useful to

conmmuni cate i nfornmati on about the states of processes and digita
assets across systems, to nmke requests, and to convey intent. They
therefore play a necessary and conplenentary role in asset transfer
protocols. However they are by thenselves insufficient to ensure the
ACI D and verifiability properties described earlier. Another way to
think about the rel ationship between nessagi ng standards |ike | SO
20022 and asset transfer protocols is that the former is concerned
with the "what" of cross-systeminteroperability whereas the latter
is concerned with the "how'. Both kinds of protocols treat systens
as bl ack boxes, but asset transfer protocols nmust place sone
responsi bility, and depend, on systenms to drive a protocol instance
to successful concl usion

6.4. Event |og-data, crash recovery and backup gateways

I mpl enent ati ons of a gateway MJST maintain event | ogs and checkpoints
for the purpose of gateway crash recovery. The | og-data generated by
a gateway represents an interior resource that coul e be nade
accessible to other authorized gateways within the sane asset

net wor k.

The nechani sm used to provi de gateway crash-recovery is dependent on
the specific network. For interoperability purposes the information
contained in the log and the format of the | og-data shoul d be

st andardi zed [ CRASH] .

The | og-data generated by SATP gateways in the context of asset
transfers enables multiple inplenentati ons of gateways to serve a

gi ven asset network. For exanple, an asset transfer session
interrupted by a crashed gateway coul d be resuned by anot her gateway
if the | og-data was accessible to the second gateway and was in a

st andar di zed format.
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The resunption of an interrupted transfer session (e.g. due to

gateway crash, network failure,
the aspects of secure channe
transfer protocol resunption

etc.) need to take into consideration
est abli shnent and the aspects of the
In sone cases,

a new secure channe

(e.g. TLS session) may need to be established between the two

gat eways,

before a resunption of the transfer can begin.

The | og-data collected by a gateway acts al so as a checkpoi nt
mechanismto assist the recovered (or backup) gateway in continuing

the transfer.

The point at which to re-start the transfer protoco

flowis dependent on the inplenentation of the gateway recovery

strat egy.

The | og-data semantics and syntax for SATP gateway crash managenent
are for future work, and coul d be devel oped based on existing | og-
data standards such as Sysl og [ RFC5424] and [ RFC3164].

6.5.

Overview of the Stages in Asset Transfer

The interaction between two gateways in the secure asset transfer

pr ot ocol
and the destination network is NW2.
and & respectively.

Ori gi nat or
I
R +
| dient |
| Application |
I (Appl) |
Femm e e e - +
I
I
|----cennenn- +
| | |<--(Stage
\% I
R + \% |
| Network | +----+<-- Stage
| NV | |Gate]
| |--|way |
| +--------- +] | G |<-- Stage
| | State | | +----+
| | Data DB1| | I
| +--------- + | | <-- Stage
R +
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is summarized in Figure 1, where the origin network is NM
The gateways are denoted as Gl

Beneficiary

o e e e oo oo +
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| Application |
I (App2) I
S +

I
I
. |
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Figure 1
The stages are sunmarized as foll ows.

* Stage 0: Pre-transfer Verification and Context Establishment. The
two applications utilized by the originator and beneficiary are
assuned to interact as part of the asset transfer. |In this stage,
the applications Appl and App2 may establish sone shared transfer
context information (e.g. Context-1D) at the application |eve
that will be nmade avail able to their respective gateways Gl and
@. The verification of the identities of the Oiginator and
Beneficiary may occur in this stage [FATF].

* Stage 1: Transfer Initiation and Cormencenent. |In this stage
gateways Gl and & exchange information (clains) regarding the
asset to be transferred, the identity information of the
Originator and Beneficiary and other information regarding
rel evant actors (e.g. gateway owners/operators). The main task in
this stage is for both gateways to finalize the paraneters
previously negotiated in Stage O and to agree to conmence the
transfer.

* Stage 2: Lock Assertion and Receipt. 1In this stage, gateway Gl
provides gateway G with a signed assertion that the asset in N
has been i nmobilized and under the control on GL. A signed
assertion is needed because NW. may be a private or closed
network, and therefore the state-database (ledger) in N\ is not
readabl e by external entities including by Q. This neans that
gateway Gl needs to make an explicit signed assertion about the
state in N\L. Note that the owner/operator of Gl takes on
liability in signing this assertion

* Stage 3: Commitnment Preparation and Finalization. 1In this stage
gateways Gl and G2 commt to the unidirectional asset transfer
usi ng a 2PC (2-phase conmitnment agreenent) subprotocol

These stages will be further discussed bel ow.

7. Pre-transfer Verification and Context Establishnent (Stage-O0)

Stage O refers to the various verification tasks related to the asset

and the actors involved in a transfer instance, and whi ch need be

carried-out prior to commencing the transfer in Stage 1.

Several tasks need to be conducted as part of the pre-transfer stage:
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* Application |evel ContextlD establishnent: The application (Appl)
used by the originator and the application (App2) used by the
beneficiary MJST establish a transfer context identifier
(contextID) to uniquely identity the transfer at the application
| evel

* ldentification of the asset in the origin network: The specific
asset in the origin network NWL need to be |ocated and identified,
and its ownership MJST be verified by the sender gateway GL. A
gateway MUST NOT transfer assets whose ownership is unverified.
Exampl es of identification syntax for digital assets can be found
in [1S020022] or ITIN[ITIN].

* Verification of the class or type of asset: The receiving gateway
& MIST verify the class or type of asset that is to be
transferred by gateway GL in network N\L. This is to ensure that
the asset type/class conforns to the governing policies in the
destination network NV2. Additionally, gateway G mnust ensure
that network NW2 can technologically receive (mnt) the asset of
that given type/class. Asset schema definitons, asset profiles
and token metadata may assist in this vertification process.

* Validation of asset ownership status: The gateway GL in the origin
network NWL MUST val i date the ownership of the asset to be
transferred prior to beginning the transfer. This is ensure that
the asset to be transferred to an external network NW2 is owned by
the originator who is requesting the transfer

* Authorization to transfer: The gateway GL MJUST obtain
aut hori zation fromthe owner of the asset (originator) to perform
the transfer to the beneficiary in network NV2. Sinmilarly, the
gateway 2 serving network NW2 MJST obtain authorization fromthe
beneficiary to receive the transfer and assign the asset to the
beneficiary in NV2.

* Exchange of Travel Rule information: The Travel Rule [FATF]
pertains to the information regardi ng the owner of the asset
(originator) in NWM and the intended recipient (beneficiary) in
N2 of the transfer. |In some jurisdictons, the information about
the originator and the beneficiary nust be exchanged (transnmitted
respectively) prior to the transfer of the asset.

* Validation of the gateway ownership: The gateways Gl and & need a
mechanismto enable themto validate the identity of the owner
(operator) of the gateways respectively, and the fact of the | ega
ownershi p of the gateway. Exanples of ownership verification
mechani sminclude X 509 certificates, directories of gateways and
owners, and others.
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* Mutual device attestations: In cases where device attestation
[RATS] is required, each gateway need to yield attestation
evidence to the other regarding its configuration. A gateway may
take on the role as a attestation verifier, or it nay rely on an
external verifier to appraise the received evidence [HS19].

* Negotiation of transfer protocol and network paraneters: Gateway
GlL and & need to agree on the paranmeters to be enployed within
the transfer instance. Exanples include endpoints definitions for
resources, duration of tine-outs of nessages, type of commtnent
agreenent subprotocol (e.g. 2PC), signature algorithnms, average
| ock-tinme durations in their respective networks, and others.

The current specification seeks to reuse as nmuch as possible the
existing standards related to digital assets. W seek to rely on

exi sting nessagi ng standards |ike |SO 20022 [ISQ20022] or ITINJ[ITIN|
for gateway ownership validation, owner status validation, asset
profile identification, and comruni cation of travel rule and transfer
context information. For identification of digital assets maintained
by distributed | edgers or bl ockchain systems, we can also rely on
standards like ITINJ[ITIN].

8. Transfer Initiation and Conmencenent (Stage-1)

In Stage 1 the sender gateway (Gl) and the receiver gateway (&)
explicitly accept the paranmeters of the transfer which were
negotiated in the pre-transfer stage (Stage 0).

This explicit acceptance of the paraneters takes the form of gateway
Gl sending a signed Transfer Proposal nessage containing a Transfer
Initiation Clains set (nanmely the paraneters agreed upon in Stage 0),
and for the gateway & to respond with a signed Proposal Receipt
message which carries a hash of the proposal nessage
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Figure 2

There are several steps that may occur in Stage 1:

* Secure channel establishnment between Gl and &2: This includes the
mut ual verification of the gateway device identities and the
exchange of the relevant paraneters for secure channe
est abl i shnent.

* Transfer Proposal nessage (1.1): Gateway Gl sends a signed
transfer proposal nessage that contains the Transfer Initiation
Clains to gateway &R. The clains carry the paraneters negoti ated
in Stage 0 (pre-transfer negotiations).

* Proposal Receipt (1.2): The gateway & indicates acceptance of the
paraneters in the Transfer Initiation Cainms by way of sending a
si gned Proposal Receipt nessage to GL. [If gateway & deci des not
to accept paraneters in the Transfer Initiation Clainms, then &

can

send an abort nessage to Gl, or sinply ignore the nessage

(time-out).
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* Transfer Comrence nessage (1.3): Once gateway Gl receives the
si gned Proposal Receipt fromgateway &, gateway Gl is ready to
signal the commencenent of the asset transfer. This is done by
gateway Gl sending a signed Transfer Commence nessage to (.

* Commence Acknow edgenent nessage (1.4): Gateway & accepts the
formal comrencenent of the transfer by responding with a signed
Commence ACK nmessage

It is inportant to note the |ogical separation between the transfer
proposal /recei pt nessages fromthe commencenent nessages. This
separation allows the gateways to decline to proceed during the
proposal finalization (1.1 and 1.2), prior to starting the comitnent
agreenment subprotocol (2PC) which formally begins at the Commence
messages (1.3 and 1.4).

This | ogical separation is useful because in sonme inplenentations the
decision to start the commencenent (1.3 and 1.4) inplies that the

gat eways and network have sufficient resource to conplete the
transfer. Gateways that experience extrenme |oads nmay use this
separation to slightly delay the comrencenent until their | oads

subsi des.

Note that some inplenentations nay choose to enable a nulti-round
interactions for steps 1.1 and 1.2.

9. Asset Lock Assertion and Recei pt (Stage 2)

In this stage, gateway Gl issues a signed assertion that the asset in
origin network NWL has been i mobilized and under the control of GL.

The steps of Stage 2 are summarized in Figure 4, and broadly consists
of the foll ow ng:

* Gl Lock/Escrow Asset (2.1): Gateway Gl proceeds to establish a
| ock or escrow the asset belonging to the originator. This
prevents other local transactions in NWM from changing the state
of the asset until such time the lock by GL is finalized or
rel eased. A tine-lock or escrow nmay al so be enpl oyed.

* Lock Assertion (2.2): Gateway Gl sends a digitally signed
assertion regarding the | ocked (escrowed or i mobilized) state on
the asset in network NA. The signature by Gl is performed using
its entity public-key pair. This signature signifies that Gl
(i.e. its owner/operator) is standing behind its statenent
regardi ng the | ocked/ escrowed state on the asset.
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* @& Logs Lock-Assertion Information (2.3): Gateway & | ogs/records
a copy of the signed | ock-assertion nmessage received in Step 2.4
toits local state data DB2. & may also notify the fact of the
| ock-assertion to all nenmbers of network NW2.

* Lock-Assertion Receipt (2.4): If gateway & accepts the signed
assertion fromGl, then & responds with a digitally signed
recei pt message which includes a hash of the previous | ock-
assertion message. The signhature by G is performed using its
entity public-key pair. Oherwise, if & declines accepting the
assertion then & can sinply ignore the transfer and let the
session tine-out (i.e. transfer attenpt has failed).

Oig DBL GL Q2 DB2 Benef
I I I (Stage 1) I I I
I I I I I
N I [ oo [ o [ oo [ ..... | ..
I I I Stage 2 I I I
| | | | | |
I I<---Lock————l(2.1) I I I
| | (2.2)]--Lock-Assertion--->| | |
I I I I I I
| | | (2.3)]---Record---->| |
| | | | | |
I I I I I I
| | | <----- Receipt------- | (2.4) | |
I I I I I

Fi gure 3

The purpose of the signed | ock-assertion is for dispute resolution
between GL and & (i.e. the entities who own and operate Gl and &
respectively) in the case that asset state inconsistencies in N\l and
NW2 are discovered |ater

The gateway & returns a digitally signed receipt to Gl regarding the

earlier signed | ock-assertion in order to cover Gl (excul patory
proof) in the case of later denial by Q.
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10.

Conmitment Preparation and Finalization (Stage 3)

In Stage 3 the gateways GL and & conmt to the asset transfer by
maki ng permanent the changes they nmade to the respective asset
networks. The previous signed recei pt nmessage (2.4) fromgateway &
to gateway Gl signals the start of the comm tnent subprotocol in

St age 3.

Upon receiving the signed recei pt nessage from & in the previous
stage, Gl begins the comm tnent (see Figure 5):

*

Conmit-prepare (3.1): Gateway Gl indicates to G to prepare for
the conmitrment of the transfer. This message MJST include hashes
of the previous nessages (nmessage 2.2 and 2.4).

Tenporary asset mint (3.2): Gateway & creates (mnts) an

equi val ent asset in NW2 assigned to itself as the owner. This
step can be reversed (i.e. asset destroyed) in the case of the
failure in the commitnent steps because & is still the owner of
the asset in NV2.

Conmit-ready (3.3): Gateway & sends a conmit-ready nessage to Gl
indicating that it is ready to carry-out the |ast steps of the
conmmi t nent agreenent subprotocol. Note that that the entire asset
transfer session can be aborted before this step wi thout affecting
the asset state in the respective networks.

Asset burn (3.4): Gateway Gl extingui shes (burns) the asset in
network NWL which it has | ocked since Step 2. 3.

Conmit-final assertion (3.5): Gateway Gl indicates to & that Gl
has perforned the extingui shnent of the asset in NA.

Asset -assi gnnent (3.6): Gateway & assigns the mnted asset (which
it has been self-holding since Step 3.2) to the Beneficiary.

ACK-final receipt (3.7): Gateway & sends a signed assertion that
it has assigned the asset to the intended Beneficiary.

Record receipt (3.8): Gateway Gl | ogs/records a copy of the signed
recei pt nmessage to its local state data DB1. Gl nay al so notify
the fact of the signed receipt to all menbers of network NAL.

Transfer conplete (3.9): Gateway Gl terminates the asset transfer
session with gateway &. This allows both sides to close down the
secure TLS channel established earlier in Stage 1.
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11. The Conmitnent Agreenent Sub-protocol

Wthin Stage 3, the gateways inplenent a transactional commtnent
agreenment sub-protocols that permt the coordinati on between two
gateways, and the final comm tnent of the unidirectional transfer of
the asset.

In the case that there are nultiple comm tnent subprotocols supported
by the gateways, the choice of the sub-protocol (type/version) and
the correspondi ng comm tnent evi dence must be negoti ated between the
gat eways during Stage O.
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12.

For exanple, in Stage 2 and Stage 3 di scussed above the gateways Gl
and & may inplenment the classic conmtnent aggrement subprotoco
[Gray81] as a means to ensure efficient and non-di sputabl e
commtnents to the asset transfer

Hi storically, transactional comm tnent agreenent protocols in

di stributed databases enpl oy | ocki ng mechanisns to prevent update
conflicts on the data itemin question. Wen used within the context
of digital asset transfers across networks, the fact that an asset
has been | ocked in NWL needs to be comuni cated via an assertion to
@ in an indisputable manner.

Similarly, & here returns a signed assertion to Gl that the asset
has been regenerated (mnted) in N2.

These signed assertions MJST be verifiable by an authorized third
party, in the case that disputes occur (post event) or where audit is
required on the asset transfer

The assertions (clains) signed by the gateways MJST use a standard
format, such as the Secure Assertions Markup Language (SAM)

[ SAML2. 0] or JSON Wb- Tokens (JWI) [RFC7519]. The current
interoperability architecture consider assertions formats as out of
scope, and seeks to make use of these existing standards. The choice
of the format for signed assertions nust be agreed upon by peer
gateways Gl and & within Stage-O0.

Security Considerations

As an asset network hol ds an increasing nunmber of digital assets, it
may become attractive to attackers seeking to conpronise the
crypt ographi c keys of the entities, services and its end-users.

Gat eways are of particular interest to attackers because they enable
the transferal of digital assets to external networks, which may or
may not be regulated. As such, hardeni ng technol ogi es and tanper-
resi stant crypto-processors (e.g. TPM SGX) shoul d be used for

i mpl ement ati ons of gateways [ HS19].

The SAT protocol faces challenges with regards to the confidentiality
of a transfer between gateways, and the potential issue related to a
deni al -of -service (and resource waste) when either gateway is not
conpliant with the protocol

For confidentiality of a transfer, the secure asset transfer protoco
MUST utilize a TLS1.3 secure channel established between the sender
gateway (Gl) and the receiver gateway (&). The two gateways
establish this secure channel at the start of Stage 1 before they can
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12.

12.

12.

proceed to execute the asset transfer protocol. This includes both
gateways verifying all the relevant paraneters required for their TLS
session (e.g. correct TLS endpoints, certificate validation, identity
validation, etc.).

There are several challenges that nmay ari se when gateways are not
compliant with the SAT protocol. Some of these are described bel ow

1. Miltiple intentional aborts by the sender gateway

A di shonest sender gateway GL nmay purposely fail to continue the
protocol run at certain crucial points. One such crucial point is in
St age-3, where the gateway Gl is expected to transmit the Commit-

Fi nal Assertion nmessage (3.5). |If the gateway Gl intentionally fails
to transmt this message, gateway & may conclude that the nmessage
has been | ost and may proceed to reverse the tenporary hold it has
previously created (tenporary asset nmint in nmessage 3.2). Although
this di shonest behavior by GL does not cause asset danmage to & or
N2, it may exhaust conputing resources at gateway &2. |f network
NW2 incurs transaction fees, such a reversal may be costly for

gat eway Q2.

2. Miltiple intentional aborts by the receiver gateway

In a simlar nanner, a receiver gateway & may al so purposely fail to
continue the protocol run at certain crucial points. One such point
is the Commt-Ready nessage (3.3) that it should transmit to Gl after
receiving the conmmt prepare nessage (3.1) fromGL. In this case,
gateway GL may conclude that the nmessage is |lost and sinply abort the
protocol run.

Anot her possi bl e deni al -of -service attack could arise when &
purposefully fails to send a Lock-Assertion-Receipt (2.4), thereby
forcing GL to reverse its lock that was perforned earlier (2.1)

3. Failure to transmt ACK-Final Receipt

Anot her possi bl e point of attack by a di shonest gateway & may occur
by the gateway intentionally failing to transmt the ACK-Final -
Receipt (3.7) in response to the Commt-Final Assertion nessage (3.5)
fromgateway GlL. Here, the sender gateway GL nmay conclude that the
message is lost and will assunme that the transaction has reached
completion in network N2. The sender gateway Gl has retained the
previ ous Lock-Assertion Receipt (2.4) in Stage-2 that was signed by
&, indicating that the gateway & has accepted the responsibility of
ensuring that the asset-assignnent (3.6) by @ will be correctly
executed. Failure by G to conplete this task may becone a liability
for the owner of gateway &.

Har dj ono, et al. Expi res 25 August 2026 [ Page 23]



I nternet-Draft SAT Architecture February 2026

12.

12.

13.

In general, it is recoormended that multiple redundant gateways be
utilized within a network to mtigate a single gateway’'s mali cious
behavior. Furthernore, there are gateway recovery and fail over
mechani sns that have been defined in [ CRASH] .

4. Failure to extinguish asset

Anot her potential attack may conme from a di shonest gateway Gl who
intentionally fails to extinguish the asset in network NW (in step
3.4). This means Gl is henceforth in control of the asset bel onging
to the originator.

This This type of denial -of-service could be considered a network-
specific limtation because it inplies that GL was able to performa
|l ock on the asset in network NW on behal f of an asset-owner without
accountability. Several asset networks currently support sol utions
to this problemby way of introducing a tenporary third-party trusted
hol der (custodian) in the network for the duration of a transaction

Thi s denial -of-service is out of scope for the current architecture
specification because it represents a weakness on the part of the
net wor k NWIL.

5. ldentity inpersonations

Anot her vector of attack may involve a gateway that inpersonates an
asset holder in a given network. For example, a gateway Gl may
pretend to be the owner of an asset (originator) in network NWM and
proceed to transfer it to a beneficiary located in network NA2.

The verification of the identity of the originator and beneficiary
MJUST be performed as part of the set-up stage (Stage 0) as described
above.

The identity verification includes that of the owner of gateways Gl
and & respectively. Standard protocols for federated identity
managenment al ready exi st and have wi de depl oynent.

Pol i cy Consi derations

Digital asset transfers are policy-driven in the sense that it nust
observe and enforce the policies defined each of the respective
networ ks. Resources that make-up a network are owned and operated by
entities (e.g. typically persons or organizations), and these
entities typically operate within regulatory jurisdictions. It is
the responsibility of these entities to translate regulatory policies
into functions on networks that conply to the relevant regul atory
polici es.
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At the application |layer, asset transfers must take into

consi deration the status of assets and incorporate rel evant asset-
related policies into their business logic. These policies nust
perneate down to the gateways that inplenment the functions of asset
transacti on processing.

14. Conpatibility Considerations

The current architecture for the secure transfer of assets between
two networks is designed to be agnostic to the identification and the
format of the asset within the origin and destination networks. This
enabl es the architecture to be conpatible with a broad range of
assets identification schenes (e.g. ITIN[ITIN), asset description
synt axes and busi ness processes such as | SO 20022. A key part of
Stage 0 is to enable the gateways in the respective networks to
facilitate the exchange information about the asset state, its
identification nodel, and formats. This facilitation enables

gat eways and networks to deterni ne whether they can process inconing
transfers prior to conmencing Stage 1.

15. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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