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Abst r act
Thi s docunment describes a YANG data nodel for the Virtual Router
Redundancy Protocol (VRRP). Both versions 2 and 3 of VRRP are

cover ed.

The VRRP terninol ogy has been updated conformto inclusive | anguage
gui delines for | ETF technol ogi es.

Thi s docunent obsol etes RFC 8347.
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

Thi s docunent introduces a YANG data nodel [RFC6020] [ RFC7950] for
the Virtual Router Redundancy Protocol (VRRP) [RFC3768], [RFC9568].
VRRP provi des higher resiliency by specifying an el ecti on protocol
that dynamcally assigns responsibility for a virtual router to one
of the VRRP routers on a LAN

The YANG nodul e specified in this docunent supports both versions 2

and 3 of VRRP. VRRP version 2 (defined in [RFC3768]) supports |Pv4.
VRRP version 3 (defined in [ RFC9568]) supports both IPv4 and | Pv6.
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The VRRP terninol ogy has been updated conformto inclusive | anguage
gui delines for | ETF technol ogies. This docunment obsol etes VRRP
Version 3 [ RFC8347].

1.1

Changes from RFC 8347

The foll owi ng changes have been nmade consistent with | ETF incl usive
| anguage gui del i nes:

*

The typedef "new naster-reason-type" was changed to "new active-
reason-type". The associated descriptive text was al so updat ed.

The enum "not-nmaster" was changed to "not-active". The associated
descriptive text was al so updat ed.

The descriptive text for enum "preenpted" was updated.

The descriptive text for enum "no-response" was updat ed.

The identity "vrrp-event-master-timeout" was changed to "vrrp-
event-active-timeout”. The associ ated descriptive text was al so
updat ed.

The identity "vrrp-event-lower-priority-naster” was changed to
"vrrp-event-lower-priority-active". The associated descriptive

text was al so updat ed.

The descriptive text for identity "vrrp-event-higher-priority-
backup" was updat ed.

The descriptive text for identify "vrrp-event-owner-prenpt" was
updat ed.

The descriptive text for identity "backup” was updat ed.

The identity "master" was changed to "active". The associ ated
descriptive text was al so updat ed.

The descriptive text for container "preenpt"” was updated.
The descriptive text for leaf "hold-time" was updated.
The descriptive text for |eaf "accept-node" was updat ed.

The | eaf "master-down-interval” was changed to "active-down-
interval". The associated descriptive text was al so updat ed.
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* The |l eaf "new master-reason” was changed to "new active-reason”
The associ ated descriptive text was al so updat ed.

* The | eaf "new naster-reason"” was changed to "new- active-reason"
The associ ated descriptive text was al so updat ed.

* The leaf "master-transitions" was changed to "active-transitions"
The associ ated descriptive text was al so updat ed.

* The notification "vrrp-new naster-event" was changed to "vrrp-new
active-event". The associated descriptive text was al so updat ed.

* The notification |eaf "master-ip-address" was changed to "active-
i p-address". The associated descriptive text was al so updated.

* The notification | eaf "new naster-reason" was changed to "new
active-reason". The associated descriptive text was al so updat ed.

The foll owi ng additi ons have been nade to the ietf-vrrp nodul e:

* The leaf "effective-priority" was add to the grouping "grouping
vrrp-state-attributes" to reflect the effective priority due to
the VRRP router owning the address or any |ocal policy adjusting
the priority.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The following terns are defined in [ RFC7950] and are not redefined
her e:

* augnent

* data node

Tree Di agrans

A sinmplified graphical representation of the data nodel is used in

this document. The meaning of the synbols in these diagrans is
defined in [ RFC8340].
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4. Prefixes in Data Node Nanes

1.

2.

In this docunment, names of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. Oherw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

Table 1: Prefixes and Correspondi ng
YANG Mbdul es

Desi gn of the Data Mdel
Scope of the Model
The nodel covers VRRP version 2 [ RFC3768] and VRRP version 3
[ RFC9568]. The nodel is designed to be inplenmented on a device where
VRRP version 2 or 3 is inplemented. Wth the help of a proper
managenment protocol, the defined nodel can be used to:
* Configure VRRP version 2 or 3.
* Manage the protocol operational behavior.
* Retrieve the protocol operational status.
* Receive the protocol notifications.
Rel ati onships with the Interface Mddel and | P Mdel
Thi s nodel augnents the interface data nodel "ietf-interfaces”

[ RFC8343] and the | P management nodel "ietf-ip" [RFC8344]. The
augnment ation rel ati onshi ps are shown as foll ows:

Li ndem et al. Expi res 14 Decenber 2025 [ Page 5]



Internet-Draft YANG VRRP June 2025

nmodul e: ietf-interfaces
+--rw interfaces
+--rw interface* [nane]

+__'r\'N'ip:ipV4!
|  +--rwip:address* [ip]

|  +--rwvrrp:vrrp

| +--rw vrrp:vrrp-instance* [vrid]

| +--rwvrrp:vrid uint8
| +--rw vrrp:virtual -i pv4- addresses

+--rwip:ipv6!
+--rw i p: address* [ip]

+--TW VIrp:vrrp
+--rw vrrp:vrrp-instance* [vrid]
+--rwvrrp:vrid uint8
+--rw vrrp:virtual -i pv6-addresses

Figure 1
In Figure 1, a tree node without a prefix is fromthe nodel "ietf-
interfaces". A tree node with prefix "ip" is fromthe nodel "ietf-

ip". Atree node with prefix "vrrp" is fromthe VRRP nodel specified
in this docunent.

The "vrrp" container contains a list of "vrrp-instance" nodes, which
are instantiated under an interface for a specified address famly
(1Pv4 or |1Pv6).

Each "vrrp-instance"” node represents a VRRP router state machi ne, as
described in Section 6.4 of [RFC9568], providing the configuration
and state information for the election process of a virtual router.
The | P addresses on the augnented interface are the real addresses
through which the VRRP router operates. The IPv4 or |Pv6 address or
addresses associated with a virtual router (described in Section 1 of
[ RFC9568]) are nodeled as a list of IPv4 or | Pv6 addresses under the
"vrrp-instance".

2.3. Protocol Configuration

The nodel structure for the protocol configuration is depicted in
Fi gure 2.
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augment /if:interfaces/if:interfacel/ip:ipva:
+--rw vrrp
+--rw vrrp-instance* [vrid]
+--rwvrid uint8
|
+--rw track
| +--rwinterfaces
| | +--rwinterface* [interface]
| +--rwinterface if:interface-ref
| ]
| +--rw network
| +--rw network* [prefix]
I
I
+

+--rw prefix i net:ipva-prefix
--rw virtual -i pv4- addresses

+--rw virtual -i pv4-address* [ipv4-address]
+--rw i pv4-address i net:ipv4-address

augnment /if:interfaces/if:interfacel/ip:ipv6:
+--rw vrrp
+--rw vrrp-instance* [vrid]
+--rwvrid uint8
|
+--rw track
| +--rwinterfaces
| | +--rwinterface* [interface]
| +--rwinterface if:interface-ref
| ]
| +--rw network
| +--rw networ k* [prefix]
I
I
+

+--rw prefix i net:ipv6-prefix
--rwvirtual -i pv6 addr esses
+--rw virtual -i pv6-address* [ipv6-address]
+--rw i pv6-address i net:ipv6-address
Fi gure 2

The nodel allows the follow ng protocol entities to be managed:
* VRRP instance (version 2 or 3), representing a VRRP router.
* Virtual 1Pv4 or | Pv6 address associated with a virtual router.
* Tracking interface, to detect interface connectivity failures.

* Tracking network, to detect network connectivity fail ures.
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2.4. Protocol States

The npde

structure for the protocol states is depicted in Figure 3.

nmodul e: ietf-vrrp

+--ro
I
+- -
+- -
+- -

augnent
+--TW
+- -

Li ndem et a

vrrp
/1 gl obal operational states
ro virtual -routers? ui nt 32

ro interfaces? ui nt 32

ro statistics /1 global statistics
+--ro discontinuity-datetine? yang: date-and-ti ne
+--ro checksumerrors? yang: count er 64
+--ro0 version-errors? yang: count er 64
+--ro vrid-errors? yang: count er 64
+--ro ip-ttl-errors? yang: count er 64

[if:interfaces/if:interface/ip:ipva:

vrrp
rw vrrp-instance* [vrid]
+--rwvrid uint8

| c.
+--rw track
| +--rwinterfaces

| | +--rwinterface* [interface]

| ] +--rwinterface if:interface-ref
| c.

| +--rw network

| +--rw network* [prefix]

| +--rw prefix i net:ipvé-prefix
I

+--rm1virtual-ibVﬁ-addresses
| +--rwvirtual-ipv4-address* [ipv4-address]
| +--rw i pv4-address i net:ipv4-address

| /1 per-instance operational states

+--ro state? i dentityref

+--ro0 is-owner? bool ean

+--ro effective-priority? uint8

+--ro | ast-adv-source? i net:ip-address

+--r0 up-datetine? yang: dat e-and-ti ne

+--ro active-down-interval ? ui nt 32

+--ro0 skewtinme? ui nt 32

+--ro |l ast-event? i dentityref

+--r0 new active-reason? new acti ve-reason-type

+--ro statistics /'l per-instance statistics
+--ro discontinuity-datetinme? yang: dat e-and-ti ne
+--ro0 active-transitions? yang: count er 32
+--ro advertisenent-rcvd? yang: count er 64
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augnent /if:interfaces/if:interface/ip:ipvé6:

YANG VRRP

+--ro advertisenent-sent? yang: count er 64
+--ro interval -errors? yang: count er 64
| {validate-interval -errors}?

+--ro0 priority-zero-pkts-rcvd? yang: count er 64
+--ro0 priority-zero-pkts-sent? yang: count er 64
+--ro invalid-type-pkts-rcvd? yang: count er 64
+--ro0 address-list-errors? yang: count er 64
| {val i dat e- address-list-errors}?

+--ro packet-length-errors? yang: count er 64

+--TW VIrrp
+--rw vrrp-instance* [vrid]
+--rwvrid

+

+--rw track

+--rwinterfaces
| +--rwinterface* [interface]
| +--rwinterface
| c.
+--rw network
+--rw network* [prefix]
+--rw prefix

--rw virtual -i pv6-addresses

ui nt 8

June 2025

if:interface-ref

i net:ipv6-prefix

+

| +--rwvirtual-ipv6-address* [ipv6-address]

| +--rw i pv6- address i net:ipv6-address

I

| /1 per-instance operational states

+--ro state? i dentityref

+--ro is-owner? bool ean

+--ro effective-priority? uint8

+--ro | ast-adv-source? i net:ip-address

+--r0 up-datetine? yang: dat e-and-ti ne
+--ro active-down-interval ? ui nt 32

+--ro skewtinme? ui nt 32

+--ro |l ast-event? i dentityref

+--ro0 new active-reason? new acti ve-reason-type
+--ro statistics /'l per-instance statistics

Li ndem et al

+--ro discontinuity-datetinme? yang:
+--ro0 active-transitions? yang:
+--ro advertisenent-rcvd? yang
+--ro advertisenent-sent? yang
+--ro interval -errors? yang:
| {validate-interval -errors}?

+--ro0 priority-zero-pkts-rcvd? yang:
+--ro0 priority-zero-pkts-sent? yang:
+--ro invalid-type-pkts-rcvd? yang:

Expi res 14 Decenber 2025
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count er 32
count er 64
count er 64
count er 64

count er 64
count er 64
count er 64
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5

+--ro0 address-list-errors? yang: count er 64

| {val i dat e- address-list-errors}?

+--ro packet-length-errors? yang: count er 64
Figure 3

Thi s nodel conforns to the Network Managenent Datastore Architecture
(NVDA) [ RFC8342]. The operational state data is conbined with the
associ ated configuration data in the sanme hierarchy
[1-D.ietf-netnod-rfc8407bis]. Wen protocol states are retrieved
fromthe NVDA operational state datastore, the returned states cover
all "config true" (rw) and "config false" (ro) nodes defined in the
schenma.

The nodel allows the retrieval of protocol states at the foll ow ng
| evel s:

* VRRP instance (version 2 or 3), representing a VRRP router.

* Virtual 1Pv4 or | Pv6 address associated with a virtual router.
* Tracking interface, to detect interface connectivity failures.
* Tracking network, to detect network connectivity failures.

* (G obal states and statistics summarizing all instances.
Noti fi cati ons

Thi s nodel defines the follow ng VRRP-specific notifications
(Figure 4):

notifications:
+---n vrrp-new active-event

| +--ro active-ip-address i net:ip-address
| +--ro new active-reason new acti ve-reason-type
+---n vrrp-protocol -error-event
| +--ro protocol -error-reason i dentityref
+---n vrrp-virtual -router-error-event
+--ro interface if:interface-ref
+--ro (ip-version)
| +--:(ipvd)
| | +--roipv4d
| +--ro vrid | eaf r ef
|  +--:(ipv6)
| +--ro0 ipv6
| +--ro vrid | eaf r ef
+--ro virtual -router-error-reason i dentityref
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Fi gure 4

Each notification type is used to indicate a type of VRRP state
change or error occurrence:

"vrrp-new active-event" VRRP new active event, indicating that a new
active virtual router has been el ected.

"vrrp-protocol -error-event” VRRP protocol error event for a nessage
that fails to reach a VRRP instance to be
processed.

"vrrp-virtual -router-error-event” VRRP virtual router error event
for a nmessage processed on a VRRP instance.

In addition to the notifications specified above, the nechanisns
defined in [ RFC8639] and [ RFC8641] can be used for other genera
notifications. These nechanisns currently allow the user to:

* Subscribe notifications on a per-client basis.

* Specify subtree filters or XML Path Language (XPath) filters so
that only contents of interest will be sent.

* Specify either periodic or on-demand notifications.
3. Tree Structure

The VRRP YANG data nodel defined in this docunent has the follow ng
tree structure (xref target="fig-5">:

modul e: ietf-vrrp
+--r1r0 VIrp
+--ro virtual -routers? ui nt 32
+--ro interfaces? ui nt 32
+--ro statistics
+--ro discontinuity-datetinme? yang: dat e-and-ti ne

+--ro checksumerrors? yang: count er 64
+--ro0 version-errors? yang: count er 64
+--ro vrid-errors? yang: count er 64
+--ro ip-ttl-errors? yang: count er 64

augnment /if:interfaces/if:interfacel/ip:ipva:
+--rwvrrp
+--rw vrrp-instance* [vrid]

+--rwvrid uint8
+--rw version identityref
+--rw | og- st at e- change? bool ean

+--rw preenpt
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| +--rw enabl ed? bool ean

| +--rw hold-time? uint16

+--rwopriority? uint8

+--rw accept - node? bool ean
+--rw (advertise-interval -choice)?

|  +--:(v2)

| | +--rw advertise-interval-sec? uint8
| +--:(v3)

| +--rw advertise-interval -centi-sec? uint 16
+--rw track

| +--rwinterfaces

| | +--rwinterface* [interface]

| ] +--rwinterface if:interface-ref
| +--rw priority-decrenent? uint8

| +--rw networks

| +--rw network* [prefix]

| +--rw prefix i net:ipvé-prefix
| +--rw priority-decrenent? uint8

+--rw virtual -i pv4- addresses

| +--rwvirtual-ipv4-address* [ipv4-address]

| +--rw i pv4-address i net:ipv4-address

+--ro0 state? identityref

+--ro is-owner? bool ean

+--ro effective-priority? uint8

+--ro | ast-adv-source? i net:ip-address
+--ro0 up-datetine? yang: dat e-and-ti ne
+--ro0 active-down-interval ? ui nt 32

+--ro skewtine? ui nt 32

+--ro |l ast-event? i dentityref

+--ro new active-reason?
new acti ve-reason-type
+--ro0 statistics

+--ro discontinuity-datetime? yang: dat e-and-ti ne
+--ro0 active-transitions? yang: count er 32
+--ro advertisenent-rcvd? yang: count er 64
+--ro advertisenent-sent? yang: count er 64
+--ro interval -errors? yang: count er 64

| {validate-interval -errors}?
+--ro priority-zero-pkts-rcvd? yang: count er 64
+--r0 priority-zero-pkts-sent? yang: count er 64

+--ro invalid-type-pkts-rcvd? yang: count er 64
+--ro0 address-list-errors? yang: count er 64
| {val i dat e- address-list-errors}?

+--ro packet-length-errors? yang: count er 64

augrment /if:interfaces/if:interface/ip:ipv6:
+--rw vrrp
+--rw vrrp-instance* [vrid]
+--rwvrid uint8
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+--rw version

+--rw | og- st at e- change?

+--rw preenpt

| +--rw enabl ed? bool ean

|  +--rw hold-tine? uintl6
+--rwopriority?

+--rw accept - node?

+--rw advertise-interval -centi-sec?
+--rw track

| +--rwinterfaces

| | +--rwinterface* [interface]
| ] +--rwinterface

| ] +--rw priority-decrenent?
| +--rw networks

| +--rw networ k* [prefix]

| +--rw prefix

| +--rw priority-decrenent?
+--rw virtual -i pv6- addresses

i dentityref
bool ean

ui nt8
bool ean
ui nt 16

June 2025

if:interface-ref
ui nt 8

inet:ipv6-prefix
uint8

| +--rwvirtual-ipv6-address* [ipv6-address]

| +--rw i pv6-address i net:ipv6-address
identityref
bool ean
uint8

i net:ip-address
yang: dat e-and-ti ne
ui nt 32

ui nt 32
identityref

+--ro state?

+--ro i s-owner?

+--ro effective-priority?
+--ro | ast-adv-source?
+--ro0 up-datetine?

+--ro active-down-interval ?
+--ro skewtine?

+--ro |l ast-event?

+--ro new active-reason?

new acti ve-reason-type

+--ro statistics
+--ro discontinuity-datetime?
+--ro active-transitions?
+--ro advertisenment-rcvd?
+--ro advertisenment-sent?
+--ro interval -errors?

yang:
yang:
yang:
yang:
yang:

| {validate-interval -errors}?

+--ro priority-zero-pkts-rcvd?
+--ro0 priority-zero-pkts-sent?
+--ro invalid-type-pkts-rcvd?
+--ro address-list-errors?

yang:
yang:
yang:
yang:

dat e- and-
count er 32
count er 64
count er 64
count er 64

count er 64
count er 64
count er 64
count er 64

| {val i dat e- address-list-errors}?

+--ro packet-length-errors?

notifications:
+---n vrrp-new active-event

Li ndem et al

+--ro0 active-ip-address
+--ro new active-reason

Expi res 14 Decenber 2025

yang:

i net:ip-address
new acti ve-reason-type

count er 64

tinme
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+---n vrrp-protocol -error-event

| +--ro protocol -error-reason i dentityref
+---n vrrp-virtual -router-error-event
+--ro interface if:interface-ref
+--ro (ip-version)
| +--:(ipvd)
| | +--roipv4d
| +--ro vrid | eaf r ef
|  +--:(ipv6)
| +--ro i pv6
| +--ro vrid | eaf r ef
+--ro virtual -router-error-reason i dentityref
Figure 5

4.  YANG Modul e
This nmodul e references [ RFC3768], [ RFC9568], and [ RFC6527].

<CODE BEG@ NS> file "ietf-vrrp@025-06-09. yang"
modul e ietf-vrrp {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-vrrp";
prefix vrrp;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types, Section 4";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types, Section 3";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent"”;
}
inmport ietf-ip {
prefix ip;
reference
"RFC 8344: A YANG Data Model for |P Managenent";
}

organi zati on
"I ETF Routing Area Wbrking Group (RTGAG";
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cont act
"WG Web: <https://datatracker.ietf.org/wg/rtgwy/ >
WG List: <mailto:rtgwg@etf.org>

Edi t or: Acee Lindem
<mailto:acee.ietf@nmail.conp

Edi t or: Xufeng Liu
<mai |l to: xufeng.liu.ietf@mil.conp

Edi t or: At hanasi os Kyparlis
<mai | t 0: At hanasi os_Kyparlis@abil.conr

Edi t or: Ravi Pari kh
<mai | t o: pari khr @ mar e. cone

Edi t or: M ngui Zhang
<mai | t 0: zhangm ngui @uawei . cons";
description
"Thi s YANG nodul e defines a nodel for managing Virtual Router
Redundancy Protocol (VRRP) versions 2 and 3.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers) .

The key words 'MUST', 'MUST NOT', 'REQU RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2025-06-09 {

description
"This revision includes the foll owi ng changes:
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- Update sone identifiers and descriptions to conform
to the changes in RFC 9586
- Add a new effective-priority |eaf
- Update sone reference statenents”;
ref erence

"RFC XXXX: A YANG Data Model for the Virtual Router Redundancy

Prot ocol (VRRP)"
}
revision 2018-03-13 {
description
"Initial revision.";
ref erence

"RFC 8347: A YANG Data Model for the Virtual Router Redundancy

Protocol (VRRP)";
}

/*
* Features
*/

feature validate-interval-errors {
description
"This feature indicates that the systemvalidates that the
advertisement interval from advertisement packets received
is the sane as the interval configured for the |oca
VRRP router.";

}

feature validate-address-list-errors {
description
"This feature indicates that the system validates that
the address list fromreceived packets matches the
locally configured list for the VRRP router.";

}

/*
* Typedefs
*/

typedef new active-reason-type {
type enuneration {
enum not - active {
description
"The virtual router has never transitioned to active
state.";
}
enum priority {
description
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"Priority was higher.";
}
enum preenpted {
description
"The active virtual router was preenpted.”;
}
enum no-r esponse {
description
"Previous active virutal router did not respond."”;
}
}

description
"I'ndi cates why the virtual router has transitioned to
active state.

The identifier of this typedef is changed to to reflect
the updated term nol ogy used in RFC 9568.";
} /] new active-reason-type

/*

* |ldentities

*/
[* vrrp-event-type identity and its derivatives. */

identity vrrp-event-type {
description
"Indicates the type of a VRRP protocol event.";
}

identity vrrp-event-none {
base vrrp-event-type;
description
"I ndi cates a non-neani ngful event.";
}

identity vrrp-event-startup {
base vrrp-event-type;
description
"Indicates that a VRRP router has initiated the protocol.";
}

identity vrrp-event-shutdown {
base vrrp-event-type;
description
"Indicates that a VRRP router has cl osed down the protocol.";
}

identity vrrp-event-higher-priority-backup {
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base vrrp-event-type;

description
"Indicates that a backup router has a higher priority than
the current active.";

}

identity vrrp-event-active-tinmeout {
base vrrp-event-type;
description
"Indicates that the current active virtual router has not sent
an advertisenent within the limt of active-down-interval

The identity is changed to to reflect the updated term nol ogy
used in RFC 9568.";

}

identity vrrp-event-interface-up {
base vrrp-event-type;
description
"I ndicates that the VRRP-enabl ed interface has becone
"operational up’.";

}

identity vrrp-event-interface-down {
base vrrp-event-type;
description
"I ndicates that the VRRP-enabl ed interface has becone
" operational down'.";

}

identity vrrp-event-no-primary-ip-address {
base vrrp-event-type;
description
"Indicates that the primary I P address on the VRRP-enabl ed
i nterface has becone unavail able.";

}

identity vrrp-event-primary-ip-address {
base vrrp-event-type;
description
"Indicates that the primary | P address on the VRRP-enabl ed
i nterface has becone avail able.";

}

identity vrrp-event-no-virtual -ip-addresses {
base vrrp-event-type;
description
"Indicates that there are no virtual |IP addresses on the
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virtual router.";

}

identity vrrp-event-virtual -i p-addresses {
base vrrp-event-type;
description
"Indicates that there are virtual |P addresses on the
virtual router.";

}

identity vrrp-event-preenpt-hold-tineout {
base vrrp-event-type;
description
"Indicates that the configured preenption hold time has
passed. ";

}

identity vrrp-event-lower-priority-active {
base vrrp-event-type;
description
"Indicates that there is a lower-priority VRRP active router.

The identity is changed to to reflect the updated term nol ogy
used in RFC 9568.";

}

identity vrrp-event-owner-preenpt {
base vrrp-event-type;
description
"Indi cates that the owner has preenpted another virtual router
to becone the active virtual router.";

}

[* vrrp-error-global identity and its derivatives. */

identity vrrp-error-global {
description
"Indicates the type of a VRRP error that occurred
for a packet before it reaches a VRRP router.";

}

identity checksumerror {
base vrrp-error-global
description
"A packet has been received with an invalid VRRP checksum
val ue. ";
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identity ip-ttl-error {
base vrrp-error-global
description
"A packet has been received with IP TTL (Ti nme-To-Live)
not equal to 255.";

}

identity version-error {
base vrrp-error-global
description
"A packet has been received with an unknown or unsupported
ver si on nunber.";

}

identity vrid-error {
base vrrp-error-global
description
"A packet has been received with a Virtual Router Identifier
(VRID) that is not valid for any virtual router on this
router.";

}

[* vrrp-error-virtual -router identity and its derivatives. */

identity vrrp-error-virtual -router {
description
"Indicates the type of a VRRP error that occurred
after a packet reaches a VRRP router.";

}

identity address-list-error {
base vrrp-error-virtual -router
description
"A packet has been received with an address |ist that
does not nmatch the locally configured address list for
the virtual router.";

}

identity interval-error {
base vrrp-error-virtual -router
description
"A packet has been received with an advertisenent interva
different than the interval configured for the |oca
virtual router.";

}

identity packet-length-error {
base vrrp-error-virtual -router
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description
"A packet has been received with a packet length |ess
than the I ength of the VRRP header.";

}
[* vrrp-state-type identity and its derivatives. */

identity vrrp-state-type {
description
"Indicates the state of a virtual router.";
}

identity initialize {
base vrrp-state-type;
description
"Indicates that the virtual router is waiting
for a startup event.";

}

identity backup {
base vrrp-state-type;
description
"Indicates that the virtual router is nonitoring the
availability of the active virtual router.";

}

identity active {
base vrrp-state-type;
description
"Indicates that the virtual router is forwarding
packets for | P addresses that are associated with
this virtual router.

The identity is changed to to reflect the updated term nol ogy
used in RFC 9568.";

}

[* vrrp-version identity and its derivatives. */

identity vrrp-version {
description
"The version of VRRP.";
}

identity vrrp-v2 {
base vrrp-version
description
"I ndi cates version 2 of VRRP.";
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}

identity vrrp-v3 {
base vrrp-version
description
"I ndi cates version 3 of VRRP.";
}

/*
* & oupi ngs
*/

groupi ng vrrp-comon-attributes {
description
"Group of VRRP attributes common to versions 2 and 3.";
| eaf vrid {
type uint8 {
range "1..255";
}

description
"Virtual Router ID (i.e., VRID.";
}
| eaf version {
type identityref {
base vrrp:vrrp-version

mandat ory true;
description
"Version 2 or 3 of VRRP.";

| eaf | o0g-state-change {
type bool ean;
default "fal se";
description
"CGenerates VRRP state change nessages each tine the
VRRP i nstance changes state (from’'up’ to ’'down’
or 'down’ to 'up’).";
}
cont ai ner preenpt {
description
"Enabl es a higher-priority VRRP backup router to preenpt a
|l ower-priority VRRP active router.";
| eaf enabl ed {
type bool ean;
default "true";
description
""true' if preenption is enabled.";
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| eaf hold-tine {

type uint 16;
units "seconds";
default "0";

description
"Hold time, in seconds, for which a higher-priority VRRP
backup router rmust wait before preenpting a lower-priority
VRRP active router.";

}

}

| eaf priority {
type uint8 {

range "1..254";

}
default "100";
description
"Configures the VRRP election priority for the backup
virtual router.";
}
| eaf accept-node {
when "derived-fromor-self(current()/../version, "vrrp-v3 )" {
description
"Applicable only to version 3.";

type bool ean;
default "fal se";
description
"Controls whether a virtual router in active state wll
accept packets addressed to the address owner’s | PvX address
as its own if it is not the IPvX address owner. The default
is 'false’'. Deploynents that rely on, for exanple, pinging
the address owner’s | PvX address may wi sh to configure
accept-node to 'true’

Not e: | Pv6 Nei ghbor Solicitations and Nei ghbor
Advertisements MJUST NOT be dropped when accept - node
is '"false .";

}

} /] vrrp-comon-attributes

grouping vrrp-ipv4-attributes {
description
"Group of VRRP attributes for I1Pv4.";
uses vrrp-conmon-attributes;
choi ce advertise-interval -choice {
description
"The options for the advertisenent interval at which VRRPv2
or VRRPv3 advertisenents are sent fromthe specified
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interface.";
case v2 {
when "derived-fromor-self(version, "vrrp-v2 )" {
description
"Applicable only to version 2.";

| eaf advertise-interval-sec {
type uint8 {
range "1..254";

}
units "seconds";
default "1";

description
"Configures the interval that VRRPv2 advertisenents
are sent fromthe specified interface."”;
}
}
case v3 {
when "derived-fromor-self(version, 'vrrp-v3 )" {

description
"Applicable only to version 3.";

| eaf advertise-interval-centi-sec {
type uintl1l6 {
range "1..4095";
}

units "centiseconds"”;

default "100";

description
"Configures the interval that VRRPv3 advertisenents
are sent fromthe specified interface.";

}

} // advertise-interval -choice
container track {
description
"Enabl es the specified VRRP instance to track interfaces
or networks.";
contai ner interfaces {
description
"Enabl es the specified VRRPv2 or VRRPv3 instance to track
interfaces. Interface tracking prevents traffic |oss by
detecting the availability of interfaces. The operationa
states of other interfaces are associated with the
priority of a VRRP router. Wen a tracked interface
becones unavail able (or ’'operational down’), the priority
of the VRRP router decrenents. Wen an unavail abl e
i nterface becones avail able again, the priority of the
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VRRP router is incremented by the same anount.";
list interface {
key "interface";
description
"Interface to track.";
| eaf interface {
type if:interface-ref;
must '/if:interfaces/if:interface[if:name=current()]/’
+ Tipripvd {
description
"Interface is | Pv4.";
}

description
"Interface to track.";

}
| eaf priority-decrenent {
type uint8 {
range "1..254";
}
default "10";
description
"Specifies how much to decrenment the priority of the
VRRP instance if the interface goes down.";
}

} /] interface
} /] interfaces
cont ai ner networ ks {
description
"Enabl es the VRRPv2 or VRRPv3 router instance to track the
speci fied networks through their |1Pv4 network prefixes.
Networ k tracking prevents traffic |oss by detecting
networ k connectivity failure. The states of
connectivity to some networks are associated with the
priority of a VRRP router. Wen connectivity to a
tracked network represented by its prefix is lost, the
priority of the VRRP router decrenments. Wen an
unavail abl e network is again reachable, the priority of
the VRRP router is increnented by the sanme amount.";
list network {
key "prefix";
description
"Enabl es the specified VRRPv2 or VRRPv3 instance to
track an I Pv4 network by specifying the prefix of the
| Pv4 network.";
| eaf prefix {
type inet:ipvéd-prefix;
description
"The | Pv4 prefix of the network to track.";
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}
| eaf priority-decrement {
type uint8 {
range "1..254";

}

default "10";

description
"Specifies how much to decrement the priority of the
VRRP router if there is a failure in the |IPv4
net wor k. ";

} /] network
} /] networks
} /Il track
cont ai ner virtual-ipv4-addresses {
description
"Configures the virtual |Pv4 address for the
VRRP interface.";
list virtual-ipv4-address {
key "i pv4-address”;
max- el enents 16;
description
"Virtual |Pv4 addresses for a single VRRP instance. For a
VRRP owner router, the virtual address nust nmatch one
of the I Pv4 addresses configured on the interface
corresponding to the virtual router.";
| eaf ipv4-address {
type inet:ipv4-address;
description
"An | Pv4 address associated with a virtual router.";
ref erence
"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for IPv4 and I Pv6, Section 1.3";

} /] virtual -i pv4-address
} /] virtual -i pv4-addresses
Y /] vrrp-ipvd-attributes

grouping vrrp-ipv6-attributes {

description

"Group of VRRP attributes for IPv6.";
uses vrrp-comon-attributes;
| eaf advertise-interval-centi-sec {

type uint16 {

range "1..4095";

}

units "centiseconds";

default "100";
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description
"Includes the interval that VRRPv3 advertisements
are sent fromthe specified interface."”;
}
contai ner track {
description
"Enabl es the specified VRRP instance to track interfaces
or networks.";
contai ner interfaces {
description
"Enabl es the specified VRRPv2 or VRRPv3 instance to track
interfaces. Interface tracking prevents traffic |oss by
detecting the availability of interfaces. The operationa
states of other interfaces are associated with the
priority of a VRRP router. Wen a tracked interface
becones unavail able (or ’'operational down’), the priority
of the VRRP router decrenents. Wen an unavail abl e
i nterface becones avail able again, the priority of the
VRRP router is incremented by the same anount.";
list interface {
key "interface";
description
"Interface to track.";
| eaf interface {
type if:interface-ref;
must '/if:interfaces/if:interface[if:name=current()]/’
+ "ip:ripve {
description
"Interface is | Pv6.";
}

description
"Interface to track.";

}
| eaf priority-decrenment {
type uint8 {
range "1..254";
}
default "10";
description
"Specifies how much to decrenment the priority of the
VRRP instance if the interface goes down.";
}

} /] interface
} /] interfaces
cont ai ner networ ks {
description
"Enabl es the VRRPv2 or VRRPv3 router instance to track the
speci fied networks through their 1Pv6 network prefixes.

Li ndem et al. Expi res 14 Decenber 2025 [ Page 27]



Internet-Draft YANG VRRP June 2025

Networ k tracking prevents traffic |oss by detecting
network connectivity failure. The states of
connectivity to some networks are associated with the
priority of a VRRP router. Wen connectivity to a
tracked network represented by its prefix is lost, the
priority of the VRRP router decrenents. Wen an
unavail abl e network is again reachable, the priority of
the VRRP router is increnented by the sanme amount.";
list network {
key "prefix";
description
"Enabl es the specified VRRPv2 or VRRPv3 instance to
track an | Pv6 network by specifying the prefix of the
| Pv6 network.";
| eaf prefix {
type inet:ipv6-prefix;
description
"The I Pv6 prefix of the network to track.";
}
| eaf priority-decrement {
type uint8 {
range "1..254";

}
default "10";
description
"Specifies how much to decrement the priority of the
VRRP router if there is a failure in the |IPv6
net wor k. ";

} /] network
} /] networks
} /Il track
contai ner virtual -ipv6-addresses {
description
"Configures the virtual |Pv6 address for the
VRRP interface.";
list virtual-ipv6-address {
key "i pv6-address”;
max- el enents 2;
description
"Two | Pv6 addresses are allowed. The first address nust
be a link-local address. The second address can be a
link-1ocal or global address.";
| eaf ipv6-address {
type inet:ipv6-address;
description
"An | Pv6 address associated with a virtual router.";
ref erence
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"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for IPv4 and | Pv6, Section 1.4";

} // virtual -i pv6-address
} /1 virtual -i pv6-addresses
Y /] vrrp-ipv6-attributes

grouping vrrp-state-attributes {
description
"Group of VRRP state attributes.”;
| eaf state {
type identityref {
base vrrp:vrrp-state-type;

config fal se;
description
"QOperational state.";
}

| eaf is-owner {
type bool ean;
config fal se;
description
"Set to 'true’ if this virtual router is the owner.";
}

| eaf effective-priority {
type uint8 {
range "1..255";

config fal se;
description
"The effect priority of the virtual router taking account
address ownership and any nodifications due to
| ocal policy.";

| eaf | ast-adv-source {
type inet:ip-address;
config fal se;
description
"Last advertised |Pv4/1Pv6 source address.”;

| eaf up-datetinme {
type yang: date-and-ti ne;
config fal se;
description
"The date and tinme when this virtual router
transitioned out of "init’ state.";

| eaf active-down-interval {
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type uint32;
units "centiseconds";
config fal se;
description
"Time interval for the backup virtual router to declare
"active down’.

The identifier of this leaf is changed to to reflect
the updated term nol ogy used in RFC 9568.";

}
| eaf skewtine {

type uint32;

units "m croseconds";

config fal se;

description

"Cal cul ated based on the priority and adverti senent
interval configuration command paraneters. See RFC 3768.";

| eaf | ast-event {
type identityref {
base vrrp:vrrp-event-type;

config fal se;
description
"Last reported event.";
}

| eaf new active-reason {
type new active-reason-type;
config fal se;
description
"I'ndi cates why the virtual router has transitioned to
active state.

The identifier of this leaf is changed to to reflect
the updated term nol ogy used in RFC 9568.";
}
contai ner statistics {
config fal se;
description
"VRRP statistics.";
| eaf discontinuity-datetine {
type yang: date-and-ti ne;
description
"The time on the nbst recent occasion at which any one or
more of the VRRP statistics counters suffered a
discontinuity. |If no such discontinuities have occurred
since the last re-initialization of the |ocal managenent
subsystem then this node contains the tinme that the
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| ocal managenent subsystemre-initialized itself.";
}
| eaf active-transitions {
type yang: counter 32;
description
"The total nunber of tinmes that this virtual router’s
state has transitioned to 'Active’

The identifier of this leaf is changed to to reflect
the updated term nol ogy used in RFC 9568.";

| eaf advertisenment-rcvd {
type yang: count er 64;
description
"The total nunber of VRRP advertisenents received by
this virtual router.";
}
| eaf advertisenent-sent {
type yang: count er 64;
description
"The total nunber of VRRP advertisenents sent by
this virtual router.";

| eaf interval-errors {
if-feature "validate-interval-errors";
type yang: count er 64;
description
"The total nunber of VRRP advertisenent packets received
with an advertisenent interval different than the
interval configured for the local virtual router.";
}
| eaf priority-zero-pkts-rcvd {
type yang: count er 64;
description
"The total nunber of VRRP packets received by the
virtual router with a priority of 0.";
}
| eaf priority-zero-pkts-sent {
type yang: count er 64;
description
"The total nunmber of VRRP packets sent by the
virtual router with a priority of 0.";

| eaf invalid-type-pkts-rcvd {
type yang: count er 64;
description
"The nunber of VRRP packets received by the virtua
router with an invalid value in the "type’ field.";
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| eaf address-list-errors {
if-feature "validate-address-list-errors”;
type yang: count er 64;
description
"The total nunber of packets received with an
address list that does not match the locally
configured address list for the virtual router.";

| eaf packet-length-errors {
type yang: count er 64;
description
"The total nunber of packets received with a packet
Il ength |l ess than the I ength of the VRRP header.";

} /] statistics
} /] vrrp-state-attributes

groupi ng vrrp-gl obal -state-attributes {
description
"Group of VRRP global state attributes.”;
| eaf virtual-routers {
type uint32;
description
"Nurmber of configured virtual routers.";

| eaf interfaces {
type uint32;
description
"Number of interfaces with VRRP configured.";
}

contai ner statistics {
description
"VRRP gl obal statistics."”;
| eaf discontinuity-datetine {
type yang: date-and-ti ne;
description
"The time on the npst recent occasion at which any
one or nore of checksumerrors, version-errors,
vrid-errors, or ip-ttl-errors suffered a
di scontinuity.

If no such discontinuities have occurred since the | ast
re-initialization of the |ocal management subsystem

then this node contains the time that the | ocal managenent
subsystemre-initialized itself.";

| eaf checksumerrors {
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type yang: count er 64;
description
"The total nunber of VRRP packets received with an invalid
VRRP checksum val ue.";
ref erence
"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for IPv4 and | Pv6. Section 5.2.8";
}
| eaf version-errors {
type yang: count er 64;
description
"The total nunber of VRRP packets received with an unknown
or unsupported version nunber.";
ref erence
"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for IPv4 and | Pv6. Section 5.2.1";
}
| eaf vrid-errors {
type yang: count er 64;
description
"The total nunber of VRRP packets received with a VRI D that
is not valid for any virtual router on this router.";
ref erence
"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for IPv4 and | Pv6. Section 5.2.3";

| eaf ip-ttl-errors {
type yang: count er 64;
description
"The total nunber of VRRP packets received by the
virtual router with IP TTL (I Pv4) or Hop Linmt (IPv6)
not equal to 255.";
ref erence
"RFC 9568: Virtual Router Redundancy Protocol (VRRP)
Version 3 for |1Pv4 and | Pv6,
Sections 5.1.1.3 and 5.1.2.3";

} /] statistics
} /] vrrp-global-state-attributes

/*
* Configuration data and operational state data nodes
*/

augrment "/if:interfaces/if:interfacel/ip:ipv4d" {
description
"Augnents | Pv4 interface.";
container vrrp {
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description
"Configures VRRP version 2 or 3 for IPv4.";
list vrrp-instance {
key "vrid";
description
"Defines a virtual router, identified by a VRID, within the
| Pv4 address space.";
uses vrrp-ipvad-attributes;
uses vrrp-state-attributes;

}
} /] augnents ipv4

augrment "/if:interfaces/if:interface/ip:ipv6e" {
description
"Augnents | Pv6 interface.";
container vrrp {
description
"Configures VRRP version 3 for |IPv6.";
list vrrp-instance {
must "derived-fromor-self(version, 'vrrp-v3 )" {
description
"IPv6 is only supported by version 3.";
}

key "vrid";
description
"Defines a virtual router, identified by a VRID, within the
| Pv6 address space.";
uses vrrp-ipv6-attributes;
uses vrrp-state-attributes;

}

} // augnents ipv6

container vrrp {
config fal se;
description
"VRRP data at the global level.";
uses vrrp-global -state-attributes;

}

/*

* Notifications
*/

notification vrrp-new active-event {
description
"Notification event for the election of a new VRRP
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active router.

The identifier of the notification is changed to
reflect the updated term nol ogy used in RFC 9568.";
| eaf active-ip-address {
type inet:ip-address;
mandat ory true;
description
"I Pv4 or | Pv6 address of the new VRRP active router

The identifier of the |eaf is changed to
reflect the updated terninology used in RFC 9568.";
}
| eaf new active-reason {
type new acti ve-reason-type;
mandat ory true;
description
"I'ndi cates why the virtual router has transitioned to
active state.

The identifier of the |eaf is changed to
reflect the updated ternm nol ogy used in RFC 9568.";
}
}

notification vrrp-protocol -error-event {
description
"Notification event for a VRRP protocol error.";
| eaf protocol -error-reason {
type identityref {
base vrrp:vrrp-error-global

mandat ory true;
description
"Indicates the reason for the protocol error.";
}

}

notification vrrp-virtual -router-error-event {
description
"Notification event for an error that happened on a
virtual router.";
| eaf interface {
type if:interface-ref;
mandat ory true;
description
"I'ndicates the interface on which the event has occurred."”;
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choi ce ip-version {
mandat ory true;
description
"The error may have happened on either an |Pv4 virtua
router or an IPv6 virtual router. The information
related to a specific IP version is provided by one of
the follow ng cases.";
case ipvad {
description
"I Pv4. ",
container ipvéd {
description
"Error information for |Pv4."
leaf vrid {
type leafref {
path "/if:interfaces/if:interface"
+ "[if:name = current()/../../vrrp:interface]/"
+ "ipripvd/vrrp:vrrp/vrrp:vrrp-instance/vrrp:vrid";

mandat ory true;

description
"Indicates the virtual router on which the event has
occurred.";

}
}

case ipv6 {
description
"I Pv6.";
container ipv6é {
description
"Error information for |Pv6."
| eaf vrid {
type leafref {
path "/if:interfaces/if:interface"
+ "[if:name = current()/../../vrrp:interface]/"
+ "ipripve/vrrp:vrrp/vrrp:vrrp-instance/vrrp:vrid";
}
mandat ory true;
description
"I'ndicates the virtual router on which the event has
occurred.";

}
}
}
}

| eaf virtual-router-error-reason {
type identityref {

Li ndem et al. Expi res 14 Decenber 2025 [ Page 36]



Internet-Draft YANG VRRP June 2025

base vrrp:vrrp-error-virtual -router
mandat ory true;
description
"I'ndi cates the reason for the virtual router error.";

}
}
<CODE ENDS>

5. | ANA Consi derati ons

I ANA is requested to update the following registration in the "ns"
registry within the "I ETF XM. Regi stry" group [ RFC3688] to reference
this docunent:

URI: urn:ietf:parans:xm:ns:yang:ietf-vrrp
Regi strant Contact: The | ESG
XM: N A the requested URI is an XM. nanespace

I ANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanes" registry [ RFC6020] within the "YANG Paraneters"”
regi stry group.

Nane: ietf-vrrp

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:parans:xm:ns:yang:ietf-vrrp
Prefix: vrrp

Ref erence: RFC XXXX

6. Operations and Managenent Considerations

Thi s docunent defines YANG data nodel [RFC7950] for the VRRP protoco
[ RFC9568]. Hence, the entire docunent can be consi dered devoted to
operations and managemnent.

6.1. Mgration Path

The changes to use inclusive | anguage (Section 1.1) are non-backward
conpati bly based on the rules in [RFC7950]. However, there are no
existing inplenentations of the ietf-vrrp YANG nodul e based on
nunerous inplementation polls. Hence, it was agreed upon to change
the YANG data nodes with non-inclusive |anguage in a single iteration
rat her than going through the deprecation, obsoletion, and renoval
cycl e.
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7

Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-vrrp" YANG nodul e defines a data nodel that is designed to
be accessed via YANG based managenent protocols, such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These YANG based protocols (1)
have to use a secure transport |ayer (e.g., SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFC9000]) and (2) have to use nutua

aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environnments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes wi thout proper protection or authentication can have a negative
ef fect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:

lif:interfaces/if:interface/ip:ipvad/vrrp:vrrp/vrrp:vrrp-instance
[if:interfaces/if:interfacel/ip:ipv6/vrrp:vrrp/vrrp:vrrp-instance

Unaut hori zed access to any data node of these subtrees can adversely
af fect the routing subsystem of both the | ocal device and the
network. This may |ead to network mal functions, delivery of packets
to inappropriate destinations, and ot her problens.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

lietf-vrrp:vrrp
lif:interfaces/if:interface/ip:ipvad/vrrp:vrrp/vrrp:vrrp-instance

[if:interfaces/if:interfacel/ip:ipv6/vrrp:vrrp/vrrp:vrrp-instance
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Unaut hori zed access to any data node of these subtrees can discl ose
the operational state information of VRRP on this device.
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Data Tree Exanple

This section contains an exanmple of an instance data tree in JSON
encodi ng [ RFC7951], containing both configuration and state data.
(This exanple includes "iana-if-type", which is defined in

[ ANA_| F_TYPE] .)
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Virtual router |IP address: fe80::1

o e e e e oo - + o e e e e oo - +
| | | |
| Router 1 | | Router 2 |
I I I I
S S + S S +

| et hl | et hl

| fe80::11 | fe80::12

_______ O
I

| fe80::51 | fe80::52
S S + S S +
| Host 1 | | Host 2 |
| Default gateway: | | Default gateway: |
| fe80::1 | | fe80::1 |
o e e e e oo + o e e e e oo +

Fi gure 6

The configuration instance data for Router 1 in Figure 6 could be
shown in Figure 7:
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{
"ietf-interfaces:interfaces": {
"interface": [
{
“name": "ethl",
"description": "An interface with VRRP enabled.",
"type": "iana-if-type:ethernetCsnmacd",
"ietf-ip:ipve": {
"address": [
{
"ip": "2001:db8:0:1::1",
"prefix-length": 64
b
{
“ip": "fe80::11",
"prefix-length": 64
}
1,
"forwardi ng": true,
"ietf-vrrp:vrrp": {
"vrrp-instance": [
{
"vrid": 1,
"version": "ietf-vrrp:vrrp-v3",
"priority": 200,
"advertise-interval -centi-sec": 50,
"virtual -i pv6- addresses”: {
"virtual -i pv6-address": |
"i pv6- address": "fe80::1"
]
}
}
]
}
}
}
]
}
}

Figure 7

The correspondi ng operational state data for Router 1 could be shown
in Figure 8:
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{

"ietf-interfaces:interfaces": {
"interface": [

{
"name": "ethl",
"description": "An interface with VRRP enabled.",
"type": "iana-if-type:ethernetCsnmacd",
"phys-address": "00:00: 5e: 00: 53: 01",
"oper-status": "up",

"statistics": {

"discontinuity-tine": "2016-10-24T17:11: 27+02: 00"
} i)
"ietf-ip:ripve": {

"forwardi ng": true,

"nmtu": 1500,
"address": |
{

"ip": "2001:db8:0:1::1",
"prefix-length": 64,

"origin": "static",
"status": "preferred"
H
{
"ip": "fe80::11",
"prefix-length": 64,
"origin": "static",
"status": "preferred"
}

]
"ietf-vrrp:vrrp": {
"vrrp-instance": [

{
"vrid': 1,
"version": "ietf-vrrp:vrrp-v3",
"| og- st at e-change": fal se,
"preenpt": {
"enabl ed": true,
"hold-tinme": O
}
"priority": 200,
"accept-node": fal se,
"advertise-interval -centi-sec": 50,
"virtual -i pv6- addresses": {
"virtual -i pv6-address": |
"i pv6- address": "fe80::1"
]
) |
"state": "active",
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"is-owner": fal se,
"effective-priority": 200,

"| ast-adv-source": "fe80::11",
"up-datetinme": "2016-10-24T17:11:27+02: 00",
"active-down-interval": 161

"skewtine": 11,

"l ast-event": "vrrp-event-interface-up",

"new- active-reason": "priority",

"statistics": {
"di scontinuity-datetine":

"2016- 10-24T17: 11: 27+02: 00",

"active-transitions": 2,
"advertisenent-rcvd": 20,
"advertisenent-sent": 12,
"interval -errors": O,
"priority-zero-pkts-rcvd": 0,
"priority-zero-pkts-sent": 0,
"invalid-type-pkts-rcvd": O,
"address-list-errors": O,
"packet-length-errors": 1

"ietf-vrrp:vrrp": {

"virtual -routers": 3,

"interfaces": 2,

"statistics": {
"discontinuity-datetime": "2016-10-24T17:11:27+02: 00",
"checksumerrors": 2,
"version-errors": O,
"vrid-errors": O,
"ip-ttl-errors": 1

Figure 8

Aut hors’ Addr esses
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