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Abstract

Thi s docunent explores the applicability of Bidirectional Forwarding
Detection (BFD) in multipoint networks to enabl e sub-second
convergence in the Virtual Router Redundancy Protocol (VRRP) for
determining the Active Router. Additionally, it defines extensions
to bootstrap point-to-mnultipoint BFD sessions using an | Pv4/lPv6 VRRP
Adverti sement nmessage, and, thus, updates RFC 9568.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The [ RFC9568] is the current Virtual Router Redundancy Protoco

(VRRP) specification for IPv4 and | Pv6 networks. VRRPv3 allows for a
faster switchover to a Backup Router. A router may be part of

several Virtual Router Redundancy groups, such as Active in some and
Backup in others. Supporting sub-second node for VRRPv3 [ RFC9568]

for all these roles w thout specialized support in the data pl ane may
prove chal | engi ng because of the increased |oad on the control plane.
However, it may still be possible to deploy VRRP and provide sub-
second detection of Active Router failure by Backup Routers.

Bi di rectional Forwarding Detection (BFD) [ RFC5880] had been
originally defined to detect failure of point-to-point (p2p) paths:
singl e-hop [ RFC5881], nultihop [ RFC5883]. Single-hop BFD may enabl e
a Backup router to detect a failure of the Active router w thin sub-
seconds.

[ RFC8562] extends [ RFC5880] for multipoint and nulticast networks,

whi ch mat ches the depl oynent scenarios for VRRP over the LAN segnent.
Thi s docunent denpnstrates how point-to-nultipoint (p2np) BFD can
enabl e faster detection of the Active Router failure and thus
mnimze service disruption in a VRRP dormain. It also defines the
extension to VRRP [ RFC9568] to bootstrap a VRRP Backup Router to join
a p2np BFD sessi on.

Mrsky, et al. Expi res 25 January 2026 [ Page 2]



I nternet-Draft Applicability of BFD P2MP in VRRP July 2025

1.1. Conventions used in this docunent
1.1.1. Term nol ogy

BFD: Bidirectional Forwarding Detection

p2nmp: Pont-to- Ml ti point

VRRP: Virtual Router Redundancy Protoco
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Applicability of p2np BFD

[ RFC8562] may provide an efficient and scal abl e solution for a fast-
convergi ng environnent that uses the default route rather than
dynanic routing. Each redundancy group presents itself as a p2np BFD
session, with its Active Router being the head and Backup Routers
being the tails of the p2np BFD session

The Active Router, configured to use p2np BFD to support faster
convergence of VRRP, starts transmtting BFD control packets with

| PvX address associated with the Virtual Router [RFC9568] as a source
| P address and the value of the My Discrimnator field ([RFC5880])

|l ocally selected according to the follow ng rules

For 1 Pv4, the Active Router uses 32 bits of the | Pv4 source
address as described in Section 5.1.1.1 of [ RFC9568].

For I Pv6, the Active Router uses the 32 least-significant bits of
| Pv6 source address, as described in Section 5.1.2.1 of [RFC9568].

A Backup Router demultiplexes p2np BFD test sessions based on | PvX
address associated with the Virtual Router that it has been
configured with and the non-zero My Discrimnator value, it deduces
fromthe received VRRP Adverti senent packet according to the rules
listed above. Wen a Backup router detects the failure of the Active
Rout er, according to Section 5.11 [ RFC8562], it re-evaluates its role
inthe Virtual Router. As a result, the Backup Router may becone the
Active router of the given Virtual Router or continue as a Backup
Rout er .
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If the former is the case, then the new Active router will start

transmtting p2np BFD control packets using the Active Router IP
address as the source I P address for p2np BFD control packets and
t hus bootstraps a new p2np BFD session on a Backup Router

If the latter is the case, the Backup Router MJST cl ose and renove
the p2nmp BFD session associated with the failed Active Router

The VRRP Advertisement packet fromthe new VRRP Active Router wll
bootstrap the new p2np BFD sessi on

1. Miltipoint BFD Encapsul ation

The Mul tipoi nt Head of p2np BFD session when transnitting BFD contro
packet :

Set the source MAC address according to rules in Section 7.3 of
[ RFC9568] ;

MUST set TTL or Hop Linit value to 255 (Section 5 [ RFC5881]).
Simlarly, all received BFD Control packets that are demultipl exed
to the session MJST be discarded if the received TTL or Hop Limt
is not equal to 255;

SHOULD use group address VRRP ('224.0.0.18 for |Pv4 and
"FF02:0:0:0:0:0:0: 12" for 1Pv6) as destination |IP address;

MAY use networ k broadcast address for IPv4 or |link-local all nodes
mul ticast group for IPv6 as destination |P address;

MUST set destination UDP port value to 3784 when transnitting BFD
control packets, as defined in [ RFC8562];

Source UDP port value selection follows the rules defined in
Section 4 of [RFC5881];

MJUST use the Active Router |IP address as the source | P address.
| ANA Consi der ati ons

Thi s docunent nakes no requests for | ANA allocations. This section
may be del eted by RFC Editor.

Security Considerations

Thi s docunent defines an alternative way, to the one defined in

[ RFC9568], to accelerate detecting a failure that affects VRRP
functionality using p2np BFD. The operation of either protocol is
not changed.
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Security considerations discussed in [ RFCO568], [RFC5880], [ RFC5881],
and [ RFC8562], apply to this docunent.

5. Acknow edgenents

The aut hors appreci ate comments and suggestions shared by Acee Lindem
and Al exander "Sasha" Vainshtein that helped sinplify the solution.

6. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD)", RFC 5880, DO 10.17487/RFC5880, June 2010,
<https://ww.rfc-editor.org/info/rfc5880>.

[ RFC5881] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD) for 1Pv4 and I Pv6 (Single Hop)", RFC 5881,
DO 10.17487/ RFC5881, June 2010,
<https://www. rfc-editor.org/info/rfc5881>.

[ RFC5883] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD) for Miultihop Paths", RFC 5883, DO 10.17487/ RFC5883,
June 2010, <https://ww.rfc-editor.org/info/rfc5883>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8562] Katz, D., Ward, D., Pallagatti, S., Ed., and G M rsky,
Ed., "Bidirectional Forwardi ng Detection (BFD) for
Mul ti poi nt Networks", RFC 8562, DA 10.17487/ RFC8562,
April 2019, <https://www. rfc-editor.org/info/rfc8562>.

[ RFC9568] Lindem A. and A Dogra, "Virtual Router Redundancy
Protocol (VRRP) Version 3 for |IPv4 and | Pv6", RFC 9568,
DO 10.17487/ RFC9568, April 2024,
<https://www. rfc-editor.org/info/rfc9568>.

Aut hors’ Addr esses
G eg Mrsky

Eri csson
Enmai | : gregi mrsky@nmail.com

Mrsky, et al. Expi res 25 January 2026 [ Page 5]



I nternet-Draft Applicability of BFD P2MP in VRRP July 2025

Jeff Tantsura

NVI DI A

Email: jefftant.ietf@nail.com
Gyan M shra

Verizon Inc.

Emai | : gyan.s. m shra@eri zon. com

Mrsky, et al. Expi res 25 January 2026 [ Page 6]



