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Abst ract

Thi s docunent describes a set of network-rel ated probl ens
enterprises face when interconnecting their branch offices with
dynam ¢ workloads in third-party data centers (DCs) (a.k.a. Coud
DCs). These challenges are particularly relevant to enterprises with
conventional VPN services that want to | everage those networks
(instead of altogether abandoning them

The document al so outlines various nitigation approaches, including
those already devel oped within the I ETF. For chall enges that do not
yet have established solutions, it identifies the | ETF drafts that
have been proposed to address these issues. The intent is to provide
a cohesive view of problens and sol ution approaches that have been
docunented or proposed within the | ETF.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docunents as |nternet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
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The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn

This Internet-Draft will expire on March 15, 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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1. Introduction
Cloud data centers (DCs) provide scal abl e, on-demand services across
vari ous geographic |ocations, enabling enterprises to depl oy
applications and workl oads closer to users for inproved | atency. The
dynani ¢ nature of cloud workl oads necessitates flexible networking
solutions to acconmodat e changes in service |ocations and
connectivity demands.
Cl oud operators offer network functions such as virtual firewalls,
private cloud services, and virtual PBX systenms. As a shared
infrastructure hosting nultiple custoners, Cloud DCs require
enterprises to establish robust connectivity solutions to integrate
exi sting VPNs with cl oud networks.
Thi s docunent exani nes networking chall enges enterprises face when
connecting branch offices to Coud DCs and explores mtigation
practices. Wiile it references work from other standards devel opnent
organi zations (SDCs), its primary focus remains within the | ETF s
scope. Specifically, the docunent focuses on routing-related
chal | enges that have active | ETF di scussions and proposed sol ution
drafts, rather than attenpting to address the entire probl em space
of enterprise-cloud connectivity. Individual |ETF solution drafts
address specific aspects of enterprise-cloud connectivity, but this
docunent unifies these elenents to provide a conprehensive
perspective and enphasi ze the need for coordinated sol utions.
Ref erences to | ETF working groups and Internet Drafts are included
as exanples to informreaders, w thout mandati ng the adopti on of any
specific solution. Section 6 outlines high-Ilevel, solution-agnostic
requirenents to guide future considerations in addressing these
chal | enges

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT™, " SHOULD', "SHOULD NOT", " RECOMMENDED', "NOT RECOMVENDED",
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"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP14 [ RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Terns used in this docunent are descri bed bel ow.

Cloud DCs: Third party Data Centers that usually host applications
and wor kl oads owned by different organizations or
t enants.

Hybrid d oud: applications and workl oads split anong Cl oud DCs owned
or managed by different operators.

Hybrid Couds: A hybrid cloud is a mixed conputing environment where
applications are run using a conbination of conputing,
storage, and services in different public clouds and
private clouds, including on-prenises data centers or
"edge" | ocations [HYBRI D- CLOUD] .

| XPs: I nternet exchange points (I Xes or | XPs) are the common
grounds of IP networking, allow ng participating
Internet service providers (ISPs) to exchange data
destined for their respective networks [WKI - XP].

Private Cloud: The cloud infrastructure is provisioned for exclusive
use by a single organization conprising multiple
consuners (e.g., business units). It may be owned,
managed, and operated by the organization, a third
party, or sone conbination of them and it may exist on
or off premises. (N ST Special Publication 800-145).

SD- VAN An overlay connectivity service that optimzes transport
of | P Packets over one or nore Underlay Connectivity
Servi ces by recogni zing applications (Application Flows)
and determ ning forwardi ng behavi or by applying Policies
to them [MEF-70. 2]

VPC: A Virtual Private Coud (VPC) is a secure, isolated
segnment of a public cloud, where users can depl oy and
manage resources such as virtual nmachi nes, databases,
and applications. VPCs offer the flexibility of using
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3.

3.

the public cloud' s infrastructure while providing nore
control over networking and security.

I ssues and Mtigation Methods of Connecting to Cl oud DCs

This section identifies sonme high-level problens that can be
addressed using | ETF technol ogi es and ongoi ng standardi zati on
efforts within the Routing area. O her Coud DC rel ated chal | enges,
such as managi ng C oud spendi ng or issues outside the Routing scope,
are out of the scope for this docunent.

1. Increased BGP Peering Errors and Mtigation Methods

Where conventional |1SPs peer primarily with other ISPs and with a
limted nunber of VPN enterprise custoners, public C oud DCs
establish BGP sessions with a nuch |arger and nore diverse set of
enterprise custoners. Many of these enterprises and application
provi ders are not experienced in nanagi ng conpl ex BGP rel ati onshi ps,
whi ch increases the likelihood of configuration errors, such as
capability m smatch, route | eaks, m ssing Keepalives, and session
resets. Capability msmatch, in particular, can cause BGP sessions
not being adequately established. These issues are nore acute for
Cloud DCs than they have been, though they also affect conventiona
ISPs to a | esser degree.

BGP route convergence del ays and security vulnerabilities, such as
BGP hijacking, remain significant concerns when connecting
enterprise networks to Cloud DCs. Route propagation policies and
peering configurations vary across cloud providers, requiring
enterprises to carefully design BGP session paraneters to prevent
route | eaks, session resets, and excessive route advertisenents. The
use of BGP Route Reflectors, policy-based route filtering, and

aut omat ed session nonitoring can help mtigate these risks and

i mprove BGP session stability in hybrid and nmulti-cloud

envi ronments.

Here are the recomended mitigation practices:

- ACoud GNtypically establishes nultiple eBGP sessions with
many clients. Each session is configured with a maxi mum nunber
of routes it can handle. To avoid exceeding this limt, which
could lead to the Coud GNdropping routes, on-prem ses data
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center gateways should sinplify their route advertisenents by
filtering unnecessary routes and using a default route instead.
This practice mnimzes the volune of routing information
exchanged between on-prem ses data centers and C oud DCs,

t hereby preventing the unwanted dropping of routes when the
configured maxi mum for a client is exceeded, where appropriate
and when consistent with enterprise policy and Coud DC
requirenents

- Wien a C oud GWNreceives inbound routes exceeding the maxi mum
routes froma peer, the current practice is to generate out-of-
band alerts (e.g., Syslog entries) via the nanagenent system or
to terninate the BGP session (with a cease notification nessage
bei ng sent per Section 4 of [RFC4486]). However, a nore
operation-friendly approach would be for peers to reduce the
nunber of routes they are advertising. Therefore, it is worth
considering adding a "route threshold crossing"” alert mechani sm
to request peers to take action to reduce their advertised
routes, rather than their BGP sessions being term nated by
Cloud GN While this nmechanismis not available today and is
beyond the scope of this document, further discussion in the
| ETF Inter-Domain Routing (IDR) Working Group i s needed. Such
work could lead to the addition of new subcodes in RFC4486
Section 3 and correspondi ng descriptions in RFC4486 Section 4
to facilitate this nore efficient approach

- If a Coud GN a BGP speaker, receives fromits BGP peer a
capability that it does not itself support or recognize, it
MJUST ignore that capability, and the BGP sessi on MJUST NOT be
term nated per [RFC5492]. While ignoring unknown capabilities
prevents unnecessary session resets, cloud operators should
still nonitor capability nismatches through | ogging or
managenment systens to avoid configuration anbiguities.

- Wien receiving a BGP UPDATE with a mal forned attribute, the
revised BGP error handling procedure in [ RFC7606] shoul d be
foll owed i nstead of session resetting.

- Wien a Coud DC doesn't support multi-hop eBGP peering with
external devices, enterprise GM need to establish tunnels
(e.g., IPsec) to the Cloud GM to forman |IP neighbor
rel ati onshi p.
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- Leveragi ng YANG nodel s to programmatically synchronize
configurations between BGP peers (e.g., [SVCAC]) and to adjust
the I ocal configuration accordingly (e.g., [NTWAC] or
[ DATAMODEL- BGP] ). This proactive approach reduces the
I'i kelihood of BGP configuration issues and ensures that both
BGP peers operate with synchronized and conpati bl e settings,
where YANG i nterfaces are support ed.

3.2. Site Failures and Methods to M ninize | npacts

In this docunent, a site refers to a subdivision within a Coud Data
Center (Cloud DC), such as a building, a floor, a pod, or a server
r ack.

Failures within a site can include capacity degradation or conplete
out-of-service failure. Sone exanples of events that can trigger a
site failure are: a) fiber cut for |links connecting to the site or
among pods within the site; b) cooling failures; c¢) insufficient
backup power during a power failure; d) cyber threat attacks; e) too
many changes outside of the maintenance wi ndow, etc. A fiber-cut is
not uncomon in a C oud DC or between DCs.

As described in [ RFC7938], a Coud DC may not run IGP within its
domain, instead, it relies on internal nmethods to detect and report
faults, which differ from standardi zed protocols |ike BFD or IGP. In
the event of a site failure, while Cloud GNvisible to clients
continues to operate normally, the failure remains undetected by
clients relying on BFD [ RFC5880]. When BFD is not running within the
Cloud DC, the GWcannot sinply extend or concatenate BFD sessions to
external peers.

When a site failure occurs, many services can be inpacted. Wen the
i npacted services’ |IP prefixes in a site are not well aggregated,
which is conmon, one single site failure can trigger nultiple BGP
UPDATE nessages. There are proposals, such as [ METADATA- PATH], to
enhance BGP advertisenents to reduce the nunber of nessages
required.

[ RFC7432] specifies a mass w thdrawal mechanismfor EVPN to signal a
| arge nunber of routes being changed to renote PE nodes as quickly
as possible. However, this alone is insufficient, as the routes at
the sites might not all be EVPN routes.
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3.3. Limtations of DNS-based C oud DC Location Sel ection

Many applications have nultiple instances running in different C oud
DCs. A commonly depl oyed sol ution has DNS server(s) responding to a
Fully Qualified Domain Name (FQDN) inquiry with | P addresses of the
instance in the closest or |owest cost DC. Here are sone probl ens
associ ated wi th DNS-based sol uti ons:
- Dependent on client behavior
- A misbehaving client can cache results indefinitely, even
if the DNS TTL has expired.
- Clients may fail to access a service even though there are
servers available in other C oud DCs because the failing
I P address is still cached in the DNS resol ver.
- No inherent awareness of proximty in the network (routing)
| ayer, resulting in suboptinmal performance.
- Inflexible traffic control: The Local DNS resolver becones the
unit of traffic managenent which requires DNS to receive
peri odi ¢ updates of the network condition, which can be
operationally difficult.
One nethod to mitigate the problens |isted above is to use anycast
[ RFC4786] for the services so that network proximty and conditions
can be automatically considered in optinmal path selection. However,
anycast optimzes based on routing reachability and may not reflect
real -tine congestion or service |oad.

[ METADATA- PATH] identifies metrics that can be utilized for the
ingress routers to nmake path steering decisions not only based on
the routing cost but also the running environnent of the edge
services. This conpl enments DNS-based approaches by shifting

deci sion-making to the routing |ayer.

[ RFC8490] and [RFC8765] on stateful DNS can al so hel p i nprove
performance by refreshing the cache and handling session idle
timeouts nore effectively.

3.4. Network |ssues for 5G Edge O ouds and Mtigation Methods
5G Edge O oud DCs [3GPP-5G Edge] nmay host edge conputing

applications for ultra-low | atency services on virtual or physica
servers. Those applications have | ow | atency connections to the UEs
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(User Equi prrent) and mi ght have other connections to backend servers
or databases in other |ocations.

The low latency traffic to/fromthe UEs is transported through the
5G gNB (Next GCeneration Node B), UPFs (User Plane Function) and the
5G Local Data Networks (LDN) to the edge Cloud DCs. The LDN s
ingress routers connected to the UPFs m ght be co-located with 5G
Core functions in the edge C ouds. The 5G Core functions include
Sessi on Managenent Functions (SMF), Access Mbility Functions (AVF),
User Pl ane Functions (UPF), and ot hers.

Here are some network problens with connecting to the services in
the 5G Edge d ouds:

1) Wile distances fromthe LDN Ingress router to server
instances in different edge clouds may vary slightly, the
overall service latency is significantly influenced by both
routing di stance and capacity status at the edge cloud.
Therefore, a routing protocol solely based on the shortest
routing di stance al one may not guarantee the | owest overal
| atency. A nore conprehensive approach that considers both
factors is essential for the routing protocol to achieve
servi ce performance

2) Due to user nobility, sources (UES) can ingress from
different LDN Ingress routers, presenting a routing
chal | enge

[ METADATA- PATH] extends the BGP UPDATE nessages for a Cloud GNto
propagate the edge service-related netrics fromdoud GNto the
ingress routers so that the ingress routers can incorporate the
destination site’'s capabilities with the routing distance in
computing the optinmal paths.

The | ETF CATS (Conputing-Aware Traffic Steering) working group is
exam ni ng general aspects of this space and may conme up with
protocol reconmendations for this information exchange.

3.5. DNS Practices for Hybrid Wrkl oads
DNS nane resolution is essential for on-prem ses and cl oud-based
resources. For custoners with hybrid workl oads, which include on-

premni ses and cl oud-based resources, extra steps are necessary to
configure DNS to work seam essly across both environments.
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Each cl oud operator has its own DNS to resolve resources within its
Cloud DCs and to well-known public domains. A cloud DNS service can
be configured to forward queries to custoner managed authoritative
DNS servers hosted on-prem ses and to respond to DNS queri es
forwarded by on-prenises DNS servers

For enterprises using multiple cloud providers, it is necessary to
establish policies and rules on how where to forward DNS queri es.
VWhen applications in one Coud need to comunicate with applications
hosted in another C oud, DNS queries fromone C oud DC could be
forwarded to the enterprises’ on-premses DNS, which in turn can be
forwarded to the DNS service in another C oud. Configuration can be
conmpl ex dependi ng on the applicati on comunication patterns.

However, name collisions can still occur even with carefully managed
policies and configurations. Some organi zati ons use internal nanes
|ike those under a .internal top-level donmain. However, .internal is

not an officially designated special-use domain name by | ANA nor an
| CANN- approved Top-Level Domain. To avoid conflicts, enterprises
shoul d use a globally unique, registered domai n nanme, even for
internal resolution purposes. A globally unique name does not have
to be globally resolvable. An organization’s domain can include
subdonmai ns that are only resolvable within restricted zones, zones
that resolve differently depending on query origin, or zones that
resol ve consistently for all queries [Split-Horizon-DNS].

Usi ng gl obal Iy uni que names prevents collisions and sinplifies
DNSSEC trust nanagenent, since registered domains can be chained to
the gl obal DNSSEC trust anchor. Enterprises should therefore

consi der using a registered FQDN from gl obal DNS as the root for
both enterprise and internal nanespaces

3.6. NAT Practices for Accessing C oud Services

Cl oud resources, such as VMs (Virtual Machine) or application

i nstances, are comonly assigned with private | P addresses. Wen
integrating multiple cloud environments or hybrid cloud
architectures, enterprises often face overlapping private |IP address
spaces, requiring address translation techniques such as NAT
Managi ng NAT policies across different cloud providers can introduce
additional conplexity, particularly when ensuring consistent routing
and avoi ding conflicts between overl appi ng RFC1918 address ranges.

By configuration, some private subnets can have NAT functionality to

reach out to external networks, while some private subnets are
internal to a Coud DC only.
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D fferent cloud operators support different |evels of NAT
functionality. For exanple, in some environments a NAT gateway nay
not support connections through private endpoints, VPN, direct
connections, or peering links [AWs-NAT]. In others, NAT services may
provi de out bound connectivity to the Internet for instances w thout
public | P addresses, but not inbound NAT [ Googl e- NAT]. These

vari ations nean that enterprises nust carefully eval uate provider-
specific NAT features and limtations.

In addition to feature gaps across providers, NAT itself introduces
operational challenges. Address translation can obscure end-to-end
visibility, conplicate troubl eshooting, and make consistent policy
enforcenment nore difficult across multiple domains. NAT state
exhaustion and asymmetric routing can also lead to subtle service
di srupti ons.

For enterprises with applications running in different C oud DCs,
NAT configurations nmust therefore be carefully coordinated across
Cloud DCs and on-prem ses DCs to ensure consi stency, prevent
conflicts, and m nim ze operational conmplexity.

3.7. Coud Discovery Practices

One of the concerns of enterprises using Coud services is the |ack
of awareness of the locations of their services hosted in the C oud,
as cloud operators can move the service instances fromone place to
anot her. Wil e geographic |locations are usually exposed to
enterprises, such as Availability Zones or Regions, the topol ogica

| ocation is usually hidden. Wen applications in C oud DCs

communi cate with on-prem ses applications, it nay not be clear where
the cloud applications are |located or to which VPCs they bel ong.

Being able to detect cloud services |ocation can hel p on-prem ses
gateways (routers) to connect to services in a nore optinal site,
particularly when the enterprise’s end users or policies change.

For enterprises that instantiate virtual routers in C oud DCs,
met adata can be attached (e.g., CGENEVE [ RFC8926] header or |Pv6
Ext ensi on Header) to indicate additional properties, including
useful information about the sites where they are instantiated.

4. Dynami c Connecting Enterprise Sites with C oud DCs
For many enterprises with established private VPNs (e.g., private

circuits, MPLS-based L2VPN RFC6136]/L3VPN RFC4364]) interconnecting
branch offices and on-prem ses data centers, connecting to C oud
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services will be a mix of different types of networks. Wen an
enterprise’s existing VPN service providers do not have direct
connections to the desired Coud DCs that the enterprise prefers to
use, the enterprise faces additional infrastructure and operational
costs to utilize the Coud services.

Thi s section describes sone nmechanisnms for enterprises with private
VPNs to connect to Cl oud services dynamcally.

4.1. Sites to Cloud DC

Most Cl oud operators offer multiple types of network gateways (GM\)
through which an enterprise can reach their workl oads hosted in the
Cl oud DCs:

- Internet GWfor services hosted in the Coud DCs to be accessed
by external requests via Internet routable addresses. E. g., AW
I nternet GW ][ AWS-  oud- WAN] .

- IPsec tunnels termnating GNfor establishing | Psec SAs
[ RFC6071] with an enterprise’s own gateway, so that the
conmuni cati ons between those gateways can be secured fromthe
underlay (which might be the public Internet). E. g., AWS
Virtual gateway (VGW.

- Direct connect GWfor enterprises to connect with d oud
services via private |l eased |ines provided by Network Service
Providers. E.g., AW Direct Connect. In addition, an AW5 Transit
Gat eway can be used to interconnect nultiple VPCs in different
Avail ability Zones. AWS Transit Gateway acts as a hub that
controls how traffic is forwarded anbng all the connected
net wor ks whi ch act |ike spokes.

Each cl oud provider enforces its own routing mechani sms, such as AWS
Transit Gateway, Azure Virtual WAN, and Google C oud Dedicated

I nterconnect. These vendor-specific architectures create additional
chal  enges for enterprises that require consistent routing policies
across multiple cloud environnments.

M crosoft Azure’s Virtual WAN [ Azure-SD-WAN] al | ows extension of a
private network to any of the Mcrosoft Coud services, including
Azure and O fice365. ExpressRoute is configured using Layer 3
routing. Customrers can opt for redundancy by provisioning dual |inks
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fromtheir location to two Mcrosoft Enterprise edge routers (MSEES)
| ocated within a third-party ExpressRoute peering |ocation. The BGP
routing protocol is then setup over WAN |inks to provide redundancy
to the cloud. This redundancy is nmintained fromthe peering data
center into Mcrosoft’s cloud network.

Googl e’s O oud Dedicated Interconnect offers simlar network
connectivity options as AW and M crosoft. One distinct difference,
however, is that Google’s service allows custonmers access to the
entire global Coud network by default. It does this by connecting
the on-prem ses network with the Google C oud using BGP and Googl e
Cloud Routers to provide optinmal paths to the different regions of
the gl obal cloud infrastructure.

Figure 1 bel ow shows an exanple of a portion of workloads bel ongi ng
to one tenant (e.g., TN-1) that are accessible via a virtual router
connected by AWS Internet Gateway; sone of the same tenant (TN-1)
services are accessible via AWs vGN and others are accessible via
AWS Direct Connect. The workl oads bel onging to one tenant can
communi cate within a Cloud DC via virtual routers (e.g., vRL, VvR2).

Different types of access require different |evel of security
functions. Sonetinmes it is not visible to end custoners which type
of network access is used for a specific application instance. To
get better visibility, separate virtual routers (e.g., VRL & VR2)
can be deployed to differentiate traffic to/fromdifferent C oud
GM. It is inportant for some enterprises to be able to observe the
speci fic behavi ors when connected by different connections.

A CPE (Custoner Prenises Equi pnment) can be a custoner owned router
or ports physically connected to an AW5 Direct Connect GW
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TN: Tenant Network. One TN can be attached to both vRlL and vR2.
Figure 1. Exanples of Miltiple Coud DC connecti ons.

4.2. Inter-C oud Connection

The connectivity options to Cl oud DCs described in Section 4.1 are
for reaching doud providers’ DCs, but not between C oud DCs. Inter-
cloud routing conplexity arises fromthe | ack of standardized
mechani sns for routing across nultiple cloud providers. Each cl oud
operator applies distinct routing policies, which can create
interoperability issues when establishing direct inter-cloud
connections. Enterprises may |everage third-party cloud service
brokers, SD-WAN overlays, or virtual routers instantiated in
different Cloud DCs to optim ze traffic fl ow across cl oud

envi ronments.
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Optimzing east-west traffic within and across Coud DCs is critical
for modern workl oads, particularly for applications with high inter-
service comunication. Enterprises often rely on direct inter-VPC
peering, SD-WAN overl ays, or cloud-native transit services (e.g.,
AWS Transit Gateway, Azure Virtual WAN) to inprove performance and
reduce latency in nulti-cloud and hybrid environments.

For exanple, when applications in AW C oud need to comunicate with
applications in Azure, today's practice requires a third-party
gateway (physical or virtual) to interconnect the AWS' s Layer 2

Di rect Connect path with Azure's Layer 3 ExpressRoute.

Enterprises can also instantiate their virtual routers in different
Cl oud DCs and administer |IPsec tunnels among them In summary, here
are sone approaches, available to interconnect workl oads anong
different O oud DCs:

a) Wilize Aoud DC provided inter/intra-cloud connectivity
services (e.g., AW Transit Gateway) to connect workl oads
instantiated in multiple VPCs. Such services are provided with
the O oud gateway to connect to external networks (e.g., AWS
Di rect Connect Gat eway).

b) Hairpin all traffic through the custoner gateway, neaning all
wor kl oads are directly connected to the custoner gateway, so
that comuni cati ons anong wor kl oads within one O oud DC nust
traverse the custonmer gateway.

c) Establish direct tunnels anong different VPCs (AWS Virtual
Private Cl ouds) and VNET (Azure's Virtual Networks) via
client’s own virtual routers instantiated within C oud DCs.
NHRP ( Next Hop Resol ution Protocol) [RFC2735] based nulti - point
techni ques can be used to establish direct nulti-point-to-Point
or multi-point-to multi-point tunnels anong those client’s own
virtual routers.

d) UWilize a Coud Aggregator or Cl oud Services Broker (CSB) who
acts as an internediary anong cl oud service providers and
network service providers to offer a conbined total package for
enterprises. The C oud Aggregator can provide the network
connecti ons anong one enterprise’s services instantiated in
mul ti pl e d ouds.

Approach a) usually does not work if Cl oud DCs are owned and nanaged
by different C oud providers.
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Approach b) creates additional transm ssion delay plus incurring
costs when exiting O oud DCs.

For Approach c), [SDWAN- EDGE- DI SCOVERY] descri bes a nechani sm for
virtual routers to advertise their properties for establishing
proper |Psec tunnels anong them There could be other approaches
devel oped to address the problem

Approach d) is a method of third-party multi-cloud managenent
busi ness nodel .

4.3. Extending Private VPNs to Hybrid d oud DCs

Traditional private VPNs, including private circuits or MPLS-based
L2/ L3 VPNs, have been w dely depl oyed as an effective way to support
busi nesses and organi zati ons that require network performance and
reliability although such services may be consi dered prem um

avail abl e only at additional cost. Connecting an enterprise's on-
premise CPEs to a Coud DC via a private VPN requires the private
VPN provider to have a direct path to the Coud GN Wien the user
base changes, the enterprise mght want to mgrate its

wor k|l oads/ applications to a new Cloud DC | ocation closer to the new
user base. The existing private VPN provider mght not have circuits
at the new | ocation. Deploying PEs routers at new | ocations takes a
long tine (weeks, if not nonths).

VWhen the private VPN network can’t reach the desired C oud DCs,

| Psec tunnels can dynamically connect the private VPN s PEs with the
desired Cloud DCs GM. As the private VPNs provide higher quality of
services, choosing a PE closest to the Coud GNfor the | Psec tunne
is desirable to minimze the | Psec tunnel distance over the public

I nternet.

In order to support Explicit Congestion Notification (ECN) [ RFC3168]
usage by private VPN traffic, the PEs that establish the |Psec
tunnels with the Coud GNWNneed to conply with the ECN behavi or

speci fied by [ RFC6040] .

An enterprise can connect to nultiple Coud DC | ocations and
establish different BGP peering with Cloud GNrouters at different
| ocations. As multiple Coud DCs are interconnected by the d oud
provider’s own internal network, its topology and routing policies
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are not transparent or even visible to the enterprise customer’s on-
prem ses routers. One Coud GWBGP session m ght advertise all of
the prefixes of the enterprise’s VPC, regardl ess of which C oud DC a
given prefix resides, which can cause inproper optinal path

sel ection for on-prem ses routers.

Managi ng hybrid cloud routing is further conplicated by differences
in cloud provider routing architectures, naking consistent policy
enforcement chal l enging. Enterprises often need to integrate SD WAN
solutions or other overlay technol ogi es to harnoni ze routing

behavi ors across nultiple cloud platforns.

To get around this problem virtual routers in Coud DCs can be used
to attach metadata (e.g., in the GENEVE header or |Pv6 Extension
Header) to indicate the Geo-location of the Coud DC, the del ay
measur enent, or other rel evant data.

5. Methods to Scale | Psec Tunnels to C oud DCs

As described in Section 4.3, |IPsec tunnels can be used to
dynani cal |y establish connection between private VPN PEs with C oud
GNs. Enterprises can also instantiate virtual routers within d oud
DCs to connect to their on-premi ses devices via | Psec tunnels.

As described in [Int-tunnels], |Psec tunnels can introduce MIU
probl ems. This docunment assunes that endpoi nts manage the
appropriate MIU sizes, therefore, not requiring VPN PEs to perform
fragnmentati on when encapsul ati ng user payl oads in the | Psec packets.

5.1. Scale | Psec Tunnel s Managenent

I Psec tunnels are a very convenient solution for an enterprise with
a small number of |ocations to reach a Coud DC. However, for a

medi umto-large enterprise with nmultiple sites and data centers to
fully connect to multiple Coud DCs, there are N*C*2 bi-directiona

| Psec SAs (tunnels) between C oud DC gateways and all those sites,
with N being the nunber of enterprise sites and C being the numnber
of doud sites. Each of those IPsec Tunnels requires pair-w se
periodic key refreshnent. For a company with hundreds or thousands
of locations, managi ng hundreds (or even thousands) of |Psec tunnels
can be very processing intensive. That is why many C oud operators
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only allow a limted nunmber of (IPsec) tunnels and bandwi dth to each
cust oner.

A solution |ike group key managenent [ RFC4535] has been used to
scal e the | Psec key managenent. The group key managenent protoco
docunented in [ RFC4535] outlines the relevant security risks for any
group key managenment systemin Section 3 (Security Considerations).
While this particular protocol isn't being suggested, the drawbacks
and risks of group key managenent are still rel evant.

[ SDWAN- EDGE- DI SCOVERY] | ever ages the peers communi cati on polices on
the SD-WAN controll er and BGP Update nessages to exchange | Psec
Security Associations related parameters anmong peers w thout |KEv2
poi nt-to-point signaling or any other direct peer-to-peer session
est abl i shnent nessages.

5.2. CPEs Interconnection Over the Public Internet

When enterprise CPEs are far away from each other, e.g., across
country/continent boundaries, the performance of |Psec tunnels over
the public Internet can be problematic and unpredi ctable. Even
though there are many nonitoring tools avail able to neasure del ay
and various performance characteristics of the network, the

measur enent for paths over the Internet is passive and past
nmeasurenents may not represent future performance

[ MULTI - SEG SDWAN] outlines sonme approaches for |everaging the d oud
backbone to connect enterprise CPEs across diverse geographica
areas, elimnating the need for the oud GNto decrypt and re-
encrypt traffic fromthe CPEs. A thorough exam nation of the
security inplications associated with this proposed nmethod is
necessary. Alternative encapsul ations, |ike SRH (Segnent Routing
Header) [RFC8754] or others, can be considered for interconnecting
enterprise CPEs.

6. Requirenments for Networks Connecting C oud Data Centers

To address the issues identified in this docunent, network sol utions
for connecting enterprises with their dynam ¢ workl oads or
applications in Coud DCs should satisfy the follow ng requirenents:
- Shoul d support scal abl e policy managenent for the traffic to
and fromthe newy instantiated application instances at any
Cloud DC | ocation. The scal abl e policy managenent, even though
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out of the scope of this docurment, can include centralized
policy repositories and API-driven automation.

- Should allow enterprises to take advantage of the current
state-of-the-art private VPN technol ogi es, including the
conventional circuit-based, MPLS-based VPNs, or |Psec-based
VPNs (or any conbination thereof) that run over the public
I nternet.

- Shoul d support scal abl e | Psec key managenment anong all nodes
invol ved in DC interconnect schenes.

- Shoul d support easy and fast, on-demand network connections to
dynani ¢ wor kl oads and applications in Coud DCs and easily
reach these workl oads when they migrate within or across data
centers.

- Shoul d support traffic steering to distribute | oads across
regions or Availability Zones based on performance/avail ability
of workloads in addition to the network path conditions to the
Cl oud DCs.

- Shoul d support network traffic traceability, |ogging, and
di agnosti cs.

- Shoul d support transit/spoke gateways interconnection
scal ability and consistent policy enforcement as workl oads are
increased/ mgrated. This requirenment is mainly for the d oud
Aggregators or C oud Service Brokers who provide managed
services to enterprises over multiple Coud service providers.

7. Security Considerations

Thi s docunent focuses on security challenges directly related to
networking and routing in enterprise-cloud connectivity, rather than
broader cloud security concerns such as encryption at rest, patch
managenent, and regul atory conpliance. Wile those aspects are
important, they fall outside the scope of this docunent, which
specifically highlights network security risks, including BGP
security, DDoS mtigation, VPN scalability, and inter-cloud
connectivity risks. The security issues in terns of networking to

Cl oud DCs i ncl ude:

- Service instances in Coud DCs are connected to users

(enterprises) via Public IP ports which are exposed to the
followi ng security risks:
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a) Potential DDoS (Distributed Denial of Service) attack to the
ports facing the untrusted network (e.g., the public Internet),
whi ch may propagate to the cloud edge resources. To mitigate
such security risk, it is necessary for the ports facing
Internet to enable Anti-DDoS features. There are nany Anti-DDoS
features to consider. Some exanples include Rate Liniting,
Access Control Lists (ACLs), Deep Packet Inspection (DPl),

Bl ackhol i ng and Si nkholing (which route malicious traffic to a
non-exi stent | P address or a systemthat safely absorbs or

anal yzes the traffic), Traffic Scrubbing, and Geo-I|P Bl ocking.

b) Potential risk of augnmenting the attack surface with inter-
Cl oud DC connection by neans of identity spoofing, man-in-the-
m ddl e, eavesdroppi ng or DDoS attacks. One exanpl e of
mtigating such attacks is using DILS to authenticate and
encrypt MPLS-in-UDP encapsul ation [ RFC7510].

Potential attacks from service instances within the cloud. For

exanpl e, data breaches, conprom sed credentials, and broken
aut henti cati on, hacked interfaces and APls, and account
hi j acki ng.

- When | Psec tunnels established fromenterprise on-preni ses CPEs

Dunbar ,

are term nated at the C oud DC gateway where the workl oads or
applications are hosted, traffic to/froman enterprise’s
wor kl oad can be exposed to others behind the data center
gateway (e.g., exposed to other organizations that have
wor kl oads in the sane data center)

To ensure that traffic to/from workloads is not exposed to
unwanted entities, |Psec tunnels nmay go all the way to the
wor kl oad (servers, or VMs) within the DC

BGP security risks, including BG hijacking and route | eaks,

can lead to malicious traffic redirection. To nitigate these

ri sks, enterprises should inplenment BGP authentication (e.g.,
TCP MD5 or GISM, RPKI for route validation, and strict

i nbound/ out bound route filtering. Additionally, session
security neasures, such as RFC5492 for handling unsupported BGP
capabilities and RFC7606 for inproved error handling, can
enhance routing stability and resilience.
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- Group key managenment [RFC4535] cones with security risks such
as: keys being used too Iong, single points of conprom se (one
comprom se affects the whole group), key distribution
vul nerabilities, key generation vulnerabilities, to nane a few

[ RFC4535] outlines the security risks in Section 3 (Security
Consi derations). Wile [ RFC4535] specific protocol isn't being
suggested, the risks and vulnerabilities apply to any group key
management system

- Striking a balance between scaling | Psec tunnel nanagenent
outlined in this docunent and naintaining robust security is a
delicate consideration. Sinplifying the I Psec tunnel nanagenent
to reduce managenent conplexity for |arge SD-WAN networ ks ni ght
come with the inherent risk of decreased security. Carefu
consi deration of the specific deploynents, coupled wth regul ar
security assessnments, is crucial to ensure the integrity and
confidentiality of the transnitted data.

The Cloud DC operator’s security practices can affect the overal
security posture and need to be eval uated by custoners. Many C oud
operators offer nonitoring services for data stored in douds, such
as AWS Cl oudTrail, Azure Mnitor, and nany third-party nonitoring
tools to inprove the visibility of data stored in C ouds.

Solution drafts resulting fromthis work will address security
concerns inherent to the solution(s), including both protoco
aspects and the inportance, for exanple, of securing workloads in
Cloud DCs and the use of secure interconnection nechani sns.
A full security evaluation will be needed before [ MILTI - SEG SDWAN]
and [ SDWAN- EDGE- DI SCOVERY] can be reconmended as a solution to some
probl ens described in this docunent.

8. | ANA Consi derations
Thi s docunent requires no | ANA acti ons.
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