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Abstract
Thi s docunent describes a method for seanl essly
i nterconnecti ng geographically separated SD-WAN segnents via
a Cl oud Backbone without requiring Coud Gateways (GM) to
decrypt and re-encrypt traffic. By encapsul ating | Psec-
encrypted payl oads within CGENEVE headers (RFC 8926), the
approach enables Coud GM to forward encrypted traffic
directly between di stant Custoner Prem ses Equi pnent (CPEs).
Thi s reduces processing overhead, inproves scalability, and
preserves the confidentiality of enterprise data while
ensuring secure and efficient nulti-segnent SD- WAN.
connectivity.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet

Engi neering Task Force (I ETF), its areas, and its working
groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.
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Internet-Drafts are draft docunments valid for a maxi num of
six nonths and may be updated, replaced, or obsol eted by
ot her documents at any time. It is inappropriate to use
Internet-Drafts as reference material or to cite them ot her
than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed
at http://ww.ietf.org/shadow. htm

This Internet-Draft will expire on March 16, 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as
t he document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date
of publication of this docunent. Please review these
docunments carefully, as they describe your rights and
restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment rmust include Sinplified BSD

Li cense text as described in Section 4.e of the Trust Legal
Provi sions and are provided without warranty as described in
the Sinplified BSD License.
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1. Introduction

Enterprises are increasingly turning to SD-WAN to connect on-
prem ses CPEs with cloud services, as discussed in detail in
[ Net 2Cl oud]. Each SD-WAN segnent typically connects a CPE to
its nearest Coud Gateway (GWN. Sonme of this traffic

term nates at the cloud services and nust be decrypted by the
Cloud GW O her traffic is destined for renote CPEs | ocated
in different geographic regions and only require forwarding
across a C oud Backbone, wi thout decryption.

Mul ti-segnment SD-WAN refers to the architecture in which two
or nmore SD-WAN segnents are interconnected via a C oud
Backbone. This nodel enables traffic that originates in one
SD- WAN segnent to reach a distant CPE through transit C oud
GNs wi thout decryption. It supports hybrid traffic handling:

| ocal cloud-bound traffic is decrypted by the Coud GN while
CPE-to-CPE traffic is forwarded securely across the backbone.
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I nterconnecting these SD-WAN segnents via a O oud Backbone
provi des several key benefits:

a) Seanl ess connectivity - Enterprises can integrate
geographical ly di spersed SD-WAN segnents into a unified
networ k wit hout conpl ex manual configurations.

b) Scalability - The C oud Backbone’s el asticity accomvpdat es
increased traffic demands wi thout requiring extensive on-
prem ses infrastructure.

c) Sinplified operations - Centralized orchestration
stream i nes policy enforcenment and network nmanagenent
across all segnents.

The chal l enges and notivations for this architecture are
further detailed in [Net2Cd oud], which outlines issues
enterprises face when interconnecting branch sites with
dynanmi ¢ workloads in third-party C oud DCs, particularly when
| everagi ng existing VPN infrastructure.

A key requirenent in C oud Backbone stitching SD-WAN segment s
is the ability to forward encrypted traffic across the O oud
Backbone wi thout requiring decryption at Coud GA. Since

| Psec Security Associations (SAs) are established end-to-end
bet ween CPEs, C oud GA cannot access the payload for routing.
I ntroducing an additional |Psec tunnel |ayer between CPE and
Cloud GWjust for routing purposes is inefficient-it adds
processi ng overhead, increases |atency due to decryption and
re-encryption, and inposes scalability imts due to cloud
provider restrictions on | Psec capacity per GWinstance.

Thi s document defines a GENEVE-based nmethod that avoids these
i nefficiencies. SD-WAN CPEs encapsul ate | Psec-encrypted
packets with GENEVE headers [ RFC8926] that include Sub-TLVs to
signal when traffic should transit the O oud Backbone wi t hout
decryption. This enables Cloud GM to forward encrypted
traffic efficiently to renote CPEs, without accessing the

payl oad. The result is secure, |lowlatency, and scal able

i nterconnecti on of geographically distributed SD-WAN segnents
usi ng the C oud Backbone.
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2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT" |

"SHOULD', "SHOULD NOT", "RECOVWENDED', "NOT RECOMVENDED',
"MAY", and

"OPTIONAL" in this docunent are to be interpreted as
described in BCP14 [ RFC2119] [RFC8174] when, and only when,
they appear in all

capital s, as shown here

The foll owi ng acronyns and terns are used in this docunent:

Cl oud Backbone: The gl obal, private network infrastructure
operated by a cloud provider that interconnects
its regions, zones, and points of presence.

Cl oud DC. Of-Prenm ses Data Center, nmanaged by the third
party, that hosts applications, services, and
wor kl oad for different organizations or tenants.

CPE: Cust omer (Edge) Prem ses Equi pnent.

OnPrem On Prenises data centers and branch offices
RR Rout e Refl ector

SA | Psec Security Associ ation

SD- WAN An overlay connectivity service that optinizes

transport of | P Packets over one or nore Underl ay
Connectivity Services and determ ning forwardi ng
behavi or by applying Policies to them [MEF-70.1]

VPN Virtual Private Network
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3. Use Cases
3.1. Miulti-segnent SD-WAN via a Single Coud GV

Enterprise branches with established SD-WAN paths to a C oud
GW for accessing cloud services can also use the Coud GNtoO
i nterconnect with one another, as shown in Figure 1.
Stitching SD-WAN segnents through a C oud Gateway provides a
way to extend policy enforcenent and traffic control across
branches, particularly when direct branch-to-branch paths
over the public internet are insufficient. This approach is
beneficial for several reasons:

- The public internet between branches may suffer from
limted bandwi dth, unpredictable perfornmance, and security
ri sks.

- Centralized enforcement of enterprise security policies is
possi bl e through cl oud- hosted security services (e.qg.,
firewal | s, DDoS protection), ensuring consistent treatnent
of traffic across sites.

- Cloud platforns often offer enhanced nonitoring,
proprietary threat detection tools, and anal ytics services
that can inspect and respond to suspicious traffic crossing
segment s.
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dememmememeeaaaas +
| d oud |
| +----+ +----+ |
R +-| Edge+--+ GV | |
Direct | +---+-| | +-/\-+
Connect | | | +----+ 1/ \ |
| | Ao [----\--+
| ] / \ SD- WAN Pat h CPE<- >GW
Privat eLi nes / \
[ R [----- + | Psec Tunne
oo + / | \
| / | \
++--/ + | +-\--+
| CPEL] +- - - - +CPE2|
+----+ +----+
Client Route: 192.0.2.0/26 192. 0. 2. 64/ 26

198. 51. 100. 0/ 26 198. 51. 100. 64/ 26
Figure 1 Multi-Segnment SD-WAN stitching via a O oud GW
Note: For clarity, each Iine in this figure represents
connectivity that may consist of multiple parallel paths.
Multiple paths are not shown to avoid excessive conplexity in
the illustration.

3.2. Multi-segnent SD-WAN via O oud Backbone

For geographically distant enterprise branches that have

est abli shed SD-WAN paths to their respective Coud GM for
accessing cloud services, the Coud Backbone provi des an
efficient way to interconnect these branches, as shown in
Figure 2. As outlined in the Introduction section, this
approach enhances network integration, supports dynamc
scaling, and sinmplifies overall managenent, making it well -
suited for nmulti-segment SD-WAN depl oynments across different
regi ons.
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Direct| | | +----- + -]+ +o-]--+
Connect| | | || I I
| ] e R REEREERREEEREEE |------ +
| | | Psec +----- +
Private Lines / \ | CPE10|
I [--+ \ +----- +
| / | \ 192. 0. 2.128/ 25
| +-o---+ | +----+ 198. 51. 100. 128/ 25
Fo-mmm - +CPEL| +- - +CPE2|
+--- -+ +--- -+
Cient Route: 192.0.2.0/26 192. 0. 2. 64/ 26

198. 51. 100. 0/ 26 198. 51. 100. 64/ 26
Figure 2 Miulti-Segnent SD-WAN Stitching via O oud Backbone

3.3. Traffic Steering Challenges in Milti-Segment SD WAN

Many wel | -established traffic engi neering nethods, such as
SRv6 and MPLS-TE, effectively steer traffic through specific
net wor k nodes when the entire network operates under a single
adm ni strative domain.

However, in typical SD-WAN depl oynents, CPE-to-CPE traffic is
carried as best-effort over the public Internet or other
shared transport. Forwarding in the underlay is destination-
based, and the on-preni ses CPEs cannot directly control the
specific path that packets take. This limts the ability to
enforce precise traffic engineering (TE) to reach destination
CPEs.

This lack of predictable routing makes traffic steering

bet ween branch offices highly challenging. Unlike private
MPLS networ ks or provider-controll ed backbones, SD-WAN cannot
inherently dictate the internediate paths for branch-to-
branch traffic. As a result, policies intended to optim ze
performance, enforce security, or ensure conpliance can be
difficult to inplenent.
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To address this issue, this docunent describes a method where
Cloud GM explicitly interconnect SD-WAN segments, ensuring
that branch-to-branch traffic is steered through the C oud
Backbone rather than taking unpredictable internet routes.
Thi s approach provides greater control over traffic flows,
improving reliability, security, and policy enforcenent.

Not e: The nechani sm described in this docunent does not alter
the forwardi ng behavi or of the underlay network. Traffic from
the source CPE to the ingress Cloud GWand fromthe egress
Cloud GWto the destination CPE continues to foll ow nornal
underl ay forwarding. Since these are typically short hops,
the nmore useful traffic engineering (TE) occurs across the

| onger-range C oud Backbone. In this nodel, the overlay
steering defined here enabl es predictable selection of

i ngress and egress Cloud GA, while TE within the backbone is
of fl oaded to the C oud Backbone provider

4. Data Pl ane encoding for SD-WAN Transit

To enable Coud GM to distinguish between packets requiring
decryption for internal cloud services and transit packets
that should be forwarded to destination CPEs, proper packet
marking i s essential. Many encapsul ati on net hods, such as
VLAN tags, IP-in-1P, GRE, etc., can be used to steer traffic
froma CPE to its nearest (or chosen) C oud GN However,
GENEVE encapsul ati on [ RFC8926] offers significant advantages,
including flexible option Sub-TLVs that can signal routing
and policy preferences, such as Restricted Regi ons, Exclude
Regi ons, preferred egress C oud GA, and ot her service
specific requirenments. In addition, GENEVE Encapsul ati on

[ RFC8926] is widely supported by major C oud Service
Providers, which allows Cloud GM to efficiently steer |Psec-
encrypted packets between CPEs via C oud Backbone without
decryption, reducing processing overhead and i nproving
performance while maintai ni ng end-to-end encryption.

4.1. Milti-Segnent SD-WAN Option C ass
Geneve header format is specified in Section 3 of [RFC8926].

Thi s docunent uses the GENEVE Option d ass val ue 0x0163,
whi ch has been assigned by 1ANA to identify Milti-Segnent SD
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WAN- speci fi ¢ Sub- TLVs encoded wi thin the GENEVE header. This
enables Cloud GA to interpret and process SD-WAN transit
packets efficiently wi thout requiring decryption.

01234567890123456789012345678901
T T S S S

+-
Mul ti-seg-SD-WAN Option Class |C Type | IR R Length |
i T o T T i T A S S S T

SD- WAN Tunnel Endpoi nt Sub- TLV

Opti onal SD-WAN Tunnel Oigi nator Sub-TLV

+-
+-
T S i I T sk i S S S S
I i I S i T S s Su S DU S

! — +— 1 — +— 1 —

Opti onal Egress GW Sub- TLV
I I

T S i T o S T i S SEp S A S

/1 /1
/1 Optional Type Length Val ue objects (variable) /1
/1 /1

R i T I e T S S e S TR S T e i I S e S e e e e o o
Figure 3 Multi Segnent SD-WAN Option C ass

- Milti-seg-SD-WAN Option O ass: val ue 0x0163 (assigned by
I ANA) .

- Cbit: Must be set to ensure that a receiving node drops
the packet if it does not recognize the option, as per
[ RFC8926] .

- Type (8 bits): Specifies the multi-segnent SD WAN
f orwar di ng nodel :
Type = 1: Single-hop transit SD WAN

Type = 2: Multi-Hop transit SD-WAN with an explicitly
specified egress Coud GV (via Egress GW Sub-TLV).

Type = 3: Milti-hop transit SD-WAN wi t hout an explicitly
specified egress C oud GW
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- Length (5 bits): Indicates the total |ength of the option
fields in 4-byte units. If no options are present, this
field is zero [ RFC8926].

Note: the payload following the nmulti-seg-SD-WAN Option O ass
can be I Pv4 or I Pv6. The Protocol Type of the GENEVE header
is set to 50, indicating the GENEVE payl oad carries |Psec ESP
[ RFC8926] [ | PsecOver GENEVE] .

4.2. SD-WAN Tunnel Endpoi nt Sub-TLV

The SD-WAN Endpoi nt sub-TLV i ndi cates the destination CPE,

whi ch is the endpoint of the I Psec Tunnel between branch
CPEs. This Sub-TLV is used by the O oud Backbone to determ ne
the optinmal egress Cloud GNfor forwarding the encrypted
traffic.

For exanple, in an SD-WAN depl oynment where CPEl establishes
an | Psec SAwith CPE2 (as shown in Figure 1), this Sub-TLV
within the GENEVE header contains CPE2's | P address, ensuring
that encrypted traffic is correctly routed to the term nating
CPE of the |IPsec tunnel while enabling the C oud Backbone to
steer the packet to the nobst suitable egress Coud GW

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| SD- WAN Endpoi nt| |ength | Reserved | TTL |

B i s T T i i o S o T Ji I
| SD-WAN Endpoi nt Addr Fam |y | Address |
+- - - - -t - - - - - - +-+-+-+-+ (vari abl e) +
| SD- WAN end poi nt Address |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Fi gure 4 SD-WAN Endpoi nt Sub- TLV

- SD-WAN Endpoint (8 bits): ldentifies the SD-WAN Tunnel
Endpoi nt Sub-TLV with a Type val ue of 1.

- Length (8 bits): Specifies the total length of the val ue
field in 4-byte units.
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TTL (Time to Live): This field is set by the originating
CPE to indicate the nmaxi mum nunber of |ogical transit
nodes or regions, those that are visible to the CPEs,
that a packet is pernmitted to traverse across the d oud
Backbone. Only transit nodes or regions that are
externally visible (i.e., known to or tracked by the
CPEs) MJST decrenment the TTL by one. Internal cloud
forwarding el ements that are opaque to the CPEs MJST NOT
modify the TTL. If the TTL reaches zero, the packet MJST
be dropped, and an alert MAY be generated. This
mechani sm al |l ows enterprises to constrain the path scope
of their packets, enforce traversal policies, and detect
anomal ies (e.g., excessive transit hops).

SD-WAN Dst Addr Family (16 bits): ldentifies the address
famly of the destination endpoint. Values followthe
Address Family Nunbers registry. For exanple, a value of
1 indicates an | Pv4 address and a val ue of 2 indicates
an | Pv6 address.

4.3. SD-WAN Tunnel Originator Sub-TLV

The
Wi t
ori

For
an

Wi t
tra
enc

01234567890123456789012345678901

SD- WAN Tunnel Originator Sub-TLV is an optional Sub-TLV
hin the nulti-seg-SD-WAN Option Class to indicate the
ginating CPE of the |IPsec Tunnel.

exanpl e, in an SD-WAN depl oynment where CPEl establishes
| Psec SA with CPE2 (as shown in Figure 1), this Sub-TLV
hin the GENEVE header carries CPEl's address, allow ng
nsit nodes and Cloud GM to recogni ze the source of the
rypted traffic.

i s T S i i T S A b e ok
| SDWAN Ori gin | length | reserved
i e e e el i o e e ok S i R TR SR R S
| SD-WAN Org Addr Famly | Address

+-+

I
+-+

Dunbar

- - - - - - - - -+ - +-+-+-+-+ (variabl e)
SD- WAN Tunnel Originator Address

B i L e s S S Rt o DR SR S
Figure 5 SD-WAN Tunnel Originator Sub-TLV
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- SDWAN Origin (8 bits): ldentifies the SDWAN Tunnel
Originator Sub-TLV with a Type val ue of 2.
Length (8 bits): Specifies the total |ength of the val ue
field in 4-byte units, excluding the first 4 bytes,
whi ch include the SDOWAN Oigin (1 byte), Length (1
byte), and Reserved (2 bytes) fields.
Reserved (16 bits): Reserved for future. Must set to O.
I gnored by recipients.
- SD-WAN Org Addr Family (16 bits): ldentifies the famly
address of the originator. A value of 1 indicates an
| Pv4 address and a value of 2 indicates an | Pv6 address.

This Sub-TLV allows Coud GM and transit nodes to identify
the packet’s source, allowing themto apply source specific
policies for forwarding. These policies may include traffic
engi neering rules specific to the originating CPE, security
enforcenment tailored to the source, or path selection
constraints based on the origin.

4. 4. Egress GW Sub- TLV

In a nmulti-segnent SD-WAN depl oynent over the C oud Backbone,
the originating CPE can use the Egress GW Sub-TLV to
explicitly specify the egress Coud GNresponsible for
forwarding traffic to the destination CPE. This ensures

predi ctabl e routi ng behavi or and enabl es policy-driven packet
delivery across the C oud Backbone.

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| SDAVAN EgressGW | | ength | reserved |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Egress GW Addr Famly | Address

- H- oo b e e - - - - - - -+ +-+ (vari abl e)

| Egress GW Addr ess
e e T o i T T e e i i R S SR N SR SR
Fi gure 6 SD-WAN Egress GW Sub- TLV

|
+
I
+

- SDWAN EgressGW (8 bits): Identifies Egress GW Sub-TLV
with a Type val ue of 3.
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- Length (8 bits): Specifies the total |ength of the value
field in 4-byte units, excluding the first 4 bytes,
whi ch include the SD-WAN Oi gin Sub-TLV Type (1 byte),
Length (1 byte), and Reserved (2 bytes) fields.

- Reserved (16 bits): Reserved for future. Miust set to O.
I gnored by recipients.

- Egress GWAddr Family: Identifies the fanm |y address of
the Egress GW A value of 1 indicates an | Pv4 address
and a value of 2 indicates an | Pv6 address.

The Egress GW Sub-TLV allows the originating CPE to specify
the Egress C oud GWNresponsible for forwarding traffic to the
destination CPE. This Egress GWaddress can be either
preconfigured or dynam cally discovered through a contro

pl ane protocol exchange with the destination CPE. By
explicitly defining the egress GN this Sub-TLV ensures
predictable traffic steering, reducing reliance on
destination-based routing and optim zi ng packet delivery
across the C oud Backbone. The details of the control plane
prot ocol used for GWNdiscovery are beyond the scope of this
docunent .

4.5. Restricted Regions Sub-TLV

Sone enterprises may require that traffic across the d oud
Backbone is strictly confined to a specific set of regions.
This Sub-TLV all ows the ingress SD-WAN CPE to express such
restrictions as part of the encapsul ati on net adat a.

Traffic MJST be discarded if the Ingress Gateway, the Egress
Gateway, or any transit node belongs to a region not listed
in this Sub-TLV.

This restriction is conmonly used to enforce regul atory,
security, or |atency-based geographic constraints, where data
must remain confined to specified regions.

Format of the Restricted Regi ons Sub-TLV:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| RestrictedReg | Lengt h | Reserved (16 bits) |
B i s T T i i o S o T Ji I
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| Region Len | UTF-8 encodi ng of Region Nanme or ID |

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Region Len | UTF-8 encodi ng of Region Nane or ID |

B T S i T s i i e e SEI S

|+- I e T i R Sl S S S +-|+
Figure 7 Restricted Regions Sub-TLV

- RestrictedReg (8 bits): ldentifies the Restricted
Regi ons Sub-TLV with a Type val ue of 4.

- Length (8 bits): Total length of the Value field
(everything after the Type and Length fields), in
octets.

- Reserved (16 bits): Reserved for future use. MJST be set
to zero and ignored on receipt.

- Region Len (8 bits per region entry): Length of the UTF-
8 encodi ng of the Region Nane or identifier, in octets.

- UTF-8 encoding of the Region Nanme (e.g., "us-west", "eu-
central") or numeric identifier.

Mul tiple regions MAY be present, each starting with its own Region
Len field.

Processi ng notes:

- Receiving Coud Gateway MJST check whether it and all
intermedi ate transit regions are included in the listed
regi ons.

- |If any conponent of the path falls outside the listed
regi ons, the packet MUST be di scarded.

- Region interpretation is based on prior agreenent
between the enterprise and the C oud Backbone provider
(e.g., standard region nanes, operator-specific
definitions, or standardi zed Region |Ds).

Not e:

It is beyond the scope of this document to specify how the
Cl oud Backbone enforces this restriction. Mechani sns for

i dentifying region boundaries, enforcing regi on-based
constraints, and generating alerts or alarmnotifications
when traffic violates region restrictions are subject to

i mpl ement ati on deci si ons and based on prior agreenent

bet ween the C oud Backbone provider and the enterprise.
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4.6. Exclude Transit Sub-TLV

Exclude Transit Sub-TLV is an optional field used to specify
a list of Coud Availability Regions, Zones, or Notes that
must be avoi ded when forwardi ng packets across the d oud
Backbone. This can be used for:

Regul atory conpliance, ensuring traffic does not traverse
restricted or non-conpliant regions.

Risk mtigation, preventing traffic from passing through
regions with known security, performance, or geopolitica
concerns.

Multiple region entries MAY be specified in a single Sub-TLV.
Each region is identified by a variable | ength UTF-8 encoded
nane or nuneric I D, preceded by a length field. This Sub-TLV
expresses explicit exclusions and supports both soft and hard
enf or cement .

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Excl udeTransit | length | E| Reserved |
i i i T i I S i e s o o i i
I
+-
I

Regi on Len | UTF- 8 encodi ng of Region Name or ID |
T o R b e e o i o R e o E ok o o
Regi on Len | UTF- 8 encodi ng of Region Name or ID |
B i s T T i i o S o T Ji I
L- e s e i e e h Ch o i R +-L
Fi gure 8 Exclude Transit Sub-TLV

- ExcludeTransit (8 bits): identifies the Exclude Transit
Sub-TLV with a Type val ue of 5
- Length (8 bits): Total length of the Value field in
octets (everything after the first 2 bytes).
- E-bit (1 bit) - Exclusion severity indicator
0 0: Soft exclusion - the listed region is
undesi rabl e; avoid when feasi bl e.
0 1: Hard exclusion - the region MJST be avoided; if
unavoi dabl e, generate an alert or alarm
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- Reserved (15 bits): MJST be set to zero on transm ssion
and ignored on receipt.
- Region Len (8 bits per region entry): Length of the UTF-
8 encodi ng of the Region Nane or identifier, in octets.
- UTF-8 encoding of the Region Nanme (e.g., "us-west", "eu-
central") or numeric identifier.
Mul tiple region entries MAY be listed, each beginning with a
Regi on Len byte.
Processi ng Not es:
The E-bit determ nes how strictly the exclusions are
enforced. A value of 1 (hard exclusion) nandates the d oud
Backbone to drop the packet or raise an alert if the
excluded region is traversed. A value of O allows best-
effort avoi dance wi thout enforcenent or notification. The
meani ng and granularity of region identifiers MJST be
agreed upon between the enterprise and the C oud Backbone
provider (e.g., standardi zed names, or operator-defined
zones). It is beyond the scope of this docunent to define
how enforcenment or alerting is inplenented. These are
subj ect to operator policies and inpl enentation specifics.

5. Packet Header Processing

The procedures described in this section apply only to
packets that carry the SD-WAN Option C ass in the GENEVE
header. Packets without this option are processed using
default forwardi ng behavi or

As illustrated in Figure 1, when Coud GNreceives a GENEVE-
encapsul at ed packet (i.e. Dst Port = 6081 (GENEVE); Muilti Seg-
SDWAN Option C ass; inner |P header’s Protocol Type = 50
(ESP)), it processes the packet as foll ows:

Processing at the Ingress C oud GWN
- Authenticate the packet using a preconfigured

aut henti cati on net hod.
- Check if the Egress GW Sub-TLV is present:
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o If the Egress GW Sub-TLV exists, the C oud Backbone
uses it to identify the Egress C oud GW
o If the Egress GW Sub-TLV is not present, the C oud
Backbone deternmines the optinmal egress C oud GW
based on the destinati on CPE address.
- Change the destination address in the outer |P header
of the GENEVE packet to the address determ ned by the
Cl oud Backbone. This address is intended to reach the
Egress Cloud GWidentified by the Egress GW Sub-TLV (i f
present), or the optinmal egress GNsel ected based on
the destinati on CPE address.
- Forward the packet to the egress O oud GW

To prevent unauthorized access, C oud GW SHOULD drop any
packets contai ni ng unrecogni zed source addresses or invalid
val ues in the GENEVE Sub-TLVs, ensuring that only
registered entities can utilize Coud services.

Processing at the Egress C oud GN

- Decapsul ate the GENEVE header to extract the |Psec-
encrypt ed payl oad.

- Validate that the SD-WAN Tunnel Endpoi nt Sub-TLV
corresponds to a registered destinati on CPE.

- Ensure the source Cloud GNis an authorized forwarding
node to prevent unauthorized traffic injection

- Forward the | Psec-encrypted payload to the destination
CPE, preserving the end-to-end encryption

- Drop any packet that |acks a valid destination CPE or
originates froman untrusted source.

By enforcing these processing steps at both the ingress and
egress Cloud GM, the system ensures secure, efficient, and
policy-conpliant forwarding of SD-WAN traffic across the

Cl oud Backbone.
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6. Error Handling

To ensure secure and efficient traffic forwarding through the
Cl oud Backbone, O oud GW SHOULD enforce the foll owi ng error
handl i ng neasur es:

- Drop packets with unregistered or invalid
source/ destinati on addresses to prevent unauthorized
access.

- Reject packets originating fromunpaid or unregistered
CPEs to enforce service subscription policies.

- Validate the SD-WAN Endpoi nt Sub-TLV and drop packets
if the destination CPE is unauthorized, unreachable, or
m smat ched.

- Discard mal formed packets with incorrect GENEVE
headers, invalid Sub-TLV formats, or authentication
failures.

- Drop packets with expired TTL values to prevent routing
| oops and | og repeated occurrences.

- Reject misrouted packets if the O oud Backbone cannot
determne an optinmal egress Cloud GWNor if the
specified egress GWNis unreachabl e.

- Enforce rate linits on excessive traffic froma single
source to prevent congestion and abuse.

- Verify conpliance with transit node policies (e.qg.,
ensuring nmandatory transit nodes are included and
excl uded nodes are avoi ded).

Mtigate replay attacks by tracki ng sequence nunbers
and rejecting duplicate packets.

By i npl enenting these error handling mechani sms, C oud G
ensure network stability, security, and efficient resource
utilization while preventing m sconfigurations, abuse, and
performance degradati on.

7. Control Plane considerations
7.1. Control Plane for CPEs
The control plane enables SD-WAN CPEs to di scover their

network attributes, establish connectivity, and exchange
routing information. In an SD-WAN depl oynent, on-prenises
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CPEs and virtual CPEs (vCPEs) in Coud DCs may be managed
under a common i BGP adm ni strative domain, facilitating route
propagati on and policy enforcenent.

Mechani sns such as BGP-based SD-WAN Edge Di scovery [ SD- WAN-
Edge- Di scovery] allow CPEs to dynanically di scover each
other’s properties, inmproving automati on and reduci ng manual
configurations. Additionally, |Psec SAs parameters between
CPEs and O oud GM can be exchanged through the i BGP control
pl ane using a RRto sinplify security policy nmanagenent.

7.2. Control Plane between CPEs and Cl oud G\

There are typically eBGP sessions between a CPE and a C oud
GW for exchanging routing information related to services
that termnate within the cloud. This allows the CPE to | earn
routes to cloud-hosted resources and enables the Coud GNto
| earn routes to the CPE's on-prem ses networks. This control -
pl ane relationship is separate fromthe CPE-to-CPE encrypted
traffic that transits the O oud Backbone, which renains end-
to-end encrypted and is not decrypted at the C oud G/s.

When the connection between a CPE and a Coud GNtraverses a
public or otherw se untrusted network, an |Psec tunnel may
al so be established to secure that traffic. In such cases,

I KEv2 is used to exchange the necessary |Psec security

par anet ers.

Control plane nmechani snms nust ensure that C oud GA can
identify and authenticate SD-WAN CPEs, validate SDWAN

met adata, and apply appropriate routing policies based on
dynani ¢ network conditions. This ensures that route exchanges
are trustworthy, policy-conpliant, and adaptive to changi ng
operational requirenents.

8. (Cbservability Consideration
oservability considerations enconpass nonitoring, analysis,
and reporting nechanisns to gain insights into the behavior
and performance of the multi-segment SD-WAN i nfrastructure.
Key observability aspects incl ude:

- Performance Metrics:
Moni tor and coll ect perfornance nmetrics related to |ink
utilization, |atency, and packet |oss across the SDWAN
segnents and Cl oud DC backbone. This data provides insights
into the overall health and efficiency of the network. IP
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Fl ow I nformation Export (IPFIX) [RFC7011] is one of the
st andardi zed nmethods to expose traffic fl ow over the
net wor k.

- G obal Network Topol ogy Visualization
Utilize visualization tools to depict the gl obal network
t opol ogy, showcasi ng the interconnections and traffic flows
bet ween di fferent SD-WAN segnents and C oud DCs.

- Control Plane Mbnitoring:
Moni tor the control plane for both CPEs and the
communi cati on between CPEs and Cloud GM. This includes
tracking route discovery, path selection, and any changes
in network state to ensure proper functioning of the SD WAN
control plane.

- Security Event Loggi ng:
The security event logging is to capture and anal yze
security-related events, including threat detection,
aut hentication failures, and any unauthorized access
attenpts. Syslog [ RFC5424] is a valuable tool for security
nmoni toring and auditing.

These consi derations contribute to the overall success of the
mul ti-segnment SD-WAN depl oynment connecting edge devices via a
Cl oud DC backbone.

9. Security Considerations
9.1. Threat Analysis

The GENEVE header used for steering is not encrypted, naking
it susceptible to man-in-the-mddle (MtM attacks between
CPEs and C oud G/s.

Key risks incl ude:

a) Eavesdropping: Attackers can |earn branch and d oud GV
| ocati ons, though payl oad remains protected by |Psec.
b) Header Mani pul ation: Altered Sub-TLVs may cause m srouting
or packet drops.
c) Bandwi dth Theft: A nmalicious or m sconfigured CPE could
spoof SD-WAN netadata to use C oud Backbone resources
wi t hout aut hori zati on.
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M tigation above risks requires authenticating and validating
SD-WAN netadata to ensure it originates from authorized CPEs.
9.2. HVAC-based Integrity and Authentication

HVAC (Hash-based Message Aut hentication Code), a wi dely used
crypt ographi c techni que for ensuring both data integrity and
aut henti cation, can be used to ensure the integrity and
authenticity of the GENEVE header between SD-WAN CPEs and
Cloud GM, protecting it fromtanpering. HVAC conbi nes a
shared secret key with a hash function to produce a fi xed-
size authentication value, which is appended to the packet.
The receiver conmputes the HVAC over the recei ved header and
conmpares it with the transmitted value; a match confirmns that
the header has not been altered, provided the key remains
secret.

Thi s nmechanismis scoped to conmuni cati on between SD-WAN CPEs
and Cloud GM, with the shared key provisioned through a
secure channel. For CPE-to-CPE traffic that only transits the
Cl oud Backbone, the HVAC key can be derived fromthe existing
| Psec SAs established between each CPE and the C oud GW

usi ng a standard Key Derivation Functions (KDFs)[RFC5869].

Thi s avoids the need for a new peer-to-peer | KEv2 exchange
bet ween CPEs, and because the key distribution occurs over
the existing | Psec-protected CPE-GWN channel s, NAT traversal
does not pose an issue. [lightweight-authenticate] describes
a sinplified nmethod for applying HVAC to sel ected packets.

To reduce packet overhead, truncated HVAC val ues of 4 or 8
bytes are RECOMMENDED instead of full-length outputs (e.g.,
32 bytes for HVAC SHA-256). This is acceptabl e because the

| Psec tunnel already protects the payl oad, and the HMAC only
secures the steering netadata.

The HMAC value is carried in the HVAC Aut h-Val Sub-TLV in the
GENEVE header :

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| HVAC- Aut h-Val | length | reserved |
i i i T i I S i e s o o i i
I
+-

HVAC Aut hentication Val ue |
i T o T T i T A S S S T
Figure 9 Multi Segnent SD-WAN HMAC Sub- TLV
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- HMAC- Auth-Val (8 bits): HMAC Aut hentication Val ue Sub-
TLV Type = 6 (Assigned by this docunent).

- Length (8 bits): Total Iength of the value field, which
is the length of the HVAC Aut hentication Value in bytes
plus 2 reserved bytes. It is 6 bytes by default for a 4-
byte HVAC. In deploynents with higher security
requi renents, an 8-byte HMAC (total of 10 bytes) is
RECOMVENDED.

- The HVMAC Aut hentication Value (4 bytes or 8 bytes):
Conput ed over the entire GENEVE header (excluding this
Sub-TLV) using a pre-configured al gorithmsuch as HVAC
SHA- 256 and t he shared key.

The advant ages of using HVAC are:

- Data Integrity: Protects steering nmetadata from
nmodi fi cati on.

- Efficiency: Truncated values minimze overhead while
retaining strong protection.

- Resistance to Tanpering: Even truncated, HVAC val ues
resi st nessage tanpering and replay attacks.

- Flexibility: Conpatible with various hash functions |ike
SHA- 256 or SHA-512

- Wdely Supported: Mature and broadly inplenmented across

pl at f or ns.
Wil e truncated HMACs reduce collision resistance conpared to
full-length values, this is an acceptable tradeoff because

the payload is encrypted by | Psec SAs, the HVAC covers only
steering netadata, and attackers nust possess the shared key
to generate valid val ues

9.3. AH based Integrity and Authentication

Sone depl oynents may require stronger or nore conprehensive
integrity protection than a truncated HVAC, such as when
mandat ed by security policy, regulatory conpliance, or risk
managenent practices. In these cases, an additional integrity
| ayer can be applied using Authentication Header (AH)

[ RFC4301] or ESP-NULL [ RFC2410] [RFC6071] on top of the

exi sting | Psec encryption between CPEs.

AH and ESP-NULL provide cryptographic integrity for the

entire | P packet, not just the GENEVE netadata. Al
approaches (including the HVAC) require cryptographic keys.
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10.

The operational difference is that AH ESP-NULL require

dedi cated | Psec SAs and | KE state between each C oud GW and
CPE, increasing per-peer state and processing. By contrast,
the HVAC Sub-TLV (Type = 6, defined in this docunent) can use
controller-distributed symetric keys (e.g., per-tenant or
per- CPE) without establishing additional |Psec SAs between
Cloud GM and CPEs.

NAT Considerations: AHis not compatible with NAT traversa
because it authenticates the outer |P header, and any address
change will cause verification to fail. ESP-NULL avoids this
i ssue but still incurs additional per-packet processing.

Manageabi l ity Consi derations

In multi-segment SD-WAN depl oynents where the C oud GW and
CPEs belong to different adm nistrative donains,
manageabi l ity nust address the chall enges of secure,

i nteroperabl e, and policy-conpliant operation across

organi zati onal boundaries, consistent with the service
framework defined in MEF 70.1 [ MEF70.1]. Key considerations
i ncl ude:

- Cross-Donmai n Aut hentication and Authorization
Ensure that CPEs connecting to the Coud GNare
aut henti cated using mutually agreed net hods, and that
aut hori zation policies are enforced to prevent
unaut hori zed use of C oud Backbone resources.

Met adat a Val i dation and Policy Enforcenent:
Cloud GM nust validate SD-WAN netadata (e.g., GENEVE
Sub- TLVS) against the registered information for each
CPE. This prevents spoofing, msrouting, and cross-
tenant traffic | eakage.

- Operational Coordination and Fault Handli ng:
Define inter-organization procedures for troubl eshooting
and incident response. This should include point-of -
contact directories, escalation processes, and shared
|l ogging formats for event correlation

- Coordination of Configuration Changes:
Coor di nate configurati on changes-such as policy updates,
region restrictions, or authentication parameters-so
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that both the C oud GWNand CPEs apply them consistently,
avoi ding m smatches that disrupt traffic.

- Policy Automation Using | 2NSF Principles ([RFC8192]):
Where feasible, |everage | 2NSF concepts to autonate
policy configuration, exchange, and enforcenent between
domai ns, reducing nanual coordination and inproving
operati onal consistency.

11. | ANA Consi derati ons

| ANA has assigned a new GENEVE Option Cass fromthe | ETF
Revi ew range as shown bel ow

Option
Cl ass Descri ption Assi gnee/ Contact Reference
0x0163 Mul ti Segrment SD WAN | ETF [this docunent]

I ANA has assigned GENEVE Option C ass val ue 0x0163 for
identifying Multi-Segment SD-WAN. No further Option C ass
assignnents are requested in this docunent.

I ANA is requested to create the follow ng new regi stry under
the "Multi Segment SD-WAN GENEVE Option C ass (0x0163):

Registry: Milti Segrment SD-WAN Sub- TLVs
Assignnent Policy: |ETF Review
Ref erence: [this docunent]

Sub- TLV Type Descri ption Ref erence
0 Reserved

1 SD- WAN Endpoi nt [ Section 4. 2]

2 SD- WAN Ori gi nat or [ Section 4. 3]

3 SD- WAN Egress GW [ Section 4. 4]

4 Restricted Region [ Section 4.5]

5 Excl ude Transit [ Section 4. 6]

6 Mil ti SD- WAN- HVAC [ Section 9. 2]

5-254 Unassi gned

255 Reserved
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Appendi x A: Illustration of Packets through C oud G\

This section illustrates Cloud GM connecting traffic flow
carried by the | Psec tunnels.

A.1 Single Hop O oud GW

Assumi ng that all CPEs are under one admi nistrative control
(e.g., iBGP).

Using Figure 1 as an exanpl e:

- There is a bidirectional |Psec tunnel between CPEl and
Cloud GN with | Psec SAl for the traffic fromthe CPEl
to the Coud-GN and I Psec SA2 for the traffic from
the Coud-GWVNto the CPEL.

- There is a bidirectional |Psec tunnel between CPE2 and
Cloud GN with I Psec SA3 for the traffic fromthe CPE2
to the Coud-GWN and | Psec SA4 for the traffic from
the Cl oud-GNto the CPE2.

- Al the CPEs are under one i BGP adm ni strative domai n,
with a Route Reflector (RR) as their controller. The
CPEs notify their peers of their corresponding d oud
GW addresses (which is out of the scope of this
docunent) .

When CPEl1l (192.0.2.0/26) and CPE2 (192.0.2.64/26) need to
conmmuni cate with each other, CPEl and CPE2 establish a
bidirectional |Psec Tunnel, with SA5 for the traffic from
CPE1 to CPE2 and SA6 for the traffic from CPE2 to CPE1.
Assume the | Psec ESP Tunnel Mbde is used. A packet from
192.0.2.1 to 192.0.2.65 has the foll ow ng outer header:

| Quter |P Header |
| Protocol = 17 (UDP) |
| Src I P = CPE1l (underlay address) |
| Dst I P = Coud GN (underlay address) |

| UDP Header |
| Src Port xxxX (epheneral) |
| Dst Port 6081 ( GENEVE) |

| GENEVE Header |
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| Prot ocol Type = 0x0800 (I Pv4) or 0x86DD (IPv6) |
| [I ndicates the payload is an | P packet] |

| MultiSeg- SDWAN Option d ass |
| SD- WAN EndPt Sub- TLV (CPE2 address) |
| [Optional other SD-WAN Sub- TLVs] |
|  HVAC- Aut h- Val Sub-TLV (GENEVE Hdr Aut henticati on)|
| val i dated by GW |

ESP Quter | P Header (Tunnel WNbde)

I I
| Src P = CPEL (tunnel IP) |
| Dst I P = CPE2 (tunnel |P) |
| Prot ocol = 50 (ESP) |
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| ESP Header |

| SPI (Security Paraneters |ndex) |
| Sequence Number |

| Encrypted Payl oad |
| I nner | P Header |
| Src = 192.0.2.1 (host behind CPE1) |
| Dst = 192.0.2.65 (host behind CPE2) |
| Protocol = TCP |
| TCP Header |
| Application Payl oad |
| Paddi ng |
| Pad Length |
| Next Header |

| I'ntegrity Check Value (ICV) |
| (Generated by CPE1l, validated by CPE2) |

Figure 10 Packet header illustration to Cl oud G\
A.2 Multi-hop Transit G

Traffic to/from geographic apart CPEs can cross nultiple
Cl oud DCs via O oud backbone.

The on-preni ses CPEs are under one administrative control
(e.g., iBGP).

Using Figure 2 as an exanpl e:

- There is a bidirectional |Psec tunnel between CPEl1 and
the Cloud GM; with IPsec SA1 for the traffic fromthe
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CPE1 to the Cloud-GM; and | Psec SA2 for the traffic
fromthe Coud-GM to the CPEL.

- There is a bidirectional |Psec tunnel between CPE10O
and the Cloud GA2; with | Psec SA3 for the traffic from
the CPE10 to the O oud-GA2; and | Psec SA4 for the
traffic fromthe Cdoud-GA2 to the CPE10.

- Al the CPEs are under one i BGP adm ni strative domai n,
with a Route Reflector (RR) as their controller. CPEs

notify their peers of their corresponding C oud GN
addr esses.

When CPE1(192.0.2.0/26) and CPE10(192.0.2.128/25) need to
conmuni cate with each other, CPEl and CPE10 establish a
bidirectional |Psec Tunnel, with SA5 for the traffic from
CPEl1 to CPE10 and SA6 for the traffic from CPE10 to CPElL.
Assune the | Psec ESP Tunnel Mdde is used, a packet from
192.0.2.1 to 192.0.2.129 has the follow ng outer header:
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| Quter |P Header |
| Protocol = 17 (UDP) |
| Src I P = CPELl (underlay address) |
| Dst P = Coud GM (underlay address) |

| UDP Header |
| Src Port xxxx (ephereral) |
| Dst Port 6081 ( GENEVE) |

| GENEVE Header |
| Prot ocol Type = 0x0800 (I Pv4) or 0x86DD (IPv6) |
| [I ndicates payload is an | P packet]

| MultiSeg- SDAWMN Option O ass |
| SD- WAN EndPt Sub- TLV (CPE10 address) |
| EgressGW Sub- TLV (explicit egress C oud GA2) |
| HVAC- Aut h- Val Sub- TLV (GENEVE Hdr Aut hentication) |
| ( validated by GW |

| ESP Quter |P Header (Tunnel Mbde) |
| Src I|P = CPELl (tunnel IP) |
| Dst | P = CPE10 (tunnel IP) |
| Protocol = 50 (ESP) |
| ESP Header |
| SPI (Security Paraneters |ndex) |
| Sequence Nunber |

| Encrypted Payl oad |
| I nner | P Header |
| Src = 192.0.2.1 (host behind CPEl) |
| Dst = 192.0.2.129 (host behi nd CPE10) |
| Protocol = TCP |
| TCP Header |
| Application Payl oad |
| Paddi ng |
| Pad Length |
| Next Header |

| I'ntegrity Check Value (ICV) |
| <- validated by CPE10 |

Figure 11: Packet header to C oud GMN

Appendix B: Illustration fromPrivate VPN to | Psec Tunnel
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This section illustrates a Coud GWNconnecting client traffic
froma branch CPE via a Private VPN to another CPE via an
| Psec tunnel.

Using Figure 1 as an exanpl e:

- CPE1 sends traffic via a Private VPN (Direct Connect
to the Coud Edge) to the Coud GN The traffic is not
encrypt ed.

- There is a bidirectional |Psec tunnel between CPE2 and
the Cloud GN with I Psec SA1 for the traffic fromthe
CPE2 to the Cloud-GN and | Psec SA2 for the traffic
fromthe Coud-GNto the CPE2.

- Al the CPEs are under one i BGP adm ni strative domain,
with a Route Reflector (RR) as their controller. CPEs

notify their peers of their corresponding Coud GV
addr esses.

Assunme the | Psec ESP Tunnel ©Mbde is used for the | Psec SA
between C oud GWand CPE2. For a packet from192.0.2.1 to

192.0.2.129, the follow ng header is added by CPEl sendi ng
over the Private VPN
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CQuter | P header:

o m e e e e e e e maaaoo- +
| proto = 17 (UDP) |
| src = CPEl

| dst = Coud GW |
[ oo b

| GENEVE Header |
| Protocol =50( ESP payl oad) |
+- - -- - - - - - --+
| Mul ti Seg- SDMAN Opti on O ass|
| SD- WAN EndPt SubTLV (CPE2) |

| GENEVE Hdr Aut hentication |<-validated by GV
o e e e e e + < -+

| payl oad | P header: | |

| src = 192.0.2.1 | |

| dst = 192.0.2.129 | |

R + Not Encrypted

| TCP header + |

~ payl oad (vari abl e) ~ |
+:::::::::::::::::::::::::::L <—L

Figure 12 Illustration of packet through VPN

Upon receiving the GENEVE encapsul ated packet with the
"Ml ti-Segment-SD-WAN' option, the Cloud GNextracts the
destination CPE fromthe GENEVE header and encrypts the
packet with the I Psec SA2 to forward to the destination
(i.e., CPE2). The GENEVE Header is carried to the CPE2.
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CQuter | P header:

| src = Coud GV |

| GENEVE Header |
| Proto=50(ESP payl oad) |
+- - -- - - - - - --+
| Mul ti Seg- SDMAN Opti on O ass|
e - -t
| SD-WAN EndPt SubTLV (CPE2) |

| payl oad | P header: |
| src = 192.0.2.1
| dst = 192.0.2.129

| TCP header +
~ payl oad (vari abl e)

l

Mul ti-segrment SD-WAN

Encrypt ed

D

Figure 13 Illustration of packet fromthe Egress O oud GW
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Aut hors’ Addresses

Kausi k Maj undar

Oracle

Emai | : kausi k. maj undar @r acl e. com
Li nda Dunbar

Fut ur ewei

Emai | : | dunbar @ ut ur ewei . com

Venkit Kasi vi swanat han
Arista
Emai |l : venkit@ri sta.com

Ashok Ranthandra

Googl e
Emai | : archi ashok@mai |l . com
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Aseem Choudhary
Avi atrix
Enmai | : achoudhary@vi atri x. com

Contri butors’ Addresses
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