rtgwg D. Lanparter
I nternet-Draft Net DEF, | nc.
I ntended status: Standards Track A. Smirnov
Expires: 22 Septenber 2025 Cisco Systens, Inc.
J. Linkova

Googl e

S. Yang, Ed.

Shenzhen University

M Xu

Tsi nghua University

21 March 2025

Desti nati on/ Source Routing
draft-ietf-rtgwg-dst-src-routing-revive-03

Abst ract

This note specifies using packets’ source addresses in route | ookups
as additional qualifier to be used in hop-by-hop routing decisions.
This applies to I Pv6 [RFC3200] in general with specific
considerations for routing protocol |left for separate docunents.
There is nothing precluding sinilar operation in |IPv4, but this is
not in scope of this docunent.

Not e that destination/source routing, source/destination routing,
SADR, source-specific routing, source-sensitive routing, S/ D routing
and DS routing are all used synonynously.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Septenber 2025.
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1. Introduction

Both | Pv4 [ RFC0791] and | Pv6 [ RFC8200] architectures specify that
determ nati on of the outgoing next-hop for packet forwarding is based
solely on the destination address contained in the packet header
There exists class of network design problens which require packet
forwarding to consider nore than just the destination | P address (see
Section 2 for exanples).

At present these problenms are routinely resolved by configuring
speci al forwardi ng based on a local policy on routers. The policy
enforces packet forwardi ng decision outconme based not only on the
destination address but also on other fields in the packet’'s IP
header, nobst notably the source address. Such policy-based routing
is conceptually similar to static routes in that it is highly static
in nature and rmust be closely governed via the managenent pl ane (nost
frequently - via managi ng configuration by an operator). Thus

pol i cy-based routing configuration and mai ntenance is costly and
error-prone.

Rapi d expansion of I Pv6 to networks were static configuration is not
acceptable due to both its static nature and necessity of frequent
intervention by a skilled operator requires change in the paradi gm of
forwarding | P packets based only on their destination address.

Thi s docunent describes architecture of destination-source routing.
It includes both forwardi ng plane and control plane considerations
and requirenments. Specific considerations for particular dynanic
routing protocols are outside of the scope of this note and will be
covered in separate docunents, for exanple handling of a

nonconti guous sub-topology in a link-state protocol

General concepts covered by this docunment are equally applicable to
both 1 Pv4 and | Pv6. Considering the inplenmentation conplexity of
backward conpatibility of destination-source routing with traditiona
destination-only routing, IPvd is |left outside the scope of this
docunent .
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Use cases
Mul ti homed networks with provider assigned prefixes

There are good reasons for networks to be multihomed - benefits of
doing this may include redundandy, better performance or faster
access to inportant resources (for exanple, video or cloud services)
| ocal to | SPs.

However, in a range fromsnaller honme networks to even | arger
enterprises, it is likely that each service provider will assign some
address space (fromtheir PA allocation) to the network.

R _(‘( )‘)_ V L
/ \---] L |---(_ ISP1 )------ / \
/ \ -+ (_ ) / \
/ Small \ (_ ) ( )
( ) ( The | nternet )
( ) ( )
\ net [/ _( ) _ \ /
\ [ +----+ _( ) _ \ /
\__/---| R |---(_ ISP2 )------- ‘. , !
oot (_ ) . .
(____ ) IEEEEEEEE n

Figure 1: Exanmple of multihoned small network

In this situation, providers are expected to performingress
filtering according to BCP 38 [RFC2827]. Ths nmeans only packets with
a source address fromthe prefix that the provider assigned will be
accepted. In addition, the assigned prefix can usually not be
expected to renmain the sane.
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In the legacy | Pv4 world, NAT or policy routing would be used to
produce correct behaviour. These are not desirable solutions: al
variants of NAT, even the reasonably constrai ned NPT, break end-to-
end connectivity (and may restrict concurrent use of parallel paths.)
Policy routing requires a sufficiently skilled operator to manually
manage t hese poli ci es.

By assigning addresses frommultiple prefixes each to end host (as a
policy routing solution could do), the choice of uplink is left to
host, including the option to choose nultiple at once. Destination-
source routing provides the neccessary behaviour for routers (e.g. Rl
and R2 in above exanple) to forward packets to the appropriate exit.
It does so without requiring the manual configuration mai ntenance
that policy routing would entail.

For a general introduction and aspects of interfacing routers to
hosts, refer to [ RFC3043].

2.2. Degree of traffic engineering

Consi der enterprise consisting of a headquarter (HQ and branch
offices. A branch office is connected to the enterprise HQ network
via 2 links. For perfornance or security reasons it is desired to
route corporate traffic via one link and Internet traffic via another
link. In direction branch -> HQ the problemis easily solvable by
havi ng the default route pointing to the Internet Iink and HQ routes
pointing to another link. But destination routing does not provide
an easy way to achieve traffic separation in direction HQ -> branch
because destination is the sanme (branch network).

Sour ce-destination routing provides an easy way to sort traffic going
to the branch based on its source address.

2.3. Distributed filtering based on source address

A network has untrusted zone and secure one (and both zones conprise
many |inks and routers). Conputers fromthe secure zone need to be
able to communicate with sone sel ected hosts in the untrusted zone.
The secure zone is protected by a firewall. The firewall is
configured to check that packets arriving fromthe untrusted zone
have destination address in the range of secure zone and source
address of trusted hosts in the untrusted zone. This works but

| eaves the firewall open to DDOS attack from outside.

If routers in the untrusted zone are configured with destination-

source routing (and, possibly, unicast RPF check) and receive via
dynanmi ¢ routing protocol routes <destination: secure zone; source:
trusted host in the untrusted zone> then DDCOS attack is dropped by

Lanparter, et al. Expi res 22 Septenber 2025 [ Page 5]



I nternet-Draft Desti nati on/ Source Routing March 2025

2

2

3.

3.

routers on the edge of destination-source routing area. DDCS attack
does not even reach the firewall whose resources are freed to dea

wi th Deep Packet Inspection. On the other hand, security policy is
managed in a single point - on a router injecting rel evant
destination-source routes into the dynam c routing protocol

4. \Wall ed-garden Enterprise services

Apart fromtransfering frommultihomed personal networks to

mul ti honed PA enterprise setups w thout any changes, destination-
source routing can also be used to correctly route services that
assign their own prefixes to custonmers using the particular service.
This is distinct frominternet connectivity only in that it does not
provide a default route. Applying destination-source routing, the
entire routing domain is aware of the specific constraints of the
routes invol ved.

Additionally, if the walled-garden's destination prefix is advertised
as bl ackhole route, this ensures that communication with the service
will only be routed using the specific DS route, never |eaking onto
uni ntended paths like a default route.

This is very simlar to firewall/filtering functionality, except the
feature is distributed onto routers.

5. Information Source for Nei ghbor Managenent

Havi ng i nformati on on source address restrictions for routes
distributed, routers can rely on this additional information to

i nprove their behaviour towards hosts connected to them This
specifically includes | Pv6 Router Advertisenents, which is described
in [ RFC8028] and [ RFC8475].

Principle of operation
1. Frane of reference

The principles described here are define on a functional |evel what
the semantics of routing informati on exchanged between systens is.

It is neither a prescription in howto efficiently inplenent these
semantics, nor does it preclude an inplenentation from providing

ot her administrator-friendly views of the same routing information.
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More specifically, forwarding plane inplenentations are expected to
internally diverge fromthe | ookup al gorithm described bel ow. The
router as a whole MJUST ultimtely behave as if the steps bel ow were
followed. An internal variation providing inproved performance, as
well as a variation matching existing inplenmentations with reversed
order are described in Appendix A 1 and Appendix A 2, respectively.

3.2. Route information and equality

The nmechanismin this docunent is such that a source prefix is added
to all route entries. This docunent assunes all entries have a
source prefix, with ::/0 as default value for entries installed
wi thout a specified source prefix. This need not be inplenented in
this particular way, however the system MJST behave exactly as if it

were. |In particular, a difference in behaviour between routes with a
source prefix of ::/0 and routes w thout source prefix MJST NOT be
vi si bl e.

For uni queness consi derations, the source prefix factors MJST be
taken into account for conparisons. Two routes with identica

i nformati on except the source prefix MAY exi st and MUST be installed
and nat ched.

3.3. Lookup ordering and di sanbi guati on

When a router is making packet forwarding decision, that is
consulting its routing table in order to determ ne next-hop to
forward the packet to, it will use information from packet’s header
to | ook up best matching route fromthe routing table. This section
descri bes | ookup into the destination-source routing table.

For | ongest-match | ookups, the source prefix is matched after the
destination prefix. This is to say, first the |ongest matching
destination prefix is found, then the table is searched for the route
with the | ongest source prefix match, while only considering routes
with exactly the destination prefix previously found. |If and only if
no such route exists (because none of the source prefixes match), the
| ookup noves to the next |ess specific destination prefix.

A router MJST continue to a |less specific destination prefix if no
route matches on the source prefix. It MJST NOT term nate | ookup on
such an event.

Using Ac Bto nmean "Ais nore specific than B", this is represented
as:

AcC B:= Adst < Bdst
|| (Adst == Bdst && Asrc C Bsrc)
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3.

4.

/'l RFC editor note (1) (to be renoved before publishing): this

/1 originally used < rather than c. Using < as a synbol is

/1 _slightly_anbi guous due to the neverending semotic conflict with
/1 a _larger_prefix having a _shorter_prefix length. There is no
/1 strong need to use C here, reverting to < (and thus ASCIl) is also
/1 fine.

/1 RFC editor note (2) (to be renpved before publishing): The two

/1 lines above are carefully fornmatted to vertically align their

/1l terns. Setting it as figure/artwork/nonospaced code bl ock gets
/1 this effect in TXT and HTML out puts, but not PDF. Any efforts to
/1 inprove this formatting are nuch appreci at ed.

Ordering Rationale

Ordering of searching for address match is inportant and reversing it
woul d lead to semantically different behavior. This standard
requires nost specific match on destination address to be found
before | ooking for match on source address.

Choosi ng destination to be evaluated first caters to the assunption
that |ocal networks should have full, contiguous connectivity to each
other. This inplies that those specific |ocal routes always match
first based on destination, and use a zero ("all sources") source
prefi x.

If the source prefix were to be matched first, this would result in a
| ess specific (e.g. default) route with a source prefix to match
before those local routes. In other ternms, this would essentially

di vide local connectivity into zones based on source prefix, which is
not the intention of this docunent.

Hence, this docunent describes destination-first match search
Rout i ng protocol considerations

As with the destination-only routing, destination-source routes wll
typically be dissem nated throughout the network by dynam c routing
protocols. It is expected that multiple dynam c routing protocols
will be adapted to the needs of destination-source routing
architecture. Specification of dynam c routing protocols is outside
of scope of this docunment. This section lists requirenents and
consi derations for the dynam c destination-source routing protocols.
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4.1. Source information

Dynamc routing protocols will need to be able to propagate source
range information together with destination prefix and ot her
acconpanying routing information. Source range information nmay be
propagated with all destination prefixes or only sone of them
Destination prefixes advertised without associated source range MJST
be treated as having default source range ::/0.

Dynam c routing protocols MJUST be able to propagate nultiple routes
whose destination prefix is the sane but associ ated source ranges are
different. Such unique pairs of destination and source MJST be
treated as different destination-source routes.

There is no limtation on how source range information is propagated
and associated with destination prefixes. Individual protocols my

choose to propagate source range together with a destination prefix

inthe formof prefix, in the formof index to Iist of known source

ranges or in any other formallow ng receiver to reconstruct pair of
destination prefix and associ ated source range.

4.2. Loop-freeness considerations

It is expected that sonme existing dynamc routing protocols will be
enhanced to propagate destination-source routing information. In
this case the protocol may be configured to operate in a network
where sone, but not all, routers support destination-source routing
and others are still using destination-only routing. Even if all
routers within a network are capabl e of destination-source routing,
it is very likely that on edges of the network they will have to
forward packets to routers doing destination-only routing.

Since a router inplenenting destination-source routing can have
additional, nore granular routes than one that doesn't inplenent it,
persi stent | oops can form between these systens.

Thus specifications of destination-source routing protocols (either
new y defined protocols or enhancements to al ready existing one) MJST
take provisions to guarantee | oop-free operations.

There are 3 possi bl e approaches to avoid | ooping condition
1. CQuarantee that next-hop gateway of a destination-source route
supports destination-source routing, for exanple cal culate an

alternate topology including only routers that support
destination-source routing architecture
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2. If next-hop gateway is not aware of destination-source routing
then a destination-source path can lead to it only if next-hop
router is 'closer’ to the destination in terns of protocol’s
routing netric; inportant particular case of the rule is if
destination-only routing is pointing to the sane next-hop gateway

3. Discard the packet (i.e. treat destination-source route as
unr eachabl e)

In many practical cases routing information on the edges of
destination-source routing domain will be provided by an operator via
configuration. Dynamc routing protocol will only disseninate this
trusted external routing information. For exanple, returning to the
use case of nultihomed Hone network (Section 2.1), both routers Rl
and R2 will have default static routes pointing to | SPs.

Above considerations require a know edge of the next-hop router’s
capabilities. For routing protocols based on hop-by-hop fl ooding
(RIP [ RFC2080], BGP [RFC4271]), knowing the peer’s capabilities is
sufficient. Information about if peer supports destination-source
routing can either be negotiated explicitly or sinply be deduced from
the fact that systens woul d propagate destination-source routing
information only if they understand it. Protocols building a Iink-
state database (OSPFv3 [RFC5340], |IS-1S [ RFC5308]) have the

addi tional opportunity to calculate alternate paths based on

know edge of the entire domain but cannot assune that routers
under st and destination-source routing information only because they
participated in its flooding. Such protocols MJST explicitly
advertise support for the destination-source routing.

4.3. Recursive routing

Dynami c routing protocols nmay propagate routing information in a
recursive way. Exanples of such recursion is forwardi ng address in
OSPFv3 [ RFC5340] AS-External -LSAs and NEXT _HOP attribute in BGP

[ RFC4271] NLRI .

Dynami c routing protocol supporting recursive routes MJST specify how
this recursive routing information is interpreted in the context of
destination-source routing as part of standardi zing destination-
source routing extensions for the protocol. Section 5.1 lists

several possible strategies protocols can choose from

5. Applicability To Specific Situations
Thi s section discusses how destination-source routing is used

together with sone common networking techni ques dependent on routes
in the routing table.

Lanparter, et al. Expi res 22 Septenber 2025 [ Page 10]



I nternet-Draft Desti nati on/ Source Routing March 2025

5.1. Recursive Route Lookups

Recursive routes provide indirect path information where instead of
supplying the next-hop directly they specify that next-hop

i nformati on nust be taken from another route in the sane routing
table. It is said that one route ’'recurses’ via another route which
is 'resolving recursion. Recursive routes may either be carried by
dynani c routing protocols or provided via configuration as recursive
static routes.

Recursi ve destination-source routes have additional conplication in
how source address range shoul d be considered while finding
destination-source route to resol ve recusion

There are several possible approaches:

1. Ignore destination-source routes, resolve recursion only via
destination-only routes (i.e. routes with source range ::/0)

2. Require that both the recursive and resolving routes have the
same source range associated with them this requirenment may be
too restrictive to be useful in many cases

3. Require that source range associated with recursive route is a
subset of source range associated with route resol ving recursion
(i.e. source range of the resolving route is less specific
superset of recursive route’s source range)

4. Create nmultiple instances of the route whose nexthop is being
resolved with different source prefixes; this option is further
el aborated in Section 5.1.1

When recursive routing information is propagated in a dynanmi c routing
protocol, it is up to the protocol specification to select and
standardi ze appropriate schenme of recusrsive resolution

Recursive resolution of configured static routes is local to router
where recursive static routes were configured, thus behavior is

i mpl ementation’s choice. |nplenmentations SHOULD provide option (3)
fromthe above list as their default nethod of recursive static route
resolution. This is both to guarantee that destination-only
recursive static routes do not change their behavior when router’s
software is upgraded to support destination-source routing and at the
same time make destination-source recursive routes useful
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5.1.1. Recursive route expansion

VWhen doi ng recursive nexthop resolution, the route that is being
resolved is installed in potentially nultiple copies, inheriting al
possi bl e nore-specific routes that match the nexthop as destination
The algorithmto do this is:

1. formthe set of attributes for |ookup by using the (unresol ved,
recursive) nexthop as destination (with full host prefix |ength,
i.e. /128), copy all other attributes fromthe original route

2. find all routes that overlap with this set of attributes
(including both nore-specific and | ess-specific routes)

3. order the result fromnost to | ess specific

4. for each route, install a route using the original route's
destination and the "l ogical and" overlap of each extra match
attribute with sane attribute fromthe set. Copy nexthop data
fromthe route under iteration. Then, reduce the set of extra
attributes by what was covered by the route just installed
("l ogi cal AND NOT").

Exanpl e recursive route resol ution
route to be resol ved:
2001: db8: 1234::/48, source 2001: db8: 3456::/48,
recursive nexthop via 2001: db8: abcd: : 1

routes considered for recursive nexthop

210, via fe80::1%
2001: db8: abcd: : / 48, via fe80::2%
2001: db8: abcd: : / 48, source 2001: db8: 3456:3::/64, via fe80::3%3
2001: db8: abcd: : 1/ 128, source 2001: db8: 3456: 4::/64, via fe80:: 4%

recursive resolution result:

2001: db8: 1234: :/ 48, source 2001: db8: 3456: :/ 48, via fe80::2%
2001: db8: 1234: :/ 48, source 2001: db8: 3456:3::/64, via fe80::393
2001: db8: 1234: :/ 48, source 2001: db8: 3456:4::/64, via fe80:: 4%

5.2. Unicast Reverse Path Filtering

Uni cast reverse path filtering MJST use dst-src routes analog to its
usage of destination-only routes. However, the system MAY match
either only incom ng source against routes’ destinations, or it MAY
mat ch source and destination against routes’ destination and source.
It MJUST NOT ignore dst-src routes on uRPF checks.
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5.3. Milticast Reverse Path Forwarding

Mul ticast Reverse Path Lookups are used to find paths towards the
(known) sender of nulticast packets. Since the destination of these
packets is the nulticast group, it cannot be nmatched agai nst the
source part of a dst-src route. Therefore, dst-src routes MJIST be
ignored for Multicast RPF | ookups.

5.4. Testing for Connectivity Availability

There are situations where systens’ behavi our depends on the fact
whet her "connectivity" is available in a broad sense. These systens
may have previously tested for the existence of a default route in
the routing table.

Since the default route may now be qualified with a source prefix,
this test can fail. |If no additional information is available to
qualify this test, systens SHOULD test for the existence of any
default route instead, e.g. include routes with default destination
but non-default source prefix.

However, if the test can be associated with a source address or
source prefix, this data SHOULD be used in | ooking up a default
route. Depending on the application, it MAY al so be useful to -
possibly additionally - consider "connectivity" to be available if
any route exists where the route’s source prefix covers the prefix or
address under consideration, allowing arbitrary destination prefixes.

Not e though that this approach to routing SHOULD NOT be used to infer
a list of source prefixes in an enumerative manner, or even to guess
domai n information. Specifically, if an operator uses nore specific
source prefixes to refine their routing, the inferred information

wi ||l provide bogus extraneous output. This is distinct fromthe
connectivity tests nentioned above in that those actually inquire the
routing system unlike domain information or enuneration, which is

hi gher -1 ayer application information.

5.5. Perform ng Source Address Sel ection

Any system i npl enenting destination-source routing, including plain
end hosts, needs sone way to select a source address particularly for
out goi ng connections. While the application establishing the
connection can take over this function (i.e. binding a socket to a
source address), this is generally performed by the system foll ow ng
[ RFC6724] .
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Critically, selecting a source address is done after |ooking up a
route to the destination and Section 5 of [RFC6724] makes multiple
references to the path "used to send to D'. This neans that

i mpl ement ati ons MJUST provi de some nmanner of establishing usefu
results for this | ookup, done without known source address.

Details of what exact result this routing | ookup yields or howit is
i mpl emented is essentially anal ogous to choosi ng between equa
candidate routes (i.e. distinct routes, not one route with nultiple
next hops) in a configuration that does not inplenent destination-
source routing. The result is a matter and expression of |oca

pol i cy.
It is RECOVWENDED to choose one of the foll owi ng options:

* an inplenentation MAY, as necessary, install destination-source
routes with a source prefix of ::/128, and performrouting | ookups
for the purpose of source address selection by using that source
prefix.

* an inplenmentation MAY introduce and use a separate route | ookup
function (that does not use destination-source routing) for the
pur pose of source address sel ection

Above list is not exhaustive and ot her approaches nay be valid and
useful dependi ng on context.

5.6. Inproving Source Address Sel ection

Beyond the considerations in the previous section, source address
selection and routing choice is key to inproving host behavior in the
presence of nultiple routers, prefixes or interfaces. Rule 5.5 as
noted in Section 5 of [RFC6724], and [ RFC8028] (note

[ RFC8028- ERRATA7009]) are at the heart of this.

Unfortunately, the functionality described by the text inrule 5.5 1is
insufficient to make these scenarios work. A source address is
choosen in context of a particular nexthop, but there is no mechani sm
preferring that nexthop for packets exchanged afterwards. [RFC8028]
is intended to address this and makes several recomendations

i nvol ving use of the source address.

Fol | owi ng these recomendati on and resolving the issues resulting
fromit essentially yields destination-source routing. The nore
general the solution is, the closer it |ooks and functions to
destination-source routing.
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Destination-source routing is explicitly applicable to hosts, and in
the context of fully inplenenting [ RFC6724] and [ RFC8028], it is
RECOMVENDED t hat end hosts in fact inplement destination-source
routing.

Additional routes (with source prefixes) need to be installed into
the routing table in the course of this. The exact semantics of this
are left to be specified in a future docunent.

6. Interoperability

As pointed out in Section 4.2 traffic may pernanently | oop between
routers forwarding packets based only on their destination |IP address
and routers using both source and destination addresses for

f orwar di ng deci si on.

I n networks where the same dynam ¢ routing protocol is being used to
propagate routing informati on between both types of systens the
protocol nay address sone or all traffic |ooping problens.
Recomendati ons to protocol designers are discussed in Section 4.2.

When routing information is comng fromoutside of the routing
protocol (for exanple, being provided by operator in the form of
static routes or network protocols not aware of destination-source
routing paradign) it may not be possible for the router to ascertain
| oop-free properties of such routing information. In these cases
consi stent (and | oop-free) packet forwarding is woven into network
topol ogy and nust be taken into consideration at design tine.

It is possible to design network with m xed depl oynment of routers
supporting and not supporting destination-source routing. Thus
gradual enabl enent of destination-source routing in existing networks
is al so possible but has to be carefully planned and eval uated for
each network design individually.

General |y, destination-source routing will not cause traffic |oops
when disjoint 'islands' of destination-source routing do not exchange
destination-source routing information. One particular case of this
rule is a network which contains single contiguous ’'island of
routers aware of destination-source routing. Exanple SOHO network
from Section 2.1 which denonstrates this design approach
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Figure 2: Exanmple of multihoned small network with partial
depl oynent of destination-source routing

6.1. Interoperability in D stance-Vector Protocols

Di st ance-Vector routing protocols (BGP, Rl Png, BABEL), operating on a
hop- by- hop basis, can address interoperability and mgration concerns
on that level. Wth routing information being flooded in the reverse
direction of traffic being forwarded using that information, a hop
that floods is the sane hop that forwards.

Thi s nmakes dealing with destination/source-unaware routers easy if
destination/source routes are nade to be ignored by such unaware
routers, and flooding of such routes is inhibited.

If DS routes are discarded by non-D/S routers, D/S routers will not
recei ve non-working routes and can select fromother avail able
working DS routes.

Note that for this to work, non-D/S routers MJUST NOT flood D S
routing information. This can be achieved in 2 ways:

1. Using sonme preexisting encoding to signal non-I¥S routers to not
fl ood these particular routes

2. lgnoring flooded D)S information on DY S routers by having them
detect that they received it froma non-D/S router (e.g. using
some capability signalling to identify non-DS routers.) This
handling likely needs to be perforned on a |level of sanme-link
nei ghbor shi ps.
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Al so note that the considerations in this section only apply if data
pat h and floodi ng path are congruent.

6.2. Interoperability in Link-State Protocols

For Link-State routing protocols (OSPF, 1S-1S), there is no relation
bet ween route flooding and forwardi ng. |nstead, forwardi ng deci sions
are based on shortest-path cal culation on top of the received

topol ogy i nformati on.

For a DS router to avoid | oops, there are again two choices
avai | abl e:

1. Detect that forwarding for a DS route transits over a non-D/ S
router and convert the route into a blackhole route to replace
| ooping with blackholing. This obviously inpacts connectivity.

2. Perform separate SPF cal cul ations using only the subset of D/
S-capabl e routers; thus DS routers can forward D/ S-routed
packets as long as they stay in contiguous islands.

The latter approach is facilitated by Milti-Topol ogy extensions to
the respective protocols. These extensions provide a way to both
isolate D)S routing informati on and performthe separate SPF
calculation. Note that it is not neccessary to use nmultiple
topol ogi es for distinct source prefixes; only a single additiona

t opol ogy enconpassing all D/ S-capable routers is sufficient.

7. 1 ANA Consi derations
Thi s docunent nakes no requests to | ANA
8. Security Considerations

Systens operating under the principles of this docunent can have
routes that are nmore specific than the previously nost specific, i.e.
host routes. This can be a security concern if an operator was
relying on the inpossibility of hijacking such a route.

Whi | e destination-source routing could be used as part of a security
solution, it is not really intended for the purpose. The approach
limts routing, in the sense that it routes traffic to an appropriate
egress, or gives a way to prevent communicati on between systens not
included in a destination-source route, and in that sense could be
considered simlar to an access list that is nanaged by and scal es
with routing.
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9

10.

11.

Privacy Considerations
If a host’s addresses are known, injecting a dst-src route allows
isolation of traffic fromthat host, which may conprom se privacy.
However, this requires access to the routing system As with simlar
problems with the destination only, defending against it is left to
general mechani sms protecting the routing infrastructure.
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Appendi x A. I nplenentation Options
A. 1. Pre-expanded 2-step | ookup w t hout backtracking

The backtracki ng behavior (specified in Section 3.3 as "A router MJST
continue to a | ess specific destination prefix") has been shown to
potentially cause a significant |oss of forwardi ng performance since
forwarding a single packet nmay require a | arge nunber of table

| ookups. (The degenerate case is 129 destination |ookups in
decreasing prefix length, each followed by a failing |ongest-match on
the source prefix.)

To avoid this, inplenmentations can install synthetic routes to
achi eve the sane | ookup result. This works as follows, to be
eval uated for each uni que destination prefix:

1. If there is a route (D, S=::/0), end processing for D.

2. lterate upwards one level (fromDif first iteration, previous D
otherwise) to a less specific destination. Call this D.
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3. For all routes (D, S), i.e. all source prefixes S under that
destiation prefix, install a copy (D, §) if and only if S
covers sone source prefix that isn't covered yet. (ln terns of
set theory, S cut by all existing S under Dis not enpty.)

4. Repeat at step 1.

The effect of this algorithmis that after performng a | ookup on the
destination prefix, |ooking up the source prefix directly yields the
result that backtracking would give. This elimnates backtracking
and provides constant 2 | ookup cost (after exactly one destination

| ongest-mat ch, the source | ongest-match will provide the final,
correct result; any no-match is a final no-match).

A 2. Translation to Multi-FIB (Policy Routing) perspective

The | ookup procedure described in this docunent requires destination-
first lookup. This is not a fit with nost existing inplenentations
of Policy Routing. Wile Policy Routing has no formal specification,
it generally permits choosing frommultiple routing tables / FIBs
based on, anong other things, source address. Sone inplenentations
support using nore than one FIB for a single | ookup, but not all do.

An inplenmentation that can choose fromnultiple FIBs based on source
address is capable of correct forwarding according to this docunent,

provided that it supports enough FIBs. One FIB will be used for each
uni que source prefix.

For a conplete description of the required translation al gorithm
pl ease refer to [hal -00947234v1]. It roughly works as follows:

After destination-source routing information has been coll ected, one
FIB table is created for each source range including the default
range ::/0. Source-destination routes then replicated into each
destination-only FIB table whose associ ated source address range is a
subset of route’'s source range. Note that this rule neans routes
with default source range ::/0 are replicated into each FIB table.

In case when nultiple routes with the same destination prefix are
replicated into the sane FIB table only route with the nost specific
source address range is install ed.

For exanple, if destination-source routing table contains these
routes:
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| Destination prefix | Source range | Next Hop

[} g ——————————— = ——_————————————————_—_ Ll pp—p—p—(———r
| /0, | /0, | NH1 |
e Focmmnaaann +
| 2001:101:1234::/48, | 2001: db8: 3456: 8000:: /56, | NH2 |
e meeeeemeaaeeaeas e T e T +
| 2001:101:5678::/48, | 2001: db8: 3456: 8000::/56, | NH3 |
o e e e e e oo - S TS +
| | ::/0, | NH4 |
e Focmmnaaann +
| 2001:101: abcd::/48, | 2001: db8: 3456: :/ 48, | NH5 |
e meeeeemeaaeeaeas e T e T +

Table 1

then 3 FIB tables will be created associated with source ranges ::/0,
2001: db8: 3456:: /48 and 2001: db8: 3456: 8000: : /56. In this exanple
range 2001: db8: 3456: 8000::/56 is a subset of |ess specific range
2001: db8: 3456::/48. Such inclusion nakes a sonewhat artificial
exanpl e but was intentionally selected to denmonstrate hierarchy of
route replication.

And content of these FIB tables will be:

FIB 1 (source range ::/0):

+o—oooooooo—oo—o—oo—————+4 ===+
| Destination prefix | Next Hop |
E e e e e =1
| ::/0, | NHL |
R i I T R R i +
| 2001:101:5678::/48, | NH#4 |
T i F--- - - +

Table 2

FIB 2 (source range 2001: db8: 3456::/48):
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b oo e e o1
| Destination prefix | Next Hop |
+=—==——=—=——=—=—————————————4=—=——=—=——=—==—=+
| ::/0, | NHL |
I I I +
| 2001:101:5678::/48, | N#4 |
I I I I +
| 2001:101: abcd::/48, | NH5 |
I I T F--- - - - +
Table 3
FI B 3 (source range 2001: db8: 3456: 8000: : / 56) :
+=—==——=—=——=—=—————————————4=—=——=—=——=—==—=+
| Destination prefix | Next Hop |
B Tttty pp—p————————
| /0, | NH1 |
I I I I +
| 2001:101:1234::/48, | NH2 |
I I T F--- - - - +
| 2001:101:5678::/48, | NH3 |
I I I +
| 2001:101:abcd::/48, | NH5 |
I I I I +

Table 4
Duri ng packet forwarding, |ookup first matches source address agai nst
the list of address ranges associated with FIB tables to select a FIB
table with the nost specific source address range and then does
destination-only | ookup in the selected FIB table.
Appendi x B. I nplenentation Status
This section is to be renoved before publishing as an RFC

The Li nux kernel inplenentation of destination-source routing - which

predates pretty nmuch all other work on this - is cited in the
acknow edgenents section. The CONFI G | PV6_SUBTREES setting enabl es
t he code.

The destination/source routing has been inplenmented and tested under
an experinent network with four routers that supports both the new
routing and forwardi ng plane. China Education and Research Network
(CERNET) has depl oyed 20 upgraded destinati on/source routers
recently.
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