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Abst ract

In a network conprising thousands of BGP peers exchanging nillions of
routes, many routes are reachable via nore than one next-hop. G ven
the large scaling targets, it is desirable to restore traffic after
failure in a time period that does not depend on the nunber of BGP
prefixes.

Thi s docunent describes an architecture by which traffic can be re-
routed to equal cost multi-path (ECMP) or pre-cal cul ated backup paths
in atinefrane that does not depend on the nunmber of BGP prefixes.
The objective is achieved through organi zing the forwardi ng data
structures in a hierarchical manner and sharing forwardi ng el enents
anmong t he nmaxi num possi bl e nunmber of routes. The described techni que
yi el ds prefix independent convergence while ensuring incremental

depl oynent, conpl ete automati on, and zero managenent and provi si oni ng
effort. It is noteworthy to mention that the benefits of BGP Prefix

I ndependent Convergence (BGP-PIC) are hinged on the existence of nore
than one path whether as ECVP or primary-backup

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of six
mont hs and nmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress."
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1. Introduction

BGP speakers exchange reachability information about prefixes

[ RFC4271] and, for |abeled address families an edge router assigns
| ocal labels to prefixes and associates the local |abel with each
advertised prefix using technol ogi es such as L3VPN [ RFC4364], 6PE
[ RFC4798], and Softw re [ RFC5565] using BGP | abel unicast (BGP-LU)
techni que [ RFC8277]. A BGP speaker then applies the path sel ection
steps to choose the best route. In nbdern networks, it is not
uncommon to have a prefix reachable via multiple edge routers.

Mul tipl e techni ques have been described to allow for BGP to
advertise nmore than one path for a given prefix [I.D.ietf-idr-best-
external | [ RFC7911] [ RFC6774], whether in the form of equal cost
mul ti path or primary-backup. Another common and wi dely depl oyed
scenario is L3VPN with nulti-honmed VPN sites with uni que Route

Di stingui sher.

Thi s docunent describes a hierarchical and shared forwardi ng chain
organi zation that allows traffic to be restored to a pre-
calculated alternative equal cost primary path or backup path in a
time period that does not depend on the nunber of BGP prefixes.
The technique relies on internal router behavior that is

compl etely transparent to the operator and can be increnmentally
depl oyed and enabled with zero operator intervention. In other
words, once it is inplenmented and depl oyed on a router, nothing is
required fromthe operator to nake it work. It is noteworthy to
mention that this docunment describes a Forwarding | nformati on Base
(FIB) architecture that can be inplenmented in both hardware and/or
software, although we refer to hardware inplenmentation in nost of
the cases because of the additional complexity and performance
requi renents associated with hardware inplenentations.

1.1. Term nol ogy
This section defines the terns used in this docunent.
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BGP- LU. BGP Label Unicast. Refers to carrying |abel unicast
address family (SAFI-4) in BGP4 as in [ RFC8277].

BGP prefix: A IP address prefix as described in [ RFC4271].

IGP prefix: A prefix that is learnt via an Interior Gateway
Protocol (I1GP), such as OSPF and ISIS. The prefix nay be | earnt
directly through the IGP or statically configured.

Customer Edge (CE) [RFC4364]: An external router through which
an egress PE can reach a prefix P/m

Egress PE [ RFC4364], "ePE': A BGP speaker that |earns about a
prefix through an external BGP (EBGP) peer and chooses that EBGP
peer as the next-hop for that prefix.

Ingress PE, "iPE": A BGP speaker that |earns about a prefix
through a Internal BGP (1 BGP) peer and chooses an egress PE as
the next-hop for the prefix.

Pi c-path: The next-hop in a sequence of nodes starting fromthe
current node and ending with the destination node or network
identified by the prefix. The nodes nmay not be directly

connect ed.

Recursive pic-path: A pic-path consisting only of the IP
address of the next-hop wi thout the outgoing interface.
Subsequent | ookups are necessary to determ ne the outgoing
interface and a directly connected next-hop

Non-recursive pic-path: A pic-path consisting of the | P address
of a directly connected next-hop and outgoing interface.

Adj acency: The |l ayer 2 encapsul ation |eading to the |ayer 3
directly connected next-hop. An adjacency is identified by a
next - hop and an outgoing interface

Primary pic-path: A recursive or non-recursive pic-path that
can be used for forwarding as |ong as forwardi ng engi ne can
wal k (See section 2.2 for explanation of forwarding chain and
Section 4 forwardi ng engi ne behavior) starting fromthis pic-
path can end to an adjacency. A prefix can have nore than one
primary pic-path.

Backup pic-path: A recursive or non-recursive pic-path that can
be used only after some or all primary pic-paths becone
unr eachabl e.

Primary Next-hop. The next-hop in a primary pic-path
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Secondary next-hop: The next-hop in the backup pic-path

Leaf: A container data structure for a prefix or local |abel
Alternatively, it is the data structure that contains prefix
specific information.

IP leaf: The | eaf corresponding to an |Pv4 or |Pv6 prefix.

Label leaf. The | eaf corresponding to a locally allocated | abe
such as the VPN | abel on an egress PE [ RFC4364].

Pathlist: An array of pic-paths used by one or nore prefixes to
forward traffic to destination(s) covered by an IP prefix. Each
pic-path in the pathlist carries its "path-index" that identifies
its position in the array of paths. In general the value of the
path-index in a pic-path is the same as its position in the
pathlist, except in the case outlined in Section 5. For exanple
the 3rd pic-path may carry a path-index value of 1. A pathlist
may contain a mix of primary and backup pic-paths.

Qut Label -List: Each | abeled prefix is associated with an

Qut Label -List. The CQutlLabel-List is an array of one or nore
outgoi ng | abels and/or |abel actions where each | abel or | abel
action has 1-to-1 correspondence to a pic-path in the pathlist.
Label actions are: push (add) the | abel as specified in

[ RFC3031], pop (renove) the | abel as specified in [ RFC3031],
swap (replace) the incomng |abel with the |abel in the

Qut Label -List entry, or don’t push anything at all in case of
"unl abel ed". The prefix may be an | GP or BGP prefi x.

Forwardi ng chain: It is a conpound data structure consisting of
mul ti pl e connected bl ocks that a forwardi ng engi ne wal ks one
block at a time to forward the packet out of an interface.
Section 2.2 explains an exanple of a forwardi ng chain.
Subsequent sections provide additional exanples

Dependency: An object X is said to be a dependent or child of
object Yif there is at |east one forwarding chain where the
forwardi ng engi ne nmust visit the object X before visiting the
object Y in order to forward a packet. Note that if object Xis
a child of object Y, then Y cannot be del eted unl ess object X
is no |longer a dependent/child of object Y.

Pic-route: A prefix with one or nore pic-paths associated with

it. The mnimmset of objects needed to construct a pic-route
is aleaf and a pathlist.

|GP pic-route: a pic-route whose prefix is learned froman | GP

BGP pic-route: a pic-route whose prefix is |learned from BGP
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0 Routing-table: A table where each entry is a pic-route as
defined in this section.

0 ASN. Aut ononous System Number

2. Overview
The idea of BGP-PIC is based on two pillars

0 A shared hierarchical forwarding chain: It is not unconmon to see
mul tiple destinations reachable via the same |ist of next-hops.
I nstead of having a separate list of next-hops for each
destination, all destinations sharing the same |ist of next-hops
can point to a single copy of this list thereby allow ng fast
convergence by making changes to a single shared list of next-
hops rather than possibly a | arge nunber of destinations. Because
pic-paths in a pathlist may be recursive, a hierarchy is formed
bet ween pathlist and the resolving prefix whereby the pathli st
depends on the resol ving prefix.

o A forwarding plane that supports multiple levels of indirection
A forwarding chain that starts with a destination and ends with
an outgoing interface is not a sinple flat structure. Instead, a
forwarding entry is constructed via multiple | evels of
indirections. A BGP prefix uses a recursive next-hop, which in
turn resolves via an | GP next-hop, which in turn resolves via an
adj acency consi sting of one or nore outgoing interface(s) and
next - hop(s).

Desi gning a forwardi ng pl ane that constructs multi-Ilevel forwarding
chains with maxi mal sharing of forwarding objects allows rerouting a
| arge number of destinations by nodifying a small nunber of objects
t her eby achi eving convergence in a tine frame that does not depend
on the nunber of destinations. For exanple, if the IGP prefix that
resol ves a recursive next-hop is updated there is no need to update
the possibly |l arge nunber of BGP NLRIs that use this recursive next-
hop.

2. 1. Dependency
This section describes the required functionalities in the
forwardi ng and control planes to support BGP-PIC as described in
this docunent.

2.1.1. Herarchical Hardware FIB (Forwarding |Infornmati on Base)

BGP-PI C requires a hierarchical hardware FIB support: if the
destination address of a forwarded packet matches a BGP prefix, a
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BGP leaf is |ooked up, then a BGP pathlist is consulted, then an I GP
pat hlist, then an adjacency. Section 4 has nore details about how
a packet is forwarded

An alternative nmethod consists in "flattening" the dependenci es when
programm ng the BGP destinations into HWFIB resulting in
potentially elimnating both the BGP pathlist and | GP pathli st

consul tation. Such an approach decreases the nunber of nenory

| ookups per forwardi ng operation at the expense of HWFIB nmenory
increase (flattening means | ess sharing thereby |ess duplication),

| oss of equal cost multi-path (ECMP) properties (flattening neans

| ess pathlist entropy) and | oss of BGP-PIC properties. Section 5
expl ains the concept of flattening for hardware with |imted nunber
of levels of indirections.

2.1.2. Availability of nore than one BGP next-hops

When the BGP next-hop in the prinmary pic-path becones unresol ved,
BGP- PI C depends on the availability of one or nore pre-conputed and
pre- programred backup pic-paths(s) in the BGP pathlist in the

f orwar di ng engi ne.

The exi stence of a backup pic-path is clearly required for the

foll owi ng reason: a network connectivity service caring for network
availability will require two disjoint network connections resulting
in two BGP next-hops.

The BGP distribution of secondary next-hops is available thanks to
the follow ng BGP nechani sns: Add-Path [ RFC7911], BGP Best - Externa
[I.D.ietf-idr-best-external], diverse path [RFC6774], and the
frequent use in VPN depl oynents of different VPN RD s per PE

Anot her option to learn nultiple BGP next-hops/paths is to receive
| BGP paths frommultiple BG® RRs [ RFC9107] selecting a different
path as best. It is noteworthy to mention that the availability of
anot her BGP path does not nean that all failure scenarios can be
covered by sinply forwarding traffic to the avail abl e secondary
pat h. The di scussion of how to cover various failure scenarios is
beyond the scope of this docunent.

2.2. BGP-PIC Illustration
To illustrate the two pillars above as well as the platform
dependency, this docunment will use an exanple of a nultihonmed L3VPN

prefix in a BGP-free core running LDP [ RFC5036] or segnent routing
over MPLS forwarding plane [ RFC8660] .
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ePE2 (I1GP-1P1 192.0.2.1, Loopback)
|\
\

\

CE....VRF "Blue", ASN 65000

/ (VPN-1P1 198.51. 100. 0/ 24)
/ (VPN-1 P2 203.0.113. 0/ 24)

I

I

I

I
LDP/ Segrent - Routi ng Core |/
ePE1 (I1GP-1P2 192.0.2.2, Loopback)
I

+——— - - - - — +
m

Figure 1: VPN prefix reachable via nultiple PEs

Referring to Figure 1, suppose the i PE (the ingress PE) receives
NLRI's for the VPN prefixes VPN-1P1 and VPN-1P2 fromtwo egress PEs,
ePE1 and ePE2 with next-hop BGP-NH1 (192.0.2.1) and BGP- NH2
(192.0.2.2), respectively. Assune that ePEl advertise the VPN | abels
VPN-L11 and VPN-L12 while ePE2 advertise the VPN | abels VPN-L21 and
VPN-L22 for VPN-1P1 and VPN-1P2, respectively. Suppose that BGP-NHL
and BGP-NH2 are resolved via the 1GP prefixes IGP-1P1 and | GP-1P2,
where each happen to have 2 equal cost paths with I GP-NHL and | GP-
NH2 reachable via the interfaces I1 and 12 on i PE, respectively.
Suppose that |ocal |abels (whether LDP [ RFC5036] or segnent routing
[ RFC8660]) on the downstream LSRs for IGP-1P1 are | GP-L11 and | GP-
L12 while for 1GP-1P2 are | GP-L21 and | GP-L22. As such, the pic-
routing table at i PE is as foll ows:

65000: 198.51.100.0/ 24
via ePE1 (192.0.2.1), VPN Label: VPN L11
via ePE2 (192.0.2.2), VPN Label: VPN L21

65000: 203.0.113.0/24
via ePE1 (192.0.2.1), VPN Label: VPN-L12
via ePE2 (192.0.2.2), VPN Label: VPN-L22

192.0. 2.1/ 32 (ePE2)
via |1, Label: IGP-L11
via |2, Label: |GP-L12

192.0. 2. 2/ 32 (ePE1)

via |1, Label: IGP-L21
via |2, Label: IGP-L22

Based on the above pic-routing-table, a hierarchical forwarding
chain can be constructed as shown in Figure 2
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I P Leaf: pathlist: | P Leaf: pat hlist:
........ e e,
| | Fom - +
| BGP- NH1- - - - - - - >|GP-1PL ----- >| |
VPN- | P1-->| | | | 1GP-NHL, I21----- >adj acencyl
| | BGP- NH2- - - - - - - > .| | |
| | | | | TGP-NH2, | 2----- >adj acency?2
I tooo-oooo-- + I I I
| | Fom - +
| |
% %
Qut Label - Li st: Qut Label - Li st:
S + S +
| VPN-L11 | | 1 GP-L11 |
| VPN-L21 | | 1GP-L12 |
Fomm oo + Fomm oo +
Figure 2: Shared Hierarchical Forwarding Chain at iPE
The forwardi ng chain depicted in Figure 2 illustrates the first

pillar, which is shari
pat hli st consisting of

reachabl e via ePE1 and ePE2. As such,
to the pathlist without having to nmake changes to the NLRIs.
i f BGP-NH2 becones unreachabl e,
any of the possibly | arge nunmber of NLRISs.
pat hli st needs to be nodified. Likew se,
structure of the forwardi ng chain,

exanpl e,

nmodi fications to the

changes to the BGP NLRIs.

down, only the shared
the 1 GP prefixes shari

ng and hierarchy. It can be seen that the BGP
BGP-NHL and BGP-NH2 is shared by all NLRIs

it is possible to nake changes

For

there is no need to nodify

Instead only the shared

due to the hierarchica

it is possible to nmake

GP pic-routes without having to make any

For exanple, if the interface "I2" goes

| GP pathlist needs to be updated, but none of

ng the IGP pathlist nor the BGP NLRIs using

the 1GP prefixes for resolution need to be nodified.

Figure 2 can also be used to illustrate the second BGP-PIC pillar.

Havi ng a deep forward

2 requires a forwarding plane that

levels of indirection
interface(s) and next-

m nimzes the re-convergence tine on topol ogy change,

ng chain such as the one illustrated in Figure
i s capabl e of accessing multiple
in order to cal cul ate the outgoing

hops(s). Wiile a deeper forwarding chain

there wll

al ways exist platforms with linted capabilities and hence inposing

alimt on the depth of the forwardi ng chain.

Section 5 descri bes

how to gracefully trade of f convergence speed with the nunber of

hi er ar chi cal
capabilities.

Anot her exanpl e using
fol |l owi ng
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65000: 2001: DB8: 1::/48
via ePE1 (65000: 2001:DB8:192::1), VPN Label: VPN6-L11
via ePE2 (65000: 2001:DB8:192::2), VPN Label: VPN6-L21

65000: 2001: DB8: 2: /48
via ePE1 (65000: 2001:DB8:192::1), VPN Label: VPN6-L12
via ePE2 (65000: 2001:DB8:192::2), VPN Label: VPN6-L22

65000: 2001: DB8: 192::1/128

via Core, Label: | GP6-L11

via Core, Label: | GP6-L12
65000: 2001: DB8: 192::2/128

via Core, Label: | GP6- L21

via Core, Label: | GP6- L22

The sane hierarchical forwardi ng chain described can be constructed
for 1 Pv6 addresses/prefixes.

3. Constructing the Shared Hi erarchical Forwardi ng Chain

Constructing the forwarding chain is an application of the two
pillars described in Section 2. This section describes how to
construct the forwarding chain in a hierarchical shared nanner.

3.1. Constructing the BGP-PIC Forwardi ng Chain

The whol e process starts when a BGP prefix is downl oaded to FIB. The
prefix contains one or nore outgoing pic-paths. For certain |abel ed
prefixes, such as L3VPN [ RFC4364] prefixes, each pic-path may be
associated with an outgoing | abel and the prefix itself may be
assigned a local label. The lIist of outgoing pic-paths defines a
pathlist. If such pathlist does not already, then the FIB nmanager
(software or hardware entity responsible for managi ng the FIB)
creates a new pathlist, otherw se the existing pathlist with the
same list of pic-paths exist (the pathlist nmay already exist because
there is another pic-route that is already using the sane |ist of
pic-paths) is used. The BGP prefix is added as a dependent of the
pat hli st.

The previous step constructs the upper part of the hierarchica
forwardi ng chain. The forwarding chain is conpleted by resolving the
pi c-paths of the pathlist. A BGP pic-path usually consists of a
next - hop. The next-hop is resolved by finding a matching |1 GP prefix.

The end result is a hierarchical shared forwardi ng chain where the
BGP pathlist is shared by all BGP prefixes that use the same |ist of
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pic-paths and the IGP prefix is shared by all pathlists that have a
pic-path resolving via that |1GP prefix.

The remai nder of this section goes over an exanple to illustrate the
applicability of BGP-PIC in a primary-backup pic-path scenario.

3.2. Exanple: Prinmary-Backup Pic-path Scenario

Consi der the egress PE ePEl in the case of the multi-homed VPN
prefixes shown in Figure 1. Suppose ePEl determ nes that the primary
pic-path is the external pic-path, while the backup pic-path is the
| BGP pic-path to the other PE ePE2 with next-hop BGP-NH2. ePEl
constructs the forwarding chain depicted in Figure 3. The figure
shows only a single VPN prefix for sinplicity. But all prefixes that
are nmulti honmed to ePE1 and ePE2 share the BGP pathlist.

BGP Qut Label - Li st

S +
VPN-L11 | Unl abel ed|
(Label -leaf)---+---->+--------- +
| | VPN-L21 |
v | (swap) |
| S +
I
I
I
|
| BGP pathli st
| S S +
I I I
| | CE-NH  ------- >(to the CE)
| | path-index=0 |
VPN-IPL ----- o D +
(1P |eaf) | VPN- NH2 |
| | (backup) ------- >| GP Leaf
| | path-index=1 | (Towar ds ePE2)
| e +
I
| BGP Cut Label - Li st
| R +
| | Unl abel ed|
S P R +
| VPN-L21 |
| (push) |
S R +

Figure 3: VPN Prefix Forwarding Chain with ei BGP pic-paths on egress
PE
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The exanpl e depicted in Figure 3 differs fromthe exanple in Figure
2 in tw main aspects. First, as long as the primary pic-path
towards the CE (external pic-path) can be used for forwarding, it
will be the only pic-path used for forwarding while the QutLabel -
Li st contains both the unlabeled (primary pic-path) and the VPN

| abel (backup pic-path) advertised by the backup pic-path ePE2. The
second aspect is presence of the | abel |eaf corresponding to the VPN
prefix. This | abel leaf is used to match VPN traffic arriving from
the core. Note that the | abel |eaf shares the pathlist with the IP
prefix.

4. Forwardi ng Behavi or

Thi s section explains how the forwardi ng pl ane uses the hierarchica
shared forwarding chain to forward a packet.

When a packet arrives at a router, assume it matches a leaf. If not,
the packet is handl ed according to the local policy (such as
silently dropping the packet), which is beyond the scope of this
docunent. A | abel ed packet matches a | abel |eaf while an | P packet
mat ches an | P | eaf. The forwardi ng engi nes wal ks the forwarding
chain starting fromthe leaf until the walk term nates on an

adj acency. Thus when a packet arrives, the chain is wal ked as
fol | ows:

1. Lookup the | eaf based on the destination address or the |abel at
the top of the packet.

2. Retrieve the parent pathlist of the |eaf.

3. Pick an outgoing pic-path "Pi" fromthe list of resolved pic-
paths in the pathlist. The nmethod by which the outgoing pic-path
is picked is beyond the scope of this docunment (e.g. flow
preserving hash exploiting entropy within the MPLS stack and IP
header). Let the "path-index" of the outgoing pic-path "Pi" be
"j". Remenber that, as described in the definition of the term
pathlist in Section 1.1, the path-index of a pic-path may not
al ways be identical the position of the pic-path in the pathlist.

4. |f the prefix is | abeled, use the "path-index" "j" to retrieve
the label "Lj" stored position j in the CutlLabel-List and apply
the | abel action of the |abel on the packet (e.g. for VPN | abe
on the ingress PE, the |label action is "push”). As nentioned in
Section 1.1 the value of the "path-index" stored in the pic-
path may not necessarily be the same value of the | ocation of the
pic-path in the pathlist.
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5. If the chosen pic-path "Pi" is recursive, nove to its parent
prefix and go to step 2.

6. If the chosen pic-path is non-recursive nove to its parent
adj acency.

7. Encapsul ate the packet in the |ayer string specified by the
adj acency and send the packet out.

Let’s apply the above forwarding steps to the forwardi ng chain
depicted in Figure 2 in Section 2. Suppose a packet arrives at
ingress PE i PE froman external neighbor. Assune the packet matches
the VPN prefix VPN-IP1l. While wal king the forwarding chain, the
forwardi ng engi ne applies a hashing algorithmto choose the pic-path
and the hashing at the BGP | evel chooses the first pic-path in the
BGP pathlist while the hashing at the IGP | evel yields the second
pic-path in the 1GP pathlist. In that case, the packet will be sent
out of interface 12 with the |abel stack "IGP-L12, VPN L11".

5. Handling Platforns with Linited Levels of Hi erarchy

This section describes the construction of the forwarding chain if a
pl at f orm does not support the number of recursion levels required to
resolve the NLRIs. There are two nain design objectives.

0 Being able to reduce the nunber of hierarchical |evels from any
arbitrary value to a smaller arbitrary value that can be
supported by the forwardi ng engi ne.

o Mnimal nodifications to the forwarding al gorithm due to such
reducti on.

Appendi x A provides details on howto handle |imted hardware
capabilities.

6. Forwardi ng Chain Adjustment at a Failure

The hierarchical and shared structure of the forwardi ng chain
explained in the previous section allow nodifying a small nunber of
forwardi ng chain objects to re-route traffic to a pre-cal cul ated
equal - cost or backup pic-path without the need to nodify the

possi bly very large nunber of BGP prefixes. This section goes over
various core and edge failure scenarios to illustrate how the FIB
manager can utilize the forwarding chain structure to achieve BGP
prefix i ndependent convergence.
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6.1. BGP-PIC core

This section describes the adjustments to the forwarding chain when
a core link or node fails but the BGP next-hop remains reachabl e.

There are two case: renpte link failure and attached |ink failure.
Node failures are treated as |link failures

When a remote link or node fails, the 1GP on the ingress PE receives
an advertisenent indicating a topology change so I GP re-converges to
either find a new next-hop and/or outgoing interface or renove the
pi c-path conpletely fromthe |G prefix used to resolve BGP next-
hops. | GP and/or LDP downl oad the nodified |GP | eaves with nodified
outgoing | abels for the | abel ed core.

VWhen a local link fails, FIB nanager detects the failure al nost

i medi ately. The FIB manager nmarks the inpacted pic-path(s) as
unusabl e so that only useable pic-paths are used to forward packets.
Hence only I GP pathlists with pic-paths using the failed |ocal |ink
need to be nodified. Al other pathlists are not inpacted. Note that
in this particular case there is no need to backwal k (wal k back the
forwarding chain) to I GP | eaves to adjust the QutlLabel -Lists because
FIB can rely on the path-index stored in the useable pic-paths in
the pathlist to pick the right |abel

It is noteworthy to nention that because FIB manager nodifies the
forwarding chain starting fromthe 1GP | eaves only. BGP pathlists
and | eaves are not nodified. Hence traffic restoration occurs within
the tinme frame of | GP convergence, and, for local link failure,
assuni ng a backup pic-path has been preconputed, within the
timeframe of |ocal detection (e.g. 50ns). Exanples of solutions that
can pre-compute backup pic-paths are |P FRR [ RFC5714] renote LFA

[ RFC7490], TI-LFA [I-D.ietf-rtgwy-segment-routing-ti-Ifa] and MRT

[ RFC7812] or EBGP pic-path having a backup pic-path [bonaventure].

Let’'s apply the procedure nentioned in this subsection to the
forwardi ng chain depicted in Figure 2. Suppose a rempte link failure
occurs and inpacts the first ECMP | GP pic-path to the renpote BGP
next - hop. Upon | GP convergence, the I GP pathlist used by the BGP
next-hop is updated to reflect the new topol ogy (one pic-path
instead of two) and the new forwarding state is imredi ately

avail able to all dependent BGP prefixes. The sanme behavi or woul d
occur if the failure was |ocal such as an interface going down. As
soon as the | GP convergence is conplete for the BGP next-hop I GP
pic-route, all its BGP depending routes benefit fromthe new pic-
path. In fact, upon local failure, if LFA protection is enabled for
the 1GP pic-route to the BGP next-hop and a backup pic-path was pre-
conputed and installed in the pathlist, upon the |local interface
failure, the LFA backup pic-path is immediately activated (e.g. sub-
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50nsec) and thus protection benefits all the depending BGP traffic
through the hierarchical forwarding dependency between the routes.

6.2. BGP-PI C edge

This section describes the adjustnments to the forwarding chains as a
result of edge node or edge link failure.

6.2.1. Adjusting Forwarding Chain in egress node failure

When a node fails, | GP on neighboring core nodes send updates

i ndicating that the edge node is no |l onger a direct neighbor. If the
node that failed is an egress node, such as ePEl and ePE2 in Figure
1, 1 GP running on an ingress node, such as iPEin Figure 1

converges and the realizes that the egress node is no | onger
reachable. As such IGP on the ingress node instructs FIB to renove
the I P and | abel |eaves corresponding to the failed edge node from
FI B. So FIB manager on the ingress node perfornms the follow ng

st eps:

o FIB manager deletes the IGP | eaf corresponding to the fail ed edge
node

o FIB manager backwal ks to all dependent BGP pathlists and marks
that pic-path using the deleted | GP | eaf as unresol ved

0 Note that there is no need to nodify the possibly | arge nunber of
BGP | eaves because each pic-path in the pathlist carries its pic-
pat h i ndex and hence the correct outgoing |abel will be picked.
Consi der for exanple the forwardi ng chain depicted in Figure 2.
If the 1st BGP pic-path beconmes unresol ved, then the forwarding
engine will only use the second pic-path for forwarding. Yet the
pat h-i ndex of that single resolved pic-path will still be 1 and
hence the | abel VPN-L21 will be pushed.

6.2.2. Adjusting Forwarding Chain on PE-CE link Failure

Suppose the |ink between an edge router and its external peer fails.
There are two scenarios (1) the edge node attached to the failed
link perfornms next-hop self (where BGP advertises the | P address of
its own | oopback as next-hop) and (2) the edge node attached to the
failure advertises the | P address of the failed link as the next-hop
attribute to its | BGP peers.

In the first case, the rest of IBGP peers will remain unaware of the
link failure and will continue to forward traffic to the edge node
until the edge node attached to the failed |ink withdraws the BGP
prefixes. If the destination prefixes are multi-homed to another

Bashandy Expi res Cctober 20, 2025 [ Page 15]



I nternet-Draft BGP Prefix |Independent Convergence April 2025

| BGP peer, say ePE2, then FIB rmanager on the edge router detecting
the link failure applies the following steps to the forwarding chain
(see Figure 3):

o FIB manager backwal ks to the BGP pathlists marks the pic-path
through the failed Iink to the external peer as unresolved.

0 Hence traffic will be forwarded using the backup pic-path towards
ePE2.

0 Labeled traffic arriving at the egress PE ePELl matches the BGP
| abel | eaf.

0 The CQutlLabel -List attached to the BGP | abel |eaf already
contains an entry corresponding to the backup pic-path.

0 The label entry in QutlLabel-List corresponding to the
internal pic-path to backup egress PE has a swap action to
the | abel advertised by the backup egress PE

o For an arriving |abel packet (e.g. VPN), the top | abel is
swapped with the | abel advertised by backup egress PE and the
packet is sent towards that the backup egress PE

0 Unlabeled traffic arriving at the egress PE ePE1 nmat ches the BGP
| P | eaf

0 The CQutLabel -List attached to the BGP | abel |eaf already
contains an entry corresponding to the backup pic-path.

0 The label entry in QutlLabel-List corresponding to the
internal pic-path to backup egress PE has a push (instead of
the swap action in for the | abeled traffic case) action to
the | abel advertised by the backup egress PE

o For an arriving | P packet, the | abel advertised by backup
egress PE is pushed and the packet is sent towards that the
backup egress PE

In the second case where the edge router uses the I P address of the
failed link as the BGP next-hop, the edge router will still perform
the previous steps. But, unlike the case of next-hop self, the IGP
on the failed edge node inforns the rest of the | BGP peers that the
I P address of the failed link is no | onger reachable. Hence the FIB
manager on | BGP peers will delete the IGP |eaf corresponding to the
IP prefix of the failed Iink. The behavior of the IBGP peers will be
identical to the case of edge node failure outlined in Section

6.2. 1.
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It is noteworthy to nention that because the edge link failure is
|l ocal to the edge router, sub-50 nsec convergence can be achi eved as
described in [bonaventure].

Let’s try to apply the case of next-hop self to the forwardi ng chain
depicted in Figure 3. After failure of the |ink between ePEl and CE
the forwarding engine will route traffic arriving fromthe core
towards VPN-NH2 with path-index=1. A packet arriving fromthe core
will contain the | abel VPN-L11 at top. The | abel VPN-L11 is swapped
with the | abel VPN-L21 and the packet is forwarded towards ePE2

6.3. Handling Failures for Flattened Forwardi ng Chains

As explained in the in Section 5 if the nunmber of hierarchy |evels
of a platformcannot support the native nunmber of hierarchy |levels
of a recursive forwarding chain, the instantiated forwardi ng chain
is constructed by flattening two or nore levels. Hence a 3-levels

chain in Figure 5 is flattened into the 2-levels chain in Figure 6

Wi | e reducing the benefits of BG>-PIC, flattening one hierarchy
into a shallower hierarchy does not always result in a conplete |oss
of the benefits of the BG-PIC. To illustrate this fact suppose
ASBR12 is no |onger reachable in domain 1. If the platformsupports
the full hierarchy depth, the forwarding chain is the one depicted
in Figure 5 and hence the FIB nanager needs to backwal k one level to
the pathlist shared by "ePE1" and "ePE2" and adjust it. If the

pl atform supports 2 levels of hierarchy, then a useabl e forwarding
chain is the one depicted in Figure 6. In that case, if ASBR12 is no
| onger reachable, the FIB manager has to backwalk to the two
flattened pathlists and updates both of them

The main observation is that the | oss of convergence speed due to
the 1 oss of hierarchy depth depends on the structure of the

forwarding chain itself. To illustrate this fact, let’s take two

extrenes. Suppose the forwarding objects in |level i+1 depend on the
forwarding objects in level i. If every object on level i+1 depends
on a separate object in level i, then flattening level i into |eve

i+l will not result in loss of convergence speed. Now let’s take the
ot her extreme. Suppose "n" objects in level i+1 depend on 1 object
in level i. Now suppose FIB flattens level i into level i+1. If a

t opol ogy change results in nodifying the single object in level i,
then FIB has to backwal k and nodify "n" objects in the flattened

| evel, thereby losing all the benefit of BGP-PIC Experience shows
that flattening forwarding chains usually results in noderate |oss
of BGP-PIC benefits. Further analysis is needed to corroborate and
quantify this statenent.
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7. Properties
7.1. Coverage

Al'l the possible failures, except CE node failure, are covered,

whet her they inpact a local or renote IGP pic-path or a local or
renote BGP next-hop as described in Section 6. This section provides
details for each failure and how the hierarchical and shared FIB
structure described in this docunent allows recovery that does not
depend on nunber of BGP prefixes.

7.1.1. Arenote failure on the pic-path to a BGP next-hop

Upon | GP convergence, the |G |eaf for the BGP next-hop is updated
and all the BGP depending routes | everage the new | GP forwarding
state imedi ately. Details of this behavior can be found in Section
6. 1.

This results in BG traffic recovery that only depends on | GP
convergence and is independent of the nunber of BGP prefixes
i mpact ed.

7.1.2. Alocal failure on the pic-path to a BGP next-hop

Upon LFA protection, the I1GP leaf for the BGP next-hop is updated to
use the precomputed backup pic-path and all the BGP dependi ng routes
| everage this protection. Details of this behavior can be found in
Section 6. 1.

This BGP resiliency property only depends on LFA protection and is
i ndependent of the number of BGP prefixes inpacted.

7.1.3. Arenote IBGP next-hop fails

Upon | GP convergence, the |G |leaf for the BGP next-hop is deleted
and all the depending BGP Path-Lists are updated to either use the
remai ni ng ECMP BGP best-paths or if none remains available to
activate preconputed backups. Details about this behavior can be
found in Section 6.2.1.

This BGP resiliency property only depends on | GP convergence and is
i ndependent of the number of BGP prefixes inpacted.

7.1.4. Alocal EBGP next-hop fails
Upon local link failure detection, the adjacency to the BGP next-hop
is deleted and all the depending BGP pathlists are updated to either
use the remaining ECMP BGP best-paths or if none remains avail able
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to activate preconputed backups. Details about this behavior can be
found in Section 6.2.2.

This BGP resiliency property only depends on local link failure
detection and is independent of the nunber of BGP prefixes inpacted.

7.2. Performance

When the failure is local (a local 1GP next-hop failure or a loca
EBGP next-hop failure), a pre-computed and pre-installed backup is
activated by a | ocal -protection nechani smthat does not depend on
the nunber of BGP destinations inpacted by the failure. Sub-50nsec
is thus possible even if mllions of BGP prefixes are inpacted.

When the failure is remote (a renote I GP failure not inpacting the
BGP next-hop or a renote BGP next-hop failure), an alternate pic-
path is activated upon | GP convergence. Al the inpacted BGP
destinations benefit froma working alternate pic-path as soon as
the |1 GP convergence occurs for their inpacted BGP next-hop even if
mllions of BGP pic-routes are inpacted.

Appendi x A puts the BGP-PIC benefits in perspective by providing
sonme results using actual nunbers

7.3. Automated

The BGP-PI C sol ution does not require any operator involvenment. The
process is entirely automated as part of the FIB inplenentation.

The salient points enabling this automation are:

0 Extension of the BGP Best path to conpute nore than one primary
([ RFC7911] and [ RFC6774]) or backup BGP next-hop ([I.D.ietf-idr-
best-external] and [I-D. pnohapat-idr-fast-conn-restore]).

o0 Sharing of BGP Pathlist across BGP destinations with the sane
primary and backup BGP next - hop.

0 Hierarchical indirection and dependency between BGP pathlist and
| GP pathlist.

7.4. Increnental Depl oynent
As soon as one router supports BGP-PIC solution, it is possible to
benefit fromall its benefits (nmost notably convergence that does

not depend in the nunber of prefixes) w thout any requirenent for
other routers to support BGP-PIC
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8. Security Considerations

The behavi or described in this docunent is internal functionality
to a router that result in significant inprovenent to convergence
time as well as reduction in CPU and nenory used by FIB while not
showi ng change in basic routing and forwarding functionality. As
such no additional security risk is introduced by using the
mechani sms described in this docunent.

9. I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A. Handling Platforms with Linmted Levels of Hierarchy

This section provides additional details on how to handl e platforns
with limted nunber of hierarchical |evels.

Let’'s consider a pathlist associated with the leaf "Rl1" consisting
of the list of pic-paths <Pl, P2,..., Pn> Assune that the |eaf "Rl"
has an CQutLabel -list <L1, L2,..., Ln> Suppose the pic-path Pi is a
recursive pic-path that resolves via a prefix represented by the

|l eaf "R2". The leaf "R2" itself is pointing to a pathlist consisting

of the pic-paths <Ql, @,..., Q.

If the platform supports the number of hierarchy levels of the
forwardi ng chain, then a packet that uses the pic-path "Pi" will be
forwarded according to the steps in Section 4.

Suppose the platform cannot support the nunber of hierarchy |evels
in the forwardi ng chain. FIB nmanager needs to reduce the nunber of
hi erarchy | evel s when progranm ng the forwarding chain in the FIB
The idea of reducing the number of hierarchy levels is to "flatten"
two chain levels into a single level. The "flattening" steps are as
fol | ows

1. FIB manager wal ks to the parent of "Pi", which is the |eaf "R2".

2. FIB nanager extracts the parent pathlist of the |eaf "R2", which

is <@, @,..., Q.

3. FIB manager al so extracts the QutlLabel-list of R2 associated with
the leaf "R2". Renenber that the QutlLabel-list of R is <L1
L2,..., Lnp.

4. FI B manager replaces the pic-path "Pi", with the list of pic-
paths <Ql, @,..., Q.

5. Hence the pic-path list <P1, P2,..., Pn> now becones "<Pl,
P2,...,Pi-1, Q, @,..., Qn Pi+1, Pn>.

6. The path-index stored inside the locations "QL", "@", ..., "
must all be "i" because the index "i" refers to the | abel "Li"

associated with | eaf "R1".

7. FIB manager attaches an QutLabel-list with the new pathlist as
follows: <Unlabeled,..., Unlabeled, L1, L2,..., Lm Unl abel ed,
., Unl abel ed>. The size of the |abel |list associated with the

flattened pathlist equals the size of the pathlist. Thus there is
a 1-1 mappi ng between every pic-path in the "flattened" pathli st
and the CQutLabel -1ist associated with it.
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It is noteworthy to nention that the labels in the CQutlLabel-1li st
associated with the "flattened" pathlist may be stored in the sane
menory | ocation as the pic-path itself to avoid additional nenory
access.

The sane steps can be applied to all pic-paths in the pathlist <P1
P2,..., Pn> so that all pic-paths are "flattened" thereby reducing
the nunber of hierarchical |evels by one. Note that that
"flattening”" a pathlist pulls in all pic-paths of the parent pic-
paths, a desired feature to utilize all pic-paths at all levels. A
platformthat has a limt on the nunber of pic-paths in a pathlist
for any given | eaf nay choose to reduce the nunber pic-paths using
met hods that are beyond the scope of this docunent.

The steps can be recursively applied to other pic-paths at the same
| evel s or other levels to recursively reduce the nunber of

hi erarchical levels to an arbitrary value so as to accommpdate the
capability of the forwardi ng engine.

Because a flattened pathlist may have an associ ated QutLabel -1i st
the forwarding behavior has to be slightly nodified. The

nmodi fication is done by adding the follow ng step right after step 4
in Section 4.

5. If there is an QutlLabel-list associated with the pathlist, then
if the pic-path "Pi" is chosen by the hashing algorithm retrieve
the | abel at location "i" in that QutlLabel-list and apply the
| abel action of that |abel on the packet.

The steps in this Section to are applied to an exanple in the next
Secti on.
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Appendi x B. Exanple: Flattening a forwardi ng chain.

Thi s exanpl e uses a case of inter-AS option C [ RFC4364] where there
are 3 levels of hierarchy. Figure 4 illustrates the sanpl e topol ogy.
The Aut onompus System Border Routers (ASBRs) on the ingress domain
(Domain 1) use BGP to advertise the core routers (ASBRs and ePEs) of
the egress domain (Domain 2) to the iPE. The end result is that the
ingress PE (i PE) has 2 levels of recursion for the VPN prefixes VPN
I P1 and VPN-I| P2.

Domain 1 Domain 2
i i + i i +
I I I I
| LDP/ SR Core | | LDP/ SR core
I I I I
| (192.0. 2. 4) | |
| ASBR11------- ASBR21........ ePE1(192.0.2.1)
| |\ I N
I |\ I |\
I |V 7 |\
| | \/ | | \VPN-1P1(198.51.100. 0/ 24)
| | A\ | | /VRF "Blue" ASN: 65000
I [/ |/
I |/ Vo | /
| | / V. Ry
i PE ASBR12- - - - - - - ASBR22........ ePE2 (192.0.2.2)
| (192.0.2.5) | |\
I I I |\
I I I |\
| | | |  \VRF "Blue" ASN: 65000
| | | | /VPN-1P2(203.0.113. 0/ 24)
I I I |/
I I I | /
I | I |/
| ASBR13------- ASBR23........ ePE3(192. 0. 2. 3)
| (192.0. 2. 6) | |
I I I I
I I I I
I i + I i +
<D= —m—m—m—m—m—m— <z====m—m—m—m== <D= m—m—m—m—m—m—m——

Advertise ePEx Advertise Redi stribute
Using I BGP-LU ePEx Using ePEx routes
EBGP- LU into BGP
Figure 4: Sanple 3-1evel hierarchy topol ogy
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The foll owi ng assunptions about connectivity are nade:

o]

(0]

(o]

In "Domain 2", both ASBR21 and ASBR22 can reach both ePEl1 and
ePE2 using the sanme netric.

In "Domain 2", only ASBR23 can reach ePE3.

In "Domain 1", i PE (the ingress PE) can reach ASBR11, ASBR12, and
ASBR13 via I GP using the same netric.

The foll owi ng assunptions are nade about the |abels:

0

The VPN | abel s advertised by ePE1l and ePE2 for prefix VPN-IP1 are
VPN-L11 and VPN-L21, respectively.

The VPN | abel s advertised by ePE2 and ePE3 for prefix VPN-IP2 are
VPN-L22 and VPN-L32, respectively.

The | abel s advertised by ASBR11 to i PE using BGP-LU for the
egress PEs ePEl and ePE2 are LASBR111(ePEl) and LASBR112(ePE2),
respectively.

The | abel s advertised by ASBR12 to i PE using BGP-LU for the
egress PEs ePEl and ePE2 are LASBR121(ePEl) and LASBR122(ePE2),
respectively.

The | abel advertised by ASBR13 to i PE using BGP-LU for the egress
PE ePE3 is LASBR13(ePE3).

The 1 GP | abel s advertised by the next hops directly connected to
i PE towards ASBR11, ASBR12, and ASBR13 in the core of domain 1
are | GP-L11, 1GP-L12, and | GP-L13, respectively.

Both the routers ASBR21 and ASBR22 of Donmmin 2 advertise the sane
| abel LASBR21 and LASBR22 for the egress PEs ePEl and ePE2,
respectively, to the routers ASBR11 and ASBR22 of Domain 1.

The router ASBR23 of Domain 2 advertises the | abel LASBR23 for
the egress PE ePE3 to the router ASBR13 of Donain 1.

Based on these connectivity assunptions and the topology in Figure

41

the routing table on i PE is
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65000: 198.51.100.0/24
via ePE1 (192.0.2.1), VPN Label: VPN-L11
via ePE2 (192.0.2.2), VPN Label: VPN-L21
65000: 203.0.113.0/24
via ePE2 (192.0.2.2), VPN Label: VPN-L22
via ePE3 (192.0.2.3), VPN Label: VPN-L32

192.0.2.1/32 (ePE1)
via ASBR11, BGP-LU Label: LASBR111(ePEl)
via ASBR12, BGP-LU Label: LASBR121(ePEl)
192.0. 2.2/ 32 (ePE2)
via ASBR11, BGP-LU Label: LASBR112(ePE2)
via ASBR12, BGP-LU Label: LASBR122(ePE2)
192. 0. 2.3/32 (ePE3)
Vi a ASBR13, BGP-LU Label: LASBR13(ePE3)

192. 0. 2. 4/ 32 (ASBR11)

via Core, Label: | GP-L11
192.0.2.5/32 (ASBR12)
via Core, Label: | GP-L12
192. 0. 2. 6/ 32 ( ASBR13)
via Core, Label: | GP-L13
The diagramin Figure 5 illustrates the forwarding chain in i PE

assunming that the forwarding hardware in i PE supports 3 | evels of
hi erarchy. The | eaves corresponding to the ASBRs on domain 1
(ASBR11, ASBR12, and ASBR13) are at the bottom of the hierarchy.
There are few i nportant points:

0 Because the hardware supports the required depth of hierarchy,
the sizes of a pathlist equal the size of the label |ist
associated with the | eaves using this pathlist.

0 The path-index inside the pathlist entry indicates the |abel that
will be picked fromthe CQutlLabel-List associated with the child
leaf if that pic-path is chosen by the forwarding engi ne hashing
function.
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Cut Label - Li st

For VPN-I1P1 For VPN-1 P2
Fommme e + Fommmee + TR + Fommme e +
| VPN-L11 | <---] VPN-1P1] | VPN-1P2|-->] VPN L22 |
Fomm - + R R Fomm - +
| VPN-L21 | | | | VPN-L32 |
R + | | R +

I I
\% \%
R R
| 0] 1] | 0] 1]
-+ \ -+ +-/-+-\-+
| \ / \
| \ / \
| \ / \
| \ / \
v \ / \
+--- - + +--- - + +--- - +
+----+ ePE1L| | ePE2 +----- + | ePE3+----- +
| +-- - -+ +----- + | +-- - -+
% | / % | %
Fomm e + | / Fomm e S e +
| LASBR111(ePE1) | | / | LASBR112(ePE2)| | | LASBR13(ePE3)
Fomm e e e + | / Fomm e e e I I e +
| LASBR121(ePEL) | | / | LASBR122(ePE2)| | CQutLabel -List
R + | / R + For ePE3
Qut Label - Li st | / Qut Label - Li st |
For ePEl | / For ePE2 |
I / I
|/ I
|/ I
vV Vv v
+---+---+ Shared pathlist +---+ pathlist
| 0] 1| For ePEl and ePE2 | 0] For ePE3
- -+-\ -+ +-| -+
I \ I
I \ I
I \ I
I \ I
v v v
Fommmm - + Fommmm - + Fommmm - +
+---+ASBR11]| | ASBR12+- - + | ASBR13+- - - +
| S R + S R + S R + |
v v v
TR + TR + TR +
| I GP-L11] | I GP-L12| | I GP-L13|
Fommmm - + Fommmm - + Fommmm - +

Fi gure 5: Forwardi ng Chain for
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Apri

Now suppose the hardware on i PE (the ingress PE) supports 2 |levels
of hierarchy only. In that case, the 3-levels forwarding chain in
Figure 5 needs to be "flattened"” into 2 |levels only.

Cut Label - Li st

Cut Label - Li st

For VPN-1P1 For VPN-1| P2
o e o + Fommmm o + Fommmm o + o e o +
| VPN-L11  |<---|VPN-IPL| | VPN-1P2[---> VPN-L22 |
oo + oo oo+ oo o4 oo +
| VPN-L21 | | | | VPN-L32 |
e + | | e +
| |
| |
| |
Fl att ened | | Flattened
pat hl i st \% V  pathlist
+==—=4===+ +=—=4===+4===+ f e e
oo + 0] 1] | 0] O 1 +---->| LASBRI12(ePE2) |
| +:|:+:\:+ +=/ =+=/ =+=\ =+ B ettt
v I\ I \ | LASBRL22( ePE?) |
+==============+ | \ - + / \ +==============+
| LASBRL11(ePEL)| | \/ / \ | LASBRL3( ePE3) |
4======—==—=====—4 | /\ / 4======—==—=====—4
| LASBRL21(ePEL) | | I\ / \
+==============+ | / \ / \
| v \
|/ + o+ \
|+ || \
[ [ \
vV V vV V \'
Fomemm - + Fomemm - + Fomemm - +
+----| ASBRLY| | ASBRL2+- - - + | ASBRL3+- - - +
| +o-m - - + +o-m - - + | +o-m - - + |
\' \' \'
Fommmmo - + Fommmmo - + Fommmmo - +
|1 GP-L11] |1 GP-L12| |1 GP-L13]|
Fommmm o + Fommmm o + Fommmm o +

Figure 6: Flattening 3 levels to 2 levels of H erarchy on i PE

Figure 6 represents one way to "flatten" a 3 levels hierarchy into
two |l evels. There are a few inportant points:
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(o]

As nmentioned in Section Appendix A, a flattened pathlist nay have
| abel lists associated with them The size of the |abel Iist
associated with a flattened pathlist equals the size of the
pathlist. Hence it is possible that an inplenentation includes
these label lists in the flattened pathlist itself.

Again as nmentioned in Section Appendix A the size of a flattened

pat hli st may not be equal to the size of the QutlLabel-lists of
| eaves using the flattened pathlist. So the indices inside a
flattened pathlist still indicate the | abel index in the

Qut Label -Lists of the |eaves using that pathlist. Because the
size of the flattened pathlist may be different fromthe size of
the QutlLabel-lists of the | eaves, the indices nmay be repeated.

Let’'s take a look at the flattened pathlist used by the prefix
"VPN-1P2". The pathlist associated with the prefix "VPN-IP2" has
three entries.

o The first and second entry have index "0". This is because
both entries correspond to ePE2. Thus when hashi ng perfornmed
by the forwardi ng engine results in using the first or the
second entry in the pathlist, the forwarding engine will pick
the correct VPN | abel "VPN-L22", which is the |abel advertised
by ePE2 for the prefix "VPNIP2".

o The third entry has the index "1". This is because the third
entry corresponds to ePE3. Thus when the hashing is perforned
by the forwardi ng engine results in using the third entry in
the flattened pathlist, the forwarding engine will pick the
correct VPN | abel "VPN-L32", which is the | abel advertised by
"ePE3" for the prefix "VPN-1P2".

Now let’s try and apply the forwarding steps in Section 4 together
with the additional step in Section Appendix A to the flattened
forwarding chain illustrated in Figure 6

(o]

Suppose a packet arrives at "i PE' and matches the VPN prefix
"VPN- | P2".

The forwardi ng engi ne wal ks to the parent of the "VPN-1P2", which
is the flattened pathlist and applies a hashing algorithmto pick
a pic-path.

Suppose the hashing by the forwardi ng engi ne picks the second
pic-path in the flattened pathlist associated with the |eaf "VPN
| P2" .

Because the second pic-path has the index "0", the |abel "VPN
L22" is pushed on the packet.
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(o]

Next the forwardi ng engine picks the second | abel fromthe
Qut Label - Li st associated with the flattened pathlist resulting in
"LASBR122(ePE2)" being the next pushed | abel

The forwardi ng engi ne now noves to the parent of the flattened
pat hli st corresponding to the second pic-path. The parent is the
| GP | abel leaf corresponding to "ASBR12".

So the packet is forwarded towards the ASBR "ASBR12" and the |GP
| abel at the top will be "I1GP-L12".

Based on the above steps, a packet arriving at i PE and destined to
the prefix VPN-L22 reaches its destination as foll ows:

0

i PE sends the packet along the shortest pic-path towards ASBR12
with the follow ng | abel stack starting fromthe top: {L12
LASBR122( ePE2), VPN-L22}.

The penultimate hop of ASBR12 pops the top |abel "L12". Hence the
packet arrives at ASBR12 with the remaining | abel stack
{LASBR122( ePE2), VPN L22} where "LASBR12(ePE2)" is the top | abel

ASBR12 swaps "LASBR122(ePE2)" with the |abel "LASBR22(ePE2)",
which is the | abel advertised by ASBR22 for the ePE2 (the egress
PE) .

ASBR22 receives the packet with "LASBR22(ePE2)" at the top
Hence ASBR22 swaps "LASBR22(ePE2)" with the I GP | abel for ePE2
advertised by the next-hop towards ePE2 in domain 2, and sends
the packet along the shortest pic-path towards ePE2.

The penulti mate hop of ePE2 pops the top | abel. Hence ePE2
recei ves the packet with the top | abel VPN-L22 at the top

ePE2 pops "VPN-L22" and sends the packet as a pure |P packet
towards the destination VPN-I|P2.
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Appendi x C. Perspective

The followi ng table puts the BGP-PIC benefits in perspective
assuni ng

0o 1Minpacted BGP prefixes

o | @GP convergence ~ 500 nsec

o local protection ~ 50nsec

o0 FIB Update per BGP destination ~ 100usec conservati ve,
~ 10usec optimstic

0 BGP best route recal culati on per BGP destination
~ 10Ousec optimstic,

~ 100usec optimstic

Wt hout PIC Wth PIC
Local 1 GP Failure 10 to 100sec 50msec
Local BGP Failure 100 to 200sec 50nsec
Renote | GP Failure 10 to 100sec 500msec
Local BGP Failure 100 to 200sec 500msec

Upon | ocal 1GP next-hop failure or remote | GP next-hop failure, the
existing primary BGP next-hop is intact and usabl e hence the
resiliency only depends on the ability of the FIB nmechanismto
reflect the new pic-path to the BGP next-hop to the dependi ng BGP
destinations. Wthout BGP-PIC, a conservative back-of-the-envel ope
estimation for this FIB update is 100usec per BGP destination. An
optimstic estimation is 10usec per entry.

Upon | ocal BGP next-hop failure or renote BGP next-hop failure,

wi t hout the BGP-PIC nechanism a new BGP Best-Path needs to be
reconput ed and new updates need to be sent to peers. This depends on
BGP processing time that will be shared between best-path

comput ation, RI B update and peer update. A conservative back-of-the-
envel ope estimation for this is 200usec per BGP destination. An
optinmstic estimation is 100usec per entry.
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